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CHAPTER 1 INTRODUCTION TO ELECTROMAGNETIC ENVIRONMENTAL 
TESTS AND VERIFICATION  

 
1.1. AIM 

AECTP 500 is one of six documents covered under STANAG 4370 Environmental 
Testing [Ref 1].  The documents in AECTP 500 contain Electromagnetic 
Environmental Effects (E3) test requirements and procedures necessary to ensure 
military Platforms, Systems, Subsystems, and Equipment have been designed for 
Electromagnetic Compatibility (EMC) and evaluated to verify, by test, analysis, or 
modeling and simulation as appropriate, that the desired performance requirements 
will be met when subjected to the Electromagnetic Environment (EME).  In doing so, 
AECTP 500 establishes E3 interface requirements and verification criteria for 
airborne, sea, space, and land systems, including associated ordnance. 
 
1.2. REQUIREMENT 

Military Platforms, Systems, Subsystems, and Equipment shall be 
electromagnetically compatible among all subsystems and equipment within the 
system and with environments caused by emitters and other electromagnetic 
sources, both internal and external, to the system to ensure safe and proper 
operation and performance.  Design techniques used to protect equipment against 
E3 shall be verifiable, maintainable, and effective over the rated life cycle of the 
system.  Verification shall address all life cycle aspects of the system, including (as 
applicable) normal in-service operation, checkout, storage, transportation, handling, 
packaging, loading, unloading, launch, and the normal operating procedures 
associated with each aspect. 

1.2.1. External Radio Frequency (RF) EME.  Military Platforms, Systems, 
Subsystems, and Equipment shall be electromagnetically compatible with the defined 
external RF EME such that its system operational performance requirements are 
met.  AECTP 250-series [Ref 2] provides a definition of E3 environments.  Military 
Platforms, Systems, Subsystems, and Equipment exposed to more than one defined 
EME shall use the worst-case case composite of the applicable EMEs.  External RF 
EME covers compatibility with, but is not limited to, EMEs from like platforms (such 
as aircraft in formation flying, ship with escort ships, and shelter-to-shelter in land 
systems) and friendly emitters.  Compliance shall be verified by system, subsystem, 
and equipment level tests, analysis, or a combination thereof. 

1.2.2. Tailoring Guidance for Contractual Application.  Application specific 
criteria may be derived from operational and engineering analyses on the system 
being procured for use in specific environments.  When analyses reveal that a 
requirement in this standard is not appropriate or adequate for that procurement, the 
requirement should be tailored and incorporated into the appropriate documentation.  
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The Prime Contractor may consider that his objective would be better met by some 
modification to the tests selected. This tailoring of test requirements may, for 
example, offer cost or time savings without prejudice to confidence in demonstrating 
adequate EMC performance. The Prime Contractor is able to make such proposals 
provided the rationale for tailored requirements is included in the control plan, and he 
secures written approval from the National Acceptance Authority (NAA) before 
implementation. 

The tailoring of tests and limits is acceptable where the test or limit is modified to 
address a more severe EM environment. The reduction in severity of a test or limit 
below that contained in the 500-series or that found in a specific National 
requirements document is not recommended. Where the NAA agrees to a reduced 
test severity, the resulting qualification verification documentation shall only claim to 
meet this Standards requirements if all caveats are included stating the limited 
compliance status. 

1.2.3. The Impact of Commercial Off the Shelf (COTS)/Military Off the Shelf 
(MOTS).  The push towards the use of COTS and MOTS equipment could lead to 
systems that are more vulnerable if incorrectly assessed.  Overall, most COTS 
equipment has been designed to meet less stringent EME requirements than military 
equipment and, therefore, could be more vulnerable to upset or damage when 
exposed to high-level RF fields or could interfere with legacy systems.  MOTS 
equipment may not meet the full severity of any contractual EMC requirement.  
Therefore, the use of COTS/MOTS introduces additional risk of an incompatibility 
plus associated extra costs, in maintaining performance throughout the system life 
cycle and for re-use in other scenarios.  For equipment that is to be used in safety 
critical/related systems or environments, then the decision to use COTS/MOTS and 
the risk mitigation shall be recorded in the systems safety case. 

A method of assessing the risk of procuring COTS/MOTS is provided in Annex A. 
 
1.3. E3 Test Categories and Requirements 

1.3.1. Introduction.  Each Category in the 500-series, or E3 test, gives verification 
and test methods suitable for the application described.  Those responsible for 
procuring, designing, and testing equipment and systems need to define which 
categories and which verification/tests in each category are applicable to the project.  
All methods listed are not to be applied indiscriminately, but rather selected for 
application as required. 

In developing a verification/test program, consideration must be given to the 
anticipated life cycle of the materiel.  The cumulative damage caused by long-term 
exposure to various environments and the associated changes in resistance to 
electromagnetic effects must be taken into account.  The interface with the 
appropriate platforms also shall be accounted for to ensure EMC. 
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The procedures herein provide reasonable verification of the item's performance and 
resistance to E3.  The tests particularly at an equipment level are not necessarily 
intended to duplicate the environment.  Where possible, guidance on limitations or 
intended applications is provided. 
 
1.3.2. Application 

The AECTP 500 series of documents includes information on the following topics: 

a. Test Program development 

b. Applicability of each test 

c. Test Methodology 

d. Parameter levels for the tests 

e. Characteristics of Test Facilities 

f. Test Item configuration 

g. Test Conditions 

h. Pre and Post-test checks of the test item 

i. Test Products including Plans, Data, and Reports 

j. Failure criteria. 
 
1.3.3. Combined Testing 

The tailoring process in AECTP100 Environmental Guidelines for Defence Materiel 
[Ref 3] may identify a need to combine electrical/electromagnetic environmental 
testing with other environments in the AECTP 300 Climatic Environmental Tests 
[Ref 4] and AECTP 400 Mechanical Environmental Tests [Ref 5] series.  Such 
combinations may produce a more realistic representation of the effects of the overall 
environment than a series of single tests. 
 
1.3.4. Materiel (Whole System) Testing and Verification 

Whole system testing and verification may be applicable to very large systems which 
can only be tested in situ or, more generally to complete platforms.  Categories 505, 
506, 507, and 508 cover these requirements. 
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1.3.5. Category 501 – Equipment and Subsystem Testing 

This category contains test procedures for use with equipment and subsystems that 
can generally be tested in a screened room.  The tests are necessary to reduce the 
risk of Electromagnetic Interference (EMI) problems when equipments are integrated 
into an overall system and before full system-level testing can be undertaken. 

Individual subsystems and equipment shall meet interference control requirements 
(such as conducted emissions, radiated emissions, conducted susceptibility, and 
radiated susceptibility requirements) so that the overall system complies with all 
applicable requirements of this category.  Compliance shall be verified by tests that 
are consistent with the individual requirement.  When an equipment or subsystem is 
to be installed in more than one type of platform or installation, it shall comply with 
the most stringent of the applicable requirements and limits. 
 
1.3.6. Category 502 – Man-Worn and Man-Portable Equipment Testing 

This category contains test procedures for man-worn and man-portable equipment 
that can be tested in a screen room.  The test procedures require the use of a 
mannequin to simulate the “mounting” arrangement of man-worn equipment and a 
wooden bench for man-portable equipment. 

Man-worn and man-portable equipment shall meet interference control requirements 
(such as conducted emissions, radiated emissions, conducted susceptibility, and 
radiated susceptibility requirements) so that the overall system complies with all 
applicable requirements of this standard.  Compliance shall be verified by tests that 
are consistent with the individual requirement.  When man-worn or man-portable 
equipment is to be installed in more than one type of platform or installation, it shall 
comply with the most stringent of the applicable requirements and limits. 
 
1.3.7. Category 503 – Support Equipment Testing 

This category's aim is to foster international cooperation and agreement in controlling 
Support Equipment EMI across all three services (Air, Land, and Sea) by establishing 
the minimum test methods to be applied in the evaluation of EMC. 

Support equipment shall meet interference control requirements (such as conducted 
emissions, radiated emissions, conducted susceptibility, and radiated susceptibility 
requirements) so that the overall system complies with all applicable requirements of 
this category.  Compliance shall be verified by tests that are consistent with the 
individual requirement.  
 
1.3.8. Category 504 – Introduction to Platform and System Verification and Testing 

This category details the common E3 requirements to support the E3 test and 
verification program detailed in AECTP Categories 505 (Air), 506 (Sea), and 507 
(Land).  The category is applicable for complete systems both new and modified. 
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Military Platforms, and their Systems and Equipment, shall be electromagnetically 
compatible within their intended EME to ensure safe and proper operation and 
performance. 

 
1.3.9. Category 505 – Air Platform and System Verification and Testing 

This category covers the requirements for Air Platform and System testing in DO-160 
Environmental Conditions and Test Procedures for Airborne Equipment [Ref 6] and 
hardness verification (based on STANAG 7116 [Ref 7]). 

All Air Platforms shall be subjected to a thorough electromagnetic hardness 
verification to demonstrate that installed systems and equipment, including external 
stores and munitions, will operate safely and effectively within the EME. 
 
1.3.10. Category 506 – Sea Platform and System Verification and Testing 

This category provides guidance, specific requirements, and detailed procedures for 
conducting EMI testing of Sea Platforms and Systems.  

Sea systems and equipment shall be electromagnetically compatible within the 
intended EME such that system operational performance requirements are met.  
Compliance shall be verified by system-level test, analysis, or a combination thereof.  
For surface ships, intra- and inter-system EMC, hull generated intermodulation 
interference, and electrical bonding shall be verified. 
 
1.3.11. Category 507 – Land Platform and System Verification and Testing 

This category provides guidance to ensure the design and engineering of Tactical 
Land Platforms and Systems meet their performance requirements through an 
E3 Test and Verification Program.  All Land Platforms shall be subjected to a 
thorough electromagnetic hardness verification to demonstrate that installed systems 
and equipment, including associated munitions, will operate safely and effectively 
within the EME. 
 
1.3.12. Category 508 – Ordnance/Munitions Verification and Testing 

This category contains leaflets covering verification and tests of munitions systems 
containing EIDs against the following environments: 

a. Leaflet 1 Ordnance Electromagnetic Vulnerability (EMV) of a complete 
munitions system containing electronics 

Ordnance and weapons systems shall be electromagnetically compatible in the 
external EME.  Safety and suitability (proper operation and performance) shall 
be demonstrated by test or analysis. 
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b. Leaflet 2 Electrostatic Discharge (ESD) 

Ordnance subsystems shall not be inadvertently initiated or dudded by a 
25 kilovolt ESD caused by personnel handling.  Compliance shall be verified by 
test discharging a 500 picofarad capacitor through a 500 ohm resistor with a 
circuit inductance not to exceed 5 microhenry to the ordnance subsystem (e.g., 
electrical interfaces, enclosures, and handling points). 

c. Leaflet 3 Hazards of Electromagnetic Radiation to Ordnance (HERO)  

EIDs in ordnance shall not be inadvertently actuated during or experience 
degraded performance characteristics after exposure to the external EME for 
both direct RF induced actuation of the EID and inadvertent activation of an 
electrically powered firing circuit.  Compliance shall be verified by test and 
analysis. 

d. Leaflet 4 Lightning  

The system shall meet its operational performance requirements for both direct 
and indirect effects of lightning.  Ordnance shall meet its operational 
performance requirements after experiencing a near strike in an exposed 
condition and a direct strike in a stored condition.  Ordnance shall remain safe 
during and after experiencing a direct strike in an exposed condition.  
Compliance shall be verified by system, subsystem, equipment, and 
component (such as structural coupons and radomes) level tests, analysis, or a 
combination thereof. 

e. Leaflet 5 Nuclear Electromagnetic Pulse (NEMP) 

The system shall meet its operational performance requirements after being 
subjected to the EMP environment.  This requirement is applicable only if 
invoked by the procuring activity.  Compliance shall be verified by system, 
subsystem, and equipment-level tests, analysis, or a combination thereof. 

 
1.3.13. Category 509 – Space 

This category has been reserved to cover the requirements for space (vehicles and 
terrestrial stations) in the future. 
 
1.3.14. Category 510 - Miscellaneous 

At the present time, this category contains a leaflet covering Electromagnetic 
Shielding Enclosures Test Procedures. 
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CHAPTER 3 ACRONYMS 

The following acronyms are used: 

AECTP Allied Environmental Conditions and Tests Publication 

AEP  Allied Engineering Publication 

AMN  Artificial Mains Network 

COTS  Commercial Off The Shelf 

CW   Continuous Wave 

Def Stan Defence Standard 

E3   Electromagnetic Environmental Effects 

EID   Electrically Initiated Device 

EM   Electromagnetic 

EMC  Electromagnetic Compatibility 

EMCCP Electromagnetic Compatibility Control Plan 

EME  Electromagnetic Environment 

EMI   Electromagnetic Interference 

EMITP Electromagnetic Interference Test Plan 

EMP  Electromagnetic Pulse 

EMV  Electromagnetic Vulnerability 

ESD  Electrostatic Discharge 

EUT  Equipment Under Test 

LISN  Line Impedance Stabilization Network 

MOTS  Military Off The Shelf 

NATO  North Atlantic Treaty Organisation 

OATS  Open Area Test Site 
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RF  Radio Frequency 

STANAG Standardization Agreement
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ANNEX A RISK ASSESSMENT OF COTS/MOTS PROCUREMENT 

It is essential that the Equipment Electromagnetic (EM) Managers seek the 
agreement of the Platform or Facilities EM Manager before the risk assessment 
procedure is used.  This is because the Platform or Facilities EM Manager will carry 
the risk and any associated extra costs through the whole life of the project.  For 
safety critical/related equipment, platforms, or facilities (such as Aircraft, Submarines, 
and fire detection systems) this prior agreement must be in writing and added to the 
safety case along with any mitigation. 

The risk assessment method is described in a series of flowcharts and tables.  The 
main flowchart is shown in Figure 500-1.  Each of the main flowchart processes is 
expanded into separate flow charts shown in Figure 500-2 through Figure 500-5.  A 
description of the main processes and considerations is given here. 
 
A.1. DEFINE ENVIRONMENT: (FIGURE 500-2) 

In order to evaluate the acceptability of the COTS/MOTS EMC performance, it is 
necessary to define the EME in which the equipment will be operated.  If the EME is 
to be derived for a new scenario, then refer to [Ref 2].  For existing platforms, the 
EME already may be defined or may be represented by the service categories and 
limits given in Categories 501, 502, and 503. 
 
A.2. EVALUATE EMC SPECIFICATION AND COMPLIANCE EVIDENCE: 
(FIGURE 500-3) 

This process or gap analysis identifies the shortfalls in the existing EMC performance 
of the COTS/MOTS equipment.  In order to achieve this, the EMC standards, test 
methods, and limits applied to the COTS/MOTS equipment must be identified and 
compared to the equivalent test given in Categories 501 and 502.  The detailed 
comparison of test methods is complex and Table 500-1 provides guidance on the 
relevant factors to be considered.  Once the gaps and missing tests have been 
identified, they can be assigned a risk rating of Low, Medium, or High depending on 
the extent of the deviation. 
 
A.3. ASSESS RISK AGAINST FUNCTIONAL CRITICALITY: (FIGURE 500-4) 

The risks identified in the previous process now must be compared to the criticality of 
the COTS/MOTS equipment and the criticality of the environment or platform in which 
the COTS/MOTS equipment will be operated.  Nil to Low risk generally will be 
acceptable.  In some non-critical situations, Low to Medium risk may be acceptable.  
In all cases, a High risk is unacceptable unless some mitigating action is applied. 
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A.4. MITIGATE RISK THROUGH DESIGN AND/OR RETEST: (FIGURE 500-5) 

This process comprises two options: 

a. Test the COTS/MOTS equipment to determine compliance with this 
Standard.  Refer to Categories 501 and 502 for the test requirements and 
Category 505, 506, or 507 for the appropriate platform requirement.  This is 
technically a good approach as any subsequent required protection can be 
properly specified and over-protection will be avoided.  However the 
disadvantage of this approach is the cost implications of the additional 
testing required. 

b. Remedial design can be achieved by adding the appropriate protection 
“barriers” to reduce the “worst case” coupled RF fields or currents the 
equipment could be exposed to or could emit, to below the levels it was 
originally required to meet.  The barrier protection concept is described in 
good EMC design guide publications (including AEP 41 [Ref 8] and 
Def Stan 59-411 [Ref 9] Part 5).  Where COTS/MOTS equipment is modified 
through the use of a barrier, the resulting modified system needs to be 
verified against the EMC requirements. 

These processes are described in outline only.  In order to implement these 
processes effectively, it is necessary to ensure that the environment definition, 
evaluation, risk assessment, and mitigation are performed by personnel with relevant 
EMC competencies. 

Each of the following processes is expanded in subsequent flowcharts: 
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Define environment

(see Figure 500-2)

Evaluate EMC

specification and

compliance

evidence

(See Figure 500-3)

Assess risk against

functional criticality

(See Figure 500-4)

Mitigate risk through

design and/or retest

(See Figure 500-5)

Accept/Reject

End of process
 

 
Figure 500-1:  Risk Assessment of COTS/MOTS Procurement Main Flow Chart 
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Figure 500-2:  Define Environment Flow Chart 

Identify on-platform transmitters 
Identify co-sited transmitters 

Derive 
environment? 

Yes 

No 

Select default 
Category 501 or 502 Limit: 
Air (safety/non-safety critical) 

Land category 
Sea Above/Below Decks 

or select 
Project/Civil EMC standard 

Determine maximum EME at location 
for susceptibility requirement 

(e.g. via calculation, modelling, site 
survey) 

Identify on-platform sensitive 
receivers/systems 

Determine permitted EME at location 
for emission requirement 

(e.g. via calculation, modelling) 

Identify platform status when 
equipment will be used (powered/ 
unpowered/operational status) to 

determine potential risk to platform 

Identify power supply and determine 
power line susceptibility and 

emission requirement 

Proceed to evaluate EMC 
specification 

(See Figure 500-3) 

Define 
environment 
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Identify EMC standards to which

equipment complies using e.g:

Declaration of conformity

Declaration of conformance

EMC test reports/certificates

List EMC tests that have been

performed against corresponding

AECTP 500 Series tests

For each test, perform a gap analysis

to identify shortfalls in performance

against the test parameters

(See Table 500-1 for factors affecting

severity of test)

Identify any missing tests

Proceed to assess risk

(See Figure 500-4)

Evaluate EMC specification

and compliance evidence

Score the resulting risk as Low,

Medium or High against each test

 

 
Figure 500-3:  Evaluate EMC Specification and Compliance Evidence Flow Chart 
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Test Type 
EMC Gap Analysis Factor Affecting Test Severity (Not all may be 
applicable) 

Conducted 
Emission 

Scope of lines under test (power and/or signal, control) 

Frequency range  

Detector (average/peak/quasi peak) 

Measurement device (LISN/Current probe/AMN/ISN) 

Measurement distance from EUT along cable 

Limit units (current/voltage) 

Circuit impedance for converting between current and voltage 

Limit level 

Radiated 
Emission 

Frequency range 

Antenna test distance 

Extrapolation method 

Detector (average/peak/quasi peak) 

Test set-up (ground plane/EUT height/Bonding) 

Limit units (current/voltage) 

Limit level 

Conducted 
Susceptibility 

Scope of lines under test (power and/or signal, control) 

Frequency range 

Modulation 

Coupling device (Current probe/Coupling decoupling 
Network/Shield injection) 

Coupling distance from EUT along cable 

Limit units (current/voltage) 

Circuit impedance for converting between current and voltage 

Calibration technique (CW/peak envelope/monitor open 
circuit/monitor in circuit) 

Limit level 
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Test Type 
EMC Gap Analysis Factor Affecting Test Severity (Not all may be 
applicable) 

Radiated 
Susceptibility 

Frequency range 

Modulation 

Test set-up (ground plane/EUT height/Bonding) 

Limit units (current/voltage) 

Calibration technique (CW/peak envelope/pre-calibrated 
volume/field monitored) 

Limit level 

Test Type 
EMC Gap Analysis Factor Affecting Test Severity (Not all may be 
applicable) 

Transient 
Susceptibility 

Scope of lines under test (power and/or signal, control) 

Peak (absolute) voltage/Current (Impedance conditions) 

Peak (absolute) value of rate of rise  

Peak (absolute) impulse – impulse equivalent maximum energy in 
a single polarity 

Rectangular impulse – impulse equivalent of total energy 

Root action integral – total energy 

Time to peak value 

Frequency spectrum 

Calibration technique (pre-calibrated level/monitored in circuit) 

Differential or common mode coupling 

Repetition rate 

Table 500-1:  EMC GAP Analysis Factors Affecting Test Severity 
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Identify whether equipment is

safety/mission critical or non-

critical

Identify whether platform/

environment is safety/mission

critical or non-critical

Determine acceptability of

risks with respect to criticality

(See Table 500-2)

List unacceptable risks, i.e.

All high risks

All unacceptable medium risks

Proceed to mitigate risks

(See Figure 500-5)

Assess risk against

functional criticality

 

 
Figure 500-4:  Assess Risk against Functional Criticality Flow Chart 
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Having determined the risk as Low, Medium, or High from the previous evaluation 
process, the acceptability of these risks must be assessed.  To assist in this process 
the Table 500-2 provides a guide to the acceptable risk dependent on the criticality of 
the equipment under assessment and the criticality of its intended platform or 
environment.  Having determined the criticalities, the corresponding intersection on 
Table 500-2 provides the acceptable risk.  The risk is shown separately for emission 
and susceptibility phenomena. 

The risk assessment concept is that if the platform or environment is safety/mission 
critical, then the emissions from the equipment under assessment could act as a 
threat to the platform or environment and must, therefore, be controlled to a Nil to 
Low risk. 

Secondly if the equipment under assessment is safety/mission critical, then its 
susceptibility must be controlled to a Nil to Low risk. 

In the case of non-critical platform or environment, the emissions from the equipment 
under assessment can be accepted with a Low to Medium risk. 

In the case of non-critical equipment under assessment, the susceptibility of the 
equipment under assessment can be accepted with a Low to Medium risk. 

In all cases a High risk is unacceptable. 

Having determined the acceptability of the risks, the unacceptable risks must be 
mitigated as shown in Figure 500-5.  This will comprise a list of unacceptable Medium 
and/or High risks. 
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Environment/Platform Criticality 

Safety/Mission Critical Non-Critical 

E
q

u
ip

m
e
n

t 
C

ri
ti
c
a
lit

y
 

Safety 
Critical/Mission 
Critical 

Emission = Low 

Susceptibility = Low 

Emission = Low to 
Medium 

Susceptibility = Low 

Non-Critical 

Emission = Low 

Susceptibility = Low to 
Medium 

Emission = Low to 
Medium 

Susceptibility = Low to 
Medium 

NOTE:  High Risk unacceptable for any combination without mitigation. 

Table 500-2:  Guide to Minimum Acceptable Risk Resulting from EMC Gap Analysis 
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Figure 500-5:  Mitigate Risk through Design and/or Retest Flow Chart 

 

Mitigate risk through 
design and/or retest 

Is additional testing 
required? 

Perform test program 

Is risk reduced to 
acceptable level? 

No 

Yes 

Yes 

No 

Modify equipment/installation 
EMC design 

Can equipment/ 
installation design be 

modified? 

No 

Yes 

Accept/Reject 
End of Process 
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ANNEX B E3 PROGRAM REQUIREMENTS AND TESTING 

Categories 501 to 503 contain generic test procedures that may be applied to any 
type of materiel at the equipment/subsystem level.  The test procedures to be used 
for a specific test program shall be selected based on operational use and 
environmental conditions expected to be experienced during the lifetime of the 
materiel.  The selection of some test procedures in Category 501 (Clause 2.2 and 
Applicability Tables 501-6 and 501-7 in particular) and 502 (Clause 5.2 and 
Applicability Tables 502-1 and 502-2 in particular) will be dependent on the procuring 
nation. 
 
B.1. OBJECTIVES OF THE TEST PROGRAM 

The objectives of the program shall be to demonstrate, where appropriate, that the 
materiel: 

a. Will not unacceptably interfere with, perturb, or damage other materiel when 
operating as intended. 

b. Will not unacceptably interfere with, perturb, or damage its own components 
or equipment when operating as intended. 

c. Will not be unacceptably perturbed or damaged by external environments, 
whether generated by other materiel, by humans, or by natural phenomena. 

d. Will not unacceptably endanger personnel during those phases of the 
materiel life cycle in which either the materiel could produce discharges or 
emissions of an electrical or electromagnetic nature, or the materiel could be 
affected by external environments with adverse consequences. 

 
B.2. MANAGEMENT AND PLANNING PROCEDURES 
 
B.2.1. EMC Specification 

It is the program manager's responsibility to ensure that the test item requirement 
document for the materiel is used as the basis for the development of an 
electromagnetic compatibility specification for the materiel.  The test requirement 
document shall contain environmental statements, design requirements for the 
protection of Platforms, Systems, Equipment and Subsystems, and compliance 
criteria.  For complex materiel, an Electromagnetic Compatibility Control Plan 
(EMCCP) is needed to identify management responsibilities to ensure EMC 
requirements in the specification are addressed, to ensure a cost effective EMC 
Program to demonstrate compliance is developed, and to provide a consistent review 
procedure. 
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B.2.2. EMC Test Program and Plans 

An EMC Test Program Plan shall be developed for the materiel including all 
components and subsystems, where appropriate.  The Plan shall be sufficiently 
detailed to enable any test to be repeated with the same results.  The Plan shall 
cover both development and acceptance testing up to and including system testing.  
The EMC Program Plan shall define: 

a. The contractor EMI/C management structure (as appropriate) 

b. The Equipment, Subsystem, System, or Platform which will be tested and 
test schedule 

c. The nature or purpose of each test 

d. The mode(s) of operation of the equipment under test 

e. The signal modulation to apply during susceptibility testing, as required 

f. The functional tests/trials and inspections to be performed before, during 
and after each EMC Test/Trial procedure. 

g. The facility to be used (if required) and the support equipment needed for 
the test. 

h. Data recording methodologies including test configuration description/ 
photographs, analysis, and reporting to be used. 

Individual EMI/EMC Test/Trial Procedures to demonstrate compliance shall be 
prepared. 
 
B.3. ENVIRONMENTAL CONSIDERATIONS 

The most realistic approach for testing materiel under simulated EMEs would be to 
expose the test item in a deployed and functional state under those conditions in 
which NATO and national forces would operate it (i.e. using the approach in 
Category 505, 506, or 507).  The NATO E3 operational environments are defined in 
AECTP-250.  Some land-based materiel could be tested using such an approach.  
Air and ship-borne materiel are more difficult to deploy in realistic conditions since for 
the most part land-based test facilities are used.  Suspending or isolating the test 
item in free space may represent an aircraft in flight or a ship's decks, or by using a 
conducting ground plane upon which the test item stands.  More difficult still are 
types of materiel that form an interconnected part of an extensive system or are 
installed on or within a building or large mobile platform.  Testing in the natural 
environment (i.e. Open Air Test Sites or OATS) may not be possible for all materiel.  
It also may be precluded for reasons of intolerable, possibly illegal, interference with 
test site neighbours.  Where the materiel is to be divided into its equipment or 
subsystems levels, environmentally protected test facilities are essential. 
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B.3.1. Program Schedule 

Subsystem EMC testing (Category 501, 502, or 503) shall be completed before 
integrated system testing is undertaken (Category 505, 506, 507, or 508).  Testing 
the integrated system may uncover deficiencies not revealed during subsystem 
testing. 
 
B.4. ELECTROMAGNETIC PARAMETER/REQUIREMENT LEVELS 

B.4.1. Parametric Considerations 

In determining test parameters/requirements, consideration shall be given to: 

a. Anticipated external life cycle environments and whether or not modified by 
other materiel in or on which the materiel is placed. 

b. Induced environments where the external environment is modified by other 
materiel in or on which the considered materiel is placed. 

c. Internal environments that the materiel produces by its own operation within 
the life cycle. 

B.4.2. Tailoring of Parameters/Requirements 

Parameters/requirements should be tailored in accordance with the functional 
criticality of the materiel (see Figure 500-4), its life cycle, its interaction with other 
materiel, and the derived EME.  The logic for tailoring shall be included in either the 
EMC specification, EMCCP, or the EMITP.  Preferably, the selection of parameters 
should be based on direct environmental measurements made under real life cycle 
situations.  The alternative is to use derived levels, which can be obtained either by 
assessment or by reference to data collected during test programs completed on 
similar types of materiel. 
 
B.5. INTERFACE REQUIREMENTS 

B.5.1. Joint Procurement 

Equipment or subsystems procured by one user activity for multi-agency or multi 
nation's use shall comply with the requirements of the user agencies. 
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Discussion:  When a government procures equipment that will be used by more 
than one Service, agency, or Nation, a particular activity is assigned responsibility for 
overall procurement.  The responsible activity must address the concerns of all users.  
Conflicts may exist among the parties concerned.  Also, imposition of more severe 
design requirements by one party may adversely affect other performance 
characteristics required by the second party.  For example, severe radiated 
susceptibility levels on an electro-optical sensor may require aperture protection 
measures which compromise sensitivity.  It is important that all issues be resolved to 
the satisfaction of all parties and that all genuine requirements be included. 
 
B.6. TEST ITEM CONFIGURATION 

The test item configuration should be the actual materiel configuration at the 
appropriate phase of the life cycle.  As a minimum, the following configurations shall 
be considered: 

a. The materiel by itself in an operating or active mode. 

b. Materiel contained in any shipping or transit casing where the casing shall 
be assessed for electromagnetic shielding against the environment, 
including any grounding provisions. 

c. The materiel in a test mode where other equipment or materiel is connected 
to it.  Conduct of the test procedures shall consider the potential safety 
hazards to test personnel.  In particular, inadvertent initiation of energetic 
materials by electro-ignition and other hazardous electrical/mechanical 
reactions that could be induced by the testing should not be possible. 

 
B.7. TEST CONDITIONS 

B.7.1. Climatic Conditions for Testing 

Tests/Trials made on Platform, Systems, Subsystems, or Equipment usually are 
made in uncontrolled climatic conditions or within test facilities where the range of the 
climatic conditions is limited.  The procedure for conducting electrostatic charge/ESD 
testing must include a consideration of climatic parameters. 

B.7.2. Electrical/Electromagnetic Test Conditions 

Test conditions are given in each of the appropriate test procedures of the 
AECTP 500 categories. 
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B.7.3. Tolerances, Data and Recording 

Unless otherwise specified, the test equipment and auxiliary instrumentation shall be 
capable of maintaining the prescribed test parameters (both input and output) within 
prescribed tolerances.  Data shall be recorded either manually or automatically 
during testing/trials, including any observation as to upset, perturbation, or damage to 
equipment.  For emissions measurements, amplitude versus frequency profiles of 
emission data shall be recorded on an automatically generated continuous plot.  The 
applicable parameter/requirement limit shall be displayed on the plot.  Manually 
gathered emissions data are not acceptable except for plot verification.  See also 
AECTP 501 Clause 3.6.1 for further information on measurement tolerances. 
 
B.8. INFORMATION REQUIRED 

The following clauses list the minimum essential information on pre and 
post-Test/Trial status of the materiel. 

B.8.1. Pre-Test/Trial Information 

a. Test item description (make, model, serial number, etc.) 

b. Test item configuration 

c. Appropriate Test/Trial procedure to be applied 

d. Objectives of the Test/Trial and acceptance criteria 

e. Test equipment to be used (make, model, serial number, calibration, etc.) 

f. Cable types if applicable 

g. Defect recording and rectification 

h. Results of pre-Test/Trials operational check 

i. Date for Test/Trial(s) 

j. Test Personnel 

k. Test Organisation, Test House, or Test/Trial Location 

B.8.2. Post-Test/Trial Information 

a. Test item responses to procedures 

b. Deviations from planned Test/Trial procedures and their effect on Test/Trial 
acceptability 
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c. Records of ambient test conditions other than those associated with the 
methods used 

d. Observations of defects, upsets, perturbation or damage and their location 
during the test,/trial and an evaluation of the problem 

e. Investigation of damage at the component level. 

f. Test equipment used (make, model, serial number, calibration, etc.) 

g. Date of Test /Trial 

h. Test Personnel 

i. Test Organisation, Test House, or Test Location 

B.8.3. Test/Trial Report 

The information shall be collated into a Test/Trial report. 
 
B.9. FAILURE CRITERIA 

B.9.1. Failure 

Any one of the following conditions shall normally constitute a test item failure: 

a. Deviation of the monitored output parameter beyond the requirement levels 
established in the EMC specification for the materiel or for the Platform, 
System, Subsystem, or Equipment, which constitute the materiel. 

b. Observation of transient phenomena or damage likely to lead to the 
development of a safety hazard associated with the material. 

c. Observation of transient phenomena or damage likely to lead to preventing 
the materiel from meeting its specified performance at some phase in the 
life cycle. 

B.9.2. Degraded Performance Susceptibility Criteria 

In order that the test engineer can determine the threshold during conducted or 
radiated susceptibility testing, the criteria for malfunction must be stated in the 
Test/Trial Procedure or agreed in writing prior to testing based on the following 
performance criteria. 

a. Performance Criterion A 

Susceptibility criteria associated thresholds or tolerances and applied 
modulation characteristics shall be approved by the Procuring Agency in 
advance of the Test Program. 
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b. Performance Criterion B 

Measurable susceptibility criteria shall be used to the maximum extent 
possible over visual monitoring or inspections of the EUT during real-time 
or post test. 

c. Performance Criterion C 

Susceptibility criteria shall be developed for each EUT Mode of Operation 
under evaluation.  Any such loss of function during testing shall be 
recorded in the Test/Trial Report. 

d. Performance Criterion D 

Loss of function is allowed during each test provided the function can be 
restored by the manual operation of the controls at the end of the test and 
no permanent damage occurs.  The allowable loss of function shall be 
stated in the EMC Test/Trial Procedure.  Any such loss of function during 
testing shall be recorded in the Test/Trial Report. 

If the threshold level differs between raising and lowering of the interference signal, 
the upper and lower level threshold shall be recorded (Hysteresis effect). 

When auxiliary test instrumentation is used for monitoring EUT, e.g. oscilloscopes 
or digital voltmeters, steps must be taken to exclude the RF test signal induced into 
the output leads of the EUT from the monitoring circuit so that the output signal can 
be monitored without disturbance.  Wherever possible, fibre optic cables shall be 
used.  The method used for correct monitoring of the EUT output shall be detailed in 
the Test/Trial Procedure/Report. 

Following transient susceptibility testing, a check shall be made to ensure that no 
damage to filters or other components has been made which would affect NCE01 
results.  As a minimum, therefore, NCE01 shall be performed after all transient 
susceptibility testing has been completed. 
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B.9.3. Retest/Retrial 

Retesting of the EUT/Platform /System will take place in the event that: 

a. The EUT has been repaired or redesigned as a result of a previous test 
failure.  In such circumstances, where compliance can be assured, it is 
permissible to re-test only those parts of the EMI Test Program where 
failures occurred. 

b. The Test/Trial procedure is not followed correctly or the EUT has been 
configured incorrectly.  This includes where the EUT is operated differently 
to that previously agreed with the procuring authority or to how it would 
operate in its normal installation.  In such circumstances, all testing 
undertaken will be repeated with the EUT in the correct configuration. 

B.9.4. Comments 

A commentary on all Test/Trial failures observed shall be made within the test report.  
If further assessment is necessary, it shall be included in any overall EMC final report 
on the materiel.
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ELECTROMAGNETIC ENVIRONMENTAL 
EFFECTS (E3) TERMS AND DEFINITIONS IN 

ENGLISH 
 

A 
 
above deck / au-dessus du pont 
In the domain of electromagnetic environment effects, an area on ships which is directly 
exposed to the external electromagnetic environment 
Related term: below deck. 
[derived from: MIL-STD-464A: 2002] 

 
absorption / absorption 
The conversion of part or all of the energy of an electromagnetic wave into another form of 
energy by interaction with matter. 
[derived from: IEC 50(705): 1995] 

 
absorption loss / affaiblissement d’absorption 
That part of the attenuation of an electromagnetic wave due only to absorption.  
[derived from: IEC 50(705): 1995] 

 

action integral / intégrale d'action 
The energy in any portion of the current path per ohm resistance expressed as ∫ i 

2 
dt  measured 

in A2s or joules/ohm 
[derived from:STANAG 4327: edition 1] 
 

active electronic protective measures / mesures de protection électronique actives 
Detectable measures, such as altering transmitter parameters as necessary, to ensure 
effective friendly use of the electromagnetic spectrum. 
[AAP-6: 2007] 

 
aerial 
Preferred term: antenna. 

 
aircraft electro-explosive sub-system / sous-système d’aéronef à déclenchement 
électro- explosif 
AEESS 
The component assembly that controls, monitors and activates the electrical initiation of 
an explosive, burning, electrical or mechanical train. 
[derived from: STANAG 3968: edition 3] 

 
air discharge / décharge dans l’air 
A transfer of electrical charge through the air between bodies of different electrostatic potential. 
[STANAG 4235: edition 1] 
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all-fire threshold / seuil de mise a feu 
AFT 
The level at which there is a 99.9% probability of fire at the 95% single-sided confidence 
limit. [derived from: STANAG 4560: edition 2] 

 
ambient level / niveau ambiant 
The values of radiated and conducted signal and noise existing at a specified test location 
and time when the test sample is not activated. 
Examples: atmospheric noise and signals from man-made and other natural sources all 
contribute to the ambient level. 
[derived from: ANSI C63.14: 1998] 

 
amplitude modulation / modulation d’amplitude 
AM 
The process by which a continuous wave is caused to vary in amplitude by the action of 
another wave containing information 
[AC/327/SG/C WG1 E3: 2006] 
Related term: modulation 

 
anechoic enclosure / enceinte anéchoïque 
An enclosure with internal walls that have low reflection characteristics.  
[ANSI C63.14: 1998] 

 
anomaly / anomalie 
The response of a system to external conducted or radiated electromagnetic energy that 
involves degradation of the intended input-output relationship, by an amount and for a time 
duration which is not explicitly permitted by the system specification or provided for in the 
applicable error budget.  
[AC/327/SG/C WG1 E3: 2006] 

 
antenna / 
antenne 
aerial 
(admitted) 
That part of a radio transmitting or receiving system which is designed to provide the required 
coupling between a transmitter or a receiver and the medium in which the radio wave 
propagates. Notes: 
1. In practice, the terminals of the antenna or the points to be considered as the interface 
between the antenna and the transmitter or receiver should be specified. 
2. If a transmitter or receiver is connected to its antenna by a feed line, the antenna may be 
considered to be a transducer between the guided waves of the feed line and the radiated 
waves in space. 
[derived from: IEC 50(712): 1992] 

 
antenna beam / faisceau d’une 
antenne The major lobe of the 
radiation pattern.  
[ANSI/IEEE STD 100: 1996] 
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antenna beamwidth / angle d’ouverture d’antenne 
In a radiation pattern cut, in a specific radiation plane containing the direction of the maximum 
of the lobe, the angle between the two directions in which the radiation power intensity is one 
half the maximum value. 
[derived from: ANSI C63.14: 1998] 

 

antenna correction factor / facteur de correction d’antenne 
The factor which when applied to the voltage appearing on the measuring instrument, gives 
the field strength at the antenna. 
Note: This factor does not include cable losses. 
[derived from: STANAG 4436: edition 1] 

 
antenna counterpoise / plan de sol d’une antenne A ground reference plane for a 
Monopole antenna.  
 [derived from: STANAG 4436: edition 1] 

 
antenna gain / gain d’une antenne 
The ratio, usually expressed in decibels, of the power required at the input of a loss-free 
reference antenna to the power supplied to the input of the given antenna to produce, in a 
given direction, the same field strength or the same power flux-density at the same distance. 
When not specified otherwise, the gain refers to the direction of maximum radiation. The gain 
may be considered for a specified polarization. Depending on the choice of the reference 
antenna a distinction is made between: 
1. Absolute or isotropic gain (Gi), when the reference antenna is an isotropic antenna 
isolated in space. 
2. Gain relative to a half-wave dipole (Gd), when the reference antenna is a half-wave 
dipole isolated in space whose equatorial plane contains the given direction. 
3. Gain relative to a short vertical antenna (Gv), when the reference antenna is a linear 
conductor, much shorter than one quarter of the wavelength, normal to the surface of a 
perfectly conducting plane which contains the given direction. 
Note:The antenna gain is related to the antenna dimensions by the following equation: 

G = 4πAe /(λ2) 

Where : 
A = physical aperture area of the antenna, in square meters (m2 ) 
e = antenna efficiency (typically 0.4 < e < 0.75) 

λ = wavelength, in meters 
(m). [AComP-01: 2005] 

 
aperture flux / flux 
d'ouverture fast flux 
(admitted) 
The magnetic flux of lightning origin inside a weapon that has penetrated through 
electromagnetic apertures such as a dielectric cover or joints and gaps in the skin. 
Note: Its waveform is that of the external magnetic flux. 
[derived from: STANAG 4327: edition 1] 
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arc / arc 
An electrical discharge characterized by high luminosity, temperature and 
current. [STANAG 4235: edition 1] 

 
attachment points / points d'attachement 
Points on a weapon surface at which lightning current enters or leaves. 
Note: There must be at least two such points and due to the swept stroke effect with a 
moving vehicle, there may be many more. 
[derived from: STANAG 4327: edition 1] 

 
attenuation / atténuation loss (admitted) 

The quantitive expression of power decrease which may be expressed by the ratio of the 
values at two points of a quantity related to power in a well defined manner. 
Note: Attenuation is generally expressed in logarithmic units, such as decibel.  
[IEC 50(731): 1991] 

 
average power density / densité de puissance moyenne 
The power of an electromagnetic field per unit cross-sectional area normal to the direction 
of propagation expressed at a given point in watts per square meter (W/m2) and averaged 
over a given period. 
[derived from: STANAG 2345: edition 3] 

 
averaging time / intervalle de temps moyen 
The appropriate time period over which exposure is averaged for purposes of 
determining compliance with a permissible exposure level value. 
[derived from: STANAG 2345: edition 3] 

 
average power / puissance 
moyenne mean power (admitted) 
The time-averaged rate of energy 
transfer. Note: 

 
 
 
 

 

P is the instantaneous power, 
t1 is the initial time, 

t2 is the final time of the interval over which P is averaged. 

[derived from: ANSI C95.1: 1999] 
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B 
 
back door electromagnetic compatibility effect / effet back door de la 
compatibilité électromagnétique 
back door EMC effect (admitted) 
The disturbing effect which is produced by electromagnetic energy entering a system by paths 
other than antennas and sensors and that results in degradation of the performance of the 
system.  
[AC/327/SG/C WG1 E3: 2006] 

 
backscatter / rétrodiffuseur 
A signal received by backscattering.  
[AC/327/SG/C WG1 E3: 2006] 

 
backscattering / rétrodiffusion 
The scattering of an electromagnetic beam in which the directions of propagation of the 
scattered waves under consideration are at obtuse angles in the region of 180 degrees to the 
average direction of propagation of the original beam. 
[derived from: IEC 50(705): 1995] 

 
bandwidth / bande passante 

The width of a frequency band over which a given characteristic of a piece of equipment or 
transmission channel does not differ from a reference value by more than a specifed 
amount or ratio. 
Note: The given characteristic may be for example the amplitude / frequency characteristic, 
the phase / frequency characteristic or the delay / frequency characteristic. 
[50(702) IEC: 1992] 

 
barrier 
Preferred term: electromagnetic barrier. 

 
below deck / au-dessous du pont 
In the domain of electromagnetic environment effects, an area on ships which is generally 
metallic, or an area which provides an equivalent attenuation to electromagnetic radiation. 
Examples: the metal hull or superstructure of a surface ship; the hull of a submarine; and 
the screened rooms in non-metallic ships. 
Related term: above deck. 
[derived from: STANAG 4436: edition 1] 

 
bond 
Preferred term: electrical bond. 

 
bonding / métallisation 
In electrical engineering, the process of connecting together metal parts so that they make 
low resistance electrical contact for direct current and lower frequency alternating currents. 
[AAP-6: 2007] 
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bridge-wire electro-explosive device / dispositif électropyrotechnique à fil chaud 
An electro-explosive device where the power dissipated by the passage of current through 
a resistive wire is used to initiate by heating a primary explosive in intimate contact with the 
wire.  
[derived from: STANAG 4560: edition 2] 

 
broadband emission / émission large bande 
An emission that has a spectral energy distribution that is wide compared to a 
referenced bandwidth, such as that of the susceptible receptor or the measuring 
receiver. 
Notes: 
1. This is usually defined using the 3 dB bandwidth. 
2. The unit for broadband signal measurements using electromagnetic interference receivers is 
usually dBµV/MHz.  
[AC/327/SG/C WG1 E3: 2006] 

 
broadband interference / interférence large bande 
A disturbance that has a spectral energy distribution sufficiently broad so that the response of 
the measuring receiver in use does not vary significantly when tuned over a specified number 
of receiver bandwidths. 
[ANSI/IEEE STD 100: 1996] 

 
broadband radio noise / bruit radioélectrique à large bande 
BBN 
Electromagnetic noise having a spectrum broad in width as compared to the nominal 
bandwidth of the measuring instrument, and whose spectral components are sufficiently close 
together and uniform so that the measuring instrument cannot resolve them. 

[derived from: ANSI/IEEE STD 100: 1996] 
 
bulk current injection / injection de courant de toron 
BCI 
A test method in which current is injected onto a cable or cable harness to evaluate 
system or component immunity. 
[derived from: ANSI C63.14: 1998] 

 

C 
 
carrier 
Preferred term: wave. 

 
coherence / cohérence d’un rayonnement 
The phenomenon related to the existence of a correlation between the phases of the 
corresponding components of two waves or between the values of the phases of a 
given component of one wave at two instants in time or two points in space. 
[50(705) IEC: 1995] 
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common mode voltage / tension de mode commun 
The mean of the phasor voltages appearing between each conductor and a specified 
reference, usually earth or frame. 
[IEC 60050 161-04-09: 2006] 

 
compatibility / compatibilité 
The suitability of products, processes or services for use together under specific conditions to 
fulfil relevant requirements without causing unacceptable interactions. 
[AAP-42: 2007] 

 
compromising emanation / émission compromettante 
Unintentional intelligence-bearing signal which, if intercepted and analyzed, discloses the 
information transmitted, received, handled, or otherwise processed by any classified 
information processing system. 
[AC/327/SG/C WG1 E3: 2006] 
Related term: TEMPEST 

 
conducted emission / émission conduite 
Electromagnetic energy that is propagated along a conductor.  
[STANAG 4435: edition 1] 

 
conducted susceptibility / susceptibilité conduite 
A measure of the interference signal current and/or voltage required on power, control, 
and/or signal leads to cause an undesirable response or degradation of performance. 
[ANSI C63.14: 1998] 
 
conducting composition electro-explosive device / dispositif électropyrotechnique à 
composition conductrice 

CC EED 

An electro-explosive device where a primary explosive is intimately mixed with a small quantity 
of graphite, powdered metal or other conducting material, which, when placed in a suitable 
container, allows an electrical current to flow between two electrodes, thus generating sufficient 
heat to function the composition. 
[derived from: STANAG 4560: edition 1] 

 
conducting surface / surface conductrice 
An area having a surface resistivity of less than 1 megohm per square.  
[derived from: STANAG 3659: edition 4] 

 
configuration / configuration 
In the domain of electromagnetic environmental effects, the state of a munition or weapon 
system. Examples: electrical state; geometrical state. 
Note: The configuration of a munition or weapon system may be significant from the 
electromagnetic environmental effects susceptibility point of view and may be used to describe 
the E3 hazard test or analysis. 
[AC/327/SG/C WG1 E3: 2006] 
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contact current / courant de contact 
The current flowing through an individual touching a conductive object. 
Note: For compliance with standards, this is normally measured as the current through the 
hand or wrist of the individual grasping or touching a conductive object. 
[derived from: STANAG 2345: edition 3] 

 
contact discharge / décharge par contact 
The transfer of electrical charge between bodies of different electrostatic potential through 
direct contact. 
[derived from: STANAG 4235: edition 3] 

 
continuous waves / ondes entretenues 
CW 
The successive oscillations of waves which are identical under steady-state 
conditions.  
[AC/327/SG/C WG1 E3: 2006] 

 
corona / effet corona 
The ionisation of a volume of air around a conducting body under high electric field 
conditions. Note: It occurs particularly at sharp points, edges and protuberances, where the 
intensity of the electric field is enhanced by the local geometry to a value equal to the 
corona threshold. 
[derived from: STANAG 4327: edition 1] 

 
cross modulation / transmodulation 
A type of nonlinear distortion or interference in which the modulation product of the 
interfering signal is present in addition to that of the desired signal. 
Note: It is often caused by adjacent-frequency channel interference. 
[AC/327/SG/C WG1 E3: 2006] 
Related term: intermodulation. 

 
crosstalk / diaphonie 
The disturbance caused in a circuit by an unwanted transfer of energy from another 
circuit.  
[ISO/IEC 2382-21: 1985] 

 
current density / densité de courant 
The intensity of the current flowing through the cross-sectional area perpendicular to the current 

flow (A/m2). 
[derived from: STANAG 2345: edition 3] 
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D 
 
damage margin / marge de destructrion 
A margin to allow for an increase in the electromagnetic environment system 
requirements to prevent damage or overstress of a system at a level exceeding the 
performance requirements.  
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
degradation / dégradation 
An undesired departure in the operational performance of any device, equipment or system 
from its intended performance. 
Note: The term degradation can apply to temporary or permanent failure. 
[IEC 50(161): 1990 amend. 2 1998] 

 
desensitization / désensibilisation 
A reduction of the wanted output of a receiver due to an unwanted 
signal.  
[IEC 50(161): 1990 amend. 2 1998] 

 
desensitization pulse / désensibilisation transitoire 
The transient change in receiver characteristics due to undesired pulse interference. 
Note: It is usually measured as a function of sensitivity versus time between the desired 
and undesired pulse. 
[AC/327/SG/C WG1 E3: 2006] 

 
design margin / marge de conception 
A margin to allow for an increase in the electromagnetic environment system requirements to 
provide system performance that exceeds the requirements to compensate for known 
uncertainties, such as assumptions, aging, component variability 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
differential mode / tension de mode differentiel 
The voltage between any two of a specified set of active 
conductors.  
[IEC 60050 161-04-06: 2006] 

 
diffusion flux / flux de diffusion 
The magnetic flux that has penetrated by spreading through a conducting portion of the 
skin. Notes: 
1. The diffusion process distorts and attenuates the external flux. 
2. The amplitude depends on the resistivity of the material through which it has spread 
[derived from: STANAG 4327: edition 1] 
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digital modulation / modulation numérique 
DM 
The process by which the characteristics of a carrier wave are varied among a set of 
predetermined discrete values in accordance with a digital modulating function. 

[AC/327/SG/C WG1 E3: 2006] 
Related term: modulation 
 
disturbance level / niveau de perturbation 
electromagnetic disturbance level (admitted) 
The level of an electromagnetic disturbance existing at a given location, which results 
from all contributing disturbance sources. 
[IEC 50(161): 1990 amend. 2 1998] 

 
double sideband modulation / modulation à double bande latérale 
DSB 
Amplitude modulated transmissions that are accompanied by both 
sidebands. Note: The carrier may or may not be suppressed 
[AC/327/SG/C WG1 E3: 2006] 
Related term: modulation 

 
dudding / flegmatisation 
The inability of an electrically initiated device to function as intended because the physical 
or electrical properties have been altered due to the application or repeated application of 
energy 
below the level required to initiate the device. 
[AC/327/SG/C WG1 E3: 2006] 
 
dummy load / charge fictive 
A dissipative, non-radiating transmission line termination that simulates the 
immittance characteristics of the actual load. 
[IEC 50(726): 1982] 

 
 

E 
 
earth electrode / électrode de terre 
A conductive part or a group of conductive parts in intimate contact with and providing an 
electrical connection with earth. 
[AC/327/SG/C WG1 E3: 2006] 

 
 
earthing / mise à la terre 
The process of making a satisfactory electrical connection between the structure, including 
the metal skin, of an object or vehicle, and the mass of the earth, to ensure a common 
potential with the earth.  
[AAP-6: 2007] 
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earthing conductor / conducteur de terre 
A protective conductor connecting the main earthing terminal or bar to the earth electrode.  
[AC/327/SG/C WG1 E3: 2006] 

 
earthing network / réseau de terre 
The part of an earthing installation that is restricted to the earth electrodes and their 
interconnections. 
[AC/327/SG/C WG1 E3: 2006] 

 

electrical bond / liaison 
équipotentielle bond (admitted) 
Any fixed union existing between two conducting objects that results in electrical conductivity 
between the objects. 
Note: Such union occurs either from physical contact between conductive surfaces of the 
objects or from the addition of a firm electrical connection between them. 
[derived from: STANAG 3659: edition 4] 

 
electric field / champ électrique 
A fundamental component of electromagnetic waves which exists when there is a voltage 
difference between two points in space. 
[derived from: STANAG 2345: edition 3] 

 
electric field strength / intensité du champ électrique 
The magnitude of the electric field vector of the electromagnetic radiation at a given point 
expressed in volts per metre (V/m). 
[AECP-2B: 2005] 

 
electrically initiated device / dispositif initié électriquement 
EID 
Any single shot component or sub-assembly initiated by electrical means and having an 
explosive, pyrotechnic, or mechanical output resulting from an explosive, pyrotechnic, laser or 
electrothermal action. 
[derived from: STANAG 4560: edition 2] 

 
electro-explosive device / dispositif électropyrotechnique 
EED 
A one shot explosive or pyrotechnic device used as the initiating element in an explosive train 
and which is activated by the application of electrical energy. 
[STANAG 4560: edition 2] 

 
electromagnetic barrier / barrière électromagnétique 
Barrier (admitted) 
A closed, conducting surface, enclosing a volume of space, that has a degree of shielding 
effectiveness, usually measured in decibels, of impenetrability to impinging electromagnetic 
fields whether by diffusion, radiation, or conductive means. 
Note : The so-called completely enclosed “Faraday shield” is the ideal case.  
[derived from: ANSI C63.14:1998] 
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electromagnetic compatibility / compatibilité électromagnétique 
EMC 
The ability of equipment or a system to function in its electromagnetic environment 
without causing intolerable electromagnetic disturbances to anything in that 
environment. 
[AAP-6: 2007] 

 
electromagnetic disturbance / perturbation électromagnétique 
Any electromagnetic phenomenon which, by being present in the electromagnetic 
environment, can cause electrical equipment to depart from its intended performance. 
[derived from: IEC 60050 161-01-05: 2006] 

 
electromagnetic disturbance level 

Preferred term: disturbance level. 
 
Electromagnetic environment/environnement électromagnétique  
The totality of electromagnetic phenomena existing at a given location.  
[AAP-6: 2007] 

 
electromagnetic environment effect / effet de l’environnement électromagnétique  
E3 
The impact of the electromagnetic environment upon the operational capability of 
electronic or electrical devices, equipment, systems, platforms and on personnel. 
Note: It encompasses all electromagnetic 
disciplines: 
a) electromagnetic compatibility;  
b)  electromagnetic interference;  
c)  electromagnetic vulnerability;  
d)  electromagnetic pulse; 
e)  electronic warfare; 
f)   electrostatic discharge; 
g)  hazards of electromagnetic radiation to ordnance and volatile materials; 
h)  hazards of electromagnetic radiation to personnel; 
i) natural phenomena effects of lightning and precipitation static (P-
static).  
[derived from: ANSI C63.14: 1998] 

 
electromagnetic interference / interférence électromagnétique  
EMI 
Any electromagnetic disturbance, whether intentional or not, which interrupts, 
obstructs, or otherwise degrades or limits the effective performance of electronic or 
electrical equipment. 
[AAP-6:2007] 
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electromagnetic interference matrix / matrice des gènes 
A table where disturbance emitters are set against susceptible devices and at the 
crosspoints of whose lines and columns the extent of electromagnetic interference is noted. 
[AC/327/SG/C WG1 E3: 2006] 

 
electromagnetic interference survey / inspection des interférences 
électromagnétiques A series of tests or inspections conducted on a given platform for 
the purpose of locating and investigating electromagnetic interference. 
[AC/327/SG/C WG1 E3: 2006] 

 
electromagnetic radiation / rayonnement électromagnétique 
Energy transferred through space in the form of electromagnetic waves.  
[IEC 50(731): 1991] 

 

electromagnetic radiation hazard / risque lié au rayonnement électromagnétique 
A condition which would expose personnel, equipment, munitions or fuel to a dangerous 
level of electromagnetic radiation. 
[AAP-6: 2007] 
Related terms: hazards of electromagnetic radiation to fuel; hazards of electromagnetic 
radiation to ordnance; hazards of electromagnetic radiation to personnel; radio and radar 
radiation hazards. 

 
electromagnetic susceptibility / susceptibilité életromagnétique 
The inability of a device, equipment or system to perform without degradation in the presence of 

an electromagnetic disturbance 
[IEC 60050 161-01-21: 2006] 

 
electromagnetic vulnerability / vulnérabilité électromagnétique 
The characteristics of a system that cause it to suffer degradation in performance of, or 
inability to perform, its specified task as a result of electromagnetic interference. 
[AAP-6: 2007] 

 
electromagnetic wave / onde électromagnétique 
A wave characterized by the propagation of a time-varying electromagnetic field. 
Note: An electromagnetic wave is produced by variations of electric charges or of electric 
currents 
[IEC 50(705): 1995] 

 
electronic countermeasures / contre-mesures électroniques 
That division of electronic warfare involving actions taken to prevent or reduce an enemy’s 
effective use of the electromagnetic spectrum through the use of electromagnetic energy. 
There are three subdivisions of electronic countermeasures: electronic jamming, electronic 
deception and electronic neutralization. 
[AAP-6: 2007] 
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electronic deception / déception électronique 
In electronic countermeasures, the deliberate radiation, re-radiation, alteration, absorption or 
reflection of electromagnetic energy in a manner intended to confuse, distract or seduce an 
enemy or his electronic systems. 
[AAP-6: 2007] 

 
electrostatic charge control / contrôle des charges électrostatiques 
ECC 
The control and dissipation of the build up of electrostatic charges caused by precipitation 
static effects, fluid flow, air flow and other charge generating mechanisms. 
[derived from: STANAG 3614: edition 5] 

 
electrostatic discharge / décharge électrostatique 
ESD 
A transfer of electric charge between bodies of different electrostatic potential in 
proximity or through direct contact. 
[IEC 50(161): amend 2 1998] 

 
emission control / contrôle d'émission 
Selective control of emitted electromagnetic or acoustic energy. The aim may be two fold: 
a. to minimize the enemy’s detection of emissions and exploitation of the information so gained; 
b. to reduce electromagnetic interference thereby improving friendly sensor performance.  
[AAP-6: 2007] 

 
emission spectrum / spectre d’émission 
The distribution of the amplitude and sometimes the phase of the components of an emission 
as a function of frequency. 
[derived from: ANSI C63.14: 1998] 

 
environment margin / marge d’environnement 
A margin to allow for an increase in the electromagnetic environment system requirements to 

provide system performance that exceeds the requirements to compensate for unknowns 
and assumptions in the environment collection, calculation and prediction. 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
equipment / équipment 
Any electrical, electronic or electromechanical device, or collection of items intended to 
operate as an integral unit to perform a singular function. 
[ANSI C63.14:1998] 

 
equipment spectrum certification / certification du spectre d’un équipement 
ESC 
Statement of adequacy received from national authorities after their review of the technical 
characteristics of a spectrum-dependent equipment or system regarding compliance with 
their 
national spectrum management policy, allocations, regulations, and technical standards. 
[AC/327SG/C WG1 E3: 2006] 
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exploding bridge-wire electro-explosive device / dispositif électropyrotechnique 
à fil explosé 
EBW EED 
An electro-explosive device which, when subjected to a high energy, short duration electrical 
pulse, heats up rapidly, partially sublimes and then explodes, projecting high energy 
particles, causing detonation in a relatively insensitive explosive, which is in direct contact 
with the bridge- wire. 
[derived from: STANAG 4560: edition 2] 

 
exploding foil initiator / initiateur électropyrotechnique à couche projetée 
EFI 
An electro-explosive device with a low resistance bridge which, when subjected to a high 
energy, short duration electrical pulse, converts electrical energy into kinetic energy to project 
a high 
velocity flyer plate which, on impact, causes a detonation in a relatively insensitive explosive 
which 
is not in direct contact with the bridge. 
Note: When used as the initiator in a fuze non-interrupted firing train, the explosive shall be 
one approved for in line use (for example, secondary explosive). 
[derived from: STANAG 4560: edition 2] 

 

F 
far-field region / zone de champ lointain 
The region far from a source or aperture where the radiation pattern does not vary with 
distance from the source. 
[IEC 50(731): 1991] 

 
fast flux 
Preferred term: aperture flux 

 
film bridge electro-explosive device / dispositif électropyrotechnique à film conducteur 
FB EED 
An electro-explosive device where the power dissipated by the passage of current through a 

resistive vacuum-deposited film or foil of very small dimensions is used to initiate, by 
heating, a primary explosive which is in intimate contact with the film or foil. 
[derived from: STANAG 4560: edition 2] 

 
first return stroke / premier coup en retour 
The current flow along the previously ionized path, occurring when that path is complete 
from cloud to ground. 
[derived from: STANAG 4327: edition 1] 

 
flash / éclair 
In the domain of electromagnetic environment effects, the total lightning discharge.  
[derived from:STANAG 4327: edition 1] 
Related terms: nearby flash; negative flash. 
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frequency allocation1 / allocation de fréquences 
Reserving a frequency or frequency band for use by one or more terrestrial or space 
radiocommunication services or the radio astronomy service under specified conditions.  
[derived from: ANSI C63.14: 1998] 

 

frequency allocation2 / fréquence allouée 
The frequency or frequency band given for use by one or more terrestrial or space 
radiocommunication services or the radio astronomy service under specified conditions.  
[derived from: ANSI C63.14: 1998] 

 
frequency assignment / affectation de fréquence 
The process of authorizing a specific frequency, group of frequencies, or frequency band 
to be used at a certain location and for a certain duration under specified conditions, which 
may be expressed in terms of bandwidth, power, azimuth, duty cycle, or modulation. 
[AC/327/SG/C WG1 E3: 2006] 

 
frequency conversion products / produits de conversion de fréquences 
Spurious emissions, not including harmonic emissions, at the frequencies, or whole multiples 
thereof, or sums and differences of multiples thereof, of any oscillations generated to produce 
the carrier or characteristic frequency of an emission. 
[AC/327/SGC WG1 E3 2006: 2006] 

 
frequency modulation / modulation de fréquence 
FM 
The cyclic or random dynamic variation, or both, of instantaneous frequency about a 
mean frequency. 
[AC/327/SGC WG1 E3 2006: 2006] 
Related term: modulation 

 
frequency tolerance of an emission / tolérance de fréquence d'une émission 
The maximum permissible departure by the centre frequency of the occupied band of an 
emission from the assigned frequency or, more generally, by a characteristic frequency of an 
emission from the corresponding reference frequency. 
Note: The frequency tolerance is expressed in hertz or in relative value, e.g. in parts in 106. 
[IEC 50(713): 1998] 
 
frequency transient recovery time / temps de recouvrement transitoire en fréquence 

The time elapsed from initiation of the disturbance until the frequency recovers and remains 
within the frequency tolerance limits. 
[AC/327SG/C WG1 E3: 2006] 
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front door electromagnetic compatibility effect / effet de la compatibilité électromagétique 
front door 
front door EMC effect (admitted) 
The disturbing effect produced by unwanted electromagnetic energy entering the system 
through the antennas and sensors, that results in degradation to the performance of the 
system.  
[AC/327SG/C WG1 E3: 2006] 

 
fundamental frequency / fréquence fondamentale 
A frequency in the spectrum obtained from a Fourier transform of a time function, to which all 
the frequencies of the spectrum are referred. 
[derived from: IEC 60050 101-14-50: 2006] 

 

G 
 
ground / masse 
A conduction body such as the earth or a conductive material not necessarily connected to 
the earth that can be used as an arbitrary zero reference point. 
Note: The lack of a common reference point or ground results in common mode 
interference currents in the ground loop. 
[AC/327/SG/C WG1 E3: 2006] 

 
grounding / mise à la masse 
The bonding of an equipment case, frame or chassis, to an object or vehicle structure to 
ensure a common potential. 
[AAP-6: 2007] 

 
ground loop / boucle de masse 
A circuit created when more than one path to ground for an equipment or system is used such 
that the designated reference grounds are not maintained at a common potential. 
Note: A ground loop is normally caused by multipoint 
grounding.  
[AC/327SG/C WG1 E3: 2006] 

 
ground reference plane / plan de masse 
A flat conductive surface whose potential is used as a common 
reference. [IEC 50(161): amend 2 1998] 

 
ground subsystem / sous-système de mise à la 
masse A system of conductors providing a ground 
reference. Notes: 

1.  It may provide power current returns and fault-current return paths. 
2.  It provides lightning current paths, and paths by which static electricity reaches 

the dischargers. 
3.  In metal aircraft the structure is the ground subsystem.  

[derived from: STANAG 3659: edition 4] 
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H 
 
hardening / durcissement 
Reduction of the susceptibilty of an equipment, system, or facility to electromagnetic 
environmental effects. 
[AC/327SG/C WG1 E3: 2006] 

 
harmful interference / interférence dangereuse 
Any emission, radiation, or induction interference that endangers the functioning or seriously 
degrades, obstructs, or repeatedly interrupts a communications system, such as a radio 
navigation service, telecommunications service, radio communications service, search and 
rescue service or weather service, operating in accordance with approved standards, 
regulations, and procedures.  
[AC/327SG/C WG1 E3: 2006] 

 
harmonic / harmonique 
An integral multiple of a fundamental frequency.  
[AComP-01: 2005] 

 
harmonic component / composante harmonique 
Any of the constituent parts of a frequency. 
Note: Its value is normally expressed as a root mean square value.  
[AC/327SG/C WG1 E3: 2006] 

 
harmonic emission / rayonnement harmonique 
A spurious emission at frequencies which are whole multiples of those contained in the 
band occupied by an emission. 
[IEC 50(713): 1998] 

 
harmonic frequency / fréquence harmonique 
A frequency which is an integer multiple of the fundamental frequency.  
[AC/327SG/C WG1 E3: 2006] 
Related term: harmonic number. 

 
harmonic number / rang d’un harmonique harmonic order (admitted) 
The integral number given by the ratio of the frequency of a harmonic to the fundamental 
frequency. 
[IEC 50(161): amend. 2 1998] 
Related term: harmonic frequency. 

 
harmonic order 
Preferred term: harmonic number. 
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hazard of electromagnetic radiation to fuel / danger des rayonnements 
électromagnétiques sur les carburants 
HERF 
The potential for electromagnetic radiation to cause ignition or detonation of volatile 
combustibles, such as aircraft or ground vehicle fuels. 

[AC/327SG/C WG1 E3: 2006] 
 
hazard of electromagnetic radiation to ordnance / dommage des 
rayonnements électromagnétiques sur les armes et les munitions 
HERO 
The potential for electromagnetic radiation to cause radiation-induced damage or 
degradation of performance in ordnance containing electrically initiated devices. 
[AC/327SG/C WG1 E3: 2006] 

 
hazard of electromagnetic radiation to personnel / danger des rayonnements 
électromagnétiques sur les personnels 
HERP 
The potential for electromagnetic radiation to produce harmful biological effects in 
humans.  
[ANSI C63.14: 1998] 

 
hazards of electromagnetic radiation to ordnance margin / marge relative aux 
dommages des rayonnements électromagnétiques sur les armes et les munitions 
HERO margin 
The difference between the maximum no-fire stimulus and the permissible electrically 
initiated device response level. 
Note: There are two HERO margins, one is for safety consequence, the other is for reliability 
consequence. 
[derived from: MIL-HDBK-240: 2002] 

 
hertz / hertz 
Hz 
The unit for expressing frequency. One hertz equals one cycle per second. 
Note: Common multiples are kilo-hertz (kHz; 1,000 Hz); mega-hertz (MHz; 1,000,000 Hz); 
and giga-hertz (GHz; 1,000,000,000 Hz). 
[derived from: STANAG 2345: edition 3] 

 
high-altitude nuclear electromagnetic pulse / impulsion électromagnétique nucléaire à 
haute altitude 
HEMP 
The electric wave produced by an exo-atmospheric nuclear detonation. 
Related terms: nuclear electromagnetic pulse, source region nuclear electromagnetic pulse 
[AC/327SG/C WG1 E3: 2006] 
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high-intensity radiated field / champ fort 
HIRF 
An electromagnetic environment that exists due to the transmission of electromagnetic energy 
into free space. 
[derived from: STANAG 3614: edition 5] 

 
high-intensity radiated field envelope / enveloppe champ fort 
HIRF envelope 
The characterization of the high-intensity radiated field in air space in which aircraft are 
permitted to operate. 
[derived from: STANAG 3614: edition 5] 

 
human resonance range / plage de résonance du corps humain 

The frequency region where absorption of radio frequency energy in the body as a 
whole is enhanced. 
Note: For sizes ranging from a baby to an adult, peak absorption varies depending on the 
individual's size relative to the wavelength and orientation relative to the polarization of the 
field.  
[derived from: STANAG 2345: edition 3] 

 

I 
 
image frequency / fréquence image 
In a radio receiver using frequency translation, the frequency symmetrical to the frequency of 
the radio-frequency signal considered at the input, with respect to the frequency of the first 
local oscillator. 
Note: There is an image frequency only if the frequency of the local oscillator is at least 
equal to half the frequency of the input signal. 
[IEC 50(713): 1998] 

 
immunity to a disturbance / immunité à une perturbation 
The ability of a device, equipment, or system to perform without degradation in the presence of 
an electromagnetic disturbance. 

[IEC 60050 161-01-20: 2006] 

 
immunity level / niveau d'immunité 
The maximum level of a given electromagnetic disturbance incident on a particular 
device, equipment or system at which it remains capable of operating at a required 
degree of performance. 
[IEC 60050 161-03-14: 2006] 

 
immunity margin / marge d’immunité 
A margin to allow for an increase in the electromagnetic environment system requirements to 
provide system performance at a level in excess of the electromagnetic environment 
systemrequirements. 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 
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independent sideband modulation / modulation à bande latérale indépendante 
ISB 
Amplitude Modulation with the carrier either suppressed or reinserted, accompanied by 
both sidebands, each of which contains separate information. 
[AC/327/SG/C WG1 E3: 2006] 
Related term: modulation 

 
induced current in a person / courant induit dans une personne 
Radio frequency current flowing in the body in a free-standing condition of no skin contact 
with metallic objects. 
Note: For compliance with standards, this is normally measured as the current through the feet 
or ankles of the individual to ground. 
[AC/327SG/C WG1 E3: 2006] 

 
insertion loss / perte d’insertion 

At a given frequency, the loss resulting from the insertion of a network into a transmission 
system, the ratio of the power delivered to that part of the system following the network, 
before insertion of the network, to the power delivered to that same part after insertion of the 
network. 
Note: The insertion loss is generally expressed in 
decibels. [IEC 50(726): 1982] [ 

 
intercloud flash / décharge inter-nuages  
A lightning discharge between clouds.  
[derived from: AOP-25: edition 1] 

 
interharmonic 
Preferred term: interharmonic component. 

 
interharmonic component / composante interharmonique interharmonic (admitted) 
Any of the constituent parts of a frequency which is not an integer multiple of the 
fundamental frequency. 
Note: Its value is normally expressed as a root mean square value.  
[derived from: IEC 61000-4-7: 2002] 

 
interharmonic frequency / fréquence interharmonique 
Any frequency which is not an integer multiple of the fundamental frequency. 
Note: By extension from harmonic order, the interharmonic order (m) is the ratio of an 
interharmonic frequency to the fundamental frequency. This ratio is not an integer. 
Related term: subharmonic frequency 
[AC/327/SG/C WG1 E3: 2006] 

 
interharmonic order / ordre d’interhamonique 
The interharmonic order is the ratio of an interharmonic frequency to the fundamental 
frequency. Note: This ratio is not an integer. 
Related Term Interharmonic frequency 
[AC/327/SG/C WG1 E3: 2006] 
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intermediate current / courant intermédiaire 
The current of a few kiloamperes which may occur after some strokes in a negative flash and 
which may persist for several milliseconds after the initial decay of a return stroke. 
[derived from: STANAG 4327: edition 1] 

 
intermodulation / intermodulation 
A process occurring in a non-linear device or transmission medium whereby the spectral 
components of the input signal or signals interact to produce new components having 
frequencies equal to linear combinations with integral coefficients of the frequencies of the 
input components. 
[Note: Intermodulation may result from a single non-sinusoidal input signal or from 
several sinusoidal or non-sinusoidal signals applied to the same or to different inputs. 
[IEC 50(161): 1990 amend. 2 1998] 

 
intermodulation products / produits d'intermodulation 
The result of modulation of the fundamental frequency components of a complex wave by each 
other, from which waves are produced that have frequencies equal to the sums and differences 
of integral multiples of those of the components of the original complex wave. 
Notes: 

 

1. This is as illustrated in the figure below, where f1 and f2 represent the fundamental 
frequency components and IM3, IM5, IM7 represent the intermodulation products. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
2. Spurious intermodulation products, which are considered as spurious emissions, may result 
from intermodulation between: 

• the oscillations at the carrier, characteristic, or harmonic frequencies of an emission, 
or the oscillations resulting from the generation of the carrier or characteristic frequency; 
and 

 
• oscillations of the same nature, of one or several other emissions, originating from the 
same transmitting system or from other transmitters or transmitting systems. 
[AC/327SG/C WG1 E3: 2006] 
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intracloud flash / décharge intra-nuage  
The lightning discharge within a cloud. [derived from: AOP-25: edition 1] 

 
isolated surface / surface isolée 
An isolated conducting area that is physically separated by intervening insulation from the 
ground subsystem and from other conductors which are bonded to the ground subsystem. 
[derived from: STANAG 3659: edition 4] 

 
isotropic antenna / antenne isotrope 
A hypothetical, lossless antenna that radiates or receives energy of all polarizations equally 
well in all directions. 
Note: An isotropic antenna is a lossless, point source used as the theoretical reference to 
describe the absolute gain of a real antenna. 
[derived from: ANSI C63.14: 1998] 

 
 

J 
 
jamming to signal ratio / rapport signal sur brouillage 
The ratio, usually expressed in deciblels, of the power of a jamming signal to that of a desired 
signal at a given point. 
Related term: signal to noise ratio. 

[AC/327SG/C WG1 E3: 2006] 

K

 

L 
 
leader / précurseur 
The preliminary breakdown that forms a low luminous, low-current ionised path accompanied 
by an intense electric field. 
[derived from: AOP-25: edition 1] 

 
life cycle / cycle de vie 
The period of time that starts with the assessment of the requirement for a system, 
facility or product and ends with its final disposal. 
Note: The life cycle may comprise a number of sequential phases, including requirement 
assessment, planning, feasibility studies, definition, design and development, 
production, installation and testing, operation and maintenance, and final disposal. 

[AAP-31: 2000] 
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lightning / foudre 
The total electric or electromagnetic phenomenon that may occur within a cloud, between 
clouds or between a cloud and ground. It can consist of one or more return strokes, plus 
intermediate or continuing currents. 
[derived from: STANAG 3614: edition 5] 

 
lightning charge / charge électrique foudre 
The time integral of current transferred in a particular phase of the flash or in the whole flash.  
[derived from: STANAG 4327: edition 1] 

 
lightning continuing current / courant continu foudre 
The current that may occur between strokes of a negative flash and, more often, after the last 
stroke. 
Note: This current has the lowest current amplitude (between 200 and 800 A), but the longest 
duration. It is in this phase that the largest charge transfer usually occurs. 
[derived from: STANAG 4327: edition 1] 

 
lightning direct effect / effet direct foudre 
Any physical damage to the system structure and electrical or electronic equipment due to the 
direct attachment of the lightning channel and current flow. 
Note: These effects include puncture, tearing, bending, burning, vaporization, or blasting of 
hardware. 
[derived from: MIL-STD-464A: 2002] 

 
lightning direct strike / coup de foudre direct 
A lightning discharge which attaches directly to the materiel considered causing lightning 
currents to flow in parts or the whole of that materiel. 
[derived from: AOP-25: edition 1] 

 

lightning electromagnetic pulse / impulsion électromagnétique de foudre 
LEMP 
The electromagnetic radiation associated with a lightning discharge. 
Note: The resulting electric and magnetic fields may couple with electrical or electronic 
systems to produce damaging current and voltage surges. 
[derived from: STANAG 3968: edition 3] 

 
lightning indirect effect / effet indirect de la foudre 
Electrical transient induced by lightning due to coupling of electromagnetic fields. 
[derived from: MIL-STD-464A: 2002] 

 
lightning surge / surtension foudre 
A transient electric disturbance in an electrical or electronic circuit caused by a lightning 
discharge.  
[derived from: ANSI C63.14: 1998] 
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line impedance stabilisation network / réseau de stabilisation d’impédance  
LISN 
A network inserted in the supply mains lead of apparatus to be tested that provides, in a given 
frequency range, a specified load impedance for the measurement of disturbance voltages, and 
that may isolate the apparatus from the supply mains in that frequency range.  
[ANSI C63.14: 1998] 

 
line-of-sight propagation / propagation en visibilité directe 
Direct wave propagation between a transmitter and receiver where the transmission path is not 
dependent upon reflection, refraction, or diffraction of the radio signal. 
Note: Used with VHF and UHF communication systems.  
[AC/327SG/C WG1 E3: 2006] 

 
loss 
Preferred term: attenuation. 

 
low power communication device/dispositif de communication à faible puissance 
A restricted radiation device, not including those employing conducted or guided radio 
frequency techniques, used for the transmission of signs, signals (including control signals), 
writing images and sounds of intelligence of any nature by radiation of electromagnetic 
energy. 
[derived from: ANSI C63.14: 1998] 
 
 

M 
 

magnetic field / champ magnétique 
A fundamental component of electromagnetic waves produced by a moving electric charge. 
[derived from: STANAG 2345: edition 3] 

 
magnetic field strength / intensité du champ magnétique 
The magnitude of the magnetic field vector of the electromagnetic radiation at a given point 
expressed in amperes per metre. 
[derived from: AECP-2B: 2005] 
 

maintenance-related electromagnetic interference / interférences dues à un 
montage incorrect maintenance-related EMI (admitted) 
A designation assigned to electromagnetic interference events that can have severe, 
medium or mild mission area impact, but have been proven to result from improper 
installation or inadequate maintenance. 
Note: Proper installation and continuing maintenance will prevent maintenance-
related electromagnetic interference from affecting operations. 
[AC/327/SG/C WG1 E3: 2006] 

 
maintenance-related EMI 
Preferred term: maintenance-related electromagnetic interference 
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malfunction electromagnetic compatibility / dysfonctionnement compatibilité 
électromagnétique 
malfunction EMC (admitted) 
A failure of a system or associated subsystem, or equipment due to electromagnetic 
interference or susceptibility that results in system damage, personal injury, permanent 
unacceptable reduction in system effectiveness, or degradation of performance. 
[derived from: ANSI C63.14: 1998] 

 
malfunction EMC 
Preferred term: malfunction electromagnetic compatibility 

 
manufacturing margin / marge de fabrication 
An increase in the electomagnetic environment effect system requirements to provide 
system performance that exceeds the requirements to compensate for variation in 
fabrication, assembly, and configurations during production of a system 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
margin / marge 
In the domain of electromagnetic environment effects, any amount of excess protection 
provided between the anticipated electromagnetic environment and the acceptable level of 
the electromagnetic environment for electronic or electrical devices, equipment, systems or 
platforms. 
Related terms:damage margin; design margin; environment margin; immunity 

margin;  manufacturing margin;  safety margin; susceptibility 
margin;  test and analysis error margin;  upset margin. 

[AC/327/SG/C WG1 E3: 2006] 
 
maximum allowable environment / environnement maximum admissible 
MAE 
The highest radiated field-strength levels to which ordnance can be exposed without 
exceeding electrically initiated device hazards of electromagnetic radiation to ordnance 
margins. 
[derived from: MIL-HDBK-240: 2002] 

 
maximum no-fire current / courant maximum de non feu 
MNFC 
The maximum no-fire stimulus applicable to electrocally initiated devices whose normal 
performance is specified in terms of current. 
[derived from: MIL-HDBK-240: 2002] 

 

maximum no-fire stimulus / excitation maximale de non feu 
The greatest firing stimulus which does not cause initiation within five minutes of more than 
0.1% of all electric initiators of a given design at a confidence level of 95%. 
Note: When determining the maximum no-fire stimulus for electric initiators with a delay 
element or with a response time of more than five minutes, the firing stimulus is applied for the 
time normally required for actuation. 
[derived from: MIL-STD-464A: 2002] 
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mean power 
Preferred term: average power 

 
mission critical / critique pour la mission 
The condition, event, operation, process, or item capable of prohibiting the execution of a 
mission, significantly reducing the operational capability, or significantly increasing system 
vulnerability, if it occurs or if it is performed improperly .  
[derived from: MIL-STD-464A: 2002] 

 
mode-stirred chamber / chambre à propagations de modes 
An electromagnetic reverberation chamber used to generate an average, uniformly 
homogeneous electromagnetic field that is achieved by rotating an irregularly-shaped mode 
stirrer or tuner.  
[derived from: ANSI C63.14: 1998] 

 
modulating function 
Preferred term: modulation 

 
modulation / modulation modulating function (admitted) 
A process by which a quantity which characterizes an oscillation or wave follows the variations 
of a signal or of another oscillation or wave. 
Note: Modulation may be intentional or unintentional. 
[IEC 50(702): 1992].. 
Related Terms: amplitude modulation; digital modulation; double sideband; frequency 
modualtion; 
independent sideband; phase modulation; and single sideband 

 
multipaction / effet multipactor 
A radio frequency resonance effect that occurs only in a high vacuum where radio frequency 
field accelerates free electrons, resulting in collisions with surfaces creating secondary 
electrons that are accelerated resulting in more electrons and ultimately a major discharge and 
possible equipment damage. 
[derived from: MIL-STD-464A: 2002] 

 
 

N 
 
narrowband emission / émission à bande étroite 
An emission that has a spectral energy distribution that is narrow compared to a referenced 
bandwidth, such as that of the susceptible receptor or the measuring receiver. 
Notes: 
1.  The emission band is usually defined using the 3 dB bandwidths. 

 

2.  The unit for narrowband signal measurements using electromagnetic interference 

receivers is usually dBµV. 

[AC/327SG/C WG1 E3: 2006] 
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narrowband radio noise / bruit radio à bande étroite 
A electromagnetic signal having a spectrum exhibiting one or more sharp peaks, narrow in 
width compared to the nominal bandwidth of, and far enough apart to be resolvable by, the 
measuring instrument or communication receiver to be protected. 
[AC/327/SG/C WG1 E3: 2006] 

 
narrowband signal / signal à bande étroite 
Any analog signal or analog representation of a digital signal whose essential spectral 
content is limited to that which can be contained within a voice channel of nominal 4 kHz 
bandwidth. 
Note: Narrowband radio uses a voice channel with a nominal 3 kHz bandwidth. 
[AC/327/SG/C WG1 E3: 2006] 

 
nearby flash / décharge de proximité 
A lightning discharge which does not attach to the weapon or weapon system, but due to its 
proximity, may induce significant current in the weapon or weapon system either by electric 
field coupling, magnetic field coupling, ground currents, or by a combination of all three. 
Related term: flash. 
[STANAG 4327: edition 1] 

 
necessary bandwidth / bande passante utile 
For a given class of emission, minimal width of the frequency band which ensures the 
transmission of information at the rate and with the quality required under specified conditions. 
[IEC 50(713): 1998] 

 
near-field region / zone de champ proche 
A region generally in close proximity to an antenna or other radiating structure in which the 
electric and magnetic fields do not exhibit a plane-wave relationship, and the field strength 
does not decrease proportionally with the distance from the source but varies considerably 
from point to point. 
Note: The near-field region is further subdivided into the reactive near field and the radiating 
near- field region. 
[derived from: STANAG 2345: edition 3] 

 
negative flash / décharge foudre négative 
A discharge to ground from a region of negative charge. 
Related term: flash. 
[derived from: STANAG 4327: edition 1] 

 
no-fire threshold / seuil de non-feu 
NFT 
The level at which there is a 0.001 probability of fire at the 95% lower single-sided confidence 
limit. 
 [derived from: STANAG 4560: edition 2] 
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noise / bruit 
Any variable physical phenomenon apparently not conveying information and which 
may be superimposed on, or combined with, a wanted signal. 
Notes: 

 

1. In certain cases a noise may convey information on some characteristics of its 
source, for example its nature and location. 
2. An aggregate of signals may appear as noise, when they are not separately 
identiflable.  
[IEC 50(702): 1992] 

 
noise temperature / température de bruit 
The temperature of a passive system at a specific frequency, measured at a pair of terminals of 
the system, and having an available noise power per unit bandwidth equal to that of the actual 
terminals. 
[AC/327/SG/C WG1 E3: 2006] 

 
noise temperature standard / température de bruit  standard  
The reference temperature used for all noise measurements. Note: T0 

= 2900K 
[AC/327/SG/C WG1 E3: 2006] 

 
non-linear junction / jonction non linéaire 
A contact area between two metallic surfaces which exhibits non-linear voltage-current 
transfer characteristics when subjected to a radio frequency band voltage. 
Note: This non-linearity may be caused by corrosion or other semi-conducting materials in the 
contact area. 
[AC/327/SG/C WG1 E3: 2006] 

 
non-uniform exposure / exposition non uniforme 
The state when the entire body is exposed either in the near field region of an emitter or to a 
field with substantial standing waves produced by re-radiating objects or reflective surfaces, 
both resulting in radio frequency band fields that may vary substantially over the body. 
[derived from: STANAG 2345: edition 3] 

 
notch filter / filtre réjecteur 
A filter which greatly attenuates frequencies within a narrow band and passes frequencies 
outside this narrow band. 
[AC/327SG/C WG1 E3: 2006] 
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nuclear electromagnetic pulse / impulsion électromagnétique nucléaire 
NEMP 
The electromagnetic radiation caused by Compton-recoil electrons and photoelectrons from 
photons scattered in the materials of the nuclear device or in a surrounding medium as a result 
of a nuclear explosion. 
Note: The resulting electric and magnetic fields may couple with electrical / electronic 
systems to produce damaging current and voltage surges. 
Related terms: high-altitude nuclear electromagnetic pulse; source region nuclear 
electromagnetic pulse 
[AC/327/SG/C WG1 E3: 2006] 

 
 

O 
 
occupied bandwidth / bande passante occupée 
The frequency band below whose lower and above whose upper frequency limits the mean 
powers radiated are each equal to 0.5% of the total mean power radiated by a given emission. 
Note: In certain cases in multichannel frequency-division multiplexing systems, use of the 
0.5% limits may lead to certain difficulties in the practical application of the definition of 
occupied and necessary bandwidth. In such cases, a different percentage may prove 
useful. 
[derived from: ANSI C63.14: 1998] 

 
octave / octave 
In electrical communication, the interval between two frequencies having a ratio 
of 2:1. 
[derived from: ANSI C63.14: 1998] 

 
open-area test site / aire d’essai en espace libre 
OATS 
In the domain of electromagnetic environment effects, a site for electromagnetic measurements 
that has a reflective ground plane, and is open, flat terrain at a distance far enough from 
buildings, electric lines, fences, trees, and underground cables, pipelines and other potential 
reflective objects, so that the effects due to such objects are negligible.  
[derived from: ANSI C63.14: 1998] 

 
operation / fonctionnement correct 
In the domain of electromagnetic environment effects, the ability of a system to survive 
exposure to, and function correctly within the applicable performance limits during exposure to, 
the specified electromagnetic environment. 
[AC/327SG/C WG1 E3: 2006] 

 
operational environment / environnement opérationnel 
The aggregate of all conditions and influences that may affect the operation of a 
system. [ANSI C63.14: 1998] 
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ordnance / arme et munitions 
A weapon system with its associated munitions and auxiliary materiel needed to fire the 
munition.  
[AOP-38: edition 3] 

 
ordnance configuration / configuration d’arme et munitions 
The physical configuration assumed by the ordnance and its host platform or system and 
associated ancillary equipment throughout the operational stockpile-to-safe separation 
sequence.  
[AC/327/SG/C WG1 E3: 2006] 

 
out-of-band domain / domaine hors bande 
The frequency range immediately outside the necessary bandwidth.  
[derived from: ITU–R REC.SM 329: 2001] 

 
out-of-band emission / émission hors bande 
An emission on a frequency or frequencies immediately outside the necessary bandwidth 
resulting from the modulation process. 
Note: Any unwanted signal produced at frequencies within a range whose limits are defined 
by the centre frequency plus/minus 250% of the necessary bandwidth of this emission is 
generally considered as an out of band emission provided the signal is outside the necessary 
bandwidth. 
[AC/327/SG/C WG1 E3: 2006] 

 
overexposure / surexposition 
Any irradiation of personnel that exceeds the whole body permissible exposure levels taking into 
account spatial and time requirements.  

[AC/327/SG/C WG1 E3: 2006] 
 

 

P 
 
parasitic emission / émission parasite 
A spurious emission, accidentally generated at frequencies which are independent both of 
the carrier or characteristic frequency of an emission and of frequencies of oscillations 
resulting from the generation of the carrier or characteristic frequency. 
[AC/327/SG/C WG1 E3: 2006] 

 
partial-body exposure / exposition partielle du corps 
The state when the body is subjected to a highly localized source or a radiating source with 
small dimension relative to the human body; or by inserting a part of the body into a confined 
field. 
[derived from: STANAG 2345: edition 3] 

 
peak detector / détecteur crête 
A detector, the output voltage of which is the peak value of an applied signal.  
[IEC 50(161): 1990 amend. 2 1998] 
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peak envelope power / puissance crête enveloppe 
PEP 
The average power supplied to the antenna feed line by a radio transmitter during one radio- 
frequency cycle at the peak value of the modulating signal, taken under normal operating 
conditions  
[IEC 50(713): 1998] 

 
peak pulse power density / densité de puissance crête 
The peak value of the power density, as averaged over the pulse width, of the electromagnetic 
radiation per surface unit expressed in watts per square meter (W/m2). 
[AC/327/SG/C WG1 E3: 2006] 

 
permissible exposure level / niveau d’exposition admissible 
PEL 
Exposure level of electromagnetic radiation that materiel or personnel can withstand without the 
occurrence of radiation hazards. 
[derived from: AECP-2B] 

 
phase modulation / modulation de phase 
PM 
A type of modulation in which the angle of the carrier is caused to depart from its reference 
value by an amount proportional to the instantaneous value of the modulating function. 
[AC/327/SG/C WG1 E3: 2006] 
Related term: modulation 

 
pin to case / broche à boîtier 
PTC 
The firing mode of an electro-explosive device which is susceptible to the electromagnetic 
energy that is applied in common mode or coaxial mode. 
Note: This energy is applied between one or more of the pins, whether short circuit or not, and 
the case. 
[AC/327/SG/C WG1 E3: 2006] 

 
pin to pin / broche à broche 
PTP 
The firing mode of an electro-explosive device which is susceptible to the electromagnetic 
energy that is applied in differential mode; 
Note: This energy is provided between the pins.  
[AC/327/SG/C WG1 E3: 2006] 
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plane wave / onde plane 
An electromagnetic wave characterized by mutually orthogonal electric and magnetic fields 
that are related by the impedance of free space (377 ohms) and where the power per unit 
area decreases with the square of the distance. 
Note: For plane waves, power density (S), the electric field strength (E) and magnetic field 

strength (H) exhibit the following relationship: S = E2/377 = 377 H2, where S is in units of 

W/m2, E is in V/m, and H is in A/m. 
[derived from: STANAG 2345: edition 3] 

 
plane-wave-equivalent power density / densité de puissance équivalente en onde plane 
The state in which an electromagnetic wave is equal in magnitude to the power density of a 
plane wave having the same electric (E) or magnetic (H) field strength. 
[derived from: STANAG 2345: edition 3] 

 
platform / plateforme 
A mobile or fixed installation such as ship, aircraft, shore station etc. 
Note: A platform may be a potential source of electromagnetic environment effects due to its 
transmitters, but may also be an installation susceptible to electromagnetic environment effects.  
[AC/327/SG/C WG1 E3: 2006] 

 
port / port 
A place of access in a device or network where energy may be supplied or withdrawn or where 
the device or network variables may be observed or measured. 
Note: In the case of a transmission line or waveguide, a port is characterized by a specified 
reference plane and a specified mode, as a separate port is assigned symbolically to each 
independent mode. 
[IEC 50(726): 1982] 

 
port of entry / point d'entrée 
PoE 
In the domain of electromagnetic environment effects, a physical location on the 
electromagnetic barrier, where electromagnetic energy may enter or exit a topological 
volume, unless an adequateport-of-entry protective device is provided.  
Notes: 
1.  A port of entry is not limited to a geometrical point. 
2.  Ports of entry are classified as aperture ports of entry, or conductor ports of entry 

according to the type of penetration. 
3.  Ports of entry are also classified as architectural, mechanical, structural or electrical ports of 

entry according to the architectural engineering discipline in which they are usually 
encountered. 

[derived from: IEC-61000-5-7: 2002] 
 

power density / densité de puissance 
Radiated power per unit cross-sectional area normal to the direction of propagation, 

expressed in units of watts per square meter (W/m2) or milliwatts or micro-watts per square 

centimeter (mW/cm2 or µW/cm2). 

[AC/327/SG/C WG1 E3: 2006] 
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precipitation static / parasites dus aux charges 
électrostatiques p-static 
Electrostatic charging of the vehicle from tribo-electric effects, engine ionization, and cross-field 
gradients. Electromagnetic interference effects introduced by exhaust gas discharges from 
extremities, corona off non-metallic surfaces, and arcing between poorly bonded joints or 
panels.  
[STANAG 3968: edition 3] 

 
presence / présence 
In the domain of electromagnetic environment effects, the condition of operations in the 
stockpile-to- safe separation sequence (S4) wherein the ordnance or munitions is static, 
installed on, or attached to the host platform with all handling and loading procedures 
completed. 
[AC/327/SG/C WG1 E3: 2006] 

 
prevention of mutual interference / mesures pour éviter une interférence mutuelle 
Procedures to prevent interferences between active or between active and passive 
electromagnetic or acoustic sensors of friendly forces. 
[AAP-6: 2007] 

 
protected frequency / fréquence protégée 
A friendly frequency on which interference must be minimized.  
[AAP-6] 

 
pulse / impulsion 
An abrupt variation of short duration of a physical quantity followed by a rapid return to the 
initial value. 
[IEC 50(161): 1990 amend. 2 1998] 

 
pulse duration / durée d’impulsion 
The duration between the 50% amplitude points on the leading edge and the trailing edge of the 
pulse unless otherwise specified. 
[ANSI C63.14: 1998] 

 
pulse duty factor / facteur de duree d’impulsions 
The ratio of the average pulse duration to the reciprocal of the pulse repetition frequency in a 
pulse sequence. 
[IEC 50(702): 1992]] 

 
 
pulse energy density / densité d’énergie impulsionnelle 
The amount of the energy of electromagnetic radiation per pulse per surface unit expressed in 
Joule per square meter (J/m2). 
[STANAG 1307: edition 2] 
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pulsed radio frequency fields / champs pulsés radio fréquence 
The electric and magnetic fields that are produced by amplitude modulating a continuous wave 
carrier by a known pulse repetition frequency signal with a controlled duty factor. 

[derived from:STANAG 2345: edition 3] 
 
pulse repetition frequency / fréquence de récurrence des impulsions 
The number of pulses per unit of time in pulse-modulated signals using recurrent pulses, 
[AC/327/SG/C WG1 E3: 2006] 

 
pulse repetition period / période de récurrence 
In a pulse-modulated radio frequency system using recurrent pulses, the reciprocal of pulse 
repetition frequency. 
[STANAG 2345: edition 3] 

 
pulse rise time / temps de montée de l’impulsion 
The interval between the instant at which the instantaneous amplitude first reaches specified 
lower and upper limits, namely 10% and 90% of the peak pulse amplitude, unless otherwise 
stated. 
[ANSI C63.14: 1998] 

 
 

Q 
 
quasi-peak detector / détecteur quasi crête 
A detector having specified electrical time constants that, when regularly repeated pulses of 
constant amplitude are applied to it, delivers an output voltage that is a fraction of the peak 
value of the pulses, the fraction increasing towards unity as the pulse repetition rate is 
increased. 
[ANSI C63.14: 1998] 

 
quiet zone / zone tranquille 
The region in an anechoic shielded enclosure where the reflectivity is controlled to a design 
level.  
[ANSI C63.14: 1998] 

 

R 
 
radiated emission / émission rayonnée 
Signals or noise propagated by radiated 
fields. [STANAG 4436: edition 2] 

 
radiated interference / interférence par rayonnement 
Undesired electromagnetic energy, in the form of electric and/or magnetic fields, that is 
radiated from an electrical source associated with or part of any unit, antenna, cable, or 
interconnecting wiring and causes performance degradation. 
[ANSI C63.14: 1998] 
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radiated susceptibility / susceptibilité par rayonnement 
The extent to which the equipment under test is susceptible to electromagnetic fields.  
[STANAG 4436: edition 2] 

 
radiating near-field region /zone de champ proche rayonné . 

That part of the near-field region where the radiating field predominates over the reactive field.  
[derived from: STANAG 2345: edition 3] 

 

radiation / rayonnement 
The emission of energy in the form of electromagnetic waves.  
[ANSI C63.14: 1998] 

 
radio and radar radiation hazards / risques dus aux rayonnements radio et radar 
RADHAZ 
The risk of inadvertent ignition of electro-explosive devices and flammables, injury to personnel 
or malfunction or failure of safety critical electronic systems resulting from exposure to an 
electromagnetic radiation environment in the frequency range 10 kHz - 300 GHz.  
[STANAG 1397: edition 2] 

 
radio frequency / radiofréquence 
RF 
A frequency of a periodic radio wave or of the corresponding periodical electrical oscillation. 
Note: This term and its abbreviation may qualify an electrical device for generating or collecting 
radiated waves. 
[IEC 50(713): 1998] 

 
radio frequency band / bande radio fréquences 
A frequency band in the portion of the electromagnetic spectrum that is between the 
audio- frequency portion and the infrared portion 
The radio frequency band is sub-divided as follows 
VLF 3-
30 kHz, LF 
30-300 kHz 
MF 300 kHz – 3 MHz 
HF 3-30 MHz 
VHF 30-300 MHz 
UHF 300 MHz – 3 GHz 
SHF 3-30 GHz 
EHF 30 GHz – 3 THz 
[derived from ANSI C63.14: 1998] 
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radio frequency hot spot / point chaud radiofréquence 
A highly localized area of relatively intense radio frequency fields that manifests itself in 
two principal ways: 
a. Intense electric or magnetic fields immediately adjacent to conductive objects immersed 
in lower intensity ambient fields that are often referred to as re-radiation. 
b. Localized areas, not necessarily close to conductive objects, in which there exists a 
concentration of radio frequency fields caused by reflections or a concentration of radio 
frequency field caused by a highly directional source (partial-body exposure). In both cases, the 
fields are characterized by very rapid changes in field strength with distance or location.  
Note: This is not to be confused with an actual thermal hot spot in the body.  
[derived from: STANAG 2345: edition 3] 

 
radio frequency interference / interférences radio frequences 
RFI 
A part of the electromagnetic spectrum, with interference signals being within the radio 
frequency range. 
Note: This term was once used interchangeably with electromagnetic interference. 

[AC/327SG/C WG1 E3: 2006] 
 
radio noise / bruit radio 
An electromagnetic noise that may be superimposed upon a wanted signal and is within the 
radio frequency range. An electromagnetic disturbance of a sinusoidal character is also 
considered radio noise. 
[ANSI C63.14: 1998] 

 
radio noise meter / mesureur de bruit radio 
A device for measuring any unwanted disturbance within the radio frequency band, such as 
undesired electromagnetic waves in any transmission channel or device. 
[ANSI C63.14: 1998] 

 
random noise / bruit aléatoire 
1. Noise that comprises transient disturbances occurring at random. 
2. Noise having values at given instants that are not predictable. 
Note: The part of the noise that is unpredictable except in a statistical sense.  
[ANSI C63.14: 1998] 

 
reactive near field / zone proche réactive 
That part of the near-field region which is closest to the radiating structure and contains most or 
nearly all of the stored energy. 
[derived from: STANAG 2345: edition 3] 



ANNEX C to 
AECTP 500 

Category 500 
 

 C-39 Edition E Version 1 
   

 
 

 

receive antenna factor / facteur d’antenne de réception 
The quantity relating the strength of the field in which the antenna is immersed to the output 
voltage across the load connected to the antenna 
Notes: 
1The antenna factor is independent of measurement geometry. 
2 The antenna is aligned with field polarisation. 
3 This factor does not normally include cable losses.  
[AC/327/SG/C WG1 E3: 2006] 

 
receive free space antenna factor / facteur d’antenne de reception en espace libre 
The antenna factor when all influences from adjacent objects have been removed.  
[ANSI C63.14: 1998] 

 
receiver desensitization / désensibilisation d'un récepteur 
The phenenomen when an interfering signal at an adjacent frequency enters the victim receiver 
with sufficient magnitude to cause the front end active stages to operate non-linearly. Therefore 
the victim receiver gain and/or sensitivity decreases and the global noise figure increases for 
the desired input signal. 
[AC/327/SG/C WG1 E3: 2006] 

 
receiver linearity / linéarité d'un récepteur 
The characteristic ability of a receiver to receive low amplitude signals in the presence of one or 
more high level interfering signals without suffering intermodulation and desensitisation. 
[AC/327/SG/C WG1 E3: 2006] 

 
reference antenna / antenne de référence 
A designated measurement antenna having measurement data that take precedence in the 
case of a discrepancy, such as between signal strength levels measured with the reference 
antenna and those measured with any other antenna. 
[derived from:ANSI C63.14: 1998] 

 
reference plane / plan de référence 
A conducting plane surface, the potential of which is taken as a reference.  
[IEC 60050 161-04-36: 2006] 

 
reflectivity / réflectivité 
The ratio of the level of reflected or spurious energy to the level of the direct energy at the 
specified test region. 
[ANSI C63.14: 1998] 

 
remain safe / en sécurité 
The ability of the system not to endanger personnel or platforms when exposed to a 
specified electromagnetic environment, or subsequently during handling and disposal. 
[AC/327SG/C WG1 E3: 2006] 
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re-radiated field / champ radiofréquence re-rayonné 
Radio frequency fields resulting from currents induced in a secondary, predominantly 
conducting object, by electromagnetic waves incident on that object from one or more primary 
radiating structures or antennas. Re-radiated fields are sometimes called reflected or scattered 
fields. 
Note: The scattering object is sometimes called a re-radiator, or a secondary or parasitic 
radiator.  
[derived from: STANAG 2345: edition 3]. 

 
return loss / pertes par réflexion 
The logarithmic ratio of the reciprocal value of the reflection factor: 
a = 20 log (1/r) 
where r is the ratio of return wave to forward wave. 
Note : r = 0, and a = ∞, if the impedance of the protection circuit is matched to the wave 
impedance of the connected cable. 
[IEC 60533: 1992] 

 
ripple / ondulation 
The AC component of the output of a DC signal. The term typically refers to the residual line- 
frequency-related AC part in the output of a DC power supply that arises as a result of 
incomplete or inadequate filtering. The amount of filtering depends on the ripple frequency and 
the load resistance. As load resistance decreases, more filtering is required.  
[AC/327/SG/C WG1 E3: 2006] 

 
root-mean-square / valeur quadratique 
moyenne rms 
The effective value, or the value associated with joule heating, of a periodic electromagnetic 
wave. The square root of the average of the squared value of the instantaneous magnitude of 
the electric or magnetic field taken over the complete cycle. 
[STANAG 2345: edition 3] 

 
root mean square detector / détecteur quadratique 
A detector, the output voltage of which approximates the root mean square of an applied 
signal or noise. 
Note: The root mean square value must be taken over a specified time interval. 

[ANSI C63.14: 1998] 
 
 

S 
 
safety critical electronic systems / systèmes électroniques critiques sur le plan de la 
sécurite 
SCES 
The electronic systems in which a failure or malfunction may cause a direct hazard to personnel 
and/or loss of materiel. 
[STANAG 1397: edition 2] 
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re-radiated field / champ radiofréquence re-rayonné 
Radio frequency fields resulting from currents induced in a secondary, predominantly 
conducting object, by electromagnetic waves incident on that object from one or more primary 
radiating structures or antennas. Re-radiated fields are sometimes called reflected or scattered 
fields. 
Note: The scattering object is sometimes called a re-radiator, or a secondary or parasitic 
radiator.  
[derived from: STANAG 2345: edition 3]. 

 
return loss / pertes par réflexion 
The logarithmic ratio of the reciprocal value of the reflection factor: 
a = 20 log (1/r) 
where r is the ratio of return wave to forward wave. 
Note : r = 0, and a = ∞, if the impedance of the protection circuit is matched to the wave 
impedance of the connected cable. 
[IEC 60533: 1992] 

 
ripple / ondulation 
The AC component of the output of a DC signal. The term typically refers to the residual line- 
frequency-related AC part in the output of a DC power supply that arises as a result of 
incomplete or inadequate filtering. The amount of filtering depends on the ripple frequency and 
the load resistance. As load resistance decreases, more filtering is required.  
[AC/327/SG/C WG1 E3: 2006] 

 
root-mean-square / valeur quadratique 
moyenne rms 
The effective value, or the value associated with joule heating, of a periodic electromagnetic 
wave. The square root of the average of the squared value of the instantaneous magnitude of 
the electric or magnetic field taken over the complete cycle. 
[STANAG 2345: edition 3] 

 
root mean square detector / détecteur quadratique 
A detector, the output voltage of which approximates the root mean square of an applied 
signal or noise. 
Note: The root mean square value must be taken over a specified time interval. 
[ANSI C63.14: 1998] 

 
 
S 

 
safety critical electronic systems / systèmes électroniques critiques sur le plan de la 
sécurite 
SCES 
The electronic systems in which a failure or malfunction may cause a direct hazard to personnel 
and/or loss of materiel. 
[STANAG 1397: edition 2] 
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safety distance / distance de sécurité 
The minimum distance at which the permissible exposure level for a materiel or personnel is not 
exceeded. 
[AECP-2B: 2005] 

 
safety ground / masse de sécurité 
A bond or ground wire that has a contact resistance of less than 0.1 ohm to ground in order to 
protect personnel. 
[AC/327SG/C WG1 E3: 2006] 

 
safety margin / marge de sécurité 
The difference expressed in decibels between the interference susceptibility threshold and the 
actual or expected level that exists at the place of influence. 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
scattering / diffusion 
A process in which an incident wave, which meets a rough surface or a set of very numerous 
and randomly located obstacles or other irregularities gives rise to waves not interpretable by 
geometrical optics. 
Note: Scattering continuously distributes the energy of the incident wave in all directions with no 
well-defined phase relation between the waves scattered in different 
directions. [IEC 50(705): 1995] 

 
scattering matrix / matrice de répartition 
A square array of complex numbers consisting of the amplitude transmission factors 
and the amplitude reflection factors at the ports of a multiport structure. 
Note: The scattering matrix is the array of the coefficients of the linear equations which express 
the normalized complex wave amplitudes of the transmitted wave and the reflected wave at 
each port 1, 
2, j, ... n considered as an output port in terms of the normalized complex wave amplitudes 
of the incident waves to the ports 1, 2, j, ... n considered as input ports. 
[IEC 50(726): 1982] 

 
scattering parameter / paramètre de 
répartition scattering coefficient 
(admitted) 
Sij (symbol) 
An element of a scattering matrix. 
Note: The subscripts j and i of a typical scattering parameter Sij refer to the input and output 
ports respectively. 

[IEC 50(726): 1982] 
 
selectivity / selectivité 
The ability or a measure of the ability of a receiver to discriminate between a given wanted 
signal and unwanted signals. 
[ANSI C63.14: 1998] 
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sensitivity of a receiver / sensibilité d'un récepteur 
The minimum input signal required to produce a specified output signal having a specified 
signal-to- noise ratio, or other specified criteria. The signal input may be expressed as power 
in dBm or as field strength in microvolts per meter, with input network impedance stipulated.  
[AC/327SG/C WG1 E3: 2006] 

 
shield / blindage 
A housing, screen, or other object usually conducting that substantially reduces the effects of 
electric or magnetic fields, on one side thereof, and on devices or circuits on the other side.  
[ANSI C63.14: 1998] 

 
shield attenuation / affaiblissement de blindage 
1.The ratio of the signal received from a transmitter without the shield, to the signal received 
inside the shield. 
2 The insertion loss when the shield is placed between the transmitting antenna and the 
receiving antenna. 
Hence shield attenuation is shown by: 
Attenuation (dB) = 20 Log E1/E2 for electric fields 
Attenuation (dB) = 20 Log H1/H2 for magnetic fields 
where: •E2 and E1 are the electric field strengths within the enclosure and in the absence of the 
enclosure respectively. 
H2 and H1 are the magnetic field strengths within the enclosure and in the absence of the 
enclosure respectively. 
[derived from: STANAG 4557: edition 2] 

 
shielding effectiveness / efficacité de blindage 
A measure of the ability of a shield to exclude or confine electromagnetic waves. For a given 
external source, the ratio of electric or magnetic field strength at a point and after the placement 
of the shield in question. 
Note: Usually expressed in the frequency domain as the ratio of the incident to the penetrating 
signal amplitudes in decibel.  
[derived from: ANSI C63.14: 1998] 

 
shielding enclosure / enceinte blindée 
A structure that protects its interior from the effect of an exterior electric or magnetic field, or 
conversely, protects the surrounding environment from the effect of an interior electric or 
magnetic field. A high-performance shielding enclosure is generally capable of reducing the 
effects of both electric and magnetic field strengths by one to seven orders of magnitude 
depending upon frequency. 
Note: An enclosure is normally constructed of metal with provisions for continuous electrical 
contact between adjoining panels, including doors. 
[derived from: STANAG 4557: edition 2] 
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signal to noise ratio / rapport signal sur bruit 

The ratio of the wanted signal level to the electromagnetic noise level as measured under 
specified conditions. 
Note: other types of noise are usually present, such as shot noise etc, but are not 
considered as part of electromagnetic compatibility. 
Related term jamming to signal ratio 
[ANSI C63.14: 1998] 

 
single sideband modulation / modulation à bande latérale unique 
SSB 
1  Amplitude modulation in which one sideband is transmitted and the other 
sideband is suppressed. The carrier wave may be either transmitted or suppressed. 
2.  Modulation whereby the spectrum of the modulating function is translated in frequency by a 
specified amount either with or without inversion. 
[AC/327/SG/C WG1 E3: 2006] 
Related term: modulation 

 
snap-on current probe / pince de courant 
current clamp (admitted) 
A precision measuring sensor which clamps onto a wire, wire pair, coaxial line, cable, harness 
or strap, carrying current. 
Note: Current probes cover the 100 Hz to 1 GHz spectrum in two or three 
units.  
[AC/327/SG/C WG1 E3: 2006] 

 
spatial average / moyenne spatiale 
The averaging of power density or the squared electric or magnetic values over the vertical 
cross- sectional area of the body as applied to the measurement of electric or magnetic fields 
in the assessment of whole-body exposure. The spatial average is obtained by scanning with 
a suitable measurement probe a planar area equivalent to the area occupied by a standing 
adult human. Note: In most instances, a simple vertical linear scan of the fields over a six foot 
height will be sufficient for determining compliance with the permissible exposure levels. 
[derived from:STANAG 2345: edition 3] 

 
specific absorption rate / taux d'absorption spécifique 
SAR 
The time rate at which RF energy is imparted to an element of biological body mass. Average 
SAR in a body is the time rate of the total energy absorbed divided by the total mass of the 
body. SAR is expressed in units of watts per kilogram (W/kg). Specific absorption (SA) refers to 
the amount of energy absorbed over an exposure time period and is expressed in units of joules 
per kilogram (J/kg). 
[derived from: STANAG 2345: edition 3] 

 
spectral power density / densité de puissance spectrale 
The power density per unit bandwidth.  
[ANSI C63.14: 1998] 
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spectrum management / management du spectre de fréquences 
SM 
The planning, coordinating, and managing of joint use of the electromagnetic spectrum 
through operational, engineering, and administrative procedures, with the objective of 
enabling electronic systems to perform their functions in the intended electromagnetic 
environment without causing or suffering unacceptable electromagnetic interference 

[MIL-HDBK-237C: 2001] 
 
spectrum supportability / supportabilité spectrale 
The assurance that the necessary frequencies and bandwidth are available to military 
systems in order to maintain effective interoperability in the operational electromagnetic 
environment. The assessment of an equipment or system as having spectrum supportability 
is based upon, as a minimum, receipt of equipment spectrum certification, reasonable 
assurance of the availability of sufficient frequencies for operation, Host Nation Approval, 
and consideration of electromagnetic compatibility. 
[AC/327/SG/C WG1 E3: 2006] 

 
specular region / région spéculaire 
Areas of chamber surfaces that could reflect energy from the radiating surface directly into the 
quiet zone with one bounce. 
[ANSI C63.14: 1998] 

 
spurious domain / domaine des émissions non essentielles 
The frequency range beyond the out-of-band domain in which spurious emissions 
generally predominate. 
[ITU-R REC 329: 2002] 

 
spurious emissions / émissions non essentielles 
Any electromagnetic emission at a frequency or frequencies that are outside the range 
of the necessary emission bandwidth, the level of which may be reduced without 
affecting the corresponding transmission of information. Spurious emissions include 
harmonic emissions, parisitic emissions and intermodulation products, but exclude 
emissions in the immediate vicinity of the necessary emission bandwidth that are a 
result of the modulation process and are necessary for the transmission of information. 
[derived from:ANSI C63.14: 1998] 

 
stockpile-to-safe separation sequence / séquence stockage-sécurité de séparation 
S4 
The progressive stages or phases that begin at the time the ordnance is manufactured and 
continue until it is expended or reaches a safe distance from the launch 
vehicle/platform/system. 
Note: S4 may consist of two or more of the following six distinct stages: Transportation/storage, 
Assembly/disassembly, Staged, Handling/loading, Platform-loaded, Immediate post-launch. 
[derived from: MIL-HDBK-240: 2002] 
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streamers / traceurs 
Ionised paths or filaments that emanate from corona regions on a conducting body when the 
field considerably exceeds the corona threshold. 
[STANAG 4327: edition 1] 

 
stripline / stripline 
A class of planar transmission line characterised by one or more thin conducting strips of finite 
width parallel to and approximately midway between two extended conducting ground planes. 
The space between the strips and the ground planes is filled by a homogeneous insulating 
medium. 
[ANSI C63.14: 1998] 

 
stroke / coup postérieur 
A component discharge of a lightning flash, which follows a leader. 

[STANAG 4327: edition 1] 
 
subharmonic frequency / fréquence subharmonique 
An oscillation with a frequency equal to an integral submultiple of another frequency 
Related Term: interharmonic frequency 
[AC/327/SG/C WG1 E3: 2006] 

 
sub-system / sous-système 
A portion of a system containing two or more integrated components that, while not completely 
performing the specific function of a system, may be isolated for design, test or maintenance. 
For the purpose of establishing electromagnetic compatibility requirements, either of the 
following shall be considered as subsystems. In either case, the devices or equipments may be 
physically separated when in operation and will be installed in fixed or mobile stations, vehicles 
or systems. 

1. A collection of devices or equipment designed and integrated to function as a 
single entity but wherein no device or equipment is required to function as an 
individual device or equipment. 

2. A collection of equipment and subsystems as defined in item 1, designed and 
integrated to function as a major subdivision of a system and to perform an 
operational function or functions. 

[ANSI 63.14: 1998] 
 
surface resistivity / résistivité de surface 
The resistance of a unit length and unit width of a thin conductive film, measured between 
parallel edges. 
[AC/327/SG/C WG1 E3: 2006] 

 
surface transfer impedance / impédance de transfert de surface 
The ratio of the magnitudes of the longitudinal voltage drop on the outer surface of the shield 
to the current on the inside of the shield. 
[AC/327SG/C WG1 E3: 2006] 
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survive / capacité de survie 
The ability of a system to remain safe throughout and following exposure and be 
capable of operating correctly within the applicable performance limits after exposure 
to the specified electromagnetic environment. 
[AC/327SG/C WG1 E3: 2006] 

 
susceptibility / susceptibilité 
The inability of equipment or systems to perform without degradation in the presence of 
an electromagnetic disturbance. Susceptibility is often characterized as a lack of 
immunity. The threshold of susceptibility is the level of interferences at which the test 
article begins to show degradation in performance. 
Note: This is often frequency-dependent.  
[AC/327SG/C WG1 E3: 2006] 

 
susceptibility-degradation criteria / critère de susceptibilité-dégradation 
SDC 
A delineation of the essential safety and performance characteristics for a device under test 
and the allowed degradation of these characteristics during susceptibility testing. 
[AC/327SG/C WG1 E3: 2006] 

 

susceptibility level / niveau de susceptibilité 
The electromagnetic environment noise level below which a device or equipment can operate 
satisfactorily. 
[AC/327SG/C WG1 E3: 2006] 

 
susceptibility margin / marge de susceptibilité 
A margin to allow for the difference between the threshold of electromagnetic susceptibility for a 
device or equipment and the environmental levels to which it is exposed. 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
susceptibility radhaz designator / code de susceptibilité radhaz 
SRAD 
An indicator which describes the radiation hazard susceptibility of a materiel in terms of its 
maximum permissible exposure levels for each radiation hazard frequency range (FR). It should 
be recognised that a materiel may have different susceptibilities when in different states, such 
as: in an aproved container or packaging, or when located on a platform. An SRAD takes the 
following format: 

Rp Tp Up Vp Wp Yp Zp 

The letters R, T, U, V, W, Y and Z represent RADHAZ FR and the suffix letter p is a numerical 
index 
representing the radiation hazard susceptibility of the materiel. 
Note: If the susceptibilities are different, the SRAD designators need to be assigned for 
each condition. 
[derived from STANAG 1397: edition 2] 
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swept stroke / coup de foudre balayante 
As the lightning channel remains substantially stationary in space and the weapon moves 
forward, the lightning channel sweeps back along its surface. This is called a swept stroke but 
should more accurately be called a swept flash since the whole of the flash, including all its 
phases, takes part in the process. 
[STANAG 4327: edition 1] 

 
system / système 
A system is the composite of equipment, sub-systems, skilled personnel, and techniques 
capable of performing or supporting a defined operational role. A complete system includes all 
operational equipment, related facilities, materials, software, services, and personnel required 
for its operation to the degree that it can considered self-sufficient within its operational or 
support environment.  
[ANSI 63.14: 1998] 

 
system generated electromagnetic pulse / impulsion électromagnétique générée 
par le système 
SGEMP 
The process in which the X-rays and gamma photons produced during a high altitude nuclear 
detonation, interact with internal and external surfaces of the system releasing photoelectrons 
and Compton electrons, which can produce complex electromagnetic environments such as 
external and internal fields and currents induced on surfaces and within cables. SGEMP can 
couple either directlly and/or indirectly into electronics producing transient upsets and burnout 
in some cases.  
Related terms high altitude nuclear electromagnetic pulse, nuclear electromagnetic pulse, 
source region nuclear electromagnetic pulse 
[AC/327/SG/C WG1 E3: 2006] 

 

system operational performance / performance opérationnelle du système 
A set of minimal acceptable parameters tailored to the platform and reflecting top level 
capabilities such as range, probability of kill, probability of survival, operational availability, 
and so forth. A primary aspect of acquisition related to this definition are key performance 
parameters which are used in acquisition to specify system characteristics that are 
considered most essential for successful mission accomplishment and that are tracked during 
development to evaluate the effectiveness of the system. 
[MIL-STD-464A: 2002] 

 
system under test operating frequency / fréquence fonctionnelle du système sous test 
A frequency inherent to the operation of the ordnance system under test, such as computer 
clock frequency, internal oscillator frequency, and communication frequency. 
[AC/327SG/C WG1 E3: 2006] 
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T 
 
TEMPEST 
The term referring to investigations and studies of compromising emanations and the 
measures taken to provide protection against them. 
Notes: 
1. Used in the context of TEMPEST tests, TEMPEST equipment, TEMPEST inspection, 
TEMPEST 
installation criteria, TEMPEST zoning, etc. 
2. Some nations recognize TEMPEST as an acronym for “TEMPorary Emanations and 
Spurious 
Transmission”. 
[derived from: AAP-31: 2005] 

 
terminal protection device / dispositif de protection terminale 
TPD 
A quick reaction switching device which is installed between a susceptible circuit and ground to 
protect electronic components from lightning and electromagnetic pulse damage. 
Note: Some terminal protection devices may also be identified as transient protection devices 
or surge protection devices. 
[AC/327/SG/C WG1 E3: 2006] 

 
test and analysis error margin / marge d’essai et d’analyse 
An increase in the electromagnetic environment effect system requirement to provide system 
performance that exceeds the requirements to compensate for tolerance in the test 
measurements, test methods, and numerical calculations. 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
test setup boundary / frontière d’installation d’essai 
The test setup boundary includes all enclosures of the Equipment Under Test and the two 
metres of exposed interconnecting leads except for leads which are shorter in the actual 
installation and power leads where electrical cable assemblies shall simulate actual installation 
and usage. For example, shielded cables or shielded leads including power leads and wire 
grounds within cables shall be used only if they have been specified in installation 
requirements. 
[MIL-STD-461E: 1999] 

 

test volume / volume d’essai 
The volume that has been validated to give acceptable accuracy for a particular test, such as 
radiated emission or radiated immunity. Typically with transverse electromagnetic devices, 
the test volume is described as a cone that is centred between the cell septum and floor, and 
between the two side walls. Its base is truncated at a sufficient distance before the absorbers 
to avoid loading effects from the absorbers. The dimensions from the cell centre are dictated 
by the accuracy required for the intended test. 
[ANSI C63.14: 1998] 
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thermal spark / étincelage thermique 
Incandescent material produced when a very high current is forced to cross a joint between two 
conducting materials, which have imperfect mating between their surfaces. 
[STANAG 4327: edition 1] 

 
thermal stacking / accumulation thermique 
Thermal stacking is the heating of the bridge wire followed by a relaxation period where some 
cooling occurs. After several thermal time constants, the temperature of the EID bridgewire 
reaches an equilibrium condition with some small temperature excursions about the 
equilibrium point. 
[MIL-HDBK-240: 2002] 

 
total harmonic distortion / taux de distorsion harmonique total 
THD 
The ratio of the rms value of the sum of all the harmonic components up to a specified order 
(recommended notation: H) to the r.m.s. value of the fundamental component. 

 

where 
Q represents either current or voltage 
Q1 is the rms value of the fundamental component 
h is the harmonic order 
Qh is the rms value of the harmonic component of order h 
H is generally equal to 50, but equal to 25 when the risk of resonance at higher orders is 
low. [IEC 61000-2-2: 2001] 

 
transfer function / fonction de transfert 
At a given frequency the transfer function between two points in an electrical system is defined 
as the ratio of the amplitude of the signals at those points, together with the phase difference 
between them. The complete transfer function, over the range of frequencies considered, 
consists of plots against frequency of the amplitude ratio and phase angle between the two 
points of interest.  
[STANAG 4327: edition 1] 

 
transfer impedance / impedance de transfert 
The ratio of the voltage coupled into one circuit to the current appearing in another circuit or 
another part of the same circuit. 
[ANSI C63.14: 1998] 
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transient / transitoire 
1. A single electromagnetic event, or single shot voltage, current, or magnetic field impulse or 
pulse, such as generated by lightning electromagnetic pulse, or switching action. 
2. Such an event with a low and often random repetition rate generated by switching action, 
relay closure, or other low repetition, cyclic operation. 
3. Pertaining to or designating a phenomenon or a quantity that varies between two 
consecutive steady states during a time interval that is short when compared with the time 
scale of interest.  
[ANSI C63.14: 1998] 

 
trunk wireway / fourreau de protection filaire 
A metal enclosure that provides electromagnetic shielding to the cables routed therein. One or 
more sides of the trunk may be the platform structure. 
[AC/327/SG/C WG1 E3: 2006] 

 
 

U 
 
uncontrolled environments / environnements non contrôlés 
Locations where RF exposures do not exceed the permissible exposure levels for personnel. 
Such locations generally represent living quarters, workplaces, or public access areas where 
personnel would not expect to encounter higher levels of RF energy. 
[AC/327/SG/C WG1 E3: 2006] 

 
unwanted emissions / rayonnements non désirés 

Spurious emissions and out-of-band emissions as illustrated in the figure below. 
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[ITU-R SM.329: 2002] 
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upset margin / marge de dysfonctionnement 
An increase in the electromagnetic environment effect system requirements to provide system 
performance that exceeds the requirements to compensate for an upset of the system. 
Related term: margin. 
[AC/327/SG/C WG1 E3: 2006] 

 
user equipment / équipement usager 
Any device or system that uses electric power from the platform electric power system. 

[AC/327/SG/C WG1 E3: 2006] 
 
user voltage tolerance / tolérance en tension usager 
User voltage tolerance is the maximum permitted departure from nominal user voltage during 
normal operation, excluding transient and cyclic voltage variations. User voltage tolerance 
includes variations such as those caused by load changes and environment (e.g temperature, 
humidity, vibration). 
[AC/327/SG/C WG1 E3: 2006] 
 

 

V 
 
voltage spark / étincelage en tension 
Any small electrical discharge which occurs when the voltage difference between two 
conductors rises to a value high enough to break down the intervening medium, whether this is 
air or other dielectric. 
[STANAG 4327: edition 1] 

 
voltage spike / pic de tension 
A voltage change of very short duration (less than 1 ms).  
[AC/327/SG/C WG1 E3: 2006] 

 
voltage transient tolerance / tolérance aux transitoires de tension 
A sudden change in voltage (excluding voltage spikes) that goes outside the user voltage 
tolerance limits and returns to and remains within these limits within a specified recovery time 
(longer than 1 ms) after the initiation of the disturbance. The voltage transient tolerance is in 
addition to the user voltage tolerance limits. 
[AC/327/SG/C WG1 E3: 2006] 
 
voltage transient recovery time / temps de recouvrement d’un transitoire de tension 
Voltage transient recovery time is the time elapsed from initiation of the disturbance until the 
voltage recovers and remains within the user voltage tolerance limits. 
[AC/327/SG/C WG1 E3: 2006] 
 
volume resistivity / résistivité de volume 
The resistance in ohm-centimeter of a one centimeter cube of a material, measured between 
parallel faces. 
[AC/327/SG/C WG1 E3: 2006] 
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W 
 
wave / onde carrier (admitted) 
A variation of the physical conditions of a medium characterized by a field and moving with a 
velocity defined at each point and in each direction by the properties of this medium. 
Notes: 
1. A wave is produced by a local action or by a set of such actions. 
2. Wave propagation can be described only by such fields that may be represented by partial 
differential equations of hyperbolic type. For example, electromagnetic energy is propagated in 
space or waves, but propagation of heat in rods has no definite velocity and so is not a wave 
propagation. 
[IEC 50(705): 1995] 

 
waveguide below cutoff / guide d'ondes sous la coupure 
WBC 
A waveguide whose primary purpose is to attenuate electromagnetic waves at frequencies 
below the cutoff frequency (rather than propagating waves at frequencies above cutoff). The 
cutoff frequency is determined by the dimensions and geometry of the waveguide and the 
properties of the dielectric material in the waveguide structure. For a given cross section, the 
shielding effectiveness provided by a waveguide is determined by the following formula: 

 
 
 
 
 

where: 
λc is the cut-off wavelength, in metres; 
λc is equal to 1.7 d (d: diameter of a circular waveguide, in metres); 

λc is equal to 2 α (α: wider side, in metres, of rectangular 
waveguide); L is the length of the waveguide in metres 
[IEC 61000-5-7: 2002] 

 
weapon enclosure discontinuity / rupture de blindage d’une arme 
Any break or joint in the metal weapon enclosure.  
[AC/327/SG/C WG1 E3: 2006] 

 
weapon system / système d’arme 
A combination of one or more weapons with all related equipment, services, personnel and 
means of delivery and deployment (if applicable) required for self sufficiency. 
[AECP2B: 2005] 
 
 

X
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ELECTROMAGNETIC ENVIRONMENTAL 
EFFECTS (E3) TERMS AND DEFINITIONS IN 

FRENCH 
 

A 
absorption / absorption 
Transformation de tout ou partie de l'énergie d'une onde électromagnétique en une autre forme 
d'énergie par interaction avec la matière. 
Terme connexe : perte d’absorption. 
[CEI 50(705): 1995] 

 
accumulation thermique / thermal stacking 
L’échauffement progressif et rapide du filament d’un initiateur par un phénomène de relaxation 
périodique dans lequel une période de refroidissement intervient. Après plusieurs constantes de 
temps thermiques, la température du filament de l’initiateur atteint un équilibre thermique avec 
de petites excursions de température autour du point d’équilibre. 
[MIL-HDBK-240: 2002] 

 
aérien 
Terme privilégié : antenne. 

 
affaiblissement 
Terme privilégié : atténuation. 

 
affaiblissement d’absorption / absorption loss 
Partie de l'affaiblissement d'une onde électromagnétique, due au seul phénomène de 
l'absorption.  
[dérivé de: CEI 50(705): 1995] 

 
affaiblissement de blindage / shield attenuation 
Le rapport entre le signal reçu (d'un émetteur) sans le blindage et le signal reçu à l'intérieur du 
blindage. La perte d’insertion lorsque le blindage est installé entre l'antenne d'émission et 
l'antenne de réception. 
Par conséquent, l'affaiblissement est défini comme suit : 
Affaiblissement (dB) = 20 Log E1/E2 pour les champs 
électriques 
Affaiblissement (dB) = 20 Log H1/H2 pour les champs 
magnétiques où : 
E2 et E1 sont les intensités de champ électrique, respectivement à l'intérieur de l'enceinte 
et en l'absence d'enceinte; 
H2 et H1 sont les intensités de champ magnétique, respectivement à l'intérieur de l'enceinte et 
en l'absence d'enceinte. 
[dérivé de: STANAG 4557: édition 2] 
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affectation de fréquences / frequency assignment 
Processus autorisant l’utilisation d’une fréquence spécifique, d’un groupe de fréquences, ou 
d’une bande de fréquences dans un certain lieu et pour une certaine durée sous certaines 
conditions qui peuvent être exprimées en termes de bande de fréquences, de puissance, de 
gisement, de rapport cyclique ou de modulation. 

[AC/327/SGC WG1 E3: 2006] 
 
aire d’essai en espace libre / open-area test site 
OATS 
Une aire d’essai utilisée pour les mesures électromagnétiques, possédant un plan métallique 
réflecteur et qui est située sur un terrain plat suffisamment éloigné de tout bâtiment, lignes 
électriques, clôtures, arbres, et câbles souterrains, oléoducs, et autres objets réflecteurs, de 
façon que les effets dus à ces objets soient négligeables. 
[ANSI C63.14: 1998] 

 

allocation de fréquence / frequency allocation1 
Attribution d’une fréquence ou d’une bande de fréquences à un ou plusieurs services de 
radiocommunication terrestre ou spatiale, ou à un service de radioastronomie afin que ces 
derniers puissent l’utiliser sous certaines conditions spécifiées. 
[dérivé de: ANSI C63.14: 1998] 

 
angle d’ouverture d’antenne / antenna beamwidth 
Dans une coupe du diagramme de rayonnement dans un plan de rayonnement spécifié 
contenant la direction du lobe principal, angle entre les deux directions pour lesquelles le 
niveau de puissance rayonnée est la moitié de la valeur maximale. 
[ANSI C63.14: 1998] 

 
anomalie / anomaly 
Réponse d’un système à l’énergie électromagnétique externe conduite ou rayonnée qui 
entraîne la dégradation de la relation prévue entre l’entrée et la sortie, dans une certaine 
proportion et pour une durée donnée, qui n’est pas explicitement permise selon les 
spécifications du système ou prevue dans le budget alloué aux erreurs.  
[AC/327/SG/C WG1 E3: 2006] 

 
antenne / antenna aérien (toléré) 
Partie d'une installation d'émission ou de réception d'ondes radioélectriques destinée à assurer 
le couplage entre un émetteur ou un récepteur et le milieu où se propagent les ondes 
radioélectriques. Notes: 
1. Dans chaque cas particulier, on doit spécifier le point considéré comme accès de 
l'antenne ou comme sa jonction avec l'émetteur ou le récepteur. 
2. Si l'émetteur ou le récepteur est relié à l'antenne par une ligne d'alimentation, l'antenne peut 
être considérée comme un dispositif qui permet de passer d'un régime d'ondes guidées à un 
régime d'ondes libres et inversement. 
[dérivé de: CEI 50(712): 1992] 

 
 
 



ANNEX C to 
AECTP 500 

Category 500 
 

 C-56 Edition E Version 1 
   

 
 

 

antenne de référence / reference antenna 
Une antenne de mesure désignée pour avoir des données de mesures ayant précédence 
dans les cas de différences, telles que celles qui apparaissent entre des niveaux mesurés 
avec l’antenne de référence et ceux mesurés avec toute autre antenne. 
[dérivé de: ANSI C63.14: 1998] 

 

antenne isotrope / isotropic antenna 
Une antenne supposée sans pertes qui rayonne ou reçoit de l’énergie quelle que soit la 
polarisation des ondes et quelle que soit leur direction. Une antenne isotrope est une source 
ponctuelle sans pertes utilisée comme référence théorique pour définir le gain absolu d’une 
antenne réelle.  
[ANSI C63.14: 1998] 

 
arc / arc 
Décharge électrique caractérisée par une luminosité, une température et un courant intenses.  
[STANAG 4235: édition 1] 

 
arme et munitions / ordnance 
Système d'arme avec les munitions associées et les équipements nécessaires pour tirer la 
munition.  
[AOP-38: édition 3] 

 
atténuation / attenuation affaiblissement (toléré) 
Expression quantitative de la diminution d'une puissance par le rapport des valeurs en deux 
points d'une puissance ou d'une grandeur qui est liée à la puissance par une relation bien 
définie. 
Note : L'affaiblissement s'exprime généralement en unités logarithmiques, par exemple en 
decibels (dB). 
[CEI 50(731): 1991] 

 
au-dessous du pont / below deck 
Dans le domaine des effets de l’ environnement éléctromagnétique, zone sur les navires qui est 
généralement métallique ou toute autre zone qui affaiblit les rayonnements électromagnétiques 
de manière équivalente. 
Exemples : la coque ou les superstructures métalliques d’un bâtiment de surface ; la 
coque d’un sous-marin ; les locaux faradisés des bâtiments non métalliques. 
Terme connexe : au-dessus du pont. 
[dérivé de: STANAG 4436: édition 1] 

 
au-dessus du pont / above deck 
Dans le domaine des effets de l’ environnement éléctromagnétique, zone sur les navires 
qui est directement exposée à l’environnement électromagnétique externe. 
Terme connexe: au-dessous du pont. 
[dérivé de: MIL-STD-464A: 2002] 
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B 
 
bande passante / bandwidth 
Largeur de la bande de fréquences à l'intérieur de laquelle une caractéristique donnée d'un 
appareil ou d'une voie de transmission ne s'écarte pas d'une valeur de référence de plus d'une 
quantité spécifiée en valeur absolue ou relative. 
Note: La caractéristique peut être, par exemple, la caractéristique amplitude-
fréquence, la caractéristique phase-fréquence, ou la caractéristique temps de 
propagation-fréquence. 
[CEI 50(702): 1992] 

 

bande passante occupée / occupied bandwidth 
Bande passante pour laquelle, au dessous de sa limite inférieure et au dessus de sa 
limite supérieure, les puissances moyennes rayonnées sont chacune égales à 0,5% de 
la puissance 
moyenne totale rayonnée par une émission donnée. 
Dans certains cas, comme par exemple les systèmes de multiplexage multicannaux à 
partage de fréquences, l’utilisation des limites à 0,5% peuvent conduire à certaines 
difficultés pour utiliser en pratique les bandes de fréquences utiles et occupées ; dans de 
tels cas, le choix d’un pourcentage différent peut se révéler utile. 
[ANSI C63.14: 1998] 

 
bande passante utile / necessary bandwidth 
Pour un type donné d’émission, la largeur de la bande passante qui est juste suffisante pour 
assurer la transmission de l’information avec le débit et la qualité exigés sous des conditions 
spécifiées. Pour les applications relatives aux émetteurs/transpondeurs multicanaux ou 
multiporteuses, où plusieurs porteuses peuvent être transmises simultanément à partir d’un 
amplificateur de sortie ou d’une antenne active, la bande passante utile est considérée comme 
étant la bande passante à 3 dB de l’émetteur/transpondeur. Ceci ne s’applique pas aux 
stations de base des services mobiles ou aux stations de base pour accés aux réseaux sans fil 
statiques qui utilisent la technologie mobile. 
Note : Pour les services statiques : 
a. La recommandation ITU-R F.1191 doit être utilisée pour calculer la bande de fréquences 
utile pour les systèmes radio numériques statiques à multiporteuses. 
b. Pour le service de radiorepérage, la bande de fréquences utile des radars à agilité de 
fréquence est considérée comme étant la partie de la bande allouée sur laquelle les 
fréquences de la porteuse de ces radars évoluent. 
[ITU-R REC SM 329: 2002] 
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bande radio fréquences / radio frequency band 
RF 
Une bande de fréquences dans la partie du spectre qui est située entre la bande audio 
fréquences et la bande infrarouge. 
La bande RF est sub-divisée comme suit: 
VLF 3-
30 kHz, 
LF 30-
300 kHz 
MF 300 kHz – 3MHz 
HF 3-30 MHz 
VHF 30-300MHz 
UHF 300MHz – 3GHz 
SHF 3-30GHz 
EHF 30GHz – 3THz 
[dérivé d’ANSI C63.14: 1998] 

 
barrière électromagnétique / electromagnetic barrier 
Une surface conductrice, fermée, entourant un volume d’espace, qui présente un niveau 
d’efficacité de blindage, habituellement mesuré en décibels (dB), vis-à-vis des champs 
électromagnétiques incidents pouvant pénétrer à l’intérieur, soit par diffusion, rayonnement ou 
par phénomène de conduction. 
Note : le cas idéal correspond à une surface complétement fermée que l’on appelle « cage de 
faraday ». 
[dérivé de: ANSI C63.14: 1998] 

 
blindage / shield 

Un logement, écran, ou tout autre objet (habituellement conducteur) qui réduit de façon 
substantielle les effets des champs électriques et magnétiques qui sont de son coté, sur les 
dispositifs et les circuits qui sont de l’autre coté 
[ANSI C63.14: 1998] 

 
boucle de masse / ground loop 
Circuit créé quand un équipement ou un système possède plus d’une liaison de masse et que 
les masses désignées comme référence ne sont pas maintenues à un potentiel commun. 
Note : Une boucle de masse se produit normalement lors d’une mise à la masse en plusieurs 
points.  
[AC/327SG/C WG1 E3: 2006] 

 
broche à boîtier / pin to case 
PTC 
Le mode de mise à feu d’un dispositif électropyrotechnique qui est susceptible à l’énergie 
électromagnétique qui lui est appliquée en mode commun ou coaxial ; c'est-à-dire cette énergie 
est appliquée entre une ou plusieurs de ses broches (court circuitées ou non) et le boîtier.  
[AC/327/SG/C WG1 E3: 2006] 
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broche à broche / pin to pin 
PTP 
Le mode de mise à feu d’un dispositif électropyrotechnique qui est susceptible à l’énergie 
électromagnétique qui lui est appliquée en mode différentiel ; c'est-à-dire, cette énergie est 
appliquée entre les broches. 
[AC/327/SG/C WG1 E3: 2006] 

 
bruit aléatoire / random noise 
1. Bruit qui comprend les perturbations qui se produisent de façon aléatoire.  
Note : La partie du bruit qui est imprédictible excepté du point de vue statistique. 
2. Bruit ayant des valeurs à des instants donnés qui ne sont pas 
prédictibles.  
[ANSI C63.14: 1998] 

 
bruit / noise 
Phénomène physique variable ne portant apparemment pas d'informations, et susceptible de 
se superposer ou de se combiner à un signal utile. 
Notes : 
1. Un bruit peut fournir dans certains cas des informations sur certaines caractéristiques de sa 
source, par exemple sur la nature, l'emplacement de celle-ci. 
2. Un ensemble de signaux peut apparaître comme un bruit, lorsqu'ils ne sont pas 
identifiables séparément. 
[CEI 50(702): 1992] 

 
bruit radio / radio noise 
Un bruit électromagnétique qui peut se surimposer sur un signal désiré et qui est situé dans la 
bande radiofréquence. Une perturbation électromagnétique d’un pseudo signal sinusoïdal est 
considérée comme un bruit radio. 
[ANSI C63.14: 1998] 

 
bruit radio à bande étroite / narrowband radio noise 
Un signal électromagnétique qui présente un spectre avec un ou plusieurs pics aigus, étroits en 
largeur par rapport à la bande passante nominale, et suffisamment distincts et éloignés les uns 
des autres pour pouvoir être détectés par l’instrument de mesure ou le récepteur de 
communication à protéger. 
[AC/327/SG/C WG1 E3: 2006] 

 
bruit radioélectrique à large bande / broadband radio noise 
BBN 
Bruit électromagnétique ayant un spectre de fréquences large comparé à la bande de 
fréquences nominale de l’instrument de mesure, et dont les composantes spectrales sont 
suffisamment proches et uniformes pour que l’instrument de mesure ne puisse pas les 
discriminer. 
[dérivé de: ANSI/IEEE STD 100: 1996] 
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C 
 
capacité de survie / survive 
L’aptitude d’un système à rester sûr pendant et après avoir été exposé et d’être capable de 
fonctionner correctement dans les limites de performances applicables après exposition à 
l’environnement électromagnétique spécifié.  
[AC/327SG/C WG1 E3: 2006] 

 
certification du spectre d’un équipement / equipment spectrum certification 
ESC 
Déclaration d’aptitude qui doit être établie par les autorités nationales suite au contrôle qu’elles 
ont effectué pour vérifier que les caractéristiques techniques fréquentielles d’un équipement ou 
d’un système sont conformes à leur politique nationale en matière de gestion du spectre, 
d’allocations de fréquences, de réglements et de normes techniques. 
[AC/327SG/C WG1 E3: 2006] 

 
chambre à propagations de modes / mode stirred chamber 
Une chambre réverbérante électromagnétique utilisée pour générer un champ 
électromagnétique moyen, uniformément homogène qui est obtenu au moyen d’un brasseur de 
modes de forme irrégulière ou d’un dispositif d’accord. 
[ANSI C63.14: 1998] 

 
champ électrique / electric field 
Composante fondamentale des ondes électromagnétiques qui apparaît lorsqu’il se crée une 
différence de tension entre deux points dans l'espace. 
[dérivé de: STANAG 2345: édition 3] 

 
champs forts / high intensity radiated fields 
HIRF 
Un environnement électromagnétique qui existe suite à la transmission d’énergie 
électromagnétique dans l’espace. 
[dérivé de: STANAG 3614: édition 5] 

 
champ magnétique / magnetic field 
Composante fondamentale des ondes électro-magnétiques produites par une charge électrique 
en mouvement. 
[STANAG 2345: édition 3] 

 

champs pulsés radiofréquence / pulsed radio frequency fields 
Composantes électriques et magnétiques produites en modulant l'amplitude d'une porteuse à 
ondes entretenues par un signal impulsionnel de fréquence de répétition connue et avec un 
rapport cyclique contrôlé. 
[dérivé de: STANAG 2345: édition 3] 
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champ radiofréquence re-rayonné / re-radiated field 
Composantes électriques et magnétiques résultant de l’induction de courants dans un objet 
secondaire essentiellement conducteur, par des ondes électromagnétiques émises par une ou 
plusieurs structures ou antennes primaires rayonnantes illuminant cet objet. Les champs re-
rayonnés sont parfois appelés champs réfléchis ou diffractés. L'objet qui diffracte est parfois 
appelé un ré- émetteur, ou un élément rayonnant secondaire ou parasite. 
[dérivé de: STANAG 2345: édition 3] 

 
charge fictive / dummy load charge d’essai (toléré) 
Terminaison de ligne de transmission, absorbante et non rayonnante, qui reproduit les 
caractéristiques de l'immitance de la charge réelle, telle que celle constituée par une antenne. 
[CEI 50(726): 1982] 

 
charge électrique foudre / lightning charge 
Valeur de l’intégrale du courant en fonction du temps, transférée au cours d'une phase 
particulière de l'éclair (par exemple, le courant continu) ou pendant la totalité de l'éclair. 
[STANAG 4327: édition 1] 

 
code de susceptibilité radhaz / susceptibility radhaz designator 
SRAD 
Un Indicateur caractéristique de la sensibilité RADHAZ d'un matériel, c'est-à-dire le niveau 
maximal d'exposition admissible dans chaque gamme de fréquence (FR) RADHAZ. Il convient 
d'admettre qu'un matériel peut avoir des susceptibilités différentes selon les circonstances, par 
exemple, selon qu'il se trouve dans une enceinte ou un emballage approuvés ou sur une plate-
forme. Si tel est le cas, il faut affecter des SRAD correspondant à chaque circonstance. Le 
SRAD se présente comme suit : 

 

Rp Tp Up Vp Wp Yp Zp 
 

Les lettres R, T, U, V, W, Y et Z correspondent aux bandes de fréquences RADHAZ, le suffixe 
p étant un indice numérique correspondant à la sensibilité RADHAZ du matériel. 
[dérivé de: STANAG 1397: édition 2] 

 
cohérence d’un rayonnement / coherence cohérence (toléré) 
Phénomène lié à l'existence d'une relation définie entre les phases des composantes 
homologues de deux ondes ou entre les valeurs de la phase d'une même composante d'une 
onde à deux instants ou en deux points.  
[CEI 50(705): 1995] 

 
compatibilité / compatibility 
Aptitude de produits, processus ou services à être utilisés conjointement dans des conditions 
spécifiées, pour satisfaire aux exigences en cause sans interaction inacceptable. 

[ISO/CEI Guide 2: 1996] 
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compatibilité électromagnétique / electromagnetic compatibility 
CEM 
Aptitude d'un appareil ou d'un système à fonctionner dans son environnement 
électromagnétique sans produire de perturbations électromagnétiques intolérables pour tout ce 
qui se trouve dans cet environnement. 
[AAP-6: 2007] 

 
composante harmonique / harmonic component 
Tout élément constitutif d’une fréquence. 
Note : Son intensité est normalement exprimée en valeur efficace. 
[AC/327SG/C WG1 E3: 2006] 

 
composante interharmonique / interharmonic component 
Tout élément constitutif d’une fréquence qui n’est pas un multiple entier de la fréquence 
fondamentale. Son amplitude est normalement exprimée par une valeur efficace. Pour abréger, 
une telle composante peut être appelée interharmonique. 
[dérivé d’IEC 61000-4-7] 

 
conducteur de terre / earthing conductor 
Conducteur de protection reliant la terminaison ou le dispositif de mise à la terre principal à 
l’électrode de terre. 
[AC/327/SG/C WG1 E3: 2006] 

 
configuration / configuration 
Dans le domaine des effets de l’environnement électromagnétique, état dans lequel se trouve 
une munition ou un système d'arme. 
Exemples : état électrique ; état géométrique. 
Note : La configuration d’une munition ou d’un système d’arme peut avoir des conséquences 
plus ou moins grandes du point de vue des effets de l’environnement électromagnétique (E3) 
et elle peut servir à analyser ou évaluer les risques liés aux E3. 
[AC/ 327/SG/C WG1 E3: 2006] 

 
configurations d’armes et munitions / ordnance configurations 
Les configurations physiques dans lesquelles sont supposées se trouver les armes et 
munitions et leurs systèmes/plateformes hôtes et les équipements et servitudes associés 
durant toute la durée de la Séquence Stockage-Sécurité de Séparation (S4).  
[AC/327/SG/C WG1 E3: 2006] 

 
contre-mesures électroniques / electronic countermeasures 
Partie de la guerre électronique qui concerne les mesures visant à empêcher ou réduire 
l'utilisation efficace par l’ennemi du spectre électromagnétique grâce à l'emploi de l'énergie 
électromagnétique. Les contre-mesures électroniques se divisent en trois catégories, le 
brouillage, la déception et la neutralisation électroniques. 
[AAP-6: 2007] 
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contrôle d'émission / emission control 
Contrôle sélectif de l'énergie électromagnétique ou acoustique émise. Ce contrôle peut avoir 
les buts suivants: 
a. réduire la détection de cette émission et limiter l'exploitation par l'ennemi des informations 
qu'il pourrait recueillir; 
b. diminuer les interférences électromagnétiques et améliorer ainsi la performance des 
capteurs amis.  
[AAP-6: 2007] 

 
contrôle des charges électrostatiques / electrostatic charge control 
ECC 
Contrôle et dissipation de l’électricité statique produite par les effets parasites des charges 
électrostatiques, l’écoulement des liquides, l’écoulement de l’air et autres mécanismes 
générateurs de charges. 
[dérivé de: STANAG 3614: édition 5] 

 
coup de foudre balayante / swept stroke 
Le canal emprunté par la foudre restant essentiellement stationnaire dans l'espace et l'arme se 
déplaçant vers l'avant, le canal emprunté par la foudre balaie alors la surface de l'arme d'avant 
en arrière. C'est ce que l'on appelle un coup de foudre balayante, mais devrait être plus 
précisément appelé une décharge balayante, étant donné que la totalité de la décharge foudre, 
avec toutes ses phases, fait partie du processus. 
[dérivé de:STANAG 4327: édition 1] 

 
coup de foudre direct / lightning direct strike 
Décharge foudre qui impacte directement un matériel donné, entraînant la circulation de 
courants foudre dans certaines parties ou la totalité de ce matériel. 
[dérivé l’AOP-25: édition 1] 

 
coup postérieur / stroke 
Coup de foudre qui suit un récurseur.  
[dérivé de :STANAG 4327: édition 1] 

 
courant continu foudre / lightning continuing current 
Courant qui peut se produire entre les décharges d'un éclair négatif et, le plus souvent, 
après la dernière décharge. Ce courant a l'amplitude la plus faible (entre 200 et 800 A), mais 
la durée la plus longue. C'est habituellement au cours de cette phase que le transfert de 
charge le plus élevé se produit. 
[dérivé de:STANAG 4327: édition 1] 

 
courant de contact / contact current 
Courant traversant un individu touchant un matériau conducteur. 
Note : Par souci de respect des normes, il est normalement mesuré au niveau de la 
main ou du poignet de l'individu saisissant ou touchant un matériau conducteur. 
[dérivé de: STANAG 2345: édition 3] 
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courant induit dans une personne / induced current in a person 
Courant radiofréquence circulant dans le corps d'un individu debout sans contact de la peau 
avec des objets métalliques. Par souci de conformité aux normes, on mesure normalement le 
courant allant à la terre en passant par les pieds ou les chevilles du sujet. 
[AC/327SG/C WG1 E3: 2006] 

 
courant intermédiaire / intermediate current 
Courant de quelques kiloampères qui peut se produire après un coup de foudre lors d’une 
décharge négative et qui peut persister pendant plusieurs millisecondes après la première 
décroissance du coup en retour. 
[dérivé de STANAG 4327: édition 1] 

 
courant maximum de non feu / maximum no-fire current 
INF 
Excitation maximale de non feu applicable aux EIDs dont les performances normales sont 
specifies en terme de courant.  
[MIL-HDBK-240: 2002] 

 
critère de susceptibilité-dégradation / susceptibility-degradation criteria 
CSD 
Description détaillée des caractéristiques de sécurité et de performances essentielles pour un 
dispositif sous test (DST) et des dégradations permises de ses caractéristiques pendant les 
essais de susceptibilité. 
[AC/327SG/C WG1 E3: 2006] 

 
critique pour la mission / mission critical 
Condition, événement, opération, procédé ou article qui, lorsqu’il / elle se produit ou ne 
fonctionne pas correctement, peut mettre en péril l’accomplissement de la mission, réduire de 
façon significative la capacité opérationnelle, ou augmenter de façon significative la 
vulnérabilité du système. 
[dérivé de: MIL-STD-464A: 2002] 

 
cycle de vie / life cycle 
Période de temps qui commence avec l'évaluation du besoin d'un système, d'une installation 
ou d'un produit et finit avec son retrait définitif du service. 
Note: Le cycle de vie peut comprendre un certain nombre de phases successives, qui 
comprennent l'évaluation du besoin, la planification, des études de faisabilité, la définition, la 
conception et le développement, la production, l'installation et les essais, l'exploitation et la 
maintenance, et le retrait définitif du service. 
[AAP-31: 2000] 
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dangers des rayonnements électromagnétiques sur les carburants / hazards of 
electromagnetic radiation to fuel 
DREC 
Risques potentiels d’inflammation ou d’explosion sous l’effet des rayonnements 
électromagnétiques des carburants volatiles tels que ceux utilisés pour les aéronefs ou les 
véhicules terrestres. 
[AC/327SG/C WG1 E3: 2006] 

 
dangers des rayonnements électromagnétiques sur les personnels / hazards of 
electromagnetic radiation to personnel 
DREP 
Risques potentiels de produire des effets biologiques délétères sur les êtres humains sous 
l’effet des rayonnements électromagnétiques non ionisants. 
[dérivé de: ANSI C63.14: 1998] 

 
déception électronique / electronic deception 

En contre-mesures électroniques, action délibérée visant à émettre, réémettre, transformer, 
absorber ou renvoyer l'énergie électromagnétique de façon à tromper, distraire ou séduire 
l'ennemi ou ses systèmes électroniques. 
[AAP-6: 2007] 

 
décharge dans l’air / air discharge 
Transfert dans l’air d’une charge électrique entre des corps de potentiels électrostatiques 
différents.  
[STANAG 4235: édition 1] 

 
décharge de foudre négative / negative flash 
Décharge au sol provenant d'une région chargée négativement.  
[dérivé de: STANAG 4327: édition 1] 
Terme connexe: éclair. 

 
décharge de proximité / nearby flash 
Décharge foudre qui ne s'attache pas à l'arme ou au système d’arme, mais qui, en raison de 
sa proximité, peut induire un courant important dans l'arme ou le système d’arme par couplage 
électrique, par couplage magnétique, par des courants circulant dans le sol, ou par une 
combinaison des trois.  
[dérivé du: STANAG 4327: édition 1] 
 
décharge électrostatique / electrostatic discharge 
Transfert de charges électriques entre des corps ayant des potentiels électriques différents 
lorsqu'ils sont proches ou mis en contact direct. 
[CEI 50(161): 1990 amend. 2 1998] 
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décharge inter-nuages / intercloud flash  
Décharge foudre qui se produit entre des nuages.  
[dérivé de: AOP 25: éditon 1] 

 
décharge intra-nuage / intracloud flash  
Décharge foudre à l’intérieur d’un nuage.  
[dérivé de: AOP 25: édition 1] 

 
décharge par contact / contact discharge 
Transfert par contact direct d’une charge électrique entre des corps de potentiels 
électrostatiques différents. 
[STANAG 4235: édition 3] 

 
dégradation / degradation 
Écart non désiré des caractéristiques de fonctionnement d’un dispositif, d’un appareil ou d’un 
système par rapport aux caractéristiques attendues. 
Note: une dégradation peut être un défaut de fonctionnement temporaire ou permanent. 
[CEI 50(161): 1990 amend. 2 1998] 

 
densité de courant / current density 
Intensité du courant circulant dans le plan perpendiculaire à son trajet exprimée en (A/m²).  
[dérivé de: STANAG 2345: édition 3] 

 
densité d’énergie impulsionnelle / pulse energy density 
Quantité d’énergie électromagnétique rayonnée par impulsion et par unité de surface, exprimée 
en joule par mètre carré (J/m²). 

[STANAG 1307: édition 2] 
 
densité de puissance / power density 
Puissance rayonnée par unité de surface perpendiculairement à la direction de propagation , 
exprimée en watts par mètre carré (W/m²) ou en milliwatts ou microwatts par centimètre carré 
(mW/cm² ou µW/cm2). 
[AC/327/SG/C WG1 E3: 2006 

 
densité de puissance crête / peak pulse power density 
Valeur crête de la densité de puissance du rayonnement électromagnétique, moyennée sur la 
durée de l’impulsion, par unité de surface exprimée en watts par mètre carré (W/m²). 
[AC/327/SG/C WG1 E3: 2006 

 
densité de puissance équivalente en onde plane / plane-wave-equivalent power density 
Terme courant se rapportant à toute onde électromagnétique, dont la valeur est égale à la 
densité de puissance d'une onde plane ayant la même intensité de champ électrique (E) ou 
magnétique (H).  
[dérivé de: STANAG 2345: édition 3] 
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densité de puissance moyenne / average power density 
Puissance électromagnétique rayonnée par unité de surface dans un plan perpendiculaire à la 
direction de propagation exprimée en un point donné en watts par mètre carré (W/m²) et 
moyennée sur une période de temps donnée. 
[dérivé de: STANAG 2345: édition 3] 

 
densité de puissance spectrale / spectral power density 
Densité de puissance par unité de bande passante.  
[ANSI C63.14: 1998 

 
désensibilisation / desensitization 
Affaiblissement d'un signal utile à la sortie d'un récepteur provoqué par la présence d'un signal 
non désiré. 
[CEI 50(161): 1990 amend. 2 1998] 

 
désensibilisation d'un récepteur / receiver desensitization 
Les phénomènes qui apparaissent lorsqu’un signal inteférent avec une fréquence adjacente 
pénètre dans le récepteur victime avec suffisamment d’amplitude pour entraîner un 
fonctionnement non linéaire des premiers étages d’amplification. Il en résulte que le gain / ou la 
sensibilité du récepteur décroît et le facteur de bruit global augmente pour le signal d’entrée 
désiré. 
[AC/327/SG/C WG1 E3: 2006 

 
désensibilisation transitoire / desensitization pulse 
Modification transitoire des caractéristiques d’un récepteur due à des interférences par des 
signaux impulsionnels non désirés. 
Note: elle est habituellement mesurée par la sensibilité du récepteur en fonction du temps qui 
s’écoule entre l’apparition du transitoire désiré et celle du transitoire non désiré. 
[AC/327/SG/C WG1 E3: 2006] 

 
détecteur crête / peak detector 
Détecteur qui fournit une tension de sortie égale à la valeur crête du signal appliqué.  
[CEI 50(161): 1990 amend 2 1998] 

 

détecteur quadratique / root mean square detector 
Détecteur, dont la tension de sortie est approximativement égale à la racine carrée du bruit ou 
du signal appliqué. 
Note: la valeur « root mean square » doit être prise sur un intervalle de temps 
spécifié. [ANSI C63.14: 1998 

 
détecteur quasi crête / quasi-peak detector 
Détecteur qui a des constantes de temps électriques spécifiées et qui , lorsque des impulsions 
répétitives d’amplitude constante lui sont appliquées de façon régulière, délivre une tension de 
sortie qui est une fraction de la valeur crête des impulsions, cette fraction augmentant pour 
atteindre l’unité lorsque le taux de répétition augmente. 
[ANSI C63.14: 1998] 
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diaphonie / crosstalk 
Perturbation causée, dans un circuit, par un transfert d'énergie indésirable, venant d'un autre 
circuit.  
[ISO/CEI 2382-21: 1985] 

 
diffusion / scattering 
Phénomène de propagation par lequel une onde incidente, qui rencontre une surface rugueuse 
ou un ensemble d'obstacles ou autres hétérogénéités très nombreux et disposés de façon 
aléatoire, donne naissance à des ondes non interprétables par l'optique géométrique, appelées 
ondes diffusées.  
Note : La diffusion répartit l'énergie de l'onde incidente dans toutes les directions sans relation 
de phase bien définie entre les ondes diffusées dans des directions différentes. 
[CEI 50(705): 1995] 

 
diffusion arrière 
Terme privilégié: rétrodiffusion. 

 
dispositif de communication à faible puissance / low power communication device 
Dispositif à rayonnement limité, excluant ceux utilisant des techniques à ondes 
électromagnétiques guidées ou conduites, utilisé pour transmettre par énergie 
électromagnétique rayonnée, des données, des signaux incluant des signaux de contrôle, des 
images et des sons correspondant à des informations de toute nature. 
[ANSI C63.14: 1998 

 
dispositif de protection terminale / terminal protection device 
DPT 
Dispositif interrupteur à réaction rapide qui est installé entre un circuit susceptible et la masse 
pour protéger les composants électroniques contre les effets de la foudre et des impulsions 
électromagnétiques nucléaires. Les dispositifs de prorection terminale peuvent être aussi 
identifies comme des dispositifs de protection contre les transitoires ou des dispositifs de 
protection contre les surtensions. 
[AC/327/SG/C WG1 E3: 2006] 

 
dispositif initié électriquement / electrically initiated device 
EID 
Tout composant ou sous-ensemble monocoup initié par un moyen électrique et dont la réaction 
explosive, pyrotechnique ou mécanique est déclenchée par une action explosive, 
pyrotechnique, laser ou électrothermique. 
[dérivé de: STANAG 4560: édition 2] 

 

dispositif électropyrotechnique / electro-explosive device 
DEP 
Dispositif explosif ou pyrotechnique monocoup utilisé comme élement d’initiation dans une 
chaîne pyrotechnique et activé par l’application d’une énergie électrique. 
[dérivé de: STANAG 4560: édition 2] 
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dispositif électropyrotechnique à composition conductrice / conducting composition 
electro- explosive device 
CC EED 
Dispositif électropyrotechnique dans lequel une faible quantité de graphite, de poudre 
métallique ou d’un autre type de matériau conducteur est intimement mélangée à l'explosif 
primaire, ce qui permet la circulation d'un courant électrique dans cet explosif à l'intérieur d'un 
étui relié à deux électrodes ce qui produit un échauffement suffisant pour faire fonctionner la 
composition pyrotechnique. 
[dérivé de: STANAG 4560: édition 1] 

 
distance de sécurité / safety distance 
Distance minimale à laquelle le niveau d'exposition admissible pour un matériel ou le personnel 
n'est pas dépassé. 
[AECP-2B: 2005] 

 
domaine des émissions non essentielles / spurious domain 
La bande de fréquences située au delà du domaine hors bande dans laquelle les émissions 
non essentielles sont généralement prédominantes. 
[ITU-R REC 329: 2002] 

 
domaine hors bande / out-of-band domain 
Bande de fréquences, immédiatement en dehors de la bande utile mais excluant le domaine 
non essentiel, dans laquelle les émissions hors bandes prédominent généralement. 
[ITU–R REC.SM 329: 2002] 

 
dommages dus aux rayonnements électromagnétiques sur les systèmes d’armes et les 
munitions / hazards of electromagnetic radiation to ordnance 
DRAM 
Dangers et dégradations de performances induits par les rayonnements électromagnétiques 
sur les systèmes d’armes et munitions comportant des dispositifs initiés électriquement. 
[AC/327SG/C WG1 E3: 2006] 

 
durcissement / hardening 
Réduction de la susceptibilité d’un équipement, d’un système ou d’une installation contre les 
effets de l’environnement électromagnétique. 
[dérivé de: AC/327SG/C WG1 E3: 2006] 

 
durée d’impulsion / pulse duration 
Durée entre les points situés à 50 % de l’amplitude du front de montée et de la pente de 
décroissance de l’impulsion sauf si spécifié autrement. 
[ANSI C63.14: 1998] 
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dysfonctionnement compatibilité électromagnétique / malfunction electromagnetic 
compatibility 
Panne d’un système ou d’un sous-système/équipement associé, due à une interference 
électromagnétique ou une susceptibilité qui se traduit par des dommages sur le système, des 
blessures du personnel, une réduction permanente de l’efficacité du système, ou la dégradation 
de performances. 
[ANSI C63.14: 1998] 

 

 

E 
 
éclair / flash 
Dans le domaine des effets de l’environnement électromagnétique, décharge de foudre 
complète. 
[dérivé de: STANAG 4327: édition 1] 
Termes connexes : décharge de foudre négative ; décharge de proximité. 

 
effet corona / corona 
Ionisation d'un volume d'air autour d'un corps conducteur soumis à un champ électrique élevé. 
Note : Il se produit en particulier sur des bouts pointus, des arêtes et des protubérances où 
l'intensité du champ électrique est augmentée du fait de la géométrie locale jusqu'à une valeur 
égale au niveau de seuil corona. 
[dérivé de: STANAG 4327: édition 1] 

 
effet multipactor / multipaction 
Résonance électromagnétique qui se produit seulement dans un vide très poussé dans lequel 
les électrons libres peuvent s’accélérer et entraîner des collisions avec les surfaces créant ainsi 
des électrons secondaires qui sont accélérés et qui produisent encore plus d’électrons et qui 
génèrent finalement une décharge importante qui peut endommager les équipements. 
[MIL-STD-464A: 2002] 

 
effet « back door » en compatibilité électromagnétique / back door electromagnetic 
compatibility effect 
effet CEM back door (admitted) 
Perturbation produite par l’énergie électromagnétique qui pénètre dans un système par un 
chemin autre que celui des antennes et des capteurs et qui se traduit par une dégradation des 
performances de ce système. 
Note: En France, le domaine de la compatibilité électromagnétique (CEM) concerné par de 
telles perturbations est parfois appelé « compatibilité électromagnétique fondamentale » ou « 
CEM fondamentale ». 
[AC/327/SG/C WG1 E3: 2006] 
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effets de l’environnement électromagnétique / electromagnetic environment effects 
E3 
Impact de l’environnement électromagnétique sur la capacité opérationnelle des dispositifs, 
électroniques ou électriques, des équipements, des systèmes, des plateformes, et le personnel. 

 

Note : Le domaine E3 englobe toutes les différentes disciplines de l’électromagnétisme: 
a) la compatibilité électromagnétique, 
b) les interférences électromagnétiques, c) la vulnérabilité électromagnétique, 
d) l’impulsion électromagnétique, e) les décharges électrostatiques, f) la guerre électronique, 
g) les dangers des rayonnements électromagnétiques sur les munitions et les substances 
volatiles, h) les dangers des rayonnements électromagnétiques sur le personnel, 
i) les effets des phénomènes naturels comme la foudre et les parasites dus aux charges 
électrostatiques. 
[dérivé de: ANSI C63.14: 1998] 

 
effet de la compatibilité électromagnétique front door / front door electromagnetic 
compatibility effect 
effet CEM front door (admitted) 
Perturbation produite par l’énergie électromagnétique non désirée qui pénètre dans un 
système par les antennes et les capteurs et qui entraîne une dégradation des performances de 
ce système. 
Note : En France, le domaine de la compatibilité électromagnétique (CEM) concerné par de 
telles perturbations s’appelle « compatibilité électromagnétique fonctionnelle » ou « CEM 
fonctionnelle ».  
[AC/327/SG/C WG1 E3: 2006] 

 
effets directs foudre / lightning direct effects 
Dommage physique sur la structure du système et de l’équipment électrique/électronique dû à 
l’attachement direct du canal foudre et du flux de courant. Ces effets incluent la perforation, le 
déchirement, la carbonisation, la vaporisation, et l’explosion du matériel. 
[MIL-STD-464A: 2002] 

 
effets indirects de la foudre / lightning indirect effects 
Transitoires induits par la foudre dus au couplage des champs électromagnétiques.  
[MIL-STD-464A: 2002] 

 
efficacité de blindage / shielding effectiveness 
Mesure de l’aptitude d’un blindage à exclure ou confiner les ondes électromagnétiques. Pour 
une source externe donnée, le rapport du champ électrique ou magnétique en un point avant et 
après introduction du blindage en question. 
Note : Usuellement exprimé, dans le domaine fréquenciel, par le rapport des amplitudes du 
signal 
incident et du signal pénétrant à l’intérieur du blindage.  
[ANSI C63.14: 1998] 
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électrode de terre / earth electrode 
Élément conducteur ou ensemble d’éléments conducteurs en contact intime avec la terre et 
assurant une liaison électrique avec cette dernière. 
[AC/327/SG/C WG1 E3: 2006] 

 
émission à bande étroite / narrowband emission 
Emission ayant une distribution d’énergie spectrale étroite par rapport à la bande passante de 
référence, telle que celle d’un récepteur susceptible ou d’un récepteur de mesure. Celle-ci est 
définie en utilisant la bande passante à 3 dB. 

Note: L’unité pour les mesures de signaux à bande étroite est habituellement le dBµV. 
[AC/327SG/C WG1 E3: 2006] 

 

émission compromettante / compromising emanation 
Signal non intentionnel transportant des informations qui, si elles sont interceptées et 
analysées, divulgue les informations transmises, reçues, manipulées ou traitées de différentes 
façons par tout système d’information classifié. 
Terme connexe : TEMPEST. 
[AC/ 327/SG/C WG1 E3: 2006] 

 
émission conduite / conducted emission 
Energie électromagnétique propagée le long d’un conducteur.  
[STANAG 4435: édition 1] 

 
émission hors bande / out-of-band emission 
Emission sur une ou sur des fréquences situées immédiatement en dehors de la largeur de 
bande nécessaire, due au processus de modulation, à l'exclusion des rayonnements non 
essentiels. Tout rayonnement non désiré qui se produit à des fréquences séparées de la 
fréquence centrale de l'émission par moins de 250% de la largeur de bande nécessaire de cette 
émission, est généralement considéré comme une émission hors bande. 
[AC/327/SG/C WG1 E3: 2006] 

 
émission large bande / broadband emission 
Emission ayant distribution d’énergie spectrale large comparée à une bande passante de 
référence, telle que celle d’un récepteur sensible ou d’un récepteur de mesure. 
Notes : 
1. Elle est habituellement définie en utilisant une largeur de bande de 3 dB. 
2. L’unité pour la mesure des signaux à large bande avec des récepteurs d’interférence 

électromagnétique est habituellement le dBµV/MHz.  

[AC/327/SG/C WG1 E3: 2006] 
 
émissions non essentielles / spurious emissions 
Emission électromagnétique à une fréquence ou des fréquences qui sont en dehors de la 
bande passante utile de l’émission, dont le niveau peut être réduit sans affecter la transmission 
de l’information correspondante. Les émissions non essentielles incluent les émissions 
parasites et les produits d’intermodulation, mais excluent les émissions dans le voisinage 
immédiat de la bande passante utile ou émissions hors bandes qui sont le résultat du procédé 
de modulation et qui sont nécessaires pour la transmission des informations. 
[dérivé de: ANSI C63.14: 1998] 
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émissions parasites / parasitic emissions 
Emissions non essentielles, générées accidentellement à des fréquences qui sont 
indépendantes d’une part de la porteuse ou de la fréquence caractéristique d’une émission et 
d’autre part des fréquences d’oscillations qui ont été créées lors de la génération de la porteuse 
ou de la fréquence caractéristique. 
[AC/327/SG/C WG1 E3: 2006] 

 
émission rayonnée / radiated emission 
Signaux ou bruit propagés par des champs rayonnés.  
[STANAG 4436: édition 2] 

 
enceinte anéchoïque / anechoic enclosure 
Enceinte avec des parois intérieures qui présentent un faible taux de réflectivité. 

[ANSI C63.14: 1998] 
 
enceinte blindée / shielding enclosure 
Structure qui protège son contenu de l'effet d'un champ électrique ou magnétique extérieur ou, 
inversement, protège l'environnement extérieur de l'effet d'un champ électrique ou magnétique 
intérieur. Une enceinte blindée très performante est en général capable de réduire d'un à sept 
ordres de grandeur les effets des intensités des champs électriques et magnétiques en fonction 
de la fréquence. Une enceinte blindée est habituellement métallique et comporte des dispositifs 
assurant une continuité électrique entre les panneaux adjacents, y compris les portes. 
[STANAG 4557: édition 2] 

 
enquête sur les interférences électromagnétique(s) / electromagnetic interference survey 
Série de tests ou d’inspections réalisées sur une plate-forme donnée pour recenser les 
différentes sources et incidents liés aux interférences électromagnétiques. 
[AC/327/SG/C WG1 E3: 2006] 

 
en sécurité / remain safe 
Aptitude d’un système à ne pas mettre en danger les personnels ou les plateformes quand il se 
trouve exposé à l’environnement électromagnétique spécifié, et à rester sûr après avoir été 
exposé. 
[AC/327SG/C WG1 E3: 2006] 

 
enveloppe champ fort / high-intensity radiated field envelope 
HIRF envelope 
Caractérisation de l’environnement électromagnétique champ fort dans l’espace où les 
aéronefs peuvent évoluer. 
[dérivé de: STANAG 3614: edition 5] 

 
environnement électromagnétique / electromagnetic environment  
Ensemble des phénomènes électromagnétiques existant à un endroit donné.  
[AAP-6: 2007] 
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environnement maximum admissible / maximum allowable environment 
Ead 
Niveaux de champs rayonnés les plus élevés pour lesquels une munition ou un système d’arme 
peut être exposé sans que les marges DRAM relatives aux dispositfs initiés électriquement ne 
soient dépassées. 
[MIL-HDBK-240: 2002] 

 
environnements non contrôlés / uncontrolled environments 
Lieux dans lesquels les expositions aux rayonnements électromagnétiques n’excèdent pas les 
niveaux d’exposition admissibles pour le personnel. De tels lieux correspondent généralement 
aux bases vie, lieux de travail, zones d’accès public dans lesquels les personnels ne devraient 
pas s’attendre à rencontrer de hauts niveaux d’énergie électromagnétiques.  
[AC/327/SG/C WG1 E3: 2006] 

 
environnement opérationnel / operational environment 
Regroupement de toutes les conditions et influences qui peuvent affecter les opérations d’un 
système.  
[ANSI C63.14: 1998] 

 
équipment / equipment 
Dispostif électronique ou électromécanique, ou ensemble d’articles destinés à fonctionner 
comme un ensemble unique afin d’assurer une fonction particulière.  
[ANSI C63.14: 1998] 

 
équipement usager / user equipment 
Dispositif ou système qui utilise la puissance électrique du réseau électrique de la plateforme. 
[AC/327/SG/C WG1 E3: 2006] 

 
étincelage en tension / voltage spark 
Petites décharges électriques qui se produisent lorsque la différence de tension entre deux 
conducteurs atteint une valeur suffisamment élevée pour provoquer un arc dans le milieu qui 
les sépare, même si ce milieu est constitué par de l'air ou un autre diélectrique.  
[STANAG 4327: édition 1] 

 
étincelage thermique / thermal spark 
Matériaux incandescents qui sont projetés quand un très fort courant est contraint de traverser 
un joint entre deux matériaux conducteurs dont les surfaces se raccordent mal. 
[STANAG 4327: édition 1] 

 
excitation maximale de non feu / maximum no-fire stimulus 
La plus grande excitation qui, appliquée pendant au moins cinq minutes, n’entraîne pas 
l’initiation de plus de 0,1% de tous les initiateurs électriques de conception donnée pour un 
niveau de confiance de 95%. Quand on détermine l’excitation maximale de non feu pour des 
initiateurs électriques possédant un élément de retard ou un temps de réponse de plus de cinq 
minutes, l’excitation de mise à feu est appliquée pendant le temps nécessaire pour cette 
opération. 
[MIL-STD-464A: 2002] 
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exposition non uniforme / non-uniform exposure 
Situation dans laquelle tout le corps est exposé au champ proche d'un émetteur ou à un champ 
caractérisé par un taux important d’ondes stationnaires produites par des objets re-rayonnants 
ou des surfaces réfléchissantes, ce qui se traduit, dans les deux cas, par des champs 
électromagnétiques qui peuvent varier dans des proportions importantes d'un point du corps à 
un autre. 
[dérivé de: STANAG 2345: édition 3] 

 
exposition partielle du corps / partial body exposure 
Situation dans laquelle le corps est soumis au rayonnement électromagnétique d’une source 
très localisée, par exemple celle que constitue un guide d'ondes ouvert ou une antenne cornet 
très directionnelle, ou une source de rayonnement de faibles dimensions par rapport au corps 
humain, ou lorsqu'une partie du corps est introduite dans un champ confiné. 
[dérivé de: STANAG 2345: édition 3] 

 

 

F 
 
facteur d’antenne de réception / receive antenna factor 
Quantité qui relie l’amplitude du champ dans lequel l’antenne est immergée à la tension de 
sortie aux bornes de la charge qui est connectée à l’antenne. Ce facteur ne comprend pas 
habituellement les pertes des câbles. 
Note: Le facteur d’antenne est indépendant de la géométrie de mesure. L’antenne est orientée 
en fonction de la polarisation du champ. 

[AC/327/SG/C WG1 E3: 2006] 
 
facteur d’antenne de réception en espace libre / receive free space antenna factor  
Facteur d’antenne quand toutes les influences des objets adjacents ont été supprimées.  
[ANSI C63.14: 1998] 

 
facteur de correction d’antenne / antenna correction factor 
Facteur qui, lorsqu’il est appliqué à la tension indiquée par l’appareil de mesure, donne le 
champ au niveau de l’antenne. 
Note: Ce facteur ne prend pas en compte les pertes dans le câble. 
[dérivé de: STANAG 4436: édition 1] 

 
facteur de durée d’impulsions / pulse duty factor facteur de durée (toléré) 
densité d’impulsions (déconseillé) 
Rapport de la durée moyenne d'une impulsion à l'inverse de la fréquence de répétition dans 
une suite d'impulsions. 
[CEI 50(702): 1992] 

 
faisceau d’une antenne / antenna beam 
Lobe principal du diagramme de rayonnement.  
[ANSI/IEEE STD 100: 1996] 
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filtre réjecteur / notch filter 
Filtre qui présente une forte atténuation pour une bande étroite et laisse passer les fréquences 
à l’extérieur de cette bande. 
[AC/327/SG/C WG1 E3: 2006] 

 
flegmatisation / dudding 
Incapacité d’un dispositif initié électriquement à fonctionner correctement suite à une altération 
de ses propriétés physiques et électriques due à l’application, répétée ou pas, d’un niveau 
d’énergie au-dessous de celui requis pour initier ce dispositif.  
[AC/327/SG/C WG1 E3: 2006] 

 
flux de diffusion / diffusion flux 
Flux magnétique qui pénètre et se propage à travers une partie conductrice de la surface. 
Notes: 
1.  Le processus de diffusion déforme et atténue le flux externe. 
2.  Son amplitude dépend de la résistivité du matériau à travers lequel se produit la diffusion. 
[dérivé de: STANAG 4327: édition 1] 

 
flux d'ouverture / aperture flux flux rapide (toléré) 
Flux magnétique qui, produit par la foudre, pénètre à l'intérieur d’une arme par des ouvertures 
transparentes du point de vue électromagnétique, telles que les couvercles ou joints en 
matériau diélectrique ou les discontinuités de surface. 
Note: sa forme d'onde est celle du flux magnétique externe.  
[dérivé de: STANAG 4327: édition 1] 

 
flux rapide 
Terme préféré: flux d’ouverture. 

 

fonction de transfert / transfer function 
A une fréquence donnée, la fonction de transfert entre deux points d’un système électrique est 
définie par le rapport de l'amplitude des signaux qui existent en ces points, et par leur 
différence de phase. La fonction de transfert complète, pour la gamme des fréquences 
considérées, est représentée par un tracé en fonction de la fréquence du rapport des 
amplitudes et des angles de phase existant entre ces deux points. 
[STANAG 4327: édition 1] 

 
fonctionnement correct / operate 
Aptitude d’un système à survivre et fonctionner correctement dans les limites des performances 
applicables lorsqu’il se trouve exposé à un environnement électromagnétique spécifié. 
[AC/327SG/C WG1 E3: 2006] 

 
foudre / lightning 
Phénomène électrique/électromagnétique complet qui peut se manifester dans un nuage, entre 
des nuages ou entre le sol et un nuage. Il peut s’agir d’une ou de plusieurs décharges 
électriques de retour, accompagnées de courants intermédiaires ou persistants. 
[dérivé de: STANAG 3614: édition 5] 
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fourreau de protection filaire / trunk wireway 
Enceinte métallique qui assure un blindage électromagnétique pour les câbles qui cheminent à 
l’intérieur. Un ou plusieurs cotés du corps de cette enceinte peuvent être constitués par la 
structure de la plateforme.  
[AC/327/SG/C WG1 E3: 2006] 

 

fréquence allouée / frequency allocation2 
Fréquence ou bande de fréquences attribuée à un ou plusieurs services de 
radiocommunication terrestre ou spatiale, ou à un service de radioastronomie afin que ces 
derniers puissent l’utiliser sous certaines conditions spécifiées. 
[dérivé de: ANSI C63.14: 1998] 

 
fréquence de récurrence des impulsions / pulse repetition frequency 
Fréquence de répétition des impulsions (toléré) 
Nombre d'impulsions par unité de temps en secondes pour des signaux modulés par des 
impulsions récurrentes. 
[AC/327/SG/C WG1 E3: 2006] 

 
fréquence fonctionnelle du système sous test / system under test operating frequency 
Fréquence spécifique du fonctionnement du système d’arme testé, telles que fréquences 
d’horloge, fréquences des oscillateurs internes, et les fréquences de communication. 
[AC/327SG/C WG1 E3: 2006] 

 
fréquence fondamentale / fundamental frequency 
Fréquence du spectre qui est obtenue à partir de la transformée de Fourier d’une fonction 
temporelle, et à laquelle toutes les fréquences du spectre se réfèrent. 
[dérivé de: IEC 60050 101-14-50: 2006] 

 
fréquence harmonique / harmonic frequency 
Fréquence qui est un multiple entier de la fréquence fondamentale. 
Terme connexe : ordre de l’harmonique. 
[ AC/327SG/C WG1 E3: 2006] 

 

fréquence image / image frequency 
Dans un récepteur radioélectrique utilisant la transposition en fréquence, fréquence symétrique 
de celle du signal radiofréquence considéré à l'entrée par rapport à la fréquence du premier 
oscillateur local. 
Note: Il n'existe de fréquence image que si la fréquence de l'oscillateur local est au moins égale 
à la moitié de celle du signal d'entrée. 
[CEI 50(713): 1998] 

 
fréquence interharmonique / interharmonic frequency 
Fréquence qui n’est pas un multiple entier de la fréquence fondamentale. 
Note 1: Par extension de la notion d’ordre harmonique, l’interharmonique m est le rapport d’une 
fréquence interharmonique et de la fréquence fondamentale. Ce rapport n’est pas un entier. 
Note 2: Lorsque m<1 le terme fréquence subharmonique peut être utilisé.  
[AC/327SG/C WG1 E3: 2006] 
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fréquence protégée / protected frequency 
Fréquence amie sur laquelle les interférences doivent être minimisées.  
[AAP-6: 2007] 

 
fréquence subharmonique / subharmonic frequency 
Oscillation à une fréquence égale à un multiple entier d’une autre fréquence. Terme apparenté : 
fréquence interharmonique 
[AC/327SG/C WG1 E3: 2006] 

 
frontière d’installation d’essai / test setup boundary 
Limitation du montage d’essai à tous les boîtiers de l’équipement sous test et aux deux mètres 
de câbles d’interconnexion, excepté pour les câbles qui sont plus courts dans l’installation 
réelle, ainsi qu’aux lignes d’alimentation pour lesquelles les câbles électriques devront être 
assemblés de façon à simuler l’installation réelle et les usages. Par exemple, les câbles ou fils 
blindés, y compris les fils d’alimentation et les fils de masse, situés à l’intérieur de câbles ne 
seront employés que si ils ont été spécifiés dans les exigences d’installation. 
[MIL-STD-461: 1999] 

 
 

G 
 
gain d’une antenne / antenna gain 
Rapport habituellement exprimé en décibels entre la puissance requise à l'entrée d'une antenne 
de référence, sans perte et la puissance fournie à l'entrée de l'antenne en question pour 
produire, dans une direction donnée, un champ de la même force ou une densité de flux de 
puissance identique et à la même distance. En l'absence d'une spécification différente, le gain 
se réfère à la direction du rayonnement maximun. Le gain peut être donné pour une 
polarisation spécifiée. Selon le choix de l'antenne de référence, on peut distinguer : 
1. Le gain absolu ou isotropique (Gi), lorsque l'antenne de référence est une antenne 
isotropique isolée dans l'espace. 
2. Le gain par rapport à un dipôle demi-onde (Gd), lorsque l'antenne de référence est un dipôle 
demi- onde isolé dans l'espace et dont le plan équatorial contient la direction spécifiée. 
3. Le gain par rapport à une antenne verticale courte (Gv), lorsque l'antenne de référence est 
un conducteur linéaire, beaucoup plus court qu'un quart de longueur d'onde, placé 
normalement par rapport à la surface d'un plan parfaitement conducteur contenant la direction 
spécifiée. 

[AComP-01: 2005] 
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guide d'ondes évanescent / waveguide below cutoff 
WBC 
Guide d’ondes dont le premier rôle est d’atténuer les ondes électromagnétiques à des 
fréquences en- dessous de la fréquence de coupure plutôt que de propager les ondes aux 
fréquences supérieures à celle de coupure. La fréquence de coupure est déterminée par les 
dimensions et la géométrie du guide d'ondes et les propriétés du matériau diélectrique dans la 
structure du guide d'ondes. Pour une section donnée, l'efficacité de blindage procurée par un 
guide d'ondes est déterminée par la formule suivante: 

 
 
 
 
 
 

 
λc est la longueur d'onde de coupure, en mètres; 
λc est égal à 1,7 d (d: diamètre d'un guide d'ondes circulaire, en mètres); 

λc est égal à 2 α (α : côté le plus large, en mètres, d'un guide d'ondes rectangulaire); L est la 
longueur du guide d’ondes en mètres ; 
[IEC 61000-5-7: 2002] 

 

 

H 
 
harmonique / harmonic 
Multiple exacte d'une fréquence fondamentale.  
[AcomP-01: 2005] 

 
hertz / hertz 
Hz 
Unité de fréquence égale à un cycle par seconde. Les multiples couramment utilisés sont le 
kilohertz (kHz = 1.000 Hz), le mégahertz (MHz = 1.000.000 Hz) et le gigahertz (GHz = 
1.000.000.000 Hz).  
[STANAG 2345 édition 3] 

 
 

I 
 
immunité à une perturbation / immunity to a disturbance 
Aptitude d’un dispositif, d’un appareil ou d’un système à fonctionner sans dégradation de ses 
performances en présence d’une perturbation électromagnétique. 
IEC 60050 161-01-20: 2006] 

 
impédance de transfert / transfer impedance 
Rapport entre la tension induite dans un circuit et le courant apparaissant dans un autre circuit 
ou une autre partie du même circuit. 
[ANSI C63.14: 1998] 
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impédance de transfert de surface / surface transfer impedance 
Rapport entre l’amplitude de la chute de tension longitudinale existant sur la surface externe 
d’un blindage et de l’amplitude du courant circulant sur la face intérieure de ce blindage. 

[AC/327SG/C WG1 E3: 2006] 
 
impulsion / pulse 
Variation rapide et de courte durée d’une quantité physique suivie par un rapide retour à la 
valeur initiale.  
[CEI 50(161):1990 amend 2 1998] 

 
impulsion électromagnétique de foudre / lightning electromagnetic pulse 
IEMF 
Rayonnement électromagnétique associé au phénomène de la foudre. Les champs électriques 
et magnétiques générés sont susceptibles, par couplage avec les systèmes 
électriques/électroniques, de produire des surtensions ou surintensités dangereuses.  
[STANAG 3968: édition 3] 

 
impulsion électromagnétique nucléaire / nuclear electromagnetic pulse 
IEMn 
Rayonnement électromagnétique causé par les électrons et photoélectrons du recul de 
Compton, à partir des photons disséminés dans les matériaux de l’engin nucléaire ou dans le 
milieu environnant à la suite d’une explosion nucléaire. Les champs électriques et 
magnétiques en résultant sont susceptibles, par couplage avec les systèmes 
électriques/électroniques,de produire des surtensions et surintensités dangereuses. 
Termes apparentés: impulsion électromagnétique nucléaire à haute altitude, impulsion 
électromagnétique nucléaire générée au niveau du sol. 
[AC/327/SG/C WG1 E3: 2006] 

 
impulsion électromagnétique nucléaire à haute altitude / high altitude nuclear 
electromagnetic pulse 
HEMP 
Onde électrique générée par une explosion nucléaire exo-atmosphérique. 
Termes apparentés impulsion électromagnétique nucléaire, impulsion électromagnétique 
nucléaire générée au niveau du sol. 
[AC/327/SG/C WG1 E3: 2006] 

 
impulsion électromagnétique nucléaire générée au niveau du sol / source region nuclear 
electromagnetic pulse 
SREMP 
Onde électrique générée par une explosion nucléaire endo-atmosphérique. 
Termes apparentés impulsion électromagnétique nucléaire, impulsion électromagnétique 
nucléaire à haute altitude. 
[AC/327/SG/C WG1 E3: 2006] 
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impulsion électromagnétique générée par le système / system generated 
electromagnetic pulse 
SGEMP 
Processus au cours duquel les rayons X et gamma générés durant une explosion nucléaire de 
haute altitude interagissent avec des surfaces internes et externes des systèmes libérant ainsi 
des photoélectrons et electrons Compton, qui peuvent générer des environnements 
électromagnétiques complexes tels que des champs externes et internes et des courants 
induits sur la surface et à l’intérieur des câbles ; Il peut en résulter un couplage (direct et/ou 
indirect) avec l’électronique produisant des dysfonctionnements transitoires (probables) et des 
destructions (dans certains cas). 
Termes apparentés impulsion électromagnétique nucléaire, impulsion électromagnétique 
nucléaire à haute altitude, impulsion électromagnétique nucléaire générée au niveau du sol. 

[AC/327/SG/C WG1 E3: 2006] 
 
initiateur électropyrotechnique à couche projetée / exploding foil initiator 
EFI 
Dispositif électropyrotechnique muni d’un pont fusible de faible résistance qui, lorsqu’il est 
soumis à une brève impulsion électrique de forte énergie, convertit cette énergie électrique en 
une énergie cinétique destinée à projeter une plaque mobile à grande vitesse qui, à l’impact, 
provoque une détonation dans un explosif relativement peu sensible n’étant pas en contact 
direct avec le pont fusible. 
Note : En cas d’utilisation dans une chaîne de mise à feu de fusée qui ne possède pas 
d’interruption, on choisira une explosif approuvé pour une utilisation en chaîne alignée (par 
exemple un explosif 
secondaire). 
[dérivé de: STANAG 4560: édition 2] 

 
dispositif électropyrotechnique à fil chaud / bridge-wire electro-explosive device 
Dispositif électropyrotechnique dans lequel la puissance dissipée par le passage d’un courant 
au travers d’un filament résistif sert à déclencher par échauffement l’explosif primaire en 
contact avec le filament. [dérivé de: STANAG 4560: édition 2] 

 
dispositif électropyrotechnique à fil explosé / exploding bridge-wire electro-explosive 
device Dispositif électropyrotechnique qui, lorsqu’il est soumis à une brève impulsion électrique 
de forte énergie, s’échauffe rapidement, se sublime partiellement, puis explose en projetant des 
particules à haute énergie provoquant la détonation d’un explosif relativement peu sensible qui 
est en contact direct avec le fil.  
[dérivé de: STANAG 4560: édition 2] 

 
dispositif électropyrotechnique à film conducteur / film bridge electro-explosive device 
Dispositif électropyrotechnique dans lequel la puissance dissipée lors du passage d’un courant 
à travers un film résistif de très petites dimensions, déposé sous vide, sert à initier par effet 
joule un explosif primaire qui est en contact étroit avec le film. 
[dérivé de: STANAG 4560: édition 2] 
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injection de courant de toron / bulk current injection 
BCI 
Méthode d’essai dans laquelle un courant est injecté dans le câble ou le faisceau de câbles 
pour évaluer l’immunité d’un système ou de ses composants. 
[dérivé de: ANSI C63.14: 1998] 

 
intégrale d'action / action integral 
Énergie qui traverse toute portion du canal conducteur par ohm de résistance et qui est 
exprimée par l’intégrale ∫ i 

2 
dt mesurée en A2s ou en joules/ohm.  

[dérivé de: STANAG 4327: édition 1] 
 
intensité de champ électrique / electric field strength 
Amplitude du vecteur champ électrique exprimée en volts par mètre.  
[dérivé de: ANSI C63.14: 1998] 

 
intensité de champ magnétique / magnetic field strength 
Amplitude du vecteur champ magnétique, communément exprimée en ampères par mètre ou 
ampères tours par mètre. 
[dérivé de: ANSI C63.14: 1998] 

 

intensité du champ électrique / electric field strength 
Amplitude du vecteur du champ électrique d’un rayonnement électromagnétique en un point 
donné, exprimée en volts par mètre (V/m). 
[dérivé de: AECP-2B: 2005] 

 
intensité du champ magnétique / magnetic field strength 
Amplitude du champ magnétique exprimée en ampères par mètre (A/m).  
[dérivé de: STANAG 2345: édition 3] 

 
interférence dangereuse / harmful interference 
Emission, rayonnement, interférence par induction qui rend dangereux le fonctionnement ou 
dégrade sérieusement, obstrue, ou interrompt de façon répétée un système de communication, 
tel qu’un service de radionavigation, un service de télécommunications, un service de radio 
communication, un service de recherche et de sauvetage, on un service météo, qui opère 
conformément à des normes, règlements et procédures approuvées. 
[AC/327SG/C WG1 E3: 2006] 

 
interférences dues à un montage incorrect / maintenance-related electromagnetic 
interference Perturbations électromagnétiques qui peuvent avoir un impact sévère, moyen, ou 
peu sévère, et qui sont réputées provenir d’une installation incorrecte ou d’une maintenance 
inadéquate. Une installation correcte suivie d’opérations de maintenance continues doit 
permettre d’éviter ce type de perturbations.  
[AC/327/SG/C WG1 E3: 2006] 
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interférence électromagnétique / electromagnetic interference 
EMI 
Perturbation électromagnétique, intentionnelle ou non, qui interrompt, gêne, dégrade ou limite 
les performances escomptées des équipements électriques ou électroniques. 
[AAP-6: 2007] 

 
interférence large bande / broadband interference 
Perturbation qui a une distribution d’énergie spectrale suffisamment large pour que la réponse 
du récepteur de mesure utilisé ne varie pas de façon significative quand ce dernier est réglé sur 
un nombre spécifié de bandes passantes. 
[ANSI/IEEE STD 100: 1996] 

 
interférence par rayonnement / radiated interference 
Energie électromagnétique non désirée qui se présente sous la forme de champs électriques et 
/ou magnétiques rayonnés par une source électrique qui est associée ou qui fait partie de tout 
élément, antenne, câble, ou câblage d’interconnexion et qui entraîne une dégradation de 
performances.  
[ANSI C63.14: 1998] 

 
interférences radio frequences / radio frequency interference 
RFI 
Partie du spectre des perturbations électromagnétiques composée des signaux interférents et 
de la bande de fréquences radiofréquence. 
Note: Ce terme était utilisé dans le passé pour désigner EMI.  
[AC/327SG/C WG1 E3: 2006] 

 
intermodulation / intermodulation 
Interaction, dans un dispositif ou dans un milieu de transmission non linéaire, entre les 
composantes spectrales d'un ou plusieurs signaux d'entrée, faisant apparaître à la sortie de 
nouvelles composantes dont les fréquences sont des combinaisons linéaires à coefficients 
entiers des fréquences des composantes à l'entrée. 
Note : L'intermodulation peut se produire avec un seul signal d'entrée non sinusoïdal ou avec 
plusieurs signaux, sinusoïdaux ou non, appliqués à la même entrée ou à des entrées 
différentes. 
[CEI 50(161): 1990 amend. 2 1998] 
Terme privilégié: transmodulation. 

 
intervalle de temps moyen / averaging time 
Intervalle de temps approprié durant lequel l’exposition est moyennée afin de déterminer si 
cette dernière est conforme au niveau d’exposition admissible. 
[dérivé de: STANAG 2345: édition 3] 
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J 
 
jonction non linéaire / non-linear junction 
Surface de contact entre deux surfaces métalliques qui présente une fonction de transfert 
tension-courant non linéaire quand elle est le siège de tensions radiofréquence. Cette non 
linéarité peut être entraînée par la corrosion ou l’existence d’autres matériaux semi-
conducteurs dans la zone de contact. 
[AC/327/SG/C WG1 E3: 2006] 
 
 

K  

 

L 
 
liaison équipotentielle / electrical bond 
Connexion fixe entre deux objets conducteurs, qui assure la continuité électrique entre ceux-ci. 
Note : Une telle connexion est réalisée soit par un contact physique entre les surfaces 
conductrices des objets, soit par l’addition d’une connexion électrique solide entre ces objets. 
[dérivé de: STANAG 3659: édition 4] 

 
linéarité d'un récepteur / receiver linearity 
Linéarité d’un récepteur caractérise son aptitude à recevoir des signaux de faible amplitude en 
présence d’un ou plusieurs signaux interférents de fort niveau, donc à éviter les phénomènes 
d’intermodulation et/ou de désensibilisation. 
[AC/327/SG/C WG1 E3: 2006] 

 

 

M 
 
management du spectre de fréquences / spectrum management (SM) 
Planification, coordination et gestion coordonnée de l'utilisation du spectre de fréquences au 
moyen de procédures techniques, administratives et opérationnelles, dans l'objectif de 
permettre aux systèmes électroniques de remplir leurs fonctions correctement dans 
l'environnement électromagnétique prévu, sans entraîner d'interférences électromagnétiques 
inacceptables.  
[MIL-HDBK-237C: 2001] 
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marge / margin 
Dans le domaine des effets de l’environnement éléctromagnétique, toute quantité 
supplémentaire de protection qui est apportée entre le niveau d’environnement 
électromagnétique prévu et le niveau d’environnement électromagnétique jugé acceptable pour 
les dispositifs électriques ou électroniques, les équipements, les systèmes ou les plateformes. 
Termes connexes : marge de conception ; marge de destruction ; marge de dysfonctionnement; 
marge de fabrication ; marge d’environnement ; marge de sécurité ; marge d’essai et d’analyse; 
marge de susceptibilité ; marge d’immunité. 
[AC/327SG/C WG1 E3: 2006] 

 
marge de conception / design margin 
Marge permettant d’augmenter le niveau des exigences liées à l’environnement 
électromagnétique d’un système afin que les performances de ce dernier soient supérieures 
aux exigences prescrites et qu’elles compensent les incertitudes connues comme celles dues 
aux hypothèses prises en compte, au vieillissement , à la variabilité des composants. 
Terme connexe: marge. 
[AC/327SG/C WG1 E3: 2006] 

 
marge de destruction / damage margin 
Marge permettant d’augmenter le niveau des exigences liées à l’environnement 
électromagnétique d’un système afin de prévenir toute destruction ou surcharge pouvant se 
produire à un niveau supérieur aux exigences de performance. 
Terme connexe: marge. 
[AC/327SG/C WG1 E3: 2006] 

 
marge de dysfonctionnement / upset margin 
Augmentation des exigences liées aux effets de l’environnement électromagnétique d’un 
système afin que les performances de ce dernier soient supérieures aux exigences prescrites et 
qu’elles compensent tout mauvais fonctionnement du système. 
Terme connexe: marge.  
[AC/327SG/C WG1 E3: 2006] 

 
marge de fabrication / manufacturing margin 
Augmentation des exigences liées aux effets de l’environnement électromagnétique d’un 
système afin que les performances de ce dernier soient supérieures aux exigences prescrites et 
qu’elles compensent les variations résultant de la fabrication, de l’assemblage et des 
différentes configurations de production. 
Terme connexe: marge. 
[AC/327SG/C WG1 E3: 2006] 

 
marge d’environnement / environment margin 
Marge permettant d’augmenter le niveau des exigences liéeses à l’environnement 
électromagnétique d’un système afin que les performances de ce dernier soient supérieures 
aux exigences prescrites et qu’elles compensent les inconnus et les hypothèses se rapportant à 
la collecte, le calcul et la prévision des données de l’environnement. 
Terme connexe: marge. 
[AC/327SG/C WG1 E3: 2006] 
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marge de sécurité / safety margin 
Différence exprimée en dB entre le seuil de sensibilité aux interférences et le niveau des 
interférences réel ou prévu à l’endroit de l’influence. 

Terme connexe: marge. 
[AC/327SG/C WG1 E3:2006] 

 
marge d’essai et d’analyse / test and analysis error margin 
Augmentation des exigences liées aux effets de l’environnement électromagnétique d’un 
système afin que les performances de ce dernier soient supérieures aux exigences prescrites et 
qu’elles compensent les tolérances que l’on affecte aux mesures se rapportant aux essais, aux 
méthodes d’essais et aux calculs numériques. 
Terme connexe: marge. 
[AC/327SG/C WG1 E3: 2006] 

 
marge de susceptibilité / susceptibility margin 
Différence entre le seuil de susceptibilité électromagnétique d’un dispositif ou d’un équipement 
et les niveaux d’environnement auxquels ce dernier est exposé. 
Terme connexe: marge. 
[AC/327SG/C WG1 E3:2006] 

 
 
marge d’immunité / immunity margin 
Marge autorisant une augmentation des exigences d’environnement électromagnétique d’un 
système afin d’obtenir des performances allant au-delà des exigences d’environnement 
électromagnétique pour ce système. 
Terme connexe: marge. 
[AC/327SG/C WG1 E3: 2006] 

 
marge relative aux dommages des rayonnements électromagnétiques sur les armes et 
les munitions / hazards of electromagnetic radiation to ordnance margin 
Différence entre le niveau maximum de sollicitation qui ne met pas à feu un dispositif initié 
electriquement et le niveau qui correspond à une réponse admissible de ce dispositif initié 
electriquement. Il y a deux marges DRAM, l’une qui est relative aux dispositifs ayant une 
incidence sur la sécurité, l’autre aux dispositifs ayant une incidence sur la fiabilité. 
[dérivé de: MIL-HDBK-240: 2002] 

 
masse / ground 
Corps conducteur tel que la terre ou un matériau conducteur non nécessairement relié à la terre 
qui peut être utilisé comme un point de référence électrique zéro. 
Note: L’absence de point de référence commun ou de masse entraîne des courants 
pertubateurs de mode commun dans la boucle de masse. 
[AC/327/SG/C WG1 E3: 2006] 

 
masse de sécurité / safety ground 
Métallisation ou fil de masse qui a une résistance de contact inferieur a 0.1 ohm par rapport a la 
masse afin de protéger le personnel. 
[AC/327SG/C WG1 E3: 2006] 
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matrice de répartition / scattering matrix 
Matrice carrée dont les éléments sont les facteurs de transmission complexes et les facteurs de 
réflexion complexes aux accès d'un dispositif à accès multiples. 
Note: La matrice de répartition est le tableau des coefficients des équations linéaires qui 
donnent les amplitudes complexes normalisées de l'onde transmise et de l'onde réfléchie à 
chaque accès 1, 2, j, ... n considérés comme accès de sortie en fonction des amplitudes 
complexes normalisées des ondes incidentes aux accès 1, 2, j, ... n considérés comme accès 
d'entrée. 

[CEI 50(726): 1982] 
 
matrice des gènes / electromagnetic interference matrix 
Tableau qui fait apparaître les sources perturbatrices en fonction des dispositifs susceptibles et 
dans lequel on note le niveau d’interférence électromagnétique dans les cases correspondant 
au croisement d’une ligne et d’une colonne. 
[AC/327/SG/C WG1 E3: 2006] 

 
mesures de protection électronique actives / active electronic protective measures 
Mesures détectables, telles que la modification des paramètres d'émission selon les besoins, 
destinées à assurer aux forces amies un emploi efficace du spectre électromagnétique. 
[AAP-6: 2007] 

 
mesures pour éviter une interférence mutuelle / prevention of mutual interference 
Procédures pour prévenir les interférences entre les capteurs actifs ou entre les capteurs actifs 
et passifs, électromagnétiques ou acoustiques amis. 
[AAP-6: 2007] 

 
mesureur de bruit radio / radio noise meter 
Dispositif pour mesurer toute perturbation non désirée à l’intérieur de la bande radiofréquence, 
tel que les ondes électromagnétiques non désirées dans tout canal ou dispositif de 
transmission. 
[ANSI C63.14: 1998] 

 
métallisation / bonding 
En électricité, liaison entre éléments métalliques de façon à obtenir des contacts offrant une 
faible résistance au courant continu ou alternatif de basse fréquence. 
[AAP-6: 2007] 

 
mise à la masse / grounding 
Réalisation d'une liaison électrique entre le boîtier, la monture ou le châssis d'un appareil et la 
structure d'un objet ou d'un véhicule pour établir entre eux un potentiel électrique commun. 
[AAP-6:2007] 

 
mise à la terre / earthing 
Réalisation d'une liaison électrique adaptée entre la structure d'un objet ou d'un véhicule, 
revêtement métallique compris, et la terre, dans le but de porter l'ensemble au même potentiel 
que la terre. 
[AAP-6: 2007] 
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modulation / modulation  
fonction de modulation (toléré)  
[AC/327/SG/C WG1 E3: 2006] 

 
modulation à bande latérale indépendante / independent sideband modulation 
ISB 
Modulation d’amplitude avec une porteuse qui est, soit supprimée, soit réinsérée, et 
accompagnée de deux bandes latérales, chacune d’entre elles contenant des informations 
séparées. 
Terme connexe: modulation 
[AC/327/SG/C WG1 E3: 2006] 
 
modulation à bande latérale unique / single sideband modulation 
SSB 

1. Modulation d’amplitude dans laquelle une bande latérale est transmise et l’autre 
supprimée. 

 
 

2. Modulation dans laquelle le spectre de la fonction de modulation subit une 
translation en fréquence selon une quantité spécifiée avec ou sans inversion. 

Terme connexe: modulation 
[AC/327/SG/C WG1 E3: 2006] 

 
modulation à double bande latérale / double sideband modulation 
DSB 
Transmission en modulation d’amplitude accompagnée par deux bandes latérales. Note: La 
porteuse peut ou ne pas être supprimée 
Terme connexe: modulation 
[AC/327/SG/C WG1 E3: 2006] 

 
modulation d’amplitude / amplitude modulation 
AM 
Procédé par lequel on fait varier l’amplitude d’une onde entretenue, encore appelée porteuse, 
sous l’action d’une autre onde qui contient des informations 
Terme connexe: modulation 
[AC/327/SG/C WG1 E3: 2006] 

 
modulation de fréquence / frequency modulation 
FM 
Variation dynamique de la fréquence instantanée de façon périodique ou aléatoire, ou les deux, 
autour d’une fréquence moyenne. 
Terme connexe: modulation 
[AC/327/SG/C WG1 E3: 2006] 
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modulation de phase /phase modulation 
PM 
Modulation dans laquelle on fait varier l’angle de phase de la porteuse par rapport à sa valeur 
de référence, d’une quantité proportionnelle à la valeur instantanée de la fonction de 
modulation. Terme connexe: modulation 
[AC/327/SG/C WG1 E3: 2006] 

 
modulation numérique / digital modulation 
DM: 
Procédure selon laquelle les caractéristiques de l’onde porteuse varient en fonction d’un 
ensemble de valeurs discrètes prédéterminées définies par une fonction de modulation 
numérique. 
Terme connexe: modulation 
[AC/327/SG/C WG1 E3: 2006] 

 
moyenne spatiale / spatial average 
Valeur moyenne de la densité de puissance ou carré des valeurs de E ou de H sur la surface 
d’une section verticale du corps, comme appliqué à la mesure des champs électriques ou 
magnétiques nécessaires pour l'évaluation de l'exposition de toute la surface du corps. Elle 
s'obtient en balayant, au moyen d'une sonde appropriée, une surface plane d'une superficie 
équivalente à celle du corps d'un être humain adulte debout (superficie projetée). Dans la 
plupart des cas, un simple balayage linéaire vertical des champs sur une hauteur de deux 
mètres sera suffisant pour déterminer la conformité aux niveaux d’exposition admissibles. 
[dérivé de: STANAG 2345: édition 3] 
 

N 
 
niveau ambiant / ambient level 
Valeur du signal et du bruit conduits et rayonnés qui existent en un point de test et à un 
moment spécifiés lorsque l’élément testé n’est pas activé. 
Exemples : le bruit atmosphérique et les signaux d’origine humaine ainsi que les autres 
sources naturelles contribuent tous au bruit ambiant. 
[dérivé de: ANSI C63.14: 1998] 

 
niveau de perturbation / disturbance level 
niveau de perturbation électromagnétique (toléré) 
Niveau d'une perturbation électromagnétique existant à un endroit donné et résultant de la 
contribution de toutes les sources de perturbation. 
[CEI 50 161: 1990 amend. 2 1998] 

 
niveau de perturbation électromagnétique 
Terme privilégié: niveau de perturbation. 

 
niveau de susceptibilité / susceptibility level 
Niveau de bruit de l’environnement électromagnétique au dessous duquel un dispositif ou un 
équipement peut fonctionner de façon satisfaisante. 
[AC/327SG/C WG1 E3: 2006] 
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niveau d’exposition admissible / permissible exposure level 
PEL 
Niveau d’exposition au rayonnement électromagnétique que le matériel ou le personnel peut 
supporter sans risque RADHAZ. 
[AECP-2B: 2005] 

 
niveau d'immunité / immunity level 
Niveau maximal d'une perturbation électromagnétique de forme donnée agissant sur un 
dispositif, un appareil ou un système particulier, pour lequel celui-ci demeure capable de 
fonctionner avec les performances requises. 
[dérivé de: CEI 60050 161-03-14: 2006] 

 

 

O 
 
octave / octave 
En termes de communications électriques, intervalle entre deux fréquences dont le rapport est 
égal à 2.  
[ANSI C63.14: 1998] 
 
onde / wave porteuse (toléré) 
Variation de l'état physique d'un milieu, caractérisée par un champ et se déplaçant avec une 
vitesse qui est déterminée en chaque point et dans chaque direction par les propriétés du 
milieu. Notes : 
1. Une onde est produite par une action locale, ou par un ensemble de telles actions. 
 

2. Seuls les champs qui sont représentables par des équations aux dérivés partielles de type 
hyperbolique donnent lieu à la propagation par onde. Par exemple, la propagation de l'énergie 
électromagnétique dans l'espace se fait par onde, mais la propagation de la chaleur dans une 
tige a lieu sans vitesse déterminée et ne se fait donc pas par onde. 
[CEI 50(705):1995] 
 
onde électromagnétique / electromagnetic wave 
Onde caractérisée par la propagation d'un champ électromagnétique variable dans le temps. 
Note : Une onde électromagnétique est engendrée par des variations de charges électriques ou 
de courants électriques. 
[CEI 50(705): 1995] 
 
ondes entretenues / continuous waves 
CW 
Oscillations successives d’ondes qui sont identiques en régime permanent.  
[AC/327/SG/C WG1 E3: 2006] 
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onde plane / plane wave 
Onde électromagnétique caractérisée par un champ magnétique et un champ électrique qui 
sont perpendiculaires entre eux et liés par l'impédance en espace libre (377 ohms) et dont la 
puissance par unité de surface décroît en fonction inverse du carré de la distance. Pour les 
ondes planes, la densité de puissance (S), l'intensité du champ électrique (E) et l'intensité du 
champ magnétique (H), sont liés par la relation suivante : S = E²/377 = 377 H², où S s'exprime 
en W/m², E en V/m et H en A/m. 
[dérivé de: STANAG 2345: édition 3] 
 
ondulation / ripple 
Composante alternative en sortie d’un signal à courant continu. Le terme fait référence 
typiquement à la partie alternative relative à la fréquence résiduelle de ligne qui existe en sortie 
d’une alimentation à courant continu et qui se produit lors d’un filtrage incomplet ou inadéquat. 
La quantité de filtrage dépend de la fréquence d’ondulation et de la résistance de charge. 
Quand la résistance de charge diminue, il est nécessaire d’augmenter le filtrage. 
[AC/327/SG/C WG1 E3: 2006] 
 
ordre d’interhamonique / interharmonic order 
Rapport entre la fréquence interharmonique et la fréquence fondamentale. Note: Ce rapport 
n’est pas un nombre entier. 
Terme apparenté : fréquence interharmonique 
[AC/327/SG/C WG1 E3: 2006] 

 
 

P 
 
paramètre de répartition / scattering parameter facteur de répartition (toléré) 
Sij (symbole) 
Élément de la matrice de répartition. 
Note : Les indices j et i de chaque facteur de répartition Sij se rapportent respectivement à un 
accès d'entrée et à un accès de sortie. 
[CEI 50(726): 1982] 
 

parasites dus aux charges électrostatiques / precipitation static p-static 
Charges électrostatiques d’un véhicule dues aux effets triboélectriques, à l’ionisation du moteur 
et au gradient de champs transverses. Effets des interférences électromagnétiques dues aux 
décharges produites par les écoulements de gaz d’échappement aux extrémités, aux 
décharges par effet corona à partir de surfaces non métalliques et des amorçages produits 
entre des jointures ou panneaux mis à la masse de façon médiocre. 
[dérivé de: STANAG 3968: édition 3] 
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performance opérationnelle du système / system operational performance 
Ensemble de paramètres minimums acceptables personnalisés pour la plateforme et reflétant 
ses capacités maximales telles que la portée, la probabilité de destruction d’une cible, la 
probabilité de survie, la disponibilité opérationnelle, etc. Les paramètres de performances clés 
constituent un premier aspect du processus d’acquisition lié à cette définition. Ces paramètres 
sont utilisés dans le processus d’acquisition pour spécifier les caractéristiques systèmes qui 
sont considérées comme essentielles pour l’accomplissement de la mission avec succès et qui 
sont surveillées durant le développement pour évaluer l’efficacité du système. 
[MIL-STD-464A: 2002] 
 
période de récurrence / pulse repetition period 
Inverse de la fréquence de récurrence dans un système d’émission modulé par impulsions qui 
utilise des impulsions récurrentes. 
[dérivé de: STANAG 2345: édition 3] 
 
perte d’absorption / absorption loss 
Partie de l'affaiblissement d'une onde électromagnétique, due au seul phénomène de 
l'absorption. 
Terme connexe : absorption. 
[CEI 50(705): 1995] 
 
perte d’insertion / insertion loss 
A une fréquence donnée, rapport de la puissance fournie à un dispositif avant insertion d'un 
réseau électrique entre la source et ce dispositif, à la puissance fournie au même dispositif 
après insertion de ce réseau. 
Note: La perte d'insertion s'exprime généralement en décibels.  
[CEI 50(726): 1982] 
 
pertes par réflexion / return loss 
a = 20 log (1/r) 
où r est le rapport entre l’onde réfléchie et l’onde incidente 

Note : r = 0, et a = ∞, si l’impédance du circuit de protection est adaptée à l’impédance d’onde 
du câble connecté. 
[dérivé de: CEI 60533: 1999] 
 
perturbation électromagnétique / electromagnetic disturbance 
Phénomène électromagnétique dont la présence dans l’environnement électromagnétique peut 
amener un équipement électrique à s’écarter de ses performances nominales. 
[dérivé de: CEI 60050 161-01-05: 2006 ] 
 
pic de tension / voltage spike 
Variation de tension transitoire de très courte durée (inférieure à 1 ms).  
[AC/327/SG/C WG1 E3: 2006] 
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pince de courant / snap-on current probe 
Sonde de mesure qui entoure un ou deux fils, une ligne coaxiale, un câble, une gaine ou une 
dérivation, transportant du courant. 
Note : les sondes de courant couvrent le spectre de fréquences 100 Hz-1 GHz en deux ou trois 
bandes.  
[AC/327/SG/C WG1 E3: 2006] 
 
plage de résonance du corps humain / human resonance range 
Gamme de fréquences dans laquelle l'absorption d'énergie Hautes Fréquences dans le corps 
se trouve augmentée. Du bébé à l'adulte, la crête d'absorption varie en fonction de la taille de 
l'individu par rapport à la longueur d'onde et de l'orientation par rapport à la polarisation de 
l'onde.  
[dérivé de: STANAG 2345: édition 3] 
 
plan de référence / reference plane 
Surface conductrice plate dont le potentiel est pris comme référence.  
[CEI 60050 161-04-36: 2006] 

 
plan de sol / ground reference plane 

Surface conductrice plate dont le potentiel est pris comme référence.  

[CEI 50(161): amend. 2 1998] 
 
plan de sol d’une antenne / antenna counterpoise 
Surface servant de masse de référence pour une antenne unipolaire.  
[ dérivé de: STANAG 4436: édition 1] 
 
plateforme / plateform 
Installation fixe ou mobile telle que navire, aéronef, char, ou une station d'émission à terre etc. 
Une plateforme peut constituer une source génératrice de E3 du fait qu’elle comporte des 
émetteurs mais peut être aussi une installation susceptible aux E3. 
[AC/327/SG/C WG1 E3:2006] 
 
point chaud radiofréquence / radio frequency hot spot 
Zone très localisée où se trouvent des champs radiofréquence relativement intenses et qui se 
présente essentiellement sous deux formes : 
a. Zones de champs électriques ou magnétiques intenses situés dans le voisinage immédiat 
d'objets conducteurs se trouvant dans des champs ambiants de faible intensité (souvent 
appelés champs re- 
rayonnés). 
b. Zones localisées, ne se trouvant pas nécessairement à proximité d'objets conducteurs, dans 
lesquelles existe soit une concentration de champs radiofréquences produite par des réflexions 
(exposition non uniforme) soit une concentration de champs radiofréquences produite par une 
source très directionnelle (exposition partielle du corps). Dans les deux cas, ces champs sont 
caractérisés par des variations très rapides de leurs intensités en fonction de la distance ou de 
l'emplacement. A ne pas confondre avec les points chauds thermiques dans le corps humain. 
[dérivé de: STANAG 2345: édition 3] 
 



ANNEX C to 
AECTP 500 

Category 500 
 

 C-94 Edition E Version 1 
   

 
 

 

point d'entrée / port-of-entry 
PdE 
Emplacement physique, dans une barrière électromagnétique, par lequel l'énergie 
électromagnétique peut entrer dans un volume topologique, ou en sortir, sauf en présence d'un 
dispositif de protection adéquat du PdE. Un PdE est plus qu'un simple point géométrique. Les 
PdE sont classés en PdE d'ouverture ou PdE conducteurs, en fonction du type de pénétration. 
Ils sont également classés en PdE architecturaux, mécaniques, structurels ou électriques selon 
les fonctions qu'ils assurent. 
[dérivé de: CEI 61000-5-7: 2002] 

 
points d'attachement / attachment points 
Points à la surface d'une arme par lesquels le courant entre ou sort. 
Note: il faut qu'il y en ait au moins deux, mais il peut y en avoir bien davantage suite à l'effet de 
foudre balayante sur un véhicule en mouvement. 
[dérivé de: STANAG 4327: édition 1] 

 
port / port 
Point d'un dispositif ou d'un réseau où l'énergie peut être fournie ou prélevée, ou bien où l'on 
peut observer ou mesurer des grandeurs. 
Note : Dans le cas d'une ligne de transmission ou d'un guide d'ondes, chaque accès est 
caractérisé par un plan de référence et un mode, un accès séparé étant assigné 
symboliquement à chaque mode indépendant considéré.  
[CEI 50(726): 1982] 

 
porteuse 
Terme privilégié : onde. 

 
précurseur / leader 
Arc préliminaire qui forme un chemin ionisé à faible courant et de faible luminosité et qui est 
accompagné par un champ électrique intense. 
[dérivé de: AOP 25 : édition 1] 

 
premier coup en retour / first return stroke 
Courant qui circule le long du chemin qui a été ionisé dans une phase précédente et qui se 
produit au moment où ce chemin entre le nuage et le sol est complet. 
[dérivé de: STANAG 4327: édition 1] 

 
présence / presence 
Ensemble d’opérations de la séquence « Stockage-Sécurité de Séparation» (S4) dans laquelle 
les armes et munitions sont en position statique, installées ou connectées à la plateforme hôte, 
toutes les procédures de manipulation et de chargement étant terminées. 
[AC/327/SG/C WG1 E3: 2006] 
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produits de conversion de fréquences / frequency conversion products 
Emissions non essentielles, ne comprenant pas les émissions des harmoniques, et 
correspondant aux fréquences (à leurs multiples entiers, ou aux sommes et différences de leurs 
multiples) de toute oscillation qui est générée pour produire la fréquence porteuse ou la 
fréquence caractéristique d'une émission. 
[AC/327/SGC WG1 E3:2006] 

 
produits d'intermodulation / intermodulation products 
Résultats de la modulation des composantes de la fréquence fondamentale d’une onde 
complexe les uns par rapport aux autres se traduisant par la génération d’ondes qui ont des 
fréquences égales aux sommes ou différences des multiples entiers des composantes de 
l’onde complexe initiale comme illustré sur la 
figure ci-dessous où f1 et f2 représentent les composantes des fréquences fondamentales et 
IM3, IM5, IM7 
représentent les produits d’intermodulation. 

 

 
Note:  Les produits d’intermodulations, considérés comme des émissions non 
essentielles,peuvent résulter de l’intermodulation entre: 

• les oscillations sur les fréquences des porteuses, ou des caractéristiques ou des 
harmoniques d'une émission, ou les oscillations résultant de la génération de ces fréquences 
porteuses ou fréquences caractéristiques; et 

• des oscillations de même nature, d'une ou plusieurs autres émissions, en provenance 
du même ensemble émetteur ou d'émetteurs ou ensembles d’émetteurs différents. 
[AC/327SG/C WG1 E3:2006] 

 
propagation en visibilité directe / line-of-sight propagation 
Propagation d’une onde incidente sans obstruction entre un émetteur et un récepteur, ce qui 
signifie que le chemin de transmission est indépendant de la réflexion, réfraction ou de la 
diffraction du signal radio. Utilisé avec les systèmes de communications VHF et UHF. 
[AC/327SG/C WG1 E3:2006] 
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puissance crête enveloppe / peak envelope power 
PCE 
Moyenne de la puissance fournie à la ligne d'alimentation de l'antenne par un émetteur 
radioélectrique en fonctionnement normal au cours d'un cycle de radiofréquence correspondant 
à la valeur de crête du 
signal modulant. 
La puissance moyenne existant à la valeur maximale de l’enveloppe de modulation. 

 
 
 
 
 
 
[CEI 50(713):1998] 

 
puissance moyenne / average power 
Taux de transfert de l’énergie moyennée dans le temps : Note: 

 
 

 
où P(t) est la puissance instantanée, 
t1 est l’instant initial, 

t2 est la durée de l’intervalle de temps au cours duquel P(t) est moyennée. 
[dérivé de: ANSI C95.1:1999] 

 
 

R 
 
rang d’un harmonique / harmonic number 
Nombre entier égal au rapport de la fréquence d'un harmonique à la fréquence du fondamental.  
[CEI 50(161):1990 amend. 2 1998] 
Terme connexe : fréquence harmonique. 
[AC/327SG/C WG1 E3: 2006] 

 
rapport signal sur brouillage / jamming to signal ratio 
Rapport, habituellement exprimé en décibels (dB), entre la puissance d’un signal désiré et celle 
d’un signal de brouillage à en un point donné, tel que les terminaisons de l’antenne d’un 
récepteur. 
Terme apparenté rapport signal sur bruit. 
[AC/327SG/C WG1 E3:2006] 
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rapport signal sur bruit / signal to noise ratio 
Rapport entre le signal utile et le niveau de bruit électromagnétique mesuré sous des conditions 
spécifiées. 
Note : d’autres types de signaux sont habituellement présents, tels que le bruit de grenaille, 
etc.. mais ne sont pas considérés comme faisant partie de la compatibilité électromagnétique. 
Terme apparenté rapport signal sur brouillage. 
[ANSI C63.14:1998] 

 
rayonnement / radiation 
Émission d’énergie sous la forme d’ondes électromagnétiques.  
[ANSI C63.14: 1998] 
 
rayonnement électromagnétique / electromagnetic radiation 
Énergie transportée dans l'espace sous forme d'ondes électromagnétiques.  
[CEI 50(731): 1991] 

 
rayonnement harmonique / harmonic emission 
Rayonnement non essentiel sur des fréquences qui sont des multiples entiers de celles 
comprises dans la bande occupée par une émission. 
[CEI 50(713): 1998] 

 
rayonnements non désirés / unwanted emissions 
Ensemble des rayonnements non essentiels et des rayonnements provenant des 
émissions hors bande comme illustré sur la figure ci-dessous. 
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réflectivité / reflectivity 
Rapport entre le niveau d’énergie réfléchie ou non désirée et le niveau d’énergie incidente dans 
la région d’essai spécifiée. 
[ANSI C63.14: 1998] 

 
région de champ lointain / far-field region 
Région éloignée d'une source de rayonnement ou d'une ouverture rayonnante, dans laquelle le 
diagramme de rayonnement ne dépend pas de la distance à la source. 
[CEI 50(731): 1991] 

 
région spéculaire / specular region 
Certaines parties des parois d’une chambre qui pourraient réfléchir l’énergie provenant des 
surfaces rayonnantes directement vers l’intérieur de la zone tranquille en un seul trajet. 
[ANSI C63.14:1998] 

 
réseau de stabilisation d’impédance / line impedance stabilisation network 
LISN 
Réseau inséré dans les principaux fils d’alimentation d’un appareil à tester qui fournit, pour une 
bande de fréquences donnée, une impédance de charge spécifiée pour la mesure des 
perturbations de tension, et qui peut isoler l’appareil des principaux fils d’alimentation pour cette 
bande de fréquences. 
[ANSI C63.14:1998] 

 
réseau de terre / earthing network 
Ensemble de conducteurs enterrés ou placés sur le sol pour améliorer la conductivité de celui-ci 
au voisinage d'une antenne. 
[AC/327/SG/C WG1 E3: 2006] 

 
 
résistivité de surface / surface resistivity 
Résistance par unité de longueur et unité de largeur d’un film conducteur de faible épaisseur, 
mesurée entre chaque bord parallèle. 
[AC/327/SG/C WG1 E3: 2006] 
 

résistivité de volume / volume resistivity 
Résistance en ohm-centimètre d’un centimètre cube de matériau, mesurée entre les faces 
parallèles.  
[AC/327/SG/C WG1 E3: 2006] 

 
rétrodiffuseur / backscatter Signal reçu par rétrodiffusion.  
[AC/327/SG/C WG1 E3:2006] 
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rétrodiffusion / backscattering 
diffusion arrière (déconseillé) 
Diffusion d'un faisceau électromagnétique dans laquelle les directions de propagation des 
ondes diffusées considérées font des angles obtus voisins de 180 degrés avec la direction de 
propagation moyenne du faisceau initial. 
[CEI 50(705): 1995] 

 
risque lié au rayonnement électromagnétique / electromagnetic radiation hazard 
Situation qui exposerait le personnel, les équipements, les munitions ou les carburants à un 
niveau dangereux de rayonnement électromagnétique. 
[AAP-6: 2007] 
Termes connexes : dommages des rayonnements électromagnétiques sur les armes et les 
munitions ; dangers des rayonnements électromagnétiques sur les carburants ; dangers des 
rayonnements électromagnétiques sur les personnels ; risques dus aux rayonnements radio et 
radar. 

 
risques dus aux rayonnements radio et radar / radio and radar radiation hazards 
RADHAZ 
Risques qu'une exposition à des Rayonnements ElectroMagnétiques dont la fréquence est 
comprise entre 10 kHz et 300 GHz entraîne une mise à feu intempestive de dispositifs 
électropyrotechniques et de produits inflammables, occasionne des blessures aux personnels 
ou provoque un mauvais fonctionnement de systèmes électroniques critiques sur le plan de la 
sécurité. 
[STANAG 1397: édition 2] 

 
rupture de blindage d’une arme / weapon enclosure discontinuity Toute rupture ou jointure 
dans le corps métallique de l’arme.  
[AC/327/SG/C WG1 E3: 2006] 
 
 

S 
 
selectivité / selectivity 
Aptitude ou une mesure de l’aptitude d’un récepteur à discriminer un signal utile d’un signal non 
désiré.  
[ANSI C63.14: 1998] 
 

sensibilité d'un récepteur / sensitivity of a receiver 
Signal minimum en entrée, exigé pour produire un signal de sortie ayant un rapport signal sur 
bruit spécifié, ou respecter un autre critère spécifié. Le signal d’entrée peut être exprimé comme 
une puissance en dBm ou comme un niveau de champ en microvolts par mètre avec un réseau 
d’impédance en entrée 
stipulé. 
[AC/327SG/C WG1 E3: 2006] 
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séquence stockage-sécurité de séparation (S4) / stockpile-to-safe separation sequence 
(S4) Les différents états ou phases qui commencent au moment où l’arme est fabriquée et qui 
s’étendent jusqu’au moment où elle est tirée et où elle atteint la distance de sécurité du 
véhicule lanceur/plateforme/système. Cette progression est quelquefois référencée en tant que 
séquence dite de « stockage-sécurité de séparation » ou (S4) et peut comporter jusquà six 
états distincts qui sont les suivants : transport/stockage, montage/démontage, présence, 
manipulation/chargement, arme chargée sur la plateforme, arme immédiatement après le 
lancement. 
[dérivé de: MIL-HDBK-240: 2002] 

 
seuil de mise à feu / all-fire threshold 
AFT 
Niveau correspondant à une probabilité de mise à feu de 99.9% pour un intervalle de confiance 
unilatéral de 95%. 
[dérivé de: STANAG 4560: édition 2] 

 
seuil de non-feu / no-fire threshold 
SNF 
Niveau correspondant à une probabilité de mise à feu de 0.1% pour un intervalle de 
confiance de 95%.  
[STANAG 4560: édition 2] 

 
signal à bande étroite / narrowband signal 
Signal analogique ou représentation analogique d’un signal numérique dont le contenu 
spectral principal est limité à celui qui peut être contenu à l’intérieur d’un signal vocal de 
bande passante 4 kHz. 
Note : La radio à bande étroite emploie un canal vocal avec une bande passante nominale 
de 3 kHz.  
[AC/327/SG/C WG1 E3: 2006] 

 
sous-système / sub-system 

1. Un assemblage de dispositifs ou équipement conçus et integrés pour fonctionner 
comme 

une seule entité mais où aucun dispositif ou équipement n’est tenu de fonctionner 
comme un dispositif ou un équipement individuel. 

2. Un assemblage d’équipements et sous-systèmes comme definis en 1, conçus et 
intégrés pour fonctionner comme une subdivision majeure d’un système et pour 
remplir une ou des fonctions opérationnelles. 

[ANSI 63.14: 1998] 
 
sous-système d’aéronef à déclenchement électro-explosif / aircraft electro-explosive 
sub-system 
AEESS 
Ensemble de composants qui commandent, contrôlent et déclenchent la mise en oeuvre 
électrique d’une chaîne explosive, pyrotechnique, électrique ou mécanique. 
[dérivé de: STANAG 3968: édition 3] 
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sous-système de mise à la masse / ground 
subsystem Système de conducteurs fournissant 
une référence de masse. . Notes: 

1.  Il peut fournir un retour pour le courant d’alimentation et un trajet pour le courant de 
fuite. 
2.  Il constitue un trajet pour le courant foudre et un chemin permettant à 

l’électricité statique d’aboutir au système de décharge. 
3.  Dans un aéronef métallique, le sous-système de mise à la masse est constitué par la 

structure.  
[dérivé de: STANAG 3659: édition 4] 

 
spectre d’émission / emission spectrum 

Distribution de l’amplitude, et quelquefois de la phase, des composantes d’une émission en 
fonction de la fréquence. 
[dérivé de: ANSI C63.14:1998] 

 
stripline / stripline 
Catégorie de ligne de transmission plane caractérisée par une ou plusieurs fines bandes 
conductrices de largeur finie parallèles entre elles et situées aproximativement à mi-chemin 
entre deux larges plaques de masse conductrices. L’espace entre les bandes et les plaques de 
masse est rempli par un matériau isolant homogène. 
[ANSI C63.14:1998] 

 
« supportabilité » spectrale / spectrum supportability 
Assurance que les fréquences et bandes passantes nécessaires sont disponibles pour les 
systèmes militaires afin de maintenir une interopérabilité effective dans l’environnement 
électromagnétique opérationnel. L’évaluation de l’aptitude d’un équipement ou système à la « 
supportabilité » spectrale est basée au minimum sur le reçu d’une certification de spectre 
équipement, assurance raisonnable de la disponibilité d’un nombre de fréquences suffisant 
pour l’opération, l’approbation de la nation Hôte, et la prise en compte de la compatibilté 
électromagnétique. 
[AC/327/SG/C WG1 E3: 2006] 

 
surexposition / overexposure 
Irradiation de personnel dépassant les limites d’exposition admissibles pour le corps entier et 
prenant en compte les exigences spatiales et temporelles. 
[AC/327/SG/C WG1 E3: 2006] 

 
surface conductrice / conducting surface 
Aire ayant une résistivité de surface inférieure à 1 méghom carré.  
[dérivé de: STANAG 3659: édition 4] 

 
surface isolée / isolated surface 
Zone conductrice en surface qui est physiquement séparée par un dispositif d’isolation, du 
sous-système de mise à la masse ou des autres conducteurs qui sont reliés au sous-système 
de mise à la masse.  
[dérivé de: STANAG 3659: édition 4] 
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surtension foudre / lightning surge 
Perturbation électrique transitoire dans un circuit électrique/électronique due à une décharge 
foudre.  
[ANSI C63.14: 1998] 

 
susceptibilité / susceptibility 
Aptitude des équipements/systèmes à fonctionner correctement en présence d’une perturbation 
électromagnétique. La susceptibilité est souvent caractérisée par un manque d’immunité. Le 
seuil de susceptibilité est le niveau d’interférences auquel le dispositif testé commence à 
montrer une dégradation de ses performances. Celle-ci dépend souvent de la fréquence.  
[AC/327SG/C WG1 E3: 2006] 

 
susceptibilité conduite / conducted susceptibilty 
Mesure des signaux perturbateurs en courant ou tension qu’il faut appliquer aux fils 
d’alimentation, de commande ou de signaux pour générer une réponse non désirée ou une 
dégradation de performance. 
[ANSI C63.14:1998] 

 
susceptibilité életromagnétique / electromagnetic susceptibility 

Inaptitude d’un dispositif, d'un matériel, ou d'un système à fonctionner sans se dégrader en 
présence d'une perturbation électromagnétique. 
[CEI 60050 161-01-21: 2006] 

 
susceptibilité par rayonnement / radiated susceptibility 
Terme qui caractérise le fait que l’équipement sous test est sensible aux champs 
électromagnétiques.  
[dérivé de: STANAG 4436: édition 1] 

 
système / system 
Ensemble d’équipements, sous-systèmes, personnels spécialisés, et de techniques capables 
de jouer un rôle opérationnel défini. Un système complet comprend tous les équipements 
opérationnels, les installations associées, les matériaux, les logiciels, les services, et le 
personnel nécessaires pour son fonctionnement jusqu’à un degré où il peut être considéré 
comme auto-suffisant vis-à-vis de son environnement opérationnel ou de son environnement 
logistique. 
[ANSI 63.14: 1998] 

 
système d’armes / weapon system 
Ensemble comportant une ou plusieurs armes, ainsi que l'équipement, les services, le 
personnel, les moyens de déplacement et de lancement nécessaires à son autonomie. 
[AECP2B: 2005] 

 
systèmes électroniques critiques sur le plan de la sécurite / safety critical electronic 
systems 
SCES 
Equipements et dispositifs dont la défaillance ou le mauvais fonctionnement peuvent mettre 
directement en danger les personnes ou entraîner des pertes de matériel. 
[dérivé de: STANAG 1397: édition 2] 
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T 
 
taux d'absorption spécifique / specific absorption rate 
SAR 
Vitesse à laquelle l'énergie radiofréquence se transmet à un élément de masse biologique d'un 
corps. Le taux d’absorption spécifique moyen dans un corps humain est la vitesse à laquelle il 
absorbe l'énergie totale absorbée divisée par la masse totale du corps. Le taux d’absorption 
spécifique s'exprime en watts par kilogramme (W/kg). L'absorption spécifique représente la 
quantité d'énergie absorbée sur une période d'exposition donnée et s'exprime en joules par 
kilogramme (J/kg). 
[dérivé de: STANAG 2345: édition 3] 

 
taux de distorsion harmonique total / total harmonic distortion 
THD 

 
 
 
 
 

 

où 
Q représente chaque courant ou tension ; 
Q1 est la valeur efficace de la composante fondamentale ; 
h est l’ordre de l’harmonique ; 

Qh est la valeur efficace de la composante harmonique d’ordre h ; 
H est généralement égal à 50, mais égal à 25 quand le risque de résonance à des ordres plus 
élevés existe. 
[IEC 61000-2-2: 2002] 

 
température de bruit / noise temperature 
Température d’un système passif à une fréquence spécifique, mesurée aux bornes du système, 
et avec une puissance de bruit par unité de bande passante égale à celle existant aux bornes 
réelles.  
[AC/327/SG/C WG1 E3:2006] 

 
température de bruit standard / noise temperature standard 
Température de référence (T0 = 290 K) utilisée pour toutes les mesures de bruit.  
[AC/327/SG/C WG1 E3: 2006] 
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TEMPEST 
Terme faisant référence aux enquêtes et études sur les rayonnements compromettants et les 
mesures prises pour se protéger contre ceux-ci. 
Notes : 
1. Utilisé dans le contexte de travaux TEMPEST, de matériel TEMPEST, de vérification 
TEMPEST, de critères d'installation TEMPEST, de zonage TEMPEST, etc. 
2. Certains pays acceptent que TEMPEST est un acronyme de “TEMPorary Emanations and 
Spurious 
Transmission”. 
[dérivé de: AAP-31: 2005] 

 
temps de montée de l’impulsion / pulse rise time 
Intervalle de temps entre l’instant où l’amplitude instantanée de l’impulsion atteint la première 
fois les limites spécifiées, inférieure et supérieure, c'est-à-dire 10% et 90% de l’amplitude crête 
de l’impulsion, sauf si spécifié autrement. 
[ANSI C63.14: 1998] 

 
temps de recouvrement d’un transitoire de tension / voltage transient recovery time 
Temps qui s’écoule depuis le début de la perturbation jusqu’à ce que la tension ait retrouvé son 
niveau initial et reste à l’intérieur des limites tolérées pour la tension usager. 
[AC/327/SG/C WG1 E3: 2006] 

 
temps de recouvrement transitoire en fréquence / frequency transient recovery time 
Temps qui s’écoule du début de la perturbation jusqu’au moment où la fréquence réapparaît et 
reste à l’intérieur des limites de la tolérance de fréquence. 
[AC/327SG/C WG1 E3: 2006] 

 
tension de mode commun / common mode voltage 
Moyenne des phaseurs qui représentent les tensions entre chaque conducteur et une référence 
arbitraire, généralement la terre ou la masse. 
[dérivé de : IEC 60050 161-04-09:2006] 

 
tension de mode differentiel / differential mode voltage 
Tension entre deux conducteurs donnés d'un ensemble de conducteurs. [IEC 60050 161-04-08 
: 2006]. 

 
tolérance aux transitoires de tension / voltage transient tolerance 
Changement soudain de la tension (à l’exclusion des pics de tension) en dehors des limites de 
tolérance 

en tension usager suivi d’un retour au niveau initial en restant dans ces limites et en respectant 
un temps de recouvrement (de durée supérieure à 1 ms) spécifié après le début de la 
perturbation. La tolérance en transitoires de tension vient s’ajouter aux limites de tolérance en 
tension usager. 
[AC/327/SG/C WG1 E3: 2006] 
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tolérance en fréquence / frequency tolerance 
Écart maximal admissible entre le centre de la bande occupée par une émission et la fréquence 
assignée ou, plus généralement, entre une fréquence caractéristique d'une émission et la 
fréquence de référence correspondante. 
Note : La tolérance de fréquence est exprimée en hertz ou en valeur relative, par exemple en 
millionièmes. 
[CEI 50 (713):1998] 

 
tolérance en tension usager / user voltage tolerance 
Ecart maximum permis pour la tension nominale usager en fonctionnement normal, excluant les 
variations de tension périodiques et les transitoires. La tolérance en tension usager comprend 
des variations telles que celles dues aux variations de charge et à l’environnement (par 
exemple la température, l’humidité, les vibrations). 
[AC/327/SG/C WG1 E3: 2006] 

 
traceurs / streamers 
Chemins ionisés ou filaments émanant des zones CORONA d'un corps conducteur quand le 
champ électrique dépasse considérablement le niveau du seuil CORONA. 
[dérivé de: STANAG 4327: édition 1] 

 
1. Simple évènement électromagnétique, ou simple choc de tension, courant, ou impulsion ou 
pic de champ magnétique, tel que ceux générés par l’impulsion électromagnétique foudre, ou 
une action de commutation. 
2. Evènement avec un taux de répétition faible et aléatoire généré par une action de 
commutation, la fermeture d’un relai, ou autre opération périodique peu répétitive. 
3. Terme qualifiant un phénomène ou une quantité qui varie entre deux états permanents 
consécutifs durant un intervalle de temps qui est court comparé à l’échelle de temps 
considérée. 
[dérivé de ANSI C63.14 :1998] 

 
transmodulation / cross modulation 
Type de distortion ou d’interférence non linéaire qui se manifeste par la présence d’un produit 
de modulation du signal interférent dans le signal désiré. Ce type de distortion est dû aux 
interférences 
entre les canaux de fréquences adjacents. 
Terme connexe: intermodulation. 
[AC/327/SG/C WG1 E3: 2006] 

 

V 
 
valeur quadratique moyenne / root-mean-square rms 
Valeur réelle, ou valeur associée à la dissipation de chaleur par effet Joule, d'une onde 
électromagnétique périodique. C'est la racine carrée de la moyenne, sur un cycle complet, du 
carré de la 
valeur instantanée du champ électrique ou magnétique. 
Terme apparenté : valeur efficace 

[dérivé de: STANAG 2345: édition 3] 
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volume d’essai / test volume 
Volume qui a été validé pour donner une précision acceptable lors d’un essai particulier, 
comme celui 
des émissions rayonnées ou de l’immunité au rayonnement. Typiquement dans des dispositifs 
d’essais à ondes électromagnétiques transverses, le volume d’essai est décrit comme un cône 
qui est centré entre le septum de la cellule et le plancher, et entre les deux parois latérales. Sa 
base est tronquée à une distance suffisante avant les absorbants pour éviter les effets de 
charge de ces derniers. Les dimensions données à partir du centre de la cellule dépendent de 
la précision requise pour l’essai prévu. 
[ANSI C63.14: 1998] 

 
vulnérabilité électromagnétique / electromagnetic vulnerability 
Caractéristique d'un système susceptible d’être perturbé ou rendu inopérant par des 
interférences électromagnétiques. 
[AAP-6: 2007] 

 

 

W  

 

X 

 

Y 

 

Z 
 
zone de champ lointain / far-field region 
Région éloignée d'une source de rayonnement ou d'une ouverture rayonnante, dans laquelle le 
diagramme de rayonnement ne dépend pas de la distance à la source. 
[CEI 50(731):1991] 
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zone de champ proche / near-field region 
Région généralement située à proximité immédiate d'une antenne ou d'une autre structure 
rayonnante dans laquelle les champs électriques et magnétiques ne présentent pas les 
caractères d'une onde plane et où l'intensité de champ ne décroît pas proportionnellement à la 
distance par rapport à la source mais varient considérablement d'un point à un autre. La zone 
de champ proche se subdivise elle-même en une zone de champ proche réactif qui est la plus 
rapprochée de la structure rayonnante et qui contient la plus grande partie ou à peu près toute 
l'énergie accumulée, et une zone de champ proche rayonné, dans laquelle le champ rayonné 
est prédominant par rapport au champ réactif, mais ne forme pas une onde plane et présente 
des caractéristiques complexes. 
[dérivé de: STANAG 2345: édition 3] 

 
zone de champ proche rayonné / radiating near-field region 
Cette partie de la zone de champ proche dans laquelle le champ rayonné prédomine sur le 
champ réactif 
[dérivé de: STANAG 2345: édition 3] 

 

zone proche réactive / reactive near field 
Cette partie de la zone de champ proche qui est située près des structures rayonnantes et qui 
contient presque toute l'énergie stockée 
[dérivé de: STANAG 2345: édition 3] 

 
zone tranquille / quiet zone 
Région qui, dans une enceinte blindée anéchoïque, possède un niveau de réflectivité qui est 
maintenu au niveau de conception. 
[ANSI C63.14: 1998] 
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ENGLISH AND FRENCH ABBREVIATIONS IN 
ALPHABETICAL ORDER 

 

AEESS 
aircraft electro-explosive sub-system 
sous-système d’aéronef à 
déclenchement électro-explosif 

 
 
AFT 
all-fire threshold 
seuil de mise a feu 

 
 
AM 
amplitude modulation 
modulation d’amplitude 

 
 
BBN 
broadband radio noise 
bruit radioélectrique à large bande 

 
 
BCI 
bulk current injection 
injection de courant de toron 

 
 
BW EED 
bridge-wire electro-explosive device 
initiateur électropyrotechnique à fil 
chaud 

 
 
CC EED 
conducting composition electro- 
explosive device 
initiateur électropyrotechnique à 
composition conductrice 

 
 
CEM 
electromagnetic compatibility 
compatibilité électromagnétique 

CSD 
susceptibility-degradation criteria 
critère de susceptibilité-dégradation 
 
 
CW 
continuous waves 
ondes entretenues 
 
 
DEP 
dispositif électropyrotechnique 
electro-explosive device 
 
 
DES 
electrostatic discharge 
décharge électrostatique 
 
 
DM 
digital modulation 
modulation numérique 
 
 
DPT 
terminal protection device 
dispositif de protection terminal 
 
 
DRAM 

hazards of electromagnetic radiation to 
ordnance 
Dommages dus aux rayonnements 
électromagnétiques sur les systèmes 
d’armes et les munitions 
 
 
DREC 
hazards of electromagnetic radiation to 
fuel 
dangers des rayonnements 
électromagnétiques sur les carburants 
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DREP 
hazards of electromagnetic radiation to 
personnel 
dangers des rayonnements 
électromagnétiques sur les personnels 

 
 
DUT 

Device under test 
dispositif sous test 

 
 
DSB 

double sideband 
double bande latérale 

 
 
 
E3 
electromagnetic environment effects 
effets de l’environnement 
électromagnétique 

 
 
E 
electric field strength 
intensité du champ électrique 

 
 
 
Ead 

maximum allowable environment 
environnement maximum admissible 

 
 
 
EBW EED 
exploding bridge-wire electro-explosive 
device 
initiateur électropyrotechnique à fil 
explosé 

 
 
 
ECC 
electrostatic charge control 
contrôle des charges électrostatiques 

 
 
 
EED 
electro-explosive device 
dispositif électropyrotechnique 

EFI EED 
exploding foil initiator electro-explosive 
device 
initiateur électropyrotechnique à couche 
projetée 
 
 
EID 

electrically initiated device 
dispositif initié électriquement 
 
 
EMC 

electromagnetic compatibility 
compatibilité électromagnétique 
 
 
EME 
electromagnetic environment 
environnement électromagnétique 
 
 
EMI 
electromagnetic interference 
interférence électromagnétique 
 
 
EMP 
electromagnetic pulse 
Impulsion électromagnétique 
 
 
EMR 
electromagnetic radiation 
rayonnement électromagnétique 
 
 
ESC 
equipment spectrum certification 
certification de spectre équipement 
 
 
ESD 
electrostatic discharge 
décharge électrostatique 
 
 
eV 
electron-Volt 
electron-Volt 



ANNEX C to 
AECTP 500 

Category 500 
 

 C-110 Edition E Version 1 
   

 
 

 

 
 

FB EED 
film bridge electro-explosive device 
initiateur électropyrotechnique à film 
conducteur 

 
 
FM 
frequency modulation 
modulation de fréquence 

 
 
H 
magnetic field strength 
intensité du champ magnétique 

 
 
HEMP 
high altitude nuclear electromagnetic 
pulse 
impulsion électromagnétique nucléaire à 
haute altitude 

 
 
HERF 
hazards of electromagnetic radiation to 
fuel 
dangers des rayonnements 
électromagnétiques sur les carburants 

 
 
HERO 
hazards of electromagnetic radiation to 
ordnance 
dommages dus aux rayonnements 
électromagnétiques sur les systèmes 
d’armes et les munitions 

 
 
HERP 
hazards of electromagnetic radiation to 
personnel 
dangers des rayonnements 
électromagnétiques sur les personnels 

 
 
HIRF 

high intensity radiated fields 
champs forts 

Hz 
hertz 
hertz 
 
 
IEMF 
lightning electromagnetic pulse 
impulsion électromagnétique de foudre 
 
 
IEMn 
nuclear electromagnetic pulse 
impulsion électromagnétique nucléaire 
 
 
INF 
maximum no-fire current 
courant maximum de non feu 
 
 
ISB 
Independent sideband 
bande latérale indépendante 
 
 
LEMP 
lightning electromagnetic pulse 
impulsion électromagnétique de foudre 
 
 
LISN 
line impedance stabilisation network 
réseau de stabilisation d’impédance 
 
 
MAE 
maximum allowable environment 
environnement maximum admissible 
 
 
MNFC 
maximum no-fire current 
courant maximum de non feu 
 
 
NEMP 

nuclear electromagnetic pulse 
impulsion électromagnétique nucléaire 
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NFT 
no-fire threshold 
seuil de non-feu 

 
 
OATS 
open-area test site 
Aire d’essai en espace libre 

 
 
OOB 
out-of-band 
hors bande 

 
 
PCE 
peak envelope power 
puissance crête enveloppe 

 
 
PdE 
port-of-entry 
point d'entrée 

 
 
PEL 
permissible exposure level 
niveau d’exposition admissible 

 
 
PEP 
peak envelope power 
puissance crête enveloppe 

 
 
PM 
phase modulation 
modulation de phase 

 
 
PoE 
port-of-entry 
point d'entrée 

 
 
 
p-static precipitation static 
parasites dus aux charges 
électrostatiques 

PTC 
pin to case 
broche à boitier 
 
 
PTP 
pin to pin 
broche à broche 
 
 
RADHAZ 
radio and radar radiation hazards 
risques dus aux rayonnements radio et 
radar 
 
 
RF 
radio frequency band 
bande radiofréquences 
 
 
RFI 
radio frequency interference 
interférence radio frequence 
 
 
rms 
root-mean-square 
valeur efficace ou valeur quadratique 
moyenne 
 
 
S4 
stockpile-to-safe separation sequence 
séquence stockage-sécurité de 
séparation 
 
 
SAR 
specific absorption rate 
taux d'absorption spécifique 
 
 
SCES 
safety critical electronic systems 
systèmes électroniques critiques sur le 
plan de la sécurite 
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SDC 
susceptibility-degradation criteria 
critère de susceptibilité-dégradation 

 
SGEMP 
system generated 
electromagnetic pulse impulsion 
électromagnétique générée par le 
système 

 
SM 
spectrum management 
management du spectre de fréquences 

 
SNF 
no-fire threshold seuil de non-feu 

 
SRAD 
susceptibility radhaz designator 
code de sensibilité radhaz 

 
SREMP 
source region nuclear 
electromagnetic pulse 
impulsion électromagnétique 
nucléaire générée au niveau du sol 

 
SSB 
single sideband bande latérale unique 

 
THD 
total harmonic distortion 
taux de distorsion harmonique total 

 
TPD 
terminal protection device dispositif 
de protection terminal 

 
WBC 
waveguide below cutoff guide d'ondes 
évanescent 
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CHAPTER 1 AIM 

1.1 Purpose 

The aim of AECTP 501 is to cover the requirements for development of a test 
program for all materiel characterised as electronic, electrical and electromechanical 
equipment, to be tested at the equipment and subsystems level.  

AECTP 501 to 503 contain generic test procedures that may be applied to any type 
of materiel at the equipment/subsystem level. The test procedures to be used for a 
specific test program shall be selected based on operational use and environmental 
conditions expected to be experienced during the lifetime of the materiel. The 

selection of some test procedures in Clause 2.2 and Applicability Tables 501-1 and 

501-2 in particular and AECTP 502 (Clause 3.2 and Applicability Tables 502-1 and 
502-2 in particular) will be dependent on the procuring nation. 

For EMI Test Categories and Requirements see AECTP 500 – Clause 1.3. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENT 

2.1 General 

This clause specifies details the test applicability requirements. Table 501-1 is a list 
of the specific requirements established by this standard identified by requirement 
number and title and also where the test originated from. Specific test procedures 

are implemented by approved EMITP as detailed in Clause 3.7. All results of tests 
performed to demonstrate compliance with the requirements are to be documented 
in the EMITR and forwarded to the Command or agency concerned for evaluation 
prior to acceptance of the equipment or subsystem. Design procedures and 
techniques for the control of EMI shall be described in the Electromagnetic 
Interference Control Plan (EMICP). Approval of design procedures and techniques 
described in the EMICP does not relieve the supplier of the responsibility of meeting 
the contractual emission, susceptibility, and design requirements. 

Discussion: The applicability of individual requirements in Table 501-1 for a 
particular equipment or subsystem is dependent upon the platforms where the item 
will be used. The electromagnetic environments present on a platform together with 
potential degradation modes of electronic equipment items play a major role 
regarding which requirements are critical to an application. For example, emissions 
requirements are tied to protecting antenna-connected receivers on platforms. The 
operating frequency ranges and sensitivities of the particular receivers on-board a 
platform therefore, influence the need for certain requirements. 

The EMICP, EMITP, and EMITR are important elements in documenting design 
efforts for meeting the requirements of this category of the standard, testing 
approaches, which interpret the generalised test procedures in this standard, and 
reporting of the results of testing. The EMICP is a mechanism instituted to help 
ensure that contractors analyse equipment design for EMI implications and include 
necessary measures in the design for compliance with requirements. Approval of the 
document does not indicate that the procuring activity agrees that all the necessary 
effort is stated in the document. It is simply recognition that the design effort is 
addressing the correct issues. 

The susceptibility limits are the upper bound on the range of values for which 
compliance is required. The EUT must also provide required performance at any 
stress level below the limit. For example, if the limit for radiated susceptibility to 
electric fields is 10 V/m, the EUT must also meet its performance requirements at 
5 V/m or any other field less than or equal to 10 V/m. There have been cases 
documented where equipment (such as equipment with automatic gain control 
circuitry) was not susceptible to radiated electric fields at given frequencies at the 
limit level but was susceptible to the environment at the same frequencies when 
exposed to fields below the limit level. 
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2.2 EMI Control Requirements versus Intended Installations 

Table 501-2 shows the applicability of the test methods to each of the Land, Sea and 
Air environments and should be read in conjunction with the more detailed 

discussion of applicability of each individual test method listed in Clause 3.5. In 
addition there are differences between Nations on where/whether a particular test 
should be applied. 

Where an equipment or subsystem is to be installed in more than one type of 
platform or installation, it shall comply with the most stringent of the applicable 
requirements and limits. Also where procurement is for more than one nation the 
requirements of each nation shall be addressed. 

Discussion: Discussion on each requirement as it relates to different platforms is 

contained in Clause 3.5. These discussions explain where each test may be 
specifically required according to the type of platform/service or the types of sensor 
system fitted. 

 

Require
ment 

Description 
Test derived 
from 

NCE01 Conducted Emissions, Power Leads, 30 Hz to 10 kHz Mil Std 461 

NCE02 Conducted Emissions, Power Leads, 10 kHz to 10 MHz Mil Std 461 

NCE03 Conducted Emissions, Antenna Terminal, 10 kHz to 
40 GHz 

Mil Std 461 

NCE04 Conducted Emissions, Exported Transients on Power 
Leads 

Def Stan 59-
411 

NCE05 Conducted Emissions, Power, Control & Signal Leads, 
30 Hz to 150 MHz 

Def Stan 59-
411 

NCS01 Conducted Susceptibility, Power Leads, 30 Hz to 150 kHz Mil Std 461 

NCS02 Conducted Susceptibility, Control & Signal Leads, 20 Hz to 
50 kHz 

Def Stan 59-
411 

NCS03 Conducted Susceptibility, Antenna Port, Intermodulation, 
15 kHz to 10 GHz 

Mil Std 461 

NCS04 
Conducted Susceptibility, Antenna Port, Rejection of 
Undesired Signals, 30 Hz to 20 GHz 

Mil Std 461 

NCS05 Conducted Susceptibility, Antenna Port, Cross Modulation, Mil Std 461 
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30 Hz to 20 GHz 

NCS06 Conducted Susceptibility, Structure Current, 60 Hz to 
100 kHz 

Mil Std 461 

NCS07 Conducted Susceptibility, Bulk Current Injection, 10 kHz to 
200 MHz 

Mil Std 461 

NCS08 Conducted Susceptibility, Bulk Current Injection, Impulse 
Excitation 

Mil Std 461 

NCS09 
Conducted Susceptibility, Damped Sinusoidal Transients, 
Cables and Power Leads, 10 kHz to 100 MHz 

Mil Std 461 

NCS10 Conducted Susceptibility, Imported Lightning Transient 
(Aircraft/Weapons) 

Def Stan 59-
411 

NCS11 Conducted Susceptibility, Imported Low Frequency on 
Power Leads (Ships) 

Def Stan 59-
411 

NCS12 Conducted Susceptibility, Electrostatic Discharge Def Stan 59-
411 

NCS13 Conducted Susceptibility, Transient Power Leads Mil Std 461 

NRE01 Radiated Emissions, Magnetic Field, 30 Hz to 100 kHz Mil Std 461 

NRE02 Radiated Emissions, Electric Field, 10 kHz to 18 GHz Mil Std 461 

NRE03 
Radiated Emissions, Antenna Spurious and Harmonic 
Outputs, 10 kHz to 40 GHz 

Mil Std 461 

NRS01 Radiated Susceptibility, Magnetic Field, 30 Hz to 100 kHz Mil Std 461 

NRS02 Radiated Susceptibility, Electric Field, 2 MHz to 40 GHz 
Mil Std 461 / 
Def Stan 59-
411 

NRS03 Radiated Susceptibility, Transient Electromagnetic Field Mil Std 461 

NRS04 
Radiated Susceptibility, Magnetic Field, (DC) 

Def Stan 59-
411 

Table 501-1  Emission and Susceptibility Requirements 
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 Land - Y P Y Y Y Y P P P - Y Y Y - - Y - Y Y P Y Y P - 

 Sea P Y P Y Y Y Y P P P - Y P Y - Y P - Y Y P Y Y P Y 

 Submarines Y Y P Y Y Y Y P P P P Y P Y - Y P Y Y Y P Y Y P Y 

 Air Y Y P Y Y Y Y P P P - Y Y Y Y - Y - Y Y P Y Y P - 

 Space Systems, 

Including Launch 

Vehicles 

- Y P - - Y  P P P - Y Y Y - - - - - Y P - Y - - 

Table 501-2  Requirement Matrix 

Key: Y  Test is required for all equipment on this platform type. 

 P  Test is partially applicable. Selection of the test should be based on 
knowledge of the installation and other co-located equipment's based on guidance 

for each test method given in Clause 3.7. These tests may also be specified / 
selected by the NAA. 

 *  NCS10 and NCS11 only applicable to GBR. 

   No entry in the table means the test is not applicable to equipment 
on/in that service/platform. 

 

Notes: 

 1.  Where NCE05 Test is performed, it is not necessary to also 
undertake NCE01 or NCE02 tests. 

 2.  NRS04 is only applicable where equipment/subsystem is installed on 
a platform fitted with a degaussing system or which may be subject to deperming. 
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Definitions: 

1. Land covers military applications that are primarily land based. It includes all 
military vehicles including armoured and transport vehicles that will be used in or 
close to front line systems. In addition it includes equipment in ground facilities, 
which are operated in proximity or directly connected to sensitive receiving 
equipment or weapon systems. Where such facilities are largely in a commercial 
setting or only a limited use of military equipment is required the procuring authority 
shall specify which of these tests or other commercial tests are required. 

2. Aircraft operated by all 3 services should be treated in the same manner. 

However, as explained in the discussion on individual test methods in Clause 3.5, 
some tests may not be required if sensors of a particular type are not installed. 

3. Ship / Submarine application include all EUTs fitted on metallic and non-
metallic military platforms which operate in open and littoral waters.  

2.3 Objectives of the Test Program 

The objectives of the program shall be to demonstrate, where appropriate, that the 
materiel: 

a. Will not unacceptably interfere with, perturb or damage other materiel when 
operating as intended. 

b. Will not unacceptably interfere with, perturb or damage its own components 
or equipment when operating as intended. 

c. Will not be unacceptably perturbed or damaged by external environments, 
whether generated by other materiel, by humans or by natural phenomena. 

d. Will not unacceptably endanger personnel during those phases of the 
materiel life cycle in which either the materiel could produce discharges or 
emissions of an electrical or electromagnetic nature, or the materiel could be 
affected by external environments with adverse consequences. 

2.4 Management and Planning Procedures 

2.4.1 EMC Specification 

It is the program manager's responsibility to ensure that the test item requirement 
document for the materiel is used as the basis for the development of an 
electromagnetic compatibility specification for the materiel. The test requirement 
document shall contain environmental statements, design requirements for the 
protection of Platforms, Systems, Equipment and Subsystems and compliance 
criteria. For complex materiel, an Electromagnetic Compatibility Control Plan 
(EMCCP) is needed to identify management responsibilities to ensure EMC 



AECTP 500 

Category 501 
 

 2-6 Edition E Version 1  

   

   
 

requirements in the specification are addressed, to ensure a cost effective EMC 
Program to demonstrate compliance is developed and to provide a consistent 
review procedure. 

2.4.2 EMC Test Program and Plans 

An EMC Test Program Plan shall be developed for the materiel including all 
components and subsystems, where appropriate. The Plan shall be sufficiently 
detailed to enable any test to be repeated with the same results. The Plan shall 
cover both development and acceptance testing up to and including system testing. 
The EMC Program Plan shall define: 

a. The Contractor EMC Management Structure (as appropriate) 

b. The equipment, Subsystem, System or Platform which will be tested and 
test schedule 

c. The nature or purpose of each test 

d. The Mode(s) of Operation of the equipment under test 

e. The signal modulation to apply during susceptibility testing, as required 

f. The functional tests / trials and inspections to be performed before, during 
and after each EMC test / trial procedure. 

g. The facility to be used (if required) and the support equipment needed for 
the test. 

h. Data recording methodologies including test configuration 
description/photographs, analysis and reporting to be used. 

Individual EMI Test / Trial Procedures to demonstrate compliance shall be 
prepared. 

2.5 Environmental Considerations 

The most realistic approach for testing materiel under simulated electromagnetic 
environments would be to expose the test item in a deployed and functional state 
under those conditions in which NATO and national forces would operate it (i.e. 
using the approach in Categories 505, 506 or 507). Some land-based materiel could 
be tested using such an approach. Air and ship-borne materiel are more difficult to 
deploy in realistic conditions since for the most part land-based test facilities are 
used. Suspending or isolating the test item in free space may represent an aircraft in 
flight or a ship's decks or by using a conducting ground plane upon which the test 
item stands. More difficult still are types of materiel that form an interconnected part 
of an extensive system or are installed on or within a building, or large mobile 
platform. Testing in the natural environment (i.e. Open Air Test Sites or OATS) may 
not be possible for all materiel. It also may be precluded for reasons of intolerable, 
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possibly illegal, interference with test site neighbours. Where the materiel is to be 
divided into its equipment or subsystems levels, environmentally protected test 
facilities are essential. 

2.5.1 Program schedule 

Subsystem EMC testing (Categories 501, 502 or 503) shall be completed before 
integrated system testing is undertaken (Categories 505, 506, 507 or 508). Testing 
the integrated system may uncover deficiencies not revealed during subsystem 
testing. 

2.6 Electromagnetic Parameter / Requirement Levels 

2.6.1 Parametric Considerations 

In determining test parameters/requirements, consideration shall be given to: 

a. Anticipated external life cycle environments and whether or not modified by 
other materiel in or on which the materiel is placed. 

b. Induced environments where the external environment is modified by other 
materiel in or on which the considered materiel is placed. 

c. Internal environments that the materiel produces by its own operation within 
the life cycle. 

2.6.2 Tailoring of Parameters/Requirements 

Parameters/requirements should be tailored in accordance with the functional 
criticality of the materiel (see Figure 500-4), its life cycle, its interaction with other 
materiel and the derived electromagnetic environment. The logic for tailoring shall 
be included in either the EMC specification, EMCCP or the EMITP. The selection of 
parameters should preferably be based on direct environmental measurements 
made under real life cycle situations. The alternative is to use derived levels, which 
can be obtained either by assessment or by reference to data collected during test 
programs completed on similar types of materiel. 

2.7 Interface Requirements 

2.7.1 Joint Procurement 

Equipment or subsystems procured by one user activity for multi-agency or multi 
nation's use shall comply with the requirements of the user agencies. 

Discussion: When a government procures equipment that will be used by more 
than one service, agency or Nation, a particular activity is assigned responsibility for 
overall procurement. The responsible activity must address the concerns of all the 
users. Conflicts may exist among the parties concerned. Also, imposition of more 
severe design requirements by one party may adversely affect other performance 
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characteristics required by the second party. For example, severe radiated 
susceptibility levels on an electro-optical sensor may require aperture protection 
measures which compromise sensitivity. It is important that all issues be resolved to 
the satisfaction of all parties and that all genuine requirements be included. 

2.7.2 Filtering (Navy only) 

The use of line-to-ground filters for EMI control shall be minimised. Such filters 
establish low impedance paths for structure (common-mode) currents through the 
ground plane and can be a cause of interference in systems, platforms, or 
installations. Furthermore the currents can accelerate corrosion, especially in 
aluminium ships. If such a filter must be employed, then the line-to-ground 
capacitance for each line shall not exceed 0.1 µF for 60 Hz equipment or 0.02 µF 
for 400 Hz equipment. This will in turn limit the power line current to 5 mA which is 
consistent with leakage current (safety) requirements. For submarine DC-powered 
equipment and aircraft DC powered equipment, the filter capacitance from each 
line-to-ground at the user interface shall not exceed 0.075 µF/kW of the connected 
load. For DC loads less than 0.5 kW, the filter capacitance shall not exceed 0.03 
µF. The filtering employed shall be fully described in the equipment or subsystem 
technical manual and in the EMCCP. 

Discussion: The power systems for Navy ships and submarines are ungrounded. 
The capacitance-to-ground of power line filters provides a path for conducting 
current into the hull structure. The Navy uses very sensitive low frequency radio and 
sonar receivers. At low frequencies, currents flowing through the installation 
structure and across surfaces of electronic enclosures will penetrate to the inside of 
the enclosure. The magnetic fields created by these currents can couple into critical 
circuits and degrade performance. At higher frequencies (greater than 100 kHz), 
the combination of power line filter capacitance-to-ground limitation, skin effect of 
equipment enclosures, and reduced harmonic currents tend to minimise the 
problems associated with structure currents. 

2.7.3 Self-Compatibility 

The operational performance of an equipment or subsystem shall not be degraded, 
nor shall it malfunction, when all of the units or devices in the equipment or 
subsystem are operating together at their designed levels of efficiency or their 
design capability. 

Discussion: The EMI controls imposed by this standard apply to subsystem-level 
hardware with the purpose of insuring compatibility when various subsystems are 
integrated into a system platform. In a parallel sense, a subsystem can be 
considered to be an integration of various assemblies, circuit cards, and electronics 
boxes. While specific requirements could be imposed to control the interference 
characteristics of these individual items, this standard is concerned only with the 
overall performance characteristics of the subsystem after integration. Therefore, 
the subsystem itself must exhibit compatibility among its various component parts 
and assemblies. 
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2.7.4 Non-Developmental Items (NDI) 

In accordance with the guidance provided by the procuring Government, the 
requirements of this standard shall be met when applicable and warranted by the 
intended installation and platform requirements. 

Discussion: NDI refers to any equipment that is already developed and ready for 
use including both commercial and military items. Acceptance in the commercial 
marketplace does not mean that EMC requirements are met and modifications to 
correct EMC problems can be costly and time consuming.  EMC problems that 
arise from NDI equipment can be potentially hazardous. Quantitative EMC 
requirements shall be developed and valid data needs to be gathered during a 
market investigation to allow an analysis to determine the suitability of the NDI. 
Testing may be required if there is insufficient data. An EMC advisory board is 
recommended to provide alternatives to the procuring authority. 

It is common for Nations to use commercially available medical devices onboard 
aero medical evacuation aircraft. This equipment needs to undergo a suitability 
assessment which involves determining the environmental and EMI characteristics 
of the equipment for review by flight certification and medical equipment safety 
personnel. A basic methodology has been established as described below for the 
EMI portion of this assessment. 

The AECTP requirements that are evaluated are NCE02, NCS01, NCS14, NCS15, 
NCS16, NRE02, and NRS03 with the addition of NCE01 for the Army. Depending 
on whether aircraft power or battery operation is used and the type of electrical 
interfaces, if any, will influence whether NCE01, NCE02, NCS01, NCS14, NCS15, 
and NCS16 are necessary, as is the case with any equipment. NCS14 Curve 3 and 
the NRS03 requirement of 20 V/m from 2 to 1000 MHz and 60 V/m levels from 1 to 
18 GHz are treated as anticipated nominal performance levels.  NCS14 Curve 5 
and 200 V/m measurements for NRS03 are performed for severe helicopter 
evaluations; however, the results are assessed using risk analysis oriented toward 
patient safety, absolute performance is not expected and often does not result 
across the frequency range of interest. 

National authorities are responsible for airworthiness testing and certification of 
medical carry-on equipment for use on aircraft. Evaluation of emission results 
(which would be an aircraft safety issue) is the responsibility of the airworthiness 
National authority or their Agent since “General Flight Rules” require emissions 
testing of portable electronic devices to ensure aircraft safety. 

National authorities are also responsible for assessing patient safety issues related 
to susceptibility results. Since medical equipment often does not totally meet 
requirements, technical assessment of the results determines if the equipment can 
be used without endangering the aircraft or unduly affecting patient care. Aircraft 
level assessments are sometimes used to supplement the EMI results. 
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2.7.4.1 Commercial Items 

See AECTP 500 Annex A and Category 503 for guidance on the procurement 
of Commercial Off the Shelf (COTS) and Military Off the Shelf (MOTS) 
equipment. 

Discussion: The use of COTS equipment presents a dilemma between the 
need for EMI control with appropriate design measures implemented and the 
desire to take advantage of existing designs, which may exhibit undesirable 

EMI characteristics. Clauses 2.7.4.1.1 and 2.7.4.1.2 address the specific 
requirements for the two separate cases of contractor selection versus 
procuring activity specification of commercial equipment. 

For some applications of commercially developed products, such as 
commercial transport aircraft, EMI requirements similar to those in this standard 
are usually imposed on equipment. Most commercial aircraft equipment is 
required to meet the EMI requirements in RTCA DO-160 [Ref 7] or an 
equivalent contractor in-house document. Recent revisions to Ref 7 are making 
the document more compatible with AECTP 500. Equipment qualified to 
revisions “C” or “D” of [Ref 7] is often suitable for military aircraft applications. 

EMI requirements on most commercial equipment are more varied and 
sometimes non-existent. The minimum EMI requirements shall be those 
pertaining to the commercial regulations for the countries which the equipment 
shall be deployed in. These requirements are typically less stringent than 
military requirements of a similar type. Also, there is difficulty in comparing 
levels between commercial and military testing due to differences in 
measurement distances, different types of antennas, and near-field conditions. 

2.7.4.1.1 Selected by Contractor 

When it is demonstrated that a commercial item selected by the contractor is 
responsible for equipment or subsystems failing to meet the contractual EMI 
requirements, then the commercial item shall be modified or replaced or 
interference suppression measures shall be employed, so that the 
equipment or subsystems meet the contractual EMI requirements. 

Discussion: The contractor retains responsibility for complying with EMI 
requirements regardless of the contractor's choice of commercial off-the-
shelf items. The contractor can treat selected commercial items as 
necessary provided required performance is demonstrated. 



AECTP 500 

Category 501 
 

 2-11 Edition E Version 1  

   

   
 

2.7.4.1.2 Specified by Procuring Activity 

When it is demonstrated by the contractor, that a commercial item specified 
by the procuring activity, for use in an equipment or subsystem is responsible 
for failure of the equipment or subsystem to meet its contractual EMI 
requirements, the data indicating such failure shall be included in the 
Electromagnetic Interference Test Report (EMITR). No modification or 
replacement shall be made unless authorised by the procuring activity. 

Discussion: The procuring activity retains responsibility for EMI 
characteristics of commercial items that the procuring activity specifies to be 
used as part of a subsystem or equipment. The procuring activity will typically 
study trade-offs between the potential for system-level problems and the 
benefits of retaining unmodified commercial equipment. The procuring 
activity needs to provide specific contractual direction when modifications are 
considered to be necessary. 

2.7.4.2 Procurement of Equipment or Sub-Systems having met other EMI 
requirements 

Procurement of equipment and subsystems electrically and mechanically 
identical to those previously procured by activities of agencies, or their 
contractors, shall meet the EMI requirements and associated limits, as 
applicable in the earlier procurement, unless otherwise specified by the 
Command or agency concerned. 

Discussion: In general, Nations expects configuration controls to be 
exercised in the manufacturing process of equipment and subsystems to 
ensure that produced items continue to meet the particular EMI requirements 
to which the design was qualified. This category of the standard reflects the 
most up-to-date environments and concerns. Since the original EMI 
requirements may be substantially different from those in this category of the 
standard, they may not be adequate to assess the suitability of the item in a 
particular installation. This situation most often occurs for equipment 
susceptibility tests related to the radiated electromagnetic environment. 
Procuring activities shall consider imposing additional test requirements on 
the contractor to gather additional data to permit adequate evaluation. 

Testing of production items has shown degraded performance of the 
equipment from that previously demonstrated during development. One 
problem area is engineering changes implemented for ease of manufacturing 
which are not adequately reviewed for potential effects on EMI control design 
measures. Specific problems have been related to treatment of cable and 
enclosure shields, electrical grounding and bonding, and substitution of new 
component parts due to obsolescence. 
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2.7.5 Government Furnished Equipment (GFE) 

When the contractor demonstrates that a GFE is responsible for failure of an 
equipment or subsystem to meet its contractual EMI requirements, the data 
indicating such failure shall be included in the EMITR. No modification shall be 
made unless authorised by the procuring activity. 

Discussion: GFE is treated the same as commercial items specified by the 
procuring activity. 

2.7.6 Interchangeable Modular Equipment 

The requirements of this standard are verified at the Shop Replaceable Unit, Line 
Replaceable Unit, or Integrated Equipment Rack assembly level. When modular 
equipment such as line replaceable modules are replaced or interchanged within 
the assembly additional testing or a similarity assessment is required and shall be 
approved by the procuring activity. 

Discussion: Different equipment with the same Form, Fit and Function 
characteristics may have the potential for different EMI profiles, thus resulting in 
interchangeability issues. Additionally, more subsystems and equipment are being 
designed and built by more than one manufacturer. Different manufacturer’s unique 
designs such as filter placement on the motherboard or module, general board 
design/circuit layout, compatibilities of Inputs/Outputs at higher frequencies, 
component tolerances, board proximity, etc., will affect the electromagnetic 
interference characteristics of the equipment. Therefore, testing of all possible 
configurations or a detailed analysis assessing the design configuration changes is 
required. 
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CHAPTER 3 TESTING 

3.1 Test Item Configuration 

The test item configuration should be the actual materiel configuration at the 

appropriate phase of the life cycle. As a minimum, the following configurations 

shall be considered: 

a. The materiel by itself in an operating or active mode. 

b. Materiel contained in any shipping or transit casing where the casing should 
be assessed for electromagnetic shielding against the environment, 
including any grounding provisions. 

c. The materiel in a test mode where other equipment or materiel is connected 
to it. Conduct of the test procedures shall consider the potential safety 
hazards to test personnel. In particular, inadvertent initiation of energetic 
materials by electro-ignition and other hazardous electrical/mechanical 
reactions that could be induced by the testing should not be possible. 

3.2 Test Conditions 

3.2.1 Climatic Conditions for Testing 

Tests / Trials made on Platform, Systems, Subsystems or Equipment are usually 
made in uncontrolled climatic conditions or within test facilities where the range of 
the climatic conditions is limited. The procedure for conducting electrostatic 
charge/discharge testing must include a consideration of climatic parameters. 

3.2.2 Electrical/Electromagnetic Test Conditions 

Test conditions are given in each of the appropriate test procedures of the 
AECTP 500 categories. 

3.2.3 Tolerances, Data and Recording 

Unless otherwise specified, the test equipment and auxiliary instrumentation shall 
be capable of maintaining the prescribed test parameters (both input and output) 
within prescribed tolerances. Data shall be recorded either manually or 
automatically during testing / trials, including any observation as to upset, 
perturbation or damage to equipment. For emissions measurements, amplitude 
versus frequency profiles of emission data shall be recorded on an automatically 
generated continuous plot. The applicable parameter/requirement limit shall be 
displayed on the plot. Manually gathered emissions data is not acceptable except 

for plot verification. See also Clause 3.6.1 for further information on measurement 
tolerances. 
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3.3 Information Required 

The following clauses list the minimum essential information on pre and post 

test / trial status of the materiel. 

3.3.1 Pre Test / Trial Information 

a. Test item description (make, model, serial number etc.) 

b. Test item configuration 

c. Appropriate test / trial procedure to be applied 

d. Objectives of the test / trial and acceptance criteria 

e. Test equipment to be used (make, model, serial number, calibration, etc.) 

f. Cable types if applicable 

g. Defect recording and rectification 

h. Results of pre-test / trials operational check 

i. Date for Test / Trial(s) 

j. Test Personnel 

k. Test Organisation, Test House or Test / Trial Location 

3.3.2 Post Test / Trial Information 

a. Test item responses to procedures 

b. Deviations from planned test / trial procedures and their affect on test / trial 
acceptability 

c. Records of ambient test conditions other than those associated with the 
Methods used 

d. Observations of defects, upsets, perturbation or damage and their location 
during the test, / trial and an evaluation of the problem 

e. Investigation of damage at the component level. 

f. Test equipment used (make, model, serial number, calibration, etc.) 

g. Date of Test /Trial 

h. Test Personnel 
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i. Test Organisation, Test House or Test Location 

3.3.3 Test / Trial Report 

The information shall be collated into a test / trial report. 

3.4 Failure Criteria 

3.4.1 Failure 

Any one of the following conditions shall normally constitute a test item failure: 

a. Deviation of the monitored output parameter beyond the requirement levels 
established in the EMC specification for the materiel or for the Platform, 
System, Subsystem or Equipment, which constitute the materiel. 

b. Observation of transient phenomena or damage likely to lead to the 
development of a safety hazard associated with the material. 

c. Observation of transient phenomena or damage likely to lead to preventing the 
materiel from meeting its specified performance at some phase in the life 
cycle. 

3.4.2 Degraded Performance Susceptibility Criteria 

In order that the test engineer can determine the threshold during conducted or 
radiated susceptibility testing the criteria for malfunction must be stated in the Test / 
Trial Procedure or agreed in writing prior to testing based on the following 
performance criteria. 

a. Performance Criterion A 

Susceptibility criteria associated thresholds or tolerances, and applied 
modulation characteristics shall be approved by the Procuring Agency in 
advance of the Test Program. 

b. Performance Criterion B 

Measurable susceptibility criteria shall be used to the maximum extent possible 
over visual monitoring or inspections of the EUT during real-time or post test. 

c. Performance Criterion C 

Susceptibility criteria shall be developed for each EUT Mode of Operation 
under evaluation. Any such loss of function during testing shall be recorded in 
the Test / Trial Report. 
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d. Performance Criterion D 

Loss of function is allowed during each test provided the function can be 
restored by the manual operation of the controls at the end of the test and no 
permanent damage occurs. The allowable loss of function shall be stated in 
the EMC Test/ Trial Procedure. Any such loss of function during testing shall 
be recorded in the Test / Trial Report. 

If the threshold level differs between raising and lowering of the interference signal, 
the upper and lower level threshold shall be recorded (Hysteresis effect). 

When auxiliary test instrumentation is used for monitoring EUT e.g. oscilloscopes or 
digital voltmeters, steps must be taken to exclude the RF test signal induced into 
the output leads of the EUT from the monitoring circuit so that the output signal can 
be monitored without disturbance. Where ever possible fibre optic cables shall be 
used. The method used for correct monitoring of the EUT output shall be detailed in 
the Test / Trial Procedure / Report. 

Following transient susceptibility testing a check shall be made to ensure that no 
damage to filters or other components has been made which would affect NCE01 
results. As a minimum therefore NCE01 shall be performed after all transient 
susceptibility testing has been completed. 

3.4.3 Retest / Retrial 

Retesting of the EUT / Platform /System will take place in the event that: 

a. The EUT has been repaired or redesigned as a result of a previous test 
failure. In such circumstances, where compliance can be assured, it is 
permissible to re-test only those parts of the EMC Test Program where 
failures occurred. 

b. The test / trial procedure is not followed correctly or the EUT has been 
configured incorrectly. This includes where the EUT is operated differently 
to that previously agreed with the procuring authority or to how it would 
operate in its normal installation. In such circumstances all testing 
undertaken will be repeated with the EUT in the correct configuration. 

3.4.4 Comments 

A commentary on all test / trial failures observed shall be made within the test report. 
If further assessment is necessary, it shall be included in any overall EMC final report 
on the materiel. 

3.5 General Requirements 

Electronic, electrical, and electromechanical equipment and subsystems shall 

comply with the applicable general interface requirements detailed in Clause 2.7. 
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General requirements for verification shall be in accordance with Clause 3.3. These 
general requirements are in addition to the applicable detailed emission and 

susceptibility requirements and associated test procedures defined in Clause 3.5. 

Discussion: The requirements in this clause are universally applicable to all 
subsystems and equipment. Separate emission and susceptibility requirements that 
are structured to address specific concerns with various classes of subsystems and 
equipment are contained in other clauses of this category of the standard. 

This document is concerned only with specifying technical requirements for 
controlling electromagnetic interference (EMI) emissions and susceptibility at the 
subsystem-level and equipment-level. The requirements in this document are not 
intended to be directly applied to subassemblies of equipment such as modules or 
circuit cards. The basic concepts can be implemented at the subassembly level; 
however, significant tailoring needs to be accomplished for the particular application. 
The requirements included herein are intended to be used as a baseline. Placement 
of the limits is based on demonstrated performance typically required for use on 
existing platforms in order to achieve electromagnetic compatibility (EMC). System-
level requirements dealing with integration of subsystems and equipment are 
contained in AECTP 505 for Air [Ref 1], 506 for Sea [Ref 2], 507 for Land [Ref 3] and 
508 for Ordnance [Ref 4]. The procuring activity and system contractors should 
review the requirements contained herein for possible tailoring based on system 
design and expected operational environments. MIL-STD-469 [Ref 5] provides 
additional requirements for radars for achieving electromagnetic compatibility. In 
addition national laws governing use of the radio frequency spectrum must be 
addressed. 

Guidance and techniques, which are helpful in meeting the requirements of this 
document, are contained in the AECTP 250 series of leaflets [Ref 6] other useful 

publications are listed under Clause 4.2 for information. 

The qualification status of equipment and subsystems becomes uncertain when 
hardware or software changes are incorporated due to equipment updates or test 
failures, including failures from testing to requirements other than EMI. To maintain 
AECTP 501 qualification after changes are implemented, either an analysis showing 
no substantive impact needs to be issued or continued compliance needs to be 
demonstrated by limited testing deemed to be appropriate to evaluate the changes. 
The approach used to maintain continued certification and the results of analysis and 
testing are normally subject to procuring activity approval. 

3.6 Verification Requirements 

The general requirements related to test procedures, test facilities, and equipment 

stated below, together with the detailed test procedures included in Clause 3.7, shall 
be used to determine compliance with the applicable emission and susceptibility 
requirements of this standard. Any procuring activity approved exceptions or 
deviations from these general requirements shall be documented in the 
Electromagnetic Interference Test Procedures (EMITP). Equipment that is intended 



AECTP 500 

Category 501 
 

 3-6 Edition E Version 1  

   

   
 

to be operated as a subsystem shall be tested as such to the applicable emission 
and susceptibility requirements whenever practical. Formal testing is not to 
commence without approval of the EMITP by the Command or agency concerned. 
Data that is gathered as a result of performing tests in one electromagnetic discipline 
might be sufficient to satisfy requirements in another. Therefore, to avoid 
unnecessary duplication, a single test program should be established with tests for 
similar requirements conducted concurrently whenever possible. 

Discussion: This portion of the document specifies general requirements that are 
applicable to a variety of test procedures applicable for individual emissions and 
susceptibility requirements. The detailed test procedures for each emissions and 
susceptibility requirement include procedures that are unique to that requirement. 
Other sources of information dealing with electromagnetic interference testing are 
available in industry documents such as RTCA DO-160 [Ref 7], 
SAE ARP 1972 [Ref 8] and CISPR 16-1 [Ref 9]. 

Electromagnetic disciplines (EMC), electromagnetic pulse (EMP), lightning, RF 
compatibility, frequency allocation, etc. are integrated to differing levels in various 
government and contractor organisations. There is often a common base of 
requirements among the disciplines. It is more efficient to have unified requirements 
and complete and concise testing. For example, the EMC, EMP and lightning areas 
all pertain to electronic hardness to transients. The transient requirements in this 
standard should satisfy most concerns or should be adapted as necessary to do so. 

Testing integrated equipment at the subsystem-level is advantageous because the 
actual electrical interfaces are in place rather than electrical load or test equipment 
simulations. When simulations are used, there is always doubt regarding the integrity 
of the simulation and questions arise whether emission and susceptibility problems 
are due to the equipment under test or the simulation. 

"Contractor-generated" test procedures provide a mechanism to interpret and adapt 
AECTP 501, as it is applicable to a particular subsystem or equipment and to detail 
the test agency's facilities and instrumentation and their use. It is important that the 
procedures are available to the procuring activity early so that the procuring activity 
can approve the test procedures prior to the start of testing. Agreement needs to 
exist between the procuring activity and the contractor on the interpretation of test 
requirements and procedures, thereby minimising the possible need for re-testing. 

When testing large equipment, equipment that requires special handling provision or 
high power equipment, deviations from the standard testing procedures may be 
required. Large equipment may not fit through the typical shielded room door or may 
be so heavy that it would crush the floor. Other equipment has large movable arms 
or turrets or equipment that requires special heating or cooling facilities. This 
equipment may have to be tested at the manufacturer’s facilities or at the final 
installation. The following examples are for guidance. Sound engineering practices 
should be used and explained in detail in the EMITP when deviating from the 
standard test procedures due to EUT characteristics. The design of the tests is of 
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primary importance and the data recorded during the testing must reflect the final 
installation characteristics as closely as possible. 

For equipment which requires high input current (for example: > 200 A), commercial 
LISNs may not be available. For NCE02, the “voltage probe” called out in 
ANSI C63.4 [Ref 10] may be substituted. The construction of the probe is shown in 
Figure 501-1. A direct connection to the power lines is required and care must be 
taken to establish a reference ground for the measurements. It may be necessary to 
perform repeated measurements over a suitable period of time to determine the 
variation in the power line impedance and the impact on the measured emissions 
from the EUT. 

The measurements are made between each current-carrying conductor in the supply 
mains and the ground conductor with a blocking capacitor C and resistor R, as 
shown in Figure 501-1, so that the total resistance between the line under test and 

ground is 1500 . The probe attenuates the voltage so calibration factors are 
required. The measurement point (probe’s position on the cables) must be identified 
in all test set-ups. 

Supply Mains

C

X
c
 <1500

R = (1500-R
M
)

Measurement

Receiver
Input Impedance = R

M
X

L
 > R

M

 

 

Figure 501-1 Voltage Probe for Tests at User’s Installation 

When equipment is too large or requires special provisions (loads, drives, water, 
emission of toxic fumes and such), testing in a typical anechoic room may not be 
feasible. Temporary screen rooms consisting of RF absorbent cloth can be built 
around the test area to reduce the ambient for radiated emission testing and to 
contain the RF field during radiated susceptibility testing. Since the room may be 
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highly reflective, care must be taken to identify any resonances. Several antenna 
positions may be required in order to reduce the effect of the resonances. 

Equipment, which produces high power RF output, may be required to be tested on 
an open area test site. Additionally, equipment that needs to have a communication 
link to the outside world must be tested in the open. Government approval may be 
required in order to generate the RF fields for the NRS02 test requirement. If the 
communication link can be simulated, then the test can be performed in a shielded 
room. In this case, special dummy loads may be required, since the high power RF 
radiation could damage the anechoic material due to heating. 

Imposition of EMI requirements on large equipment has become essential to prevent 
EMI problems. Therefore, EMI requirements shall not be waived simply because of 
special handling problems or equipment size. Typical equipment and subsystems for 
which these special provisions have been applied are as follows: 

a. Air handling units (heating, ventilating, and air conditioning) 

Large uninterruptible power supplies (UPS) 

Equipment vans/motorised vehicles 

Desalinisation units 

Large motors/generators/drives/power distribution systems 

Large radars 

Rail guns and their power sources 

Catapults and their power sources 

Multiple console subsystems 

Reference shall also be made to Refs [1], [2], [3] and [4]. 

3.6.1 Measurement Tolerances 

Unless otherwise stated for a particular measurement, the tolerance shall be as 
follows: 

a. Distance: ±5% 

b. Frequency: ±2% 

c. Amplitude, measurement receiver: ±2 dB 

d. Amplitude, measurement system (includes measurement receivers, 
transducers, cables, and so forth): ±3 dB 
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e. Time (waveforms): ±5% 

f. Resistors: ±5% 

g. Capacitors: ±20% 

Discussion: Tolerances are necessary to maintain controls for obtaining 

consistent measurements. Clause 3.6.1 b through to 3.6.1 d is in agreement with 

Ref [10] for electromagnetic noise instrumentation. See also Clause 3.2.3 for further 
information. 

3.6.2 Shielded Enclosures 

To prevent interaction between the EUT and the outside environment, shielded 
enclosures will usually be required for testing. These enclosures prevent external 
environment signals from contaminating emission measurements and susceptibility 
test signals from interfering with electrical and electronic items in the vicinity of the 
test facility. Shielded enclosures must have adequate attenuation such that the 

ambient requirements of Clause 3.6.4 are satisfied. The enclosures must be 

sufficiently large such that the EUT arrangement requirements of Clause 3.6.8 and 
antenna positioning requirements described in the individual test procedures are 
satisfied. 

Discussion: Potential accuracy problems introduced by shielded enclosure 
resonances are well documented and recognised; however, shielded enclosures are 
usually a necessity for testing of military equipment to the requirements of this 
standard. Most test agencies are at locations where ambient levels outside of the 
enclosures are significantly above the limits in this standard and would interfere with 
the ability to obtain meaningful data. 

Electrical interfaces with military equipment are often complex and require 
sophisticated test equipment to simulate and evaluate the interface. This equipment 
usually must be located outside of the shielded enclosure to achieve sufficient 
isolation and prevent it from contaminating the ambient and responding to 
susceptibility signals. 

The shielded enclosure also prevents radiation of applied susceptibility signals from 
interfering with local antenna-connected receivers. The most obvious potential 
offender is the NRS02 test. However, other susceptibility tests can result in 
substantial radiated energy that may violate Government rules. 

3.6.2.1 Radio Frequency (RF) Absorber Material 

RF absorber material (carbon impregnated foam pyramids, ferrite tiles, and so forth) 
shall be used when performing electric field radiated emissions or radiated 
susceptibility testing inside a shielded enclosure (except for mode stir testing) to 
reduce reflections of electromagnetic energy and to improve accuracy and 
repeatability. The RF absorber shall be placed above, behind, and on both sides of 
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the EUT, and behind the radiating or receiving antenna as shown in Figure 501-2. 
Minimum performance of the material shall be as specified in Table 501-3. The 
manufacturer's certification of their RF absorber material (basic material only, not 
installed) is acceptable. 

Discussion: Accuracy problems with making measurements in untreated shielded 
enclosures due to reflections of electromagnetic energy have been widely recognised 
and documented. The values of RF absorption required by Table 501-3 are 
considered to be sufficient to substantially improve the integrity of the measurements 
without unduly impacting test facilities. The minimum placement provisions for the 
material are specified to handle the predominant reflections. The use of additional 
material is desirable, where possible. It is intended that the values in Table 501-3 
can be met with available ferrite tile material or standard 0.6 metres (24 inch) 
pyramidal absorber material. 

 

Frequency Minimum Absorption 

80 MHz – 250 MHz 6 dB 

Above 250 MHz 10 dB 

Table 501-3  Absorption at Normal Incidence 
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Figure 501-2 RF Absorber Loading Diagram 

3.6.3 Other Test Sites 

If other test sites are used, the ambient requirements of Clause 3.6.4 shall be met. 

Discussion: For certain types of EUTs, testing in a shielded enclosure may not be 
practical. Examples are EUTs which are extremely large, require high electrical 
power levels or motor drives to function, emit toxic fumes, or are too heavy for 

normal floor loading (see the discussion section of Clause 3.6 for additional 
information). There is a serious concern with ambient levels contaminating data 
when testing is performed outside of a shielded enclosure. Therefore, special 

attention is given to this testing under Clause 3.6.4, "Ambient electromagnetic level." 
All cases where testing is performed outside a shielded enclosure shall be justified in 
detail in the EMITP, including typical profiles of expected ambient levels. 

If it is necessary to operate EUTs that include RF transmitters outside of a shielded 
enclosure, spectrum certification and a frequency assignment must first be obtained 
through the spectrum management process. 

An option in emission testing is the use of an open area test site (OATS) in 
accordance with Ref [10]. These sites are specifically designed to enhance accuracy 
and repeatability. Due to differences between Ref [10] and this category of the 
AECTP 500 standard in areas such as antenna selection, measurement distances, 
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and specified frequency ranges, the EMITP shall detail the techniques for using the 
OATS and relating the test results to the requirements of this standard. 

3.6.4 Ambient Electromagnetic Level 

During testing, the ambient electromagnetic level measured with the EUT  
de-energised and all auxiliary equipment turned on shall be at least 6 dB below the 
allowable specified limits when the tests are performed in a shielded enclosure. 
Ambient conducted levels on power leads shall be measured with the leads 
disconnected from the EUT and connected to a resistive load, which draws the same 
rated current as the EUT. When tests are performed in a shielded enclosure and the 
EUT is in at least 6 dB below required limits, the ambient profile need not be 
recorded in the Electromagnetic Interference Test Report (EMITR). When 
measurements are made outside a shielded enclosure, the tests shall be performed 
during times and conditions when the ambient is at its lowest level. The ambient shall 
be recorded in the EMITR and shall not compromise the test results. 

Discussion: Controlling ambient levels are critical to maintaining the integrity of 
the gathered data. High ambients present difficulties distinguishing between EUT 
emissions and ambient levels. Even when specific signals are known to be ambient 
related; they may mask EUT emissions that are above the limits in this category of 
the AECTP 500 standard. 

The requirement that the ambient be at least 6 dB below the limit ensures that the 
combination of the EUT emissions and ambient does not unduly affect the indicated 
magnitude of the emission. If a sinusoidal noise signal is at the limit and the ambient 
is 6 dB below the limit, the indicated level should be approximately 3 dB above the 
limit. Similarly, if the ambient were allowed to be equal to the limit for the same true 
emission level, the indicated level would be approximately 5 dB above the limit. 

A resistive load is specified to be used for conducted ambient measurements on 
power leads. However, under certain conditions actual ambient levels may be higher 
than indicated with a resistive load. The most likely reason is the presence of 
capacitance at the power interface of the EUT that will lower the input impedance at 
higher frequencies and increase the current. This capacitance should be determined 
and ambient measurements repeated with the capacitance in place. There is also 
the possibility of resonance conditions with shielded room filtering, EUT filtering, and 
power line inductance. These types of conditions may need to be investigated if 
unexpected emission levels are observed. 

Testing outside of a shielded enclosure often must be performed at night to minimise 
influences of the ambient. A prevalent problem with the ambient is that it 
continuously changes with time as various emitters are turned on and off and as 
amplitudes fluctuate. A useful tool for improving the flow of testing is to thoroughly 
analyse the EUT circuitry prior to testing and identify frequencies where emissions 
may be expected to be present. 
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An option to improve overall measurement accuracy is to make preliminary 
measurements inside a shielded enclosure and accurately determine frequencies 
where emissions are present. Testing can be continued outside the shielded 
enclosure with measurements being repeated at the selected frequencies. The 6 dB 
margin between the ambient and limits must then be observed only at the selected 
frequencies. 

3.6.5 Ground Plane 

The EUT shall be installed on a ground plane that simulates the actual installation. If 
the actual installation is unknown or multiple installations are expected, then a 
metallic ground plane shall be used. See Figure 501-3. Unless otherwise specified 
below, ground planes shall be 2.25 square metres or larger in area with the smaller 
side no less than 76 cm. When a ground plane is not present in the EUT installation, 
the EUT shall be placed on a non-conductive table see Figure 501-4. 

Discussion: Generally, the radiated emissions and radiated susceptibilities of 
equipment are due to coupling from and to the interconnecting cables and not via the 
case of the EUT. Emissions and susceptibility levels are directly related to the 
placement of the cable with respect to the ground plane and to the electrical 
conductivity of the ground plane. Thus, the ground plane plays an important role in 
obtaining the most realistic test results. 

When the EUT is too large to be installed on a conventional ground plane on a 
bench, the actual installation should be duplicated. For example, a large radar 
antenna may need to be installed on a test stand and the test stand bonded to the 
floor of the shielded enclosure. Ground planes need to be placed on the floor of 
shielded rooms with floor surfaces such as tiles that are not electrically conductive 
see Figure 501-5. 

The use of ground planes is also applicable for testing outside of a shielded 
enclosure see Figure 501-6. These ground planes will need to be referenced to earth 
as necessary to meet the electrical safety requirements of National Electrical Codes. 
Where possible, these ground planes should be electrically bonded to other 
accessible grounded reference surfaces such as the outside structure of a shielded 
enclosure. 

The minimum dimensions for a ground plane of 2.25 square metres with 76 cm on 
the smallest side will be adequate only for set-ups involving a limited number of EUT 
enclosures with few electrical interfaces. The ground plane must be large enough to 

allow for the requirements included in Clause 3.6.8 on positioning and arrangement 
of the EUT and associated cables to be met. 

3.6.5.1 Metallic Ground Plane 

When the EUT is installed on a metallic ground plane, the ground plane shall have a 

surface resistivity no greater than 0.1 m per square. The DC resistance between 

metallic ground planes and the shielded enclosure shall be 2.5 m or less. The 
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metallic ground planes shown in Figures 501-3 through to 501-6 shall be electrically 
bonded to the floor or wall of the basic shielded room structure at least once every 1 
metre. The metallic bond straps shall be solid and maintain a five-to-one ratio or less 
in length to width.  Metallic ground planes used outside a shielded enclosure shall 
extend at least 1.5 metres beyond the test set-up boundary in each direction. 

Discussion: For the metallic ground plane, a copper ground plane with a 
thickness of 0.25 mm has been commonly used and satisfies the surface resistance 
requirements. Other metallic materials of the proper size and thickness needed to 
achieve the resistivity can be substituted. 

For metallic ground planes, the surface resistivity can be calculated by dividing the 
bulk resistivity by the thickness. For example, copper has a bulk resistivity of 

1.75x10-8 -metres. For a ground plane 0.25 mm thick as noted above, the surface 
resistance is: 

   1.7x10-8 / 2.5x10-4 = 6.8x10-5  per square 

       = 0.068 m's per square 

    The requirement is 0.1 m per square 

3.6.5.2 Composite Ground Plane 

When the EUT is installed on a conductive composite ground plane, the surface 
resistivity of the typical installation shall be used. Composite ground planes shall be 
electrically bonded to the enclosure with means suitable to the material. 

Discussion: A copper ground plane has typically been used for all testing in the 
past. For most instances, this has been adequate. However, with the increasing use 
of composites, the appropriate ground plane will play a bigger role in the test results. 
Limited testing on both copper and conductive composite ground planes has shown 
some differences in electromagnetic coupling test results, thus the need exists to 
duplicate the actual installation, if possible. In some cases, it may be necessary to 
include several ground planes in the same test set-up if different units of the same 
EUT are installed on different materials in the installation. 

With the numerous different composite materials being used in installations, it is not 
possible to specify a general resistivity value. The typical resistivity of carbon 
composite is about 2000 times that of aluminium. The actual resistivity needs to be 
obtained from the installation contractor and used for testing. 
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Figure 501-3 Test Set-Up for Conductive Surface Mounted EUT 
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Figure 501-4 Test Set-Up for Non-Conductive Surface Mounted EUT 
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Figure 501-5 Test Set-Up for Free Standing EUT in Shielded Enclosure 
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Figure 501-6 Test Set-Up for Free Standing EUT 
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3.6.6 Power Source Impedance 

The impedance of power sources providing input power to the EUT shall be 
controlled by Line Impedance Stabilisation Networks (LISNs) for all measurement 
procedures of this document unless otherwise stated in a particular test procedure. 
LISNs shall not be used on output power leads. The LISNs shall be located at the 

power source end of the exposed length of power leads specified in Clause 

3.6.8.6.2. The LISN circuits shall be in accordance with the schematic shown in 
Figures 501-7 and 501-8. The LISN impedance characteristics shall be in 
accordance with Figures 501-9 and 501-10. The LISN impedance shall be calibrated 

or measured on a regular basis as defined in Clause 3.6.11 under the following 
conditions: 

a. The impedance shall be measured between the power output lead on 
the load side of the LISN and the metal enclosure of the LISN. 

The signal output port of the LISN shall be terminated in 50 . 

The power input terminal on the power source side of the LISN shall be un-
terminated. 

The impedance measurement results shall be provided in the EMITR. 

Discussion: The impedance is standardised to represent expected impedances in 
actual installations and to ensure consistent results between different test agencies. 
The intent of these devices was to determine the current generator portion of a 
Norton current source model. If the impedance of the interference source was also 
known, the interference potential of the source could be analytically determined for 
particular circumstances in the installation. A requirement was never established for 
measuring the impedance portion of the source model. More importantly, concerns 
arose over the test configuration influencing the design of power line filtering. 
Optimised filters are designed based on knowledge of both source and load 
impedances. Significantly different filter designs will result for the 10 µF capacitor 
loading versus the impedance loading shown in Figure 501-9. 

LISNs are not used on output power leads. Emission measurements using LISNs are 
performed on input power leads because the EUT is using a power source common 
to many other equipment items and the EUT must not degrade the quality of the 
power. When the EUT is the source of power, the issue is completely different since 
the electrical characteristics of the power required are controlled by the defined 
power quality requirements. Output power leads should be terminated with 
appropriate electrical loading that produces potentially worst-case emission and 
susceptibility characteristics. 
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The particular configuration of the LISN is specified for several reasons. A number of 
experiments were performed to evaluate typical power line impedances present in a 
shielded room on various power input types both with and without power line filters 
and to assess the possible methods of controlling the impedance. An approach was 
considered for the standard to simply specify an impedance curve from 30 Hz to 
100 MHz. This would have allowed the test agency to meet the impedance using 
whatever means the agency found suitable. The experiments showed that there 
were no straightforward techniques to maintain desired controls over the entire 
frequency range. 

A specific 50 µH LISN (see Ref [10}) was selected to maintain a standardised control 
on the impedance as low as 10 kHz. 5 µH LISNs provide little control below 100 kHz, 
however where extended frequency range testing is required above 10 MHz these 
will still be used due to the instability of the 50 µH LISN at higher frequencies see 
Figures 501-8 and 501-10. Impedance control below 10 kHz is difficult. From 
evaluations of several 50 µH LISN configurations, the one specified demonstrated 
the best overall performance for various shielded rooms filtering variations. Near 
10 kHz, the reactances of the 50 µH inductor and 8 µF capacitor, cancel and the 

LISN is effectively a 5  resistive load across the power line. 

Using a common LISN is important for standardisation reasons. However, the use of 
alternative LISNs may be desirable in certain application where the characteristics of 
the LISN may not be representative of the actual installation and the design of EUT 
circuitry is being adversely affected. For example, there are issues with switching 
power supply stability and the power source impedance seen by the power supply. 
The 50 µH inductor in the LISN represents the inductance of power distribution wiring 
running for approximately 50 metres. For a large platform, such as a ship or cargo 
aircraft, this value is quite representative of the actual installation. However, for 
smaller platforms such as fighter aircraft, inductance values may be substantially 
lower than 50 µHs and hence the 5 µH LISN may be more appropriate. 

Caution needs to be exercised in using the 50 µH LISN for 400 Hz power systems. 
Some existing LISNs may not have components sufficient to handle the power 

dissipation requirements. At 115 V, 400 Hz, the 8 µF capacitor and 5  resistor will 
pass approximately 2.3 A, which results in 26.5 W being dissipated in the resistor. 
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Figure 501-7 Typical 50 µH LISN schematic 

 

 

 

10 F

Bushing

Capacitor

Case

(Must Be Earthed)

Coil Tappings at 25%, 50% and 75%

To EUT

50  Load

Note: Rating for 100  resistors is 2 Watts

100 

100 

5 H

0.047 F

33 pF

100 

Supply

 

Figure 501-8 Typical 5 µH LISN schematic 
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Figure 501-9 50 µH LISN Impedance 
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Figure 501-10 5 µH LISN Impedance 
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3.6.7 General Test Precautions 

Discussion: The requirements included here cover important areas related to 
improving test integrity and safety that need special attention. There are many other 
areas where test difficulties may develop. Some are described here. 

It is common for shields to become loose or broken at connectors on coaxial cables 
resulting in incorrect readings. There also are cases where centre conductors of 
coaxial cables break or separate. Periodic tests should be performed to ensure cable 
integrity. Special low loss cables may be required when testing at higher frequencies. 
Cables should also be verified for correct operation over the required frequency 
range of measurement. The resulting attenuation of those cables should be taken 
into account. 

Caution needs to be exercised when performing emission testing at frequencies 
below approximately 10 kHz to avoid ground loops in the instrumentation, which may 
introduce faulty readings. A single-point ground often needs to be maintained. It is 
usually necessary to use isolation transformers at the measurement receiver and 
accessory equipment. The single-point ground is normally established at the access 
(feed through) panel for the shielded enclosure. However, if a transducer is being 
used which requires an electrical bond to the enclosure (such as the rod antenna 
counterpoise); the coaxial cable will need to be routed through the enclosure access 
panel without being grounded. Since the shielded room integrity will then be 
compromised, a normal multiple point grounded set-up needs to be re-established as 
low in frequency as possible. 

Rather than routing the coaxial cable through the enclosure access panel without 

grounding it to the enclosure, a 50  video isolation transformer may be connected 
to the grounded RF connector at the access panel inside the room. Normal 
connection of the measuring receiver is made to the grounded connector at the 
panel outside the room. This technique effectively breaks the ground loop without 
sacrificing the room's shielding integrity. The losses of the video isolation transformer 
must be accounted for in the measurement data. These devices are typically useful 
up to approximately 10 MHz. 

If isolation transformers are found to be necessary in certain set-ups, problems may 
exist with items powered by switching power supplies. A solution is to use 
transformers that are rated at approximately five times the current rating of the item. 

Solid-state instrumentation power sources have been found to be susceptible to 
radiated fields even to the extent of being shut down. It is best to keep these items 
outside of the shielded enclosure. 
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3.6.7.1 Accessory Equipment 

Accessory equipment used in conjunction with measurement receivers shall not 
degrade measurement integrity. 

Discussion: Measurement receivers are generally designed to meet the limits of 
this standard so they do not contaminate the ambient for emission testing when they 
are used inside the shielded enclosure. However, accessory equipment such as 
computers, oscilloscopes, plotters, or other instruments used to control the receiver 
or monitor its outputs can cause problems. They may compromise the integrity of the 
receiver by radiating signals conducted out of the receiver from improperly treated 
electrical interfaces or may produce interference themselves and raise the ambient. 
Even passive devices such as headsets have been known to impact the test results. 

It is best to locate all of the test equipment outside of the shielded enclosure with the 
obvious exception of the transducer (antenna or current probe). Proper equipment 
location will ensure that the emissions being measured are being generated in the 

EUT only and will help ensure that the ambient requirements of Clause 3.6.4 are 
met. If the equipment must be used inside the enclosure or if testing is being 
conducted outside of an enclosure, the measurement receiver and accessory 
equipment should be located as far away from the transducers as practical to 
minimise any impact. 

3.6.7.2 Excess Personnel and Equipment 

The test area shall be kept free of unnecessary personnel, equipment, cable racks, 
and desks. Only the equipment essential to the test being performed shall be in the 
test area or enclosure. Only personnel actively involved in the test shall be permitted 
in the enclosure. 

Discussion: Excess personnel and both electronic and mechanical equipment 
such as desks or cable racks in the enclosure can affect the test results. During 
testing in particular radiated emissions, all nonessential personnel and equipment 
need to be removed from the test site. Any object in the enclosure can significantly 
influence or introduce standing waves in the enclosure and thus alter the test results. 
The requirement to use RF absorber material will help to mitigate these effects. 
However, material performance is not defined below 80 MHz for practical reasons 
and standing waves continue to be a concern. 

3.6.7.3 Overload Precautions 

Measurement receivers and transducers are subject to overload, especially receivers 
without pre-selectors and active transducers. Periodic checks shall be performed to 
assure that an overload condition does not exist. Instrumentation changes shall be 
implemented to correct any overload condition. 
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Discussion: Overloads can easily go unnoticed if there is not an awareness of the 
possibility of an overload or active monitoring for the condition. The usual result is a 
levelling of the output indication of the receiver. 

Two types of overloads are possible. A narrowband signal such as a sinusoid can 
saturate any receiver or active transducer. Typical procedures for selecting 
attenuation settings for measurement receivers place detected voltages 
corresponding to emission limits well within the dynamic range of the receiver. 
Saturation problems for narrowband type signals will normally only appear for a 
properly configured receiver if emissions are significantly above the limits. Saturation 
can occur more readily when receivers are used to monitor susceptibility signals due 
to the larger voltages involved. 

Overload from impulsive type signals with broad frequency content can be much 
more deceptive. This condition is most likely to occur with devices without a tuneable 
bandpass feature in the first stage of the signal input. Examples are preamplifier rod 
antennas and spectrum analysers without pre-selectors. The input circuitry is 
exposed to energy over a large portion of the frequency spectrum. Pre-selectors 
include a tuneable tracking filter which bandwidth limits the energy applied to the 
receiver front-end circuitry. 

Measurement receiver overload to both narrowband and impulsive type signals can 
be evaluated by: applying 10 dB additional attenuation in the first stage of the 
receiver (before mixer circuitry) or external to the receiver. If overload is not present, 
the observed output will uniformly decrease by 10 dB. 

Overload conditions for active antennas are normally published as part of the 
literature supplied with the antenna. For narrowband signals, the indicated level in 
the data can be reviewed with respect to the literature to evaluate overload. Levels 
are also published for impulsive type signals; however, these levels are not very 
useful since they usually assume that a flat field exists across the useable range of 
the antenna. In reality, the impulsive field will vary significantly with frequency and 
the antenna circuitry sees the integration of the spectral content of this field over its 
bandpass. The primary active antenna used is an active rod antenna. Overload can 
be evaluated by collapsing the rod and observing the change in indication. If 
overload is not present, the indicated level should drop approximately 8 dB (rod at 
30% of its original height). The actual change for any particular manufacturer's 
product will depend on the telescoping design and can be determined by radiating a 
signal to the antenna that is within its linear range. 

3.6.7.4 RF Hazards 

Some tests in this standard will result in electromagnetic fields that are potentially 
dangerous to personnel. The permissible exposure levels (National Guidelines) shall 
not be exceeded in areas where personnel are present. Safety procedures and 
devices shall be used to prevent accidental exposure of personnel to RF hazards. 
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Discussion: During some radiated susceptibility and radiated emission testing, 
NRS02, NRS03 and NRE03 in particular, fields may exceed the permissible 
exposure levels. During these tests, precautions must be implemented to avoid 
inadvertent exposure of personnel. Monitoring of the EUT during testing may require 
special techniques such as remotely connected displays external to the enclosure or 
closed circuit television to adequately protect personnel. 

3.6.7.5 Shock Hazard 

Some of the tests require potentially hazardous voltages to be present. Extreme 
caution must be taken by all personnel to assure that all safety precautions are 
observed. The capacitors to ground in the LISN provide a low-impedance path when 
not properly grounded. Therefore all LISNs and all equipment shall be bonded to 
ground before the equipment is connected to a power supply. 

Discussion: A safety plan and training of test personnel are normally required to 
assure that accidents are minimised. Test equipment manufacturers' precautions 
need to be followed, if specified. If these are not available, the test laboratory shall 
establish adequate safety precautions and train all test personnel. Special attention 
should be observed for NCS06 since electronic enclosures are intentionally isolated 
from the ground plane for test purposes. 

3.6.7.6 Transmission Restrictions 

Some of the tests require high level signals to be generated that could interfere with 
normal transmission approved frequency assignments. All such testing should be 
conducted in a shielded enclosure. Some open site testing may be feasible if prior 
co-ordination is accomplished with the appropriate authorities. 

Discussion: Radiated susceptibility NRS02 testing and possibly other tests will 
produce signals above authorisations. This situation is one of the reasons that 
shielded enclosures are normally required. 

3.6.8 EUT Test Configurations 

The EUT shall be configured as shown in the general test set-ups of Figures 501-2 
through to 501-6 as applicable. These set-ups shall be maintained during all testing 
unless other direction is given for a particular test procedure. 

Discussion: Emphasis is placed on "maintaining" the specified set-up for all 
testing unless a particular test procedure directs otherwise. 

3.6.8.1 EUT Design Status 

EUT hardware and software shall be representative of production. Software may be 
supplemented with additional code that provides diagnostic capability to assess 
performance. 
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Discussion: It is important that the hardware and software being tested is the 
same as the equipment that is being fielded. Sometimes equipment is tested which is 
pre-production and contains circuit boards that do not include the final layout or 
software that is not the final version. Questions inevitably arise concerning the 
effects of the differences between the tested equipment and production 
configurations on the qualification status of the equipment. Analytically determining 
the impact is usually difficult. 

3.6.8.2 Bonding of EUT 

Only the provisions included in the design of the EUT shall be used to bond units 
such as equipment case and mounting bases together, or to the ground plane. When 
bonding straps are required, they shall be identical to those specified in the 
installation drawings. 

Discussion: Electrical bonding provisions for equipment are an important aspect 
of platform installation design. Adequacy of bonding is usually one of the first areas 
reviewed when platform problems develop. Electrical bonding controls common 
mode voltages that develop between the equipment enclosures and the ground 
plane. Voltages potentially affecting the equipment will appear across the bonding 
interface when RF stresses are applied during susceptibility testing. Voltages will 
also develop due to internal circuit operation and will contribute to radiated emission 
profiles. Therefore, it is important that the test set-up use actual bonding provisions 
so that test results are representative of the intended installation. 

3.6.8.3 Shock and Vibration Isolators 

EUTs shall be secured to mounting bases having shock or vibration isolators if such 
mounting bases are used in the installation. The bonding straps furnished with the 
mounting base shall be connected to the ground plane. When mounting bases do 
not have bonding straps, bonding straps shall not be used in the test setup. 

Discussion: Including shock and vibration isolators in the set-up when they 
represent the platform installation is important. The discussion above for 

Clause 3.6.8.2 is also applicable to shock and vibration isolators; however, the 
potential effect on test results is even greater. Hard mounting of the equipment 
enclosures to the ground plane can produce a low impedance path across the 
bonding interface over most of the frequency range of interest. The bonding straps 
associated with isolators will typically represent significant impedances at 
frequencies as low as tens of kilohertz. The common mode voltages associated with 
these impedances will generally be greater than the hard mounted situation. 
Therefore, the influence on test results can be substantial. 

3.6.8.4 Safety Grounds 

When external terminals, connector pins, or equipment grounding conductors are 
available for safety ground connections and are used in the actual installation, they 
shall be connected to the ground plane. Arrangement and length shall be in 
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accordance with Clause 3.6.8.6.1. Shorter lengths shall be used if they are specified 
in the installation instructions. 

Discussion: Safety grounds used in equipment enclosures have been the source 
of problems during EMI testing. Since they are connected to the equipment 
enclosure, they would be expected to be at a very low potential with respect to the 
ground plane and a non-contributor to test results. However, the wire lengths within 
enclosures are often sufficiently long that coupling to them results from noisy circuits. 
Also, safety grounds can conduct induced signals from external sources and 
reradiate within the equipment enclosure. Therefore, they must be treated similarly to 
other wiring. 

3.6.8.5 Orientation of EUTs 

EUTs shall be oriented such that surfaces, which produce maximum radiated 
emissions and respond most readily to radiated signals, face the measurement 
antennas. Bench mounted EUTs shall be located 10 ±2 cm from the front edge of 
the ground plane subject to allowances for providing adequate room for cable 
arrangement as specified below. 

Discussion: Determination of appropriate surfaces is usually straightforward. 
Seams on enclosures that have metal-to-metal contact or contain EMI gaskets rarely 
contribute and should be considered low priority items. Prime candidates are 
displays such as video screens, ventilation openings, and cable penetrations. In 
some cases, it may be necessary to probe the surfaces with a sensor and 
measurement receiver to decide on EUT orientation. 

Previous national military standards specifically required probing with a loop antenna 
to determine localised areas producing maximum emissions or susceptibility for 
radiated electric field testing. The test antennas were to be placed 1 metre from the 
identified areas. The requirement was not included in this standard due to difficulties 
in applying the requirement and the result that probing was often not performed. 
Probing implies both scanning in frequency and physical movement of the probe. 
These two actions cannot be performed in a manner to cover all physical locations at 
all frequencies. A complete frequency scan can be performed at particular probe 
locations and movement of the probe over the entire test set-up can be performed at 
particular frequencies. The detailed requirements on the use of multiple antenna 
positions and specific requirements on the placement of the antennas in test 
procedures for NRE02 and NRS02 minimise concerns with the need to probe. 

3.6.8.6 Construction and Arrangement of EUT Cables 

Electrical cable assemblies shall simulate actual installation and usage. Shielded 
cables or shielded leads within cables shall be used only if they have been specified 
in installation requirements. Input (primary) power leads, returns and wire grounds 
shall not be shielded. 
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Cables shall be checked against installation requirements to verify proper 
construction techniques such as use of twisted pairs, shielding, and shield 
terminations. Details on the cable construction used for testing shall be included in 
the EMITP. 

Discussion: For most EUTs, electrical interface requirements are covered in 
interface control or similar documents. Co-ordination between equipment 
manufacturers and system integration organisations is necessary to ensure a 
compatible installation from both functional and electromagnetic interference 
standpoints. For general purpose EUTs, which may be used in many different 
installations, either the equipment specifications cover the interface requirements or 
the manufacturers publish recommendations in the documentation associated with 
the equipment. 

Equipment manufacturers sometimes contend that failures during EMI testing are not 
due to their equipment and can be cured simply by placing overall shields on the 
interface cabling. High-level emissions are often caused by electronic circuits within 
EUT enclosures coupling onto cables simulating the installation, which interface, with 
the EUT. Overall shielding of the cabling is certainly permissible if it is present in the 
installation. However, the use of overall shielding that is not representative of the 
installation would result in test data that is useless. Also, overall shielding of cabling 
in some installations is not a feasible option due to weight and maintenance 
penalties. The presence of platform structure between cabling and antennas on a 
platform is not an acceptable reason for using overall shields on cables for testing in 
accordance with this standard. The presence of some platform shielding is a basic 
assumption. 

An issue that arises with power leads concerns the use of shielding. It is unusual for 
power leads to be shielded in the actual installation. If they come directly off a prime 
power bus, shielding can only be effective if the entire bus is shielded end-to-end. 
Since buses normally distribute power to many locations, it is not practical to shield 
them. An exception to this situation is when power is derived from an intermediate 
source that contains filtering. Shielding between the intermediate source and the 
EUT will then be effective. When it is proposed that shielded power leads be used in 
the test set-up, the configuration needs to be researched to ensure that it is correct. 
There may be instances when published interface information is not available. In this 
case, overall shielding is not to be used.  Individual circuits are to be treated as they 
typically would for that type of interface with shielding not used in questionable 
cases. 

For some testing performed in the past using bulk cable drive techniques, overall 
cable shields were routinely removed and the injected signal was applied to the core 
wiring within the shield.  The intent of this standard is to test cables as they are 
configured in the installation. If the cable uses an overall shield, the test signal is 
applied to the overall shielded cable. If the procuring agency desires that the test be 
performed on the core wiring, specific wording needs to be included in contractual 
documentation. 
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In some instances, Navy surface ship applications specify shielded power leads for a 
particular length of run. The shielded arrangement may be simulated in the test 
setup. Since unshielded power distribution wiring will be present at some point in the 
installation, an additional length of unshielded power leads (not less than 2 meters) 
should normally be added and routed parallel to the front plane of the test setup 
boundary during radiated testing. Approval of the procuring activity is required for 
using power leads that are entirely shielded. The additional unshielded cable should 
not be used during conducted emissions testing. 

3.6.8.6.1 Interconnecting Leads and Cables 

Individual leads shall be grouped into cables in the same manner as in the actual 
installation. Total interconnecting cable lengths in the set-up shall be the same as in 
the actual platform installation. If a cable is longer than 10 metres, at least 10 metres 
shall be included. When cable lengths are not specified for the installation, cables 
shall be sufficiently long to satisfy the conditions specified below. At least the first 
2 metres (except for cables which are shorter in the actual installation) of each 
interconnecting cable associated with each enclosure of the EUT shall be run parallel 
to the front boundary of the set-up. Remaining cable lengths shall be routed to the 
back of the set-up and shall be placed in a zigzagged arrangement. When the set-up 
includes more than one cable, individual cables shall be separated wherever 
possible by 2 cm measured from their outer circumference. For bench top set-ups 
using ground planes, the cable closest to the front boundary shall be placed 10 cm 
from the front edge of the ground plane. All cables shall be supported 5 cm above 
the ground plane. 

Discussion: Actual lengths of cables used in installations are necessary for 
several reasons. At frequencies below resonance, coupling is generally proportional 
to cable length. Resonance conditions will be representative of the actual installation. 
Also, distortion and attenuation of intentional signals due strictly to cable 
characteristics will be present and potential susceptibility of interface circuits to 
induced signals will therefore be similar to the actual installation. 

Zigzagging of long cables is accomplished by first placing a length of cable in an 
open area and then reversing the direction of the cable run by 180 degrees each 
time a change of direction is required. Each subsequent segment is farther from the 
first. Individual segments of the cable are parallel and should be kept 2 cm apart. 
The zigzagging of long cables rather than coiling is to control excess inductance. 
A 2 cm spacing between cables is required to expose all cabling to the test antennas 
and limit coupling of signals between cables. The 10 cm dimension for cables from 
the front edge of the ground plane ensures that there is sufficient ground plane 
surface below the first cable to be effective. The 5 cm stand-offs standardise loop 
areas available for coupling and capacitance to the ground plane. The standoffs 
represent routing and clamping of cables in actual installations a fixed distance from 
structure. 
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The requirement that the first 2 metres of each interconnecting cable associated with 
each enclosure of the EUT be routed parallel to the front boundary of the set-up is 
intended to ensure that radiated emissions and susceptibility testing properly 
assesses the performance of the EUT. Noise signals developed within the EUT and 
conducted outside on electrical interfaces will tend to be attenuated as they travel 
along interconnecting cables, particularly at frequencies where the associated 
wavelength is becoming short compared with the cable length. Similarly, induced 
signals on interconnecting cables from radiated susceptibility fields will be attenuated 
as they travel along the cable. Requiring that the first 2 metres of the cabling be 
exposed therefore maximises the effects of potential radiated coupling. 

In some military applications, there can be over 2000 cables associated with a 
subsystem. In most cases where large numbers of cables are involved, there will be 
many identical cable interfaces connected to identical circuitry. Testing of every 
cable interface is not necessary in this situation. The EMITP should document 
instances where these circumstances exist and should propose which cables are to 
be included in the set-up and to be tested. 

3.6.8.6.2 Input (Primary) Power Leads 

Two metres of input power leads (including neutrals and returns) shall be routed 
parallel to the front edge of the set-up in the same manner as the interconnecting 
leads. Each input power lead, including neutrals and returns, shall be connected to a 

LISN (see Clause 3.6.6). Power leads that are bundled, as part of an interconnecting 
cable in the actual installation, shall be separated from the bundle and routed to the 
LISNs (outside the shield of shielded cables). After the 2 metre exposed length, the 
power leads shall be terminated at the LISNs in as short a distance as possible. The 
total length of power lead from the EUT electrical connector to the LISNs shall not 
exceed 2.5 metres. All power leads shall be supported 5 cm above the ground plane. 
If the power leads are twisted in the actual installation, they shall be twisted up to the 
LISNs. 

Discussion: Appropriate power lead length is a trade-off between ensuring 
sufficient length for efficient coupling of radiated signals and maintaining the 
impedance of the LISNs. To keep a constant set-up, it is undesirable to change the 
power lead length for different test procedures. Requiring a 2 metre exposed length 
is consistent with treatment of interconnecting leads for radiated concerns. Wiring 
inductance 5 cm from a ground plane is approximately 1 µH/metre. At 1 MHz this 

inductance has an impedance of approximately 13 , which is significant with 
respect to the LISN requirement. 
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While it is common to require that neutrals and returns be isolated from equipment 
chassis within equipment enclosures, there are some cases where the neutral or 
return is tied directly to chassis. If the equipment is electrically bonded to metallic 
system structure in the installation and the system power source neutral or return is 
also tied to system structure, power return currents will flow primarily through system 
structure rather than through wiring. For this case, a LISN should normally be used 
only on the high side of the power. There are other installations, such as many types 
of aircraft, where returns and neutrals are isolated within the equipment, but they are 
often connected to system structure outside of the equipment enclosure. This 
practice allows for the flexibility of using a wired return, if necessary. For this 
situation, LISNs should normally be used on neutrals and returns to test for the wired 
return configuration. 

The LISN requirement standardises impedance for power leads. While signal and 
control circuits are usually terminated in specified impedances, power circuit 
impedances are not usually well defined. The LISN requirement applies to all input 
prime power leads. The LISN requirement does not apply to output power leads. 
These leads should be terminated after the 2 metre exposed length in a load 
representing worst-case conditions. This load would normally draw the maximum 
current allowed for the power source. 

The construction of the power cable between the EUT and the LISNs must be in 

accordance with the requirements of Clause 3.6.8.6. For example, if a twisted triplet 
is used to distribute three phase ungrounded power in the actual installation, the 
same construction should be used in the test set-up. The normal construction must 
be interrupted over a sufficient length to permit connection to the LISNs. 

3.6.8.7 Electrical and Mechanical Interfaces 

All electrical input and output interfaces shall be terminated with either the actual 
equipment from the platform installation or loads which simulate the electrical 
properties (impedance, grounding, balance, and so forth) present in the actual 
installation. Signal inputs shall be applied to all applicable electrical interfaces to 
exercise EUT circuitry. EUTs with mechanical outputs shall be suitably loaded.  
When variable electrical or mechanical loading is present in the actual installation, 
testing shall be performed under expected worst-case conditions. When active 
electrical loading (such as a test set) is used, precautions shall be taken to insure the 

active load meets the ambient requirements of Clause 3.6.4 when connected to the 
set-up, and that the active load does not respond to susceptibility signals. Antenna 
ports on the EUT shall be terminated with shielded, matched loads. 
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Discussion: The application of signals to exercise the electrical interface is 
necessary to effectively evaluate performance. Most electronic subsystems on 
platforms are highly integrated with large amounts of digital and analogue data being 
transferred between equipment. The use of actual platform equipment for the 
interfacing eliminates concerns regarding proper simulation of the interface. The 
interfaces must function properly in the presence of induced levels from susceptibility 
signals. Required isolation may be obtained by filtering the interface leads at the 
active load and either shielding the load or placing it outside of the shielded 
enclosure. The filtering should be selected to minimise the influence on the interface 
electrical properties specified above. For proper simulation, filtering at the loads 
should be outside the necessary bandwidth of the interface circuitry. 

Antenna ports are terminated in loads for general set-up conditions. Specific test 
procedures address electromagnetic characteristics of antenna ports and required 
modifications to the test set-up. 

3.6.9 Operation of EUT 

During emission measurements, the EUT shall be placed in an operating mode, 
which produces maximum emissions. During susceptibility testing, the EUT shall be 
placed in its most susceptible operating mode. For EUTs with several available 
modes (including software controlled operational modes), a sufficient number of 
modes shall be tested for emissions and susceptibility such that all circuitry is 
evaluated. The rationale for modes selected shall be included in the EMITP. 

Discussion: The particular modes selected may vary for different test procedures. 
Considerations for maximum emissions include conditions which cause the EUT to 
draw maximum prime power current, result in greatest activity in interface circuit 
operation, and generate the largest current drain on internal digital clock signals. 
Settings for a radar could be adjusted such that an output waveform results which 
has the highest available average power. Data bus interfaces could be queried 
frequently to cause constant bus traffic flow. Any modes of the EUT that are 
considered mission critical in the installation should be evaluated during susceptibility 
testing. 

A primary consideration for maximum susceptibility is placing the EUT in its most 
sensitive state for reception of intentional signals (maximum gain). An imaging 
sensor would normally be evaluated with a scene meeting the most stringent 
specifications for the sensor. RF receivers are normally evaluated using an input 
signal at the minimum signal to noise specification of the receiver. An additional 
consideration is ensuring that all electrical interfaces that intentionally receive data 
are exercised frequently to monitor for potential responses. 
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3.6.9.1 Operating Frequencies for Tuneable RF Equipment 

Measurements shall be performed with the EUT tuned to not less than three 
frequencies within each tuning band, tuning unit, or range of fixed channels, 
consisting of one mid-band frequency and a frequency within ±5 % from each end of 
each band or range of channels. 

Discussion: Tuned circuits and frequency synthesis circuitry inside RF equipment 
typically vary in characteristics such as response, rejection, and spectral content of 
emissions as they are set to different frequencies. Several test frequencies are 
required simply to obtain a sampling of the performance of the EUT across its 
operating range. 

RF equipment that operates in several frequency bands or performs multiple 
functions is becoming more common. One example is a radio transceiver with VHF-
FM, VHF-AM, and UHF-AM capability. Other devices are adaptive over large 
frequency ranges and can be programmed to perform different functions as the need 
arises. To meet the intent of the requirement to perform measurements at three 
frequencies within each tuning band, tuning unit, or range of fixed channels, each of 
the three functions of the radio in the example should be treated as separate bands, 
even if they are adjacent in frequency. Similarly, each function of adaptive RF 
equipment needs to be separately assessed. 

The “value added” of performing all required tests at three frequencies within each 
band needs to be weighed against the added cost and schedule. The specific 
equipment design and intended function needs to be evaluated for each case. 

For example, performing NCS01 on a VHF-FM, VHF-AM, and UHF-AM combined 
receiver–transmitter would require that the test be performed a minimum of 18 times 
(3 frequencies * 3 bands * 2 modes). Since NCS01 performance generally is related 
to the power supply design and load rather than the specific tuned frequency, doing 
the test for more than a few conditions may not add much value. If there is a 
problem, a typical result is “hum” on the secondary power outputs that is transmitted 
with the RF or that appears on the output audio of the receiver portion of the 
equipment. An appropriate approach for this particular requirement might be to test 
at one mid-band frequency for each of the three functions for both transmit and 
receive (6 tests – 3 frequencies * 2 modes). 

Other requirements need to be evaluated similarly. Since NCE02 emissions are 
mainly caused by power supply characteristics, testing at a mid-band frequency for 
each band just in the transmit mode might be adequate. For requirements with 
frequency coverage that extends into the operating frequency range of the 
equipment, such as NRE02, NCE03, and NRS02, testing at three frequencies per 
band may be necessary. 
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3.6.9.2 Operating Frequencies for Spread Spectrum Equipment 

Operating frequency requirements for two major types of spread spectrum 
equipment shall be as follows: 

a. Frequency hopping. Measurements shall be performed with the EUT 
utilising a hop set which contains a minimum of 30% of the total possible 
frequencies. This hop set shall be divided equally into three segments at 
the low, mid and high end of the EUT's operational frequency range. 

Direct sequence. Measurements shall be performed with the EUT processing data at 
the highest possible data transfer rate. 

Discussion:  During testing it is necessary to operate equipment at levels that they 
will experience during normal field operations. This is to allow for a realistic 
representation of the emission profile of the EUT during radiated and conducted 
testing and to provide realistic loading and simulation of the EUT during radiated and 
conducted susceptibility testing. 

Frequency hopping: Utilisation of a hopset that is distributed across the entire 
operational spectrum of the EUT will help assure that those internal circuitry 
dependent on the exact EUT transmit frequency being used is active intermittently 
during processing of the entire pseudo random stream. The fast operating times of 
hopping receivers/transmitters versus the allowable measurement times of the 

measurement receivers being used (see Clause 3.6.10.3) will allow a representative 
EUT emission signature to be captured. 

Direct sequence: Requiring the utilisation of the highest data transfer rate used in 
actual operation of the EUT should provide a representative worst-case radiated and 
conducted emission profile. Internal circuitry will operate at its highest processing 
rate when integrating the data entering the transmitter, and then resolving 
(disintegrating) the data back once again on the receiver end. Additionally, the data 
rate will need to be an area of concentration during all susceptibility testing. 

3.6.9.3 Susceptibility Monitoring 

The EUT shall be monitored during susceptibility testing for indications of 
degradation or malfunction. This monitoring is normally accomplished through the 
use of built-in-test (BIT), visual displays, aural outputs, and other measurements of 
signal outputs and interfaces. Monitoring of EUT performance through installation of 
special circuitry in the EUT is permissible; however, these modifications shall not 
influence test results. 

Discussion: Most EUTs can be adequately monitored through normal visual and 
aural outputs, self-diagnostics, and electrical interfaces. The addition of special 
circuitry for monitoring can present questions related to its influence on the validity of 
the test results and may serve as an entry or exit point for electromagnetic energy. 
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The monitoring procedure needs to be specified in the EMITP and needs to include 
allowances for possible weaknesses in the monitoring process to assure the highest 
probability of finding regions of susceptibility. 

3.6.10 Use of Measurement Equipment 

Measurement equipment shall be as specified in the individual test procedures of this 
standard. Any frequency selective measurement receiver may be used for 
performing the testing described in this standard. Provided that the receiver 
characteristics (that is, sensitivity, selection of bandwidths, detector functions, 
dynamic range, and frequency of operation) meet the constraints specified in this 
standard and are sufficient to demonstrate compliance with the applicable limits. 
Typical instrumentation characteristics may be found in ANSI C63.2 Ref [12]. 

Discussion: Questions frequently arise concerning the acceptability for use of 
measurement receivers other than instruments that are specifically designated "field 
intensity meters" or "EMI receivers." Most questions are directed toward the use of 
spectrum analysers. These instruments are generally acceptable for use. However, 
depending on the type, they can present difficulties that are not usually encountered 
with the other receivers. Sensitivity may not be adequate in some frequency bands 
requiring that a low noise preamplifier be inserted before the analyser input. Impulse 
type signals from the EUT with broad spectral content may overload the basic 

receiver or preamplifier. The precautions of Clause 3.6.7.3 must be observed. Both 
of these concerns can usually be adequately addressed by the use of a pre-selector 
with the analyser. These devices typically consist of a tuneable filter which tracks the 
analyser followed by a preamplifier. 

Ref [12] represents a co-ordinated position from industry on required characteristics 
of instrumentation receivers. This document can be used when assessing the 
performance of a receiver. 

Many of the test procedures require non-specialised instrumentation that is used for 
many other purposes. The test facility is responsible for selecting instrumentation 
that has characteristics capable of satisfying the requirements of a particular test 
procedure. 

Current probes used for EMI testing are more specialised instrumentation. These 
devices are current transformers with the circuit under test forming a single turn 

primary. They are designed to be terminated in 50 . Current probes are calibrated 
using transfer impedance that is the ratio of the voltage output of the probe across 

50  to the current through the probe. Probes with higher transfer impedance 
provide better sensitivity. However, these probes also result in more series 
impedance added to the circuit with a greater potential to affect the electrical current 
level. The series impedance added by the probe is the transfer impedance divided by 
the number of turns in the secondary winding on the probe. Typical transfer 

impedances are 5  or less.  Typical added series impedance is 1  or less. 
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3.6.10.1 Detector 

A peak detector shall be used for all frequency domain emission and susceptibility 
measurements. This device detects the peak value of the modulation envelope in the 
receiver bandpass. Measurement receivers are calibrated in terms of an equivalent 
Root Mean Square (RMS) value of a sine wave that produces the same peak value. 
When other measurement devices such as oscilloscopes, non-selective voltmeters, 
or broadband field strength sensors are used for susceptibility testing, correction 
factors shall be applied for test signals to adjust the reading to equivalent RMS 
values under the peak of the modulation envelope. 

Discussion: The function of the peak detector and the meaning of the output 
indication on the measurement receiver are often confusing. Although there may 
appear to be an inherent discrepancy in the use of the terms "peak" and "RMS" 
together, there is no contradiction. All detector functions (that is peak, carrier, field 
intensity, and quasi-peak) process the envelope of the signal present in the receiver 
intermediate frequency (IF) section. All outputs are calibrated in terms of an 
equivalent RMS value.  For a sine wave input to the receiver, the signal envelope in 
the IF section is a DC level and all detectors produce the same indicated RMS 
output. Calibration in terms of RMS is necessary for consistency. Signal sources are 

calibrated in terms of RMS. If a 0 dBm (107 dBV) unmodulated signal is applied to 

the receiver, the receiver must indicate 0 dBm (107 dBV). 

If there is modulation present on the signal applied to the receiver, the detectors 
respond differently. The IF section, of the receiver sees the portion of the applied 
signal within the bandwidth limits of the IF. The peak detector senses the largest 
level of the signal envelope in the IF and displays an output equal to the RMS value 
of a sine wave with the same peak. The specification of a peak detector ensures that 
the worst-case condition for emission data is obtained. A carrier detector averages 
the modulation envelope based on selected charge and discharge time constants. 

Figure 501-11 shows the peak detector output for several modulation waveforms. An 
item of interest is that for a square wave modulated signal, which can be considered 
a pulse type modulation, the receiver can be considered to be displaying the RMS 
value of the pulse when it is on. Pulsed signals are often specified in terms of peak 
power. The RMS value of a signal is derived from the concept of power, and a 
receiver using a peak detector correctly displays the peak power. 
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Figure 501-11 Peak Detector Response 

All frequency domain measurements are standardised with respect to the response 
that a measurement receiver using a peak detector would provide. Therefore, when 
instrumentation is used which does not use peak detection; correction factors must 
be applied for certain signals. For an oscilloscope, the maximum amplitude of the 
modulated sine wave measured from the DC level is divided by 1.414 (square root 
of 2) to determine the RMS value at the peak of the modulation envelope. 
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Correction factors for other devices are determined by evaluating the response of the 
instrumentation to signals with the same peak level with and without modulation. For 
example, a correction factor for a broadband field sensor can be determined as 
follows. Place the sensor in an unmodulated field and note the reading. Apply the 
required modulation to the field ensuring that the peak value of the field is the same 
as the unmodulated field. For pulse type modulation, most signal sources will output 
the same peak value when modulation is applied. Amplitude modulation increases 
the peak amplitude of the signal and caution must be observed. Note the new 
reading. The correction factor is simply the reading with the unmodulated field 
divided by the reading with the modulated field. If the meter read 10 V/m without 
modulation and 5 V/m with modulation, the correction factor is 2. The evaluation 
should be tried at several frequencies and levels to ensure that a consistent value is 
obtained. When subsequently using the sensor for measurements with the evaluated 
modulation, the indicated reading is multiplied by the correction factor to obtain the 
correct reading for peak detection. 

3.6.10.2 Computer-Controlled Instrumentation 

A description of the operations being directed by software for computer-controlled 
instrumentation shall be included in the EMITP. Verification techniques used to 
demonstrate proper performance of the software shall also be included. If 
commercial software is being used then, as a minimum, the manufacturer, model 
and revision of the software needs to be provided. If the software is developed in-
house, then documentation needs to be included that describes the methodology 
being used for the control of the test instrumentation and how the software revisions 
are handled. 

Discussion: Computer software obviously provides excellent opportunities for 
automating testing. However, it also can lead to errors in testing if not properly used 
or if incorrect code is present. It is essential that users of the software understand 
the functions it is executing, know how to modify parameters (such as transducer or 
sweep variables) as necessary, and perform sanity checks to ensure that the overall 
system performs as expected. As a minimum, the following data should be included 
in the EMITP: 

a. Sweep Times 

How correction factors are handled 

How final data are determined and presented 

Audit trail that provides details on what part of the software controls which functions. 
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3.6.10.3 Emission Testing 

3.6.10.3.1 Bandwidths 

The measurement receiver bandwidths listed in Table 501-4 shall be used for 
emission testing. These bandwidths are specified at the 6 dB down points for the 
overall selectivity curve of the receivers. Video filtering shall not be used to 
bandwidth limit the receiver response. If a controlled video bandwidth is available on 
the measurement receiver, it shall be set to its greatest value. Larger receiver 
bandwidths may be used; however, they may result in higher measured emission 
levels. 

Note: No bandwidth correction factors shall be applied to test data due to the 
use of larger bandwidths. 

 

Frequency Range 
6 dB 
Bandwidth 

Dwell Time* 
Minimum Measurement 
Time Analogue 
Measurement Receiver 

30 Hz – 1 kHz 10 Hz 0.15 sec 0.015 sec/Hz 

1 kHz - 10 kHz 100 Hz 0.015 sec 0.15 sec/kHz 

10 kHz - 150 kHz 1 kHz 0.015 sec 0.015 sec/kHz 

150 kHz - 30 MHz 10 kHz 0.015 sec 1.5 sec/MHz 

30 MHz - 1 GHz 100 kHz 0.015 sec 0.15 sec/MHz 

Above 1 GHz 1 MHz 0.015 sec 15 sec/GHz 

* Alternative Scanning Technique 
Multiple faster sweeps with the use of a maximum hold function may be used if 
the total scanning time is equal to or greater than the Minimum Measurement 
Time defined above. 

Table 501-4  Bandwidth and Measurement Time 

Discussion: The bandwidths specified in Table 501-4 are consistent with the 
recommended available bandwidths and the bandwidth specification technique for 
receivers contained in ANSI C63.2 [Ref 12]. Existing receivers have bandwidths 
specified in a number of different ways. Some are given in terms of 3 dB down 
points. The 6 dB bandwidths are usually about 40% greater than the 3 dB values. 
Impulse bandwidths are usually very similar to the 6 dB bandwidths. For Gaussian 
shaped bandpasses, the actual value is 6.8 dB. 
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The frequency break point between using a 1 kHz and 10 kHz bandwidth was 
modified from 250 kHz to 150 kHz in this version of the standard to harmonise with 
commercial EMI standards. 

In order not to restrict the use of presently available receivers that do not have the 
specified bandwidths, larger bandwidths are permitted. The use of larger bandwidths 
can produce higher detected levels for wide bandwidth signals. The prohibition 
against the use of correction factors is included to avoid any attempts to classify 
signals. 

The sensitivity of a particular receiver is an important factor in its suitability for use in 
making measurements for a particular requirement. NRE02 is usually the most 
demanding requirement. The sensitivity of a receiver at room temperature can be 
calculated as follows: 

Equ 1 Sensitivity in dBm = -114 dBm/MHz + bandwidth (dBMHz) + noise 
figure (dB) 

As noted in the equ 1, reducing the noise figure is the only way (cryogenic cooling is 
not practical) to improve sensitivity for a specified bandwidth. The noise figure of 
receivers can vary substantially depending on the front-end design. System noise 
figure can be improved through the use of low noise preamplifiers. The resulting 
noise figure of a preamplifier/receiver combination can be calculated from the 
following. All numbers are real numbers. Conversion to decibels (10 log) is 
necessary to determine the resulting sensitivity in the above formula: 

Equ 2 System noise figure = preamp noise figure + (receiver noise 
figure)/(preamp gain) 

Since preamplifiers are broadband devices, issues of potential overload need to be 
addressed. Separate pre-selectors, which are available for some spectrum 
analysers, usually combine a tracking filter with a low noise preamplifier to eliminate 
overload. Pre-selection is an integral part of many receivers. 

Examples of multiple scan times derived from Table 501-4 are shown in Table 501-5. 
The frequency bands listed do not imply that those entire bands should be scanned 

at one time. The requirements for frequency resolution defined in Clause 3.6.10.3.4 
“Emission data presentation” must be met. 
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C1 C2 C3 C4 C5 C6 C7 C8 C9 

Start 
Freq 
(Hz) 

Stop 
Freq 
(Hz) 

Span 
(Hz) 

Resolution 
Bandwidth 
(Hz) 

# of 
Steps 

Dwell 
Time 
per 
Step 
(sec) 

Table 

501-4 
Single 
Sweep 
Time 

Single 
Fast 
Sweep 
Time 
(sec) 

# of 
Fast 
Sweeps 
to 
equal 
one 
Table 

501-4 
Sweep 

From 
Table 

501-4 

From 
Table 

501-
4 

C2-C1 
From 
Table 501-
4 

2 x 
(C3-
C4) 

From 
Table 

501-4 

C5 x 
C6 

C5 
C4 

C7 
C8 

30 1 k 970 10 194 0.15 29.1 19.4 1.5 

1 k 19 k 9 k 100 180 0.015 2.7 1.8 1.5 

10 k 150 k 140 k 1 k 280 0.015 4.2 0.28 15 

0.15 
M 

30 M 
29.85 
M 

10 k 5970 0.015 89.55 0.597 150 

30 M 1 G 970 M 100 k 19400 0.015 291 0.194 1500 

1 G 18 G 17 G 1 M 34000 0.015 510 0.034 15000 

Table 501-5  Derived Multiple Scan Times 

The multiple scan option can be an effective method for capturing signals that are 
intermittent with a low duty cycle rate “On” time and significant “Off” time. Scan times 
and number of scans should be controlled for known signal characteristics to 
enhance the probability of capturing these signals. Scan times and sweep speeds 
are subject to limitations per column 8 of Table 501-5 which provides for enough 
dwell time for the IF filter to respond. Modern spectrum analyzers/ receivers have 
inhibits to prevent an uncalibrated sweep resulting from sweep speeds that are too 
fast for the final IF filter to respond. These types of signals form a Binomial type 
probability distribution for chance of capturing. Given the signal characteristics and 
the scanning parameters, the probability of capturing a signal can be reasonably 
estimated. Measurement receivers need to operate in a maximum hold mode such 
that the highest levels across the frequency band are recorded over the sequence of 
scans. The signal characteristics (cycle times) should be included in the EMITR, if 
available. 
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3.6.10.3.2 Emission Identification 

All emissions regardless of characteristics shall be measured with the measurement 
receiver bandwidths specified in Table 501-4 and compared against the applicable 
limits. Identification of emissions with regard to narrowband or broadband 
categorisation is not applicable. 

Discussion: Requirements for specific bandwidths and the use of single limits are 
intended to resolve a number of problems. The significance of the particular 
bandwidths chosen for use by a test facility, were addressed by classification of the 
appearance of the emissions with respect to the chosen bandwidths. Emissions 
considered to, be broadband had to be normalised to equivalent levels in a 1 MHz 
bandwidth. The bandwidths and classification techniques used by various facilities 
were very inconsistent and resulted in a lack of standardisation. The basic issue of 
emission classification was often poorly understood and implemented. Requiring 
specific bandwidths with a single limit eliminates any need to classify emissions. 

An additional problem is that emission profiles from modern electronics are often 
quite complex. Some emission signatures have frequency ranges where the 
emissions exhibit white noise characteristics. Normalisation to a 1 MHz bandwidth 
using spectral amplitude assumptions based on impulse noise characteristics is not 
technically correct. Requiring specific bandwidths eliminates normalisation and this 
discrepancy. 

3.6.10.3.3 Frequency Scanning 

For emission measurements, the entire frequency range for each applicable test 
shall be scanned. Minimum measurement time for analogue measurement receivers 
during emission testing shall be as specified in Table 501-4. Synthesized 
measurement receivers shall step in one-half bandwidth increments or less, and the 
measurement dwell time shall be as specified in Table 501-4. For equipment that 
operates such that potential emissions are produced at only infrequent intervals, 
times for frequency scanning shall be increased as necessary to capture any 
emissions. 

Discussion: For each emission test, the entire frequency range as specified for 
the applicable requirement must be scanned to ensure that all emissions are 
measured. 
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Continuous frequency coverage is required for emission testing. Testing at discrete 
frequencies is not acceptable unless otherwise stated in a particular test procedure. 
The minimum scan times listed in Table 501-4 are based on two considerations. The 
first consideration is the response time of a particular bandwidth to an applied signal. 
This time is 1/(filter bandwidth). The second consideration is the potential rates (that 
is modulation, cycling, and processing) at which electronics operate and the need to 
detect the worst-case emission amplitude. Emission profiles usually vary with time. 
Some signals are present only at certain intervals and others vary in amplitude.  

For example, signals commonly present in emission profiles are harmonics of 
microprocessor clocks. These harmonics are very stable in frequency; however, their 
amplitude tends to change, as various circuitries are exercised and current 
distribution changes. 

The first entry in the table for analogue measurement receivers of 0.015 sec/Hz for a 
bandwidth of 10 Hz is the only one limited by the response time of the measurement 
receiver bandpass. The response time is 1/bandwidth = 1/10 Hz = 0.1 seconds. 
Therefore, as the receiver tunes, the receiver bandpass must include any particular 
frequency for 0.1 seconds implying that the minimum scan time = 0.1 seconds/10 Hz 
= 0.01 seconds/Hz. The value in the table has been increased to 0.015 seconds/Hz 
to ensure adequate time. This increase by a multiplication factor of 1.5 results in the 
analogue receiver having a frequency in its bandpass for 0.15 seconds as it scans. 
This value is the dwell time specified in the table for synthesised receivers for 10 Hz 
bandwidths. Since synthesised receivers are required to step in one-half bandwidth 
increments or less and dwell for 0.15 seconds, test time for synthesised receivers will 
be greater than analogue receivers. 

The measurement times for other table entries are controlled by the requirement that 
the receiver bandpass include any specific frequency for a minimum of 15 
milliseconds (dwell time in table), which is associated with a potential rate of variation 
of approximately 60 Hz. As the receiver tunes, the receiver bandpass is required to 
include any particular frequency for the 15 milliseconds. For the fourth entry in the 
table of 1.5 seconds/MHz for a 10 kHz bandwidth, the minimum measurement time is 
0.015 seconds/0.01 MHz = 1.5 seconds/MHz. A calculation based on the response 
time of the receiver would yield a response time of 1/bandwidth = 1/10 kHz = 0.0001 
seconds and a minimum measurement time of 0.0001 seconds/0.01 MHz = 0.01 
seconds/MHz. The longer measurement time of 1.5 seconds/MHz is specified in the 
table. If the specified measurement times are not adequate to capture the maximum 
amplitude of the EUT emissions, longer measurement times should be implemented. 
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Caution must be observed in applying the measurement times. The specified 
parameters are not directly available on measurement receiver controls and must be 
interpreted for each particular receiver. Also, the specified measurement times may 
be too fast for some data gathering devices such as real-time X-Y recording. 
Measurement receiver peak hold times must be sufficiently long for the mechanical 
pen drive on X-Y recorders to reach the detected peak value. In addition, the scan 
speed must be sufficiently slow to allow the detector to discharge after the signal is 

detuned so that the frequency resolution requirements of Clause 3.6.10.3.4 are 
satisfied. 

For measurement receivers with a “maximum hold” feature that retains maximum 
detected levels after multiple scans over a particular frequency range, multiple faster 
sweeps that produce the same minimum test times as implied by Table 501-4 are 
acceptable. For the situation noted in the requirement concerning equipment that 
produces emissions at only infrequent intervals, using the multiple scan technique 
will usually provide a higher probability of capturing intermittent data than using one 
slower scan. 

3.6.10.3.4 Emission Data Presentation 

Amplitude versus frequency profiles of emission data shall be automatically 
generated and displayed at the time of test and shall be continuous. The displayed 
information shall account for all applicable correction factors (transducers, 
attenuators, cable loss, and the like) and shall include the applicable limit. Manually 
gathered data is not acceptable except for verification of the validity of the output. 
Plots of the displayed data shall provide a minimum frequency resolution of 1% or 
twice the measurement receiver bandwidth, whichever is less stringent, and 
minimum amplitude resolution of 1 dB. The above resolution requirements shall be 
maintained in the reported results of the EMITR. 

Discussion: Continuous displays of amplitude versus frequency are required. 
This information can be generated in a number of ways. The data can be plotted 
real-time as the receiver scans. The data can be stored in computer memory and 
later dumped to a plotter. Photographs of video displays are acceptable; however, it 
is generally more difficult to meet resolution requirements and to reproduce data in 
this form for submittal in an EMITR. 

Placement of limits can be done in several ways. Data may be displayed with respect 

to actual limit dimensions (such as dBV/m) with transducer, attenuation, and cable 

loss corrections made to the data. An alternative is to plot the raw data in dBv 

(or dBm) and convert the limit to equivalent dBv (or dBm) dimensions using the 
correction factors. This second technique has the advantage of displaying the proper 
use of the correction factors. Since both the emission level and the required limit are 
known, a second party can verify proper placement. Since the actual level of the raw 
data is not available for the first case, this verification is not possible. 
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An example of adequate frequency and amplitude resolution is shown in 
Figure 501-12. 1% frequency resolution means that two sinusoidal signals of the 
same amplitude separated by 1% of the tuned frequency are resolved in the output 
display so that they both can be seen. As shown in Figure 501-12, 1% of the 
measurement frequency of 5.1 MHz is 0.051 MHz and a second signal at 5.151 MHz 
(1 dB different in amplitude on the graph) is easily resolved in the display. The 
"2 times the measurement receiver bandwidth" criteria means, that two sinusoidal 
signals of the same amplitude separated by twice the measurement receiver 
bandwidth are resolved. For the example shown in Figure 501-12, the bandwidth is 
0.01 MHz and 2 times this value is 0.02 MHz. Therefore, the 1% criterion is less 
stringent and is applicable. 1 dB amplitude resolution means that the amplitude of 
the displayed signal can be read within 1 dB. As shown in Figure 501-12, the 

reviewer can determine whether the signal amplitude is 60 dBV or 61 dBV. 

The difference between resolution and accuracy is sometimes confusing. 

Clause 3.6.1 requires a 3 dB measurement system accuracy for amplitude while, 

Clause 3.6.10.3.4 requires 1 dB amplitude resolution. Accuracy is an indication how 
precisely a value needs to be known while resolution is an indication of the ability to 
discriminate between two values. A useful analogy is reading time from a watch. A 
watch typically indicates the time within one second (resolution) but may be 
30 seconds different than the absolute correct time (accuracy). 

 

4                                             5                                     6                              7                          8

FREQUENCY (MHZ)

10

20

30

40

50

60

70

5.1 MHz
61 dBV 5.151 MHz

60 dBV

EMISSION LEVEL (dBV)

 

Figure 501-12 Example of Data Presentation Resolution 
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3.6.10.4 Susceptibility Testing 

See also Clause 3.4.2 in AECTP 500 for Susceptibility Criteria. 

3.6.10.4.1 Frequency Scanning 

For susceptibility measurements, the entire frequency range for each applicable test 
shall be scanned. For swept frequency susceptibility testing, frequency scan rates 
and frequency step sizes of signal sources shall not exceed the values listed in Table 
501-6. The rates and step sizes are specified in terms of a multiplier of the tuned 
frequency (fo) of the signal source. Analogue scans refer to signal sources, which are 
continuously tuned. Stepped scans refer to signal sources, which are sequentially 
tuned to discrete frequencies. Stepped scans shall dwell at each tuned frequency for 
the greater of 3 seconds or EUT response time. Scan rates and step sizes shall be 
decreased when necessary to permit observation of a response. 

For Safety Critical Systems there is a need to check for ‘window effects’ 

“Window Effects” is the name given to a susceptibility that has been observed during 
immunity testing of some systems which occurs at a certain test level but then 
apparently disappears at a higher level. An example of this is a system which utilizes 
a solid state switch and the upset is defined as inadvertent operation of the switch. 
As the level of applied RF is increased, a threshold level is reached where the 
controlling circuitry changes state, thus operating the switch. At higher levels, the 
controlling circuitry is saturated, thus no longer changing the state of the switch. If in 
this case the test level was just applied at the higher level then the susceptibility 
would not have been found. Safety critical and safety related equipment shall be 
reviewed for circuits having a safety function which may exhibit “window effects” to 
determine the necessity to conduct window effect tests. Where identified, the 
requirement to perform "window effects testing" shall be included within the relevant 
susceptibility test procedures of the EMITP. 

The review shall address both CW and transient conditions. "Window effects" may 
be observed in equipment containing non-linear transient protection devices. 

To check for "window effects" the signal source should be programmed to reduce its 
output by 20 dB at a minimum of 5 frequencies per decade, logarithmically spaced. 
At these frequencies, the output is then increased in 5 dB steps to the pass/fail level. 
If it is intended to sweep across the frequency band at the test level, to reduce test 
time it should be demonstrated that "window effects" are not applicable to the system 
under test. 
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Frequency Range 
Analogue Scans 
Maximum Scan Rates 

Stepped Scans 
Maximum Step Size 

30 Hz – 1 MHz 0.0333 fo/sec 0.05 fo 

1 MHz – 30 MHz 0.00667 fo/sec 0.01 fo 

30 MHz – 1 GHz 0.00333 fo/sec 0.005 fo 

1 GHz – 40GHz 0.00167 fo/sec 0.0025 fo 

Table 501-6  Susceptibility Scanning 

Discussion: For any susceptibility test performed in the frequency domain, the 
entire frequency range as specified in the applicable requirement must be scanned 
to ensure that all potentially susceptible frequencies are evaluated Care must be 
taken to ensure that the scanning type, analogue or stepped, is correctly selected. 

Note: Most ‘Sweep Generators’ are actually digital synthesized generators and 
the “Stepped” scan rates must be used. 

The scan rates and step sizes in Table 501-6 are structured to allow for a continuous 
change in value with frequency for flexibility. Computerised test systems could be 
programmed to change values very frequently. A more likely application is to block 
off selected bands for scanning and to base selections of scan rate or step size on 
the lowest frequency. Computerized test systems could be programmed to calculate 
the step size for each step. For example, if 1 - 2 GHz were selected, the maximum 
step at 1.5 GHz would be: 0.0025 x 1.5 GHz = 3.75 MHz. Both automatic and 
manual scanning are permitted. 

The two primary areas of concern for frequency scanning for susceptibility testing are 
response times for EUTs to react to stimuli and how sharply the responses tune with 
frequency, normally expressed as quality factor (Q). Both of these items have been 
considered in the determination of the scan rates and step sizes in Table 501-6. The 
table entries are generally based on the assumption of a maximum EUT response 
time of three seconds and Q values of 10, 50, 100, 500, and 1000 (increasing values 
as frequency increases in Table 501-6). Since EUT responses are more likely to 
occur in approximately the 1 to 200 MHz range due to efficient cable coupling based 
on wavelength considerations, Q values have been increased somewhat to slow the 
scan and allow additional time for observation of EUT responses. More detailed 
discussions on these items follow. 
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The assumption of a maximum response time of three seconds is considered to be 
appropriate for a large percentage of possible cases. There are several 
considerations. While the electronics processing the interfering signal may respond 
quickly, the output display may take some time to react. Outputs that require 
mechanical motion such as metre movements or servo driven devices will generally 
take longer to show degradation effects than electronic displays such as video 
screens. Another concern is that some EUTs will only be in particularly susceptible 
states periodically. For example, sensors feeding information to a microprocessor 
are typically sampled at specific time intervals. It is important that the susceptibility 
stimuli be located at any critical frequencies when the sensor is sampled. The time 
intervals between steps and sweep rates in Table 501-5 may need to be modified for 
EUTs with unusually long response times. 

Some concern has been expressed on the susceptibility scan rates and the impact 
that they would have on the length of time required to conduct a susceptibility test. 
The criteria of Table 501-6 allow the susceptibility scan rate to be adjusted 
continually as the frequency is increased; however, as a practical matter, the rate 
would most likely only be changed once every octave or decade. As an example, 
Table 501-7 splits the frequency spectrum up into ranges corresponding to Table 
501-6 and frequency ranges of some of the requirements. Actual test times were 
measured in a laboratory allowing for settling time and levelling. The total test time to 
run NRS02 from 2 MHz to 18 GHz for a stepped scan is 168 minutes for one 
polarization. Similarly, an analogue scan would result in a total test time of 
approximately 100 minutes. These times are based on continuously calculating the 
next frequency using the present tuned frequency and the allowed step size. It must 
be emphasised that the scan speeds should be slowed down if the EUT response 
time or Q are more critical than those used to establish the values in Table 501-6. 
Note that the sweep times in the Table 501-7 should be used as programmed times 
for a scan. Maximum allowable step sizes must be used. If scanning techniques 
employing alternative calculations, such as using the step size at the beginning 
frequency of an octave for the entire octave, larger test times will result. 

Q is expressed as fo/BW where fo is the tuned frequency and BW is the width in 
frequency of the response at the 3 dB down points. For example, if a response 
occurred at 1 MHz at a susceptibility level of 1 volt and the same response required 
1.414 volts (3 dB higher in required drive) at 0.95 and 1.05 MHz, the Q would be 1 
MHz/(1.05 - 0.95 MHz) or 10. Q is primarily influenced by resonances in filters, 
interconnecting cabling, physical structure and cavities. The assumed Q values are 
based on observations from various types of testing. The step sizes in Table 501-5 
are one half of the 3 dB bandwidths of the assumed value of Q ensuring that test 
frequencies will lie within the resonant responses. 
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Frequency Range Maximum Step Size 
Actual Scan Time 
(minutes) 

30 Hz – 150 kHz 0.05 fo 16 

150 kHz– 1 MHz 0.05 fo 4 

1 MHz – 2 MHz 0.01 fo 5 

2 MHz – 30 MHz 0.01 fo 20 

30 MHz – 1 GHz 0.005 fo 54 

1 GHz – 18 GHz 0.0025 fo 94 

18 GHz – 40 GHz 0.0025 fo 28 

Table 501-7  Susceptibility Testing Times 

Below approximately 200 MHz, the predominant contributors are cable and interface 
filter resonances. There is loading associated with these resonances, which 
dampens the responses and limits most values of Q to less than 50. Above 
200 MHz, structural resonances of enclosures and housings start playing a role and 
have higher values of Q due to less dampening. Above approximately 1 GHz, 
aperture coupling with excitation of cavities will be become dominant. Values of Q 
are dependent on frequency and on the amount of material contained in the cavity. 
Larger values of Q result when there is less material in the volume. A densely 
packaged electronics enclosure will exhibit significantly lower values of Q than an 
enclosure with a higher percentage of empty volume. Q is proportional to 
Volume / (Surface Area X Skin Depth). The value of Q also tends to increase with 
frequency, as the associated wavelength becomes smaller. EUT designs with 
unusual configurations that result in high Q characteristics may require that the scan 
rates and step sizes in Table 501-6 be decreased for valid testing. 

RF processing equipment presents a special case requiring unique treatment. 
Intentionally tuned circuits for processing RF can have very high values of Q. For 
example, a circuit operating at 1 GHz with a bandwidth of 100 kHz has a Q of 
1 GHz/100 kHz or 10,000. 

Automatic levelling used to stabilise the amplitude of a test signal for stepped scans 
may require longer dwell times than one second at discrete frequencies. The signal 
will take time to settle and any EUT responses during the levelling process should be 
ignored. 
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3.6.10.4.2 Modulation of Susceptibility Signals 

Susceptibility test signals for NCS07 and NRS02 shall be pulse modulated (on/off 
ratio of 40 dB minimum) at a 1 kHz rate with a 50% duty cycle. 

Discussion: Modulation is usually the effect that degrades EUT performance. The 
wavelengths of the RF signal cause efficient coupling to electrical cables and through 
apertures (at higher frequencies). Non-linearities in the circuit elements detect the 
modulation on the carrier. The circuits may then respond to the modulation 
depending upon detected levels, circuit bandpass characteristics, and processing 
features. 

Pulse modulation at a 1 kHz rate, 50% duty cycle, (alternately termed 1 kHz square 
wave modulation) is specified for several reasons. 1 kHz is within the bandpass of 
most analogue circuits such as audio or video. The fast rise and fall times of the 
pulse causes the signal to have significant harmonic content high in frequency and 
can be detrimental to digital circuits. Response of electronics has been associated 
with energy present and a square wave results in high average power. The 
modulation encompasses many signal modulations encountered in actual use. The 
square wave is a severe form of amplitude modulation used in communications and 
broadcasting. It also is a high duty cycle form of pulse modulation representative of 
radars. 

Care needs to be taken in implementing 1 kHz, 50% duty cycle, pulse modulation 
(on/off ratio of 40 dB) using some signal sources. Most, higher frequency signal 
sources have either internal pulse modulation or an external port for pulse 
modulation. This function switches the output on and off without affecting the 
amplitude of the unmodulated signal, provided that the strength of the modulation 
signal is adequate. For other signal sources, particularly at lower frequencies, the 
external amplitude modulation (AM) port needs to be driven to a minimum of 99 % 
depth of modulation (equivalent to 40 dB on/off ratio) to simulate pulse modulation. 
The output signal will essentially double in amplitude compared to an unmodulated 
signal for this type of input. Depending on the type of testing being performed and 
the technique of monitoring applied signals; this effect may or may not influence the 
results. Use of an AM port can be substantially more involved than using a pulse 
modulation port. The amplitude of the input signal directly influences the depth of 
modulation. There is a potential of exceeding 100% depth of modulation, which will 
result in signal distortion. Since the on/off ratio requirement is stringent, it is 
necessary to view the output signal on an oscilloscope to set the appropriate depth 
of modulation. Another complication is that the bandwidth of AM ports is usually less 
than pulse ports. Driving the port with a pulse shape may result in difficulty in setting 
the source for a minimum of 99%. 
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Worst-case modulation may not be related to modulations seen in actual use or may 
be very, specialised. The most typical modulations used below approximately 
400 MHz have been amplitude modulation at either 400 or 1000 Hz (30 to 80%) or 
pulse modulation, 50% duty cycle, at 400 or 1000 Hz. These same modulations have 
been used above 400 MHz together with pulse modulation at various pulse widths 
and pulse repetition frequencies. Continuous wave (CW - no modulation) has also 
occasionally been used. CW typically produces a detected DC level in the circuitry 
and affects certain types of circuits. In general, experience has shown that 
modulation is more likely to cause degradation. CW should be included as an 
additional requirement when assessing circuits that respond only to heat such as 
electro explosive devices. CW should not normally be used as the only condition. 

Consideration should be given to applying a secondary 1 Hz modulation (where the 
normal 1 kHz square wave modulated waveform is completely turned on and off 
every 500 milliseconds) for certain subsystems with low frequency response 
characteristics, such as aircraft flight control subsystems. This modulation simulates 
characteristics of some transmitters such as HF radios in single sideband operation 
(no carrier), where a transmitted voice signal, will cause the RF to be present only 
when a word is spoken. The dilemma with using this modulation is that the potential 
response of some subsystems may be enhanced, while others may be less 
responsive. In the latter case, the 500 millisecond off period allows the subsystem to 
recover from effects introduced during the “on” period. 

3.6.10.4.3 Thresholds of Susceptibility 

Susceptibilities and anomalies that are not in conformance with contractual 
requirements are not acceptable. However, all susceptibilities and anomalies 
observed during conduct of the test need to be documented. When susceptibility 
indications are noted in EUT operation, a threshold level shall be determined where 
the susceptible condition is no longer present. Thresholds of susceptibility shall be 
determined as follows and described in the EMITR: 

a. When a susceptibility condition is detected, reduce the interference signal 
until the EUT recovers. 

Reduce the interference signal by an additional 6 dB. 

Gradually increase the interference signal until the susceptibility condition 
reoccurs. The resulting level is the threshold of susceptibility. 

Record this level, frequency range of occurrence, frequency and level of 
greatest susceptibility, and other test parameters, as applicable. 
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Discussion: It is usually necessary to test at levels above the limits to ensure that 
the test signal is at least at the required level. Determination of a threshold of 
susceptibility is necessary when degradation or anomalies is present to assess 
whether requirements are met. This information should be included in the EMITR. 
Threshold levels below limits are unacceptable. 

The specified steps to determine thresholds of susceptibility standardise a particular 
technique. An alternative procedure sometimes utilised in the past was to use the 
value of the applied signal where the EUT recovers (step a above) as the threshold. 
Hysteresis type effects are often present where different values are obtained for the 
two procedures. 

Distortion of sinusoidal susceptibility signals caused by non-linear effects in power 
amplifiers can lead to erroneous interpretation of results. When distortion is present, 
the EUT may actually respond to a harmonic of the intended susceptibility frequency, 
where the required limit may be lower. When frequency selective receivers are used 
to monitor the injected level, distortion itself does not prevent a valid susceptibility 
signal level from being verified at the intended frequency. However, harmonic levels 
should be checked when susceptibility is present to determine if they are influencing 
the results. When broadband sensors are being used such as in portions of NRS02, 
distortion can result in the sensor incorrectly displaying the required signal level at 
the intended frequency. In this case, distortion needs to be controlled such that 
correct levels are measured. 

3.6.10.4.4 Susceptibility of EUT Input Power Filters 

Conducted emission test NCE01 or NCE05 must be performed prior to performing 
transient tests NCS10 and NCS11 to obtain a baseline measurement. On completion 
of transient tests NCS10 and NCS11 conducted emission test NCE01 or NCE05 
shall be repeated. This is to confirm no damaged has been sustained by the EUT 
power line filters. 

Discussion: Comparison of emission profiles before and after transient testing 
shall be performed. This shall determine whether any damage to the EUT occurred 
during application of the transients, i.e. Filtering or other component damage. Should 
any significant changes in emission profile be evident then a FAIL result shall be 
recorded for this test even if the emission profile has been reduced due to the 
application of the transient. 

The conducted emission assessment is not intended to show compliance against the 
NCE01 or NCE05 limits but is used solely to compare the ‘before’ and ‘after’ 
emission profiles. 

If test NCE01 or NCE05 has been performed as part of the trial prior to the transient 
tests then these results are acceptable to use as a baseline. 
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3.6.11 Calibration of Measuring Equipment 

Test equipment and accessories required for measurement in accordance with this 
standard shall be calibrated in accordance with International Standards. In particular, 
measurement antennas, current probes, field sensors, and other devices used in the 
measurement loop shall be calibrated at least every 2 years unless otherwise 
specified by the procuring activity, or when damage is apparent. 

Discussion: Calibration is typically required for any measurement device whose 
characteristics are not verified through use of another calibrated item during testing. 
For example, it is not possible during testing to determine whether an antenna used 
to measure radiated emissions is exhibiting correct gain characteristics. Therefore, 
these antennas require periodic calibration. Conversely, a power amplifier used 
during radiated susceptibility testing often will not require gain calibration since 
application of the proper signal level is verified through the use of a separate 
calibrated field sensing device. However, for this type of equipment what it should be 
measured and limited is the harmonic content due to normally the field sensing 
devices used for field calibrations are broadband equipment. This parameter should 
be maintained below -15 dBc. In such applications in which that figure cannot be 
achieved, care must be taken to ensure that the E-field sensor is indicating the field 
from the fundamental and not form the harmonics. 

3.6.11.1 Measurement System Test 

At the start of each emission test, the complete test system (including measurement 
receivers, cables, attenuators, couplers, and so forth) shall be verified by injecting a 
known signal, as stated in the individual test procedure, while monitoring system 
output for the proper indication. When the emission test involves an uninterrupted set 
of repeated measurements (such as evaluating different operating modes of the 
EUT) using the same measurement equipment, the measurement system test needs 
to be accomplished only one time. 

Discussion: The end-to-end system check prior to emission testing is valuable in 
demonstrating that the overall measurement system is working properly. It evaluates 
many factors including proper implementation of transducer factors and cable 
attenuation, general condition and setting of the measurement receiver, damaged RF 
cables or attenuators, and proper operation of software. Details on implementation 
are included in the individual test procedures. 

3.6.11.2 Antenna Factors 

Factors for test antennas shall be determined in accordance with SAE ARP-958 
Ref [15] or other acceptable test methods. 

Discussion: Ref [15] provides a standard basis for determining antenna factors 
emission testing. A caution needs to be observed in trying to apply these factors in 
applications other than EMI testing. The two antenna technique for antennas such as 
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the biconical and double ridge horns is based on far field assumptions, which are not 
met over much of the frequency range. Although the factors produce standardised 
results, the true value of the electric field is not necessarily being provided through 
the use of the factor. Different measuring sensors need to be used when the true 
electric field must be known. 

3.7 Detailed Test Methods Requirements 

This clause specifies detailed emissions and susceptibility requirements and the 
associated test procedures. General test procedures are included in the following 
sub-clauses. 

3.8 Units of Frequency Domain Measurements 

All frequency domain limits are expressed in terms of equivalent Root Mean Square 
(RMS) value of a sine wave as would be indicated by the output of a measurement 

receiver using peak envelope detection (see Clause 3.6.10.1). 

Discussion: A detailed discussion is provided on peak envelope detection in 

Clause 3.6.10.1. A summary of output of the detector for several input waveforms is 
as follows. For an unmodulated sine wave, the output simply corresponds to the 
RMS value of the sine wave. For a modulated sine wave, the output is the RMS 
value of an unmodulated sine wave with the same absolute peak value. For a signal 
with a bandwidth greater than the bandwidth of the measurement receiver, the output 
is the RMS value of an unmodulated sine wave with the same absolute peak value 
as the waveform developed in the receiver bandpass. 

3.9 Emission and Susceptibility Requirements, Limits, and Test Procedures 

Individual emission or susceptibility requirements and their associated limits and test 
procedures are grouped together in the following sub clauses. The applicable 
frequency range and limit of many emission and susceptibility requirements varies 
depending on the particular platform or installation. The test procedures included in 
this section are valid for the entire frequency range specified in the procedure; 
however, testing only needs to be performed over the frequency range specified for 
the particular platform or installation. 

Discussion: In the test methods of this category, the test procedures for individual 
requirements follow directly after the applicability and limit statements. The 
discussion for the individual requirements is separated into these two areas. 

3.9.1 NCE01, Conducted Emissions, Power Leads, 30 Hz to 10 kHz 

Applicability and Limits: The requirements are applicable to leads that obtain 
power from sources that are not part of the EUT. There is no requirement on output 
leads from power sources. 
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This test need not be performed if test method NCE05 is being performed. See 

Clause 2.7 in conjunction with Applicability Table 501-2. 

The limits are in terms of current because of the difficulty in controlling the power 
source impedance in test facilities at lower frequencies. This type of control would be 
necessary to specify the limits in terms of voltage. Emission current levels will be 
somewhat independent of power source impedance variations as long as the 
impedance of the emission source is large relative to the power source impedance. 

For surface ships and submarines, the intent of this requirement is to control the 
effects of conducted emissions peculiar to the shipboard power distribution system. 
Harmonic line currents are limited for each electrical load connected to the power 
distribution system. 

The surface ship and submarine power distribution system (ship's primary power) 
supplied by the ship's alternators is 440 VAC, 60 Hz, 3-phase, 3-wire, ungrounded. 
Although ship's primary power is ungrounded, there exists a virtual alternating 
current (AC) ground at each electrical load due to capacitance to chassis. The 
unbalance between the virtual grounds at each electrical load causes AC currents to 
flow in the hull of the submarine. These hull currents can degrade the performance 
of electronic equipment, upset ground detectors, and counteract degaussing. 

Hull currents are controlled by limiting the amplitude of harmonic currents conducted 
on the power distribution system wiring for each electrical load. The limit is based on 
maintaining total harmonic voltage distortion of the ship power distribution system 
within 5% of the supply voltage with the contribution from any single harmonic being 
less than 3%. In addition to the hull current concern, total harmonic distortion of the 
supply voltage waveform greater than 5% is above the tolerance of most electronic 
equipment, induction motors, magnetic devices, and measuring devices. 

For air the primary concern is to ensure that the EUT does not corrupt the power 
quality (allowable voltage distortion) on the power buses present on the platform. In 
the case of aircraft using anti-submarine warfare (ASW) equipment it is the 
unacceptable levels of emission currents in the frequency range of this test that 
would limit the detection and processing capabilities of the Magnetic Anomaly 
Detection (MAD) and Acoustic Sensor systems. 

The MAD systems must be able to isolate a magnetic disturbance in the earth's 
magnetic field of less than one part in 50,000. In present aircraft, the full sensitivity of 
the MAD systems is not available due to interference produced by onboard 
equipment.  Low frequency interference effects in the 30 Hz to 10 kHz can be a 
problem for Acoustic Sensor systems. 

Possible tailoring of the requirements by the procuring activity is to impose the 
requirement if sensitive receivers operating in the frequency range of the requirement 
are to be installed on a platform or to modify the limit based on the particular 
characteristics of the power system onboard the platform. 
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Test Procedures:  Emission levels are determined by measuring the current 
present on each power lead.  The LISNs will have little influence on the results of this 
testing. The circuit characteristics of the LISN will help stabilise measurements near 
10 kHz; however, the LISN parameters will not be significant over most of the 
frequency range of the test. 

Current is measured because of the low impedances present over most of the 
frequency range of the test. Current levels will be somewhat independent of power 
source impedance variations as long as the impedance of the emission source is 
significant in relation to the power source impedance. However, at frequencies where 
the shielded room filters in the test facility resonate (generally between 1 and 10 
kHz), influences on measured currents can be expected. 

During the measurement system check, the signal generator may need to be 
supplemented with a power amplifier to obtain the necessary current 6 dB below the 
applicable limit. 

The value of the resistor “R” in Figure NCE01-5 is not specified because a particular 
value is not critical. Whatever value is convenient for measurement and possible 
matching of the signal generator can be used. 

A possible alternative measurement tool in this frequency range is a wave analyser 
using a Fast Fourier Transform algorithm. Use of this type of instrumentation 
requires specific approval by the procuring activity. 

3.9.2 NCE02, Conducted Emissions, Power Leads, 10 kHz to 10 MHz 

Applicability and Limits: The requirements are applicable to leads that obtain 
power from sources that are not part of the EUT. There is no requirement on output 
leads from power sources. 

The basic concept in the lower frequency portion of the requirement is to ensure that 
the EUT does not corrupt the power quality (allowable voltage distortion) on the 
power buses present on the platform. 

Since power quality standards govern allowable distortion on output power, there is 
no need for separate EMI requirements on output leads. The output power leads are 
treated no differently than any other electrical interface. This category of the 
standard does not directly control the spectral content of signals present on electrical 
interfaces. Waveform definitions and distortion limits are specified in documents 
such as interface control documents. In the case of output power, the quality of the 
power must be specified over an appropriate frequency range so that the user of the 
power can properly design for its characteristics. This situation is true whether the 
power source is a primary source such as 115 V, 400 Hz, or a + 15 V DC low current 
supply.  

A significant indirect control on spectral content exists in the NRE02 limits which 
essentially require that appropriate waveform control and signal transmission 
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techniques be used to prevent unacceptable radiation (see discussion on NCE02 
limit placement and NRE02 relationship below). 

Since voltage distortion is the basis for establishing power quality requirements, the 
NCE02 limit is in terms of voltage. The use of a, standardised line impedance over 
the frequency range of this test provides for the convenient measurement of the 
voltage as developed across this impedance. 

At higher frequencies, the NCE02 limit serves as a separate control from NRE02 on 
potential radiation from power leads that may couple into sensitive antenna-
connected receivers. The NCE02 limits have been placed to ensure that there is no 
conflict with the NRE02 limit. Emissions at the NCE02 limit should not radiate above 
the NRE02 limit. Laboratory experiments on coupling from a 2.5 metre power lead 
connected to a line impedance stabilisation network have shown that the electric field 
detected by the NRE02 rod antenna is flat with frequency up to approximately 10 

MHz and is approximately equal to (x-40) dBV/m, where “x” is the voltage 

expressed in dBV. For example, if there is a signal level of 60 dBV on the lead, the 

detected electric field level is approximately, 20 dBV/m. 

Tailoring of the requirements in contractual documents may be desirable by the 
procuring activity. Adjusting the limit line to more closely emulate a spectral curve for 
a particular power quality standard is one possibility. Contributions from multiple 
interference sources need to be considered as noted above. If antenna-connected 
receivers are not present on the platform at the higher frequencies, tailoring of the 
upper frequency of the requirement is another possibility. The requirement is limited 
to an upper frequency of 10 MHz due to the allowable 2.5 metre length of power lead 
in the test set-up approaching resonance. Any conducted measurements become 
less meaningful above this frequency. If tailoring is done to impose the requirement 
at higher frequencies, the test set-up should be modified for NCE02 to shorten the 
allowable length of the power leads. 

Test Procedures:  Emission levels are determined by measuring the voltage 
present at the output port on the 50 µH LISN. 

The power source impedance control provided by the LISN is a critical element of 
this test. This control is imposed due to wide variances in characteristics of shielded 
room filters and power line impedances among various test agencies and to provide 
repeatability through standardisation. The LISN standardises this impedance. The 
impedance present at the EUT electrical interface is influenced by the circuit 
characteristics of the power lead wires to the LISNs. The predominant characteristic 
is inductance. The impedance starts to deviate noticeably at approximately 1 MHz 

where the lead inductance is about 13 . 

A correction factor must be included in the data reduction to account for the 20 dB 
attenuator and for voltage drops across the coupling capacitor. This capacitor is in 

series with a parallel combination of the 50  measurement receiver and the 1 k 
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resistor in the 50 µH LISN. The two parallel resistances are equivalent to 47.6 . The 
correction factor equals: 

20 log10 (1 + 5.60x10-9f2)1/2 / (7.48x10-5f) 

Where f is the frequency of interest expressed in Hz. This equation is plotted in 
Figure 501-13. The correction factor is 4.45 dB at 10 kHz and drops rapidly with 
frequency. 

The upper measurement frequency is limited to 10 MHz because of resonance 
conditions with respect to the length of the power leads between the EUT and 50 µH 

LISN. As noted in Clause 3.6.8.6.2, these leads are between 2.0 and 2.5 metres 
long. Laboratory experimentation and theory show a quarter-wave resonance close 
to 25 MHz for a 2.5 metre lead. In the laboratory experiment, the impedance of the 

power lead starts to rise significantly at 10 MHz and peaks at several thousand  at 
approximately 25 MHz. Voltage measurements at the 50 µH LISN become largely 
irrelevant above 10 MHz. 

The 0.25 µF coupling capacitor in the 50 µH LISN allows approximately 3.6 volts to 

be developed across the 50  termination on the signal port for 115 volt, 400 Hz, 
power sources. The 20 dB attenuator is specified in the test procedure to protect the 
measurement receiver and to prevent overload. Sources of 60 Hz pose less of a 
concern. 

An oscilloscope is necessary for the measurement system check in Figure NCE02-1 
to ensure that the actual applied voltage is measured accurately at 10 kHz and 

100 kHz and maintains a sinusoidal shape. The 50 µH LISN presents a 50  load 

impedance to a 50  signal generator only for frequencies of approximately 300 kHz 

or higher (see Figures 501-9 and 501-10). Since a 50  signal generator is 

essentially an ideal voltage source in series with 50 , the amplitude display setting 
of the generator is correct only when it is terminated in a matched impedance of 

50 . Under this condition the voltage splits between the two 50  resistances. If the 
output is measured directly with a high impedance instrument, such as an 
oscilloscope, the indicated voltage is twice the amplitude setting. The load seen by 
the signal generator varies with frequency and the voltage at the 50 µH LISN will also 
vary. 

An area of concern for this test procedure is the potential to overload the 
measurement receiver due to the line voltage at the power frequency. Overload 

precautions are discussed in Clause 3.6.7.3. When an overload condition is 
predicted or encountered, a rejection filter can be used to attenuate the power 
frequency. A correction factor must be then included in the emission data to account 
for the filter loss with respect to frequency. 
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Figure 501-13 Correction Factor for 50 µH LISN Coupling Capacitor 

 

3.9.3 NCE03, Conducted Emissions, Antenna Terminal, 10 kHz to 40 GHz 

Applicability and Limits: The requirement is applicable for transmitters, receivers 
and amplifiers. The basic concern is to protect antenna-connected receivers both on 
and off the platform from being degraded due to radiated interference from the 
antenna associated with the EUT. The limit for transmitters in the transmit mode is 
placed primarily at levels which are considered to be reasonably obtainable for most 
types of equipment. Suppression levels that are required to eliminate all potential 
electromagnetic compatibility situations are often much more severe and could result 
in significant design penalties. The limit for receivers and transmitters in standby is 
placed at a level that provides reasonable assurance of compatibility with other 
equipment. Common requirements are specified for all applications since the 
concerns are the same for all platforms. 

As an example of an antenna coupling situation, consider a 10 watt VHF-AM 
transmitter operating at 150 MHz and a UHF-AM receiver with a sensitivity of 
-100 dBm tuned to 300 MHz with isotropic antennas located 10 metres apart. The 
requirement is that the transmitter second harmonic at 300 MHz must be down 
50 + 10 log 10 = 60 dB. 
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The free space loss equation 

PR/PT = (2GTGR)/(4R)2 

indicates an isolation of 42 dB between the two antennas for the following conditions: 

PR = Received Power GR = Receive Antenna Gain = 1 

PT = Transmitted Power GT = Transmitter Antenna Gain = 1 

 = Wavelength = 1 metre 

R = Distance between Antennas = 10 metres 

A second harmonic at the limit would be 60 + 42 = 102 dB down at the receiver 
102 dB below 10 Watts (40 dBm) is -62 dBm, which is still 38 dB above the receiver 
sensitivity. The level that is actually required not to cause any degradation in the 
receiver is -123 dBm. This value results because the worst-case situation occurs 
when the interfering signal is competing with the sidebands of the intentional signal 
with a, signal amplitude at the receiver sensitivity. For a standard tone of 30% AM 
used to verify sensitivity, the sidebands are 13 dB down from the carrier and a 10 dB 
signal-to-noise ratio is normally specified. To avoid problems, the interfering signal 
must, therefore, be 13 + 10 = 23 dB below -100 dBm or -123 dBm. This criterion 
would require the second harmonic to be 121 dB down from the transmitter carrier 
that could be a difficult task. Harmonic relationships can sometimes be addressed 
through frequency management actions to avoid problems. 

Assessing the 34 dBV (-73 dBm) requirement for standby, the level at the receiver 
would be 115 dBm, which could cause some minimal degradation in the presence of 
a marginal intentional signal. 

Greater antenna separation or antenna placement not involving direct line of sight 
would improve the situation. Also, the VHF antenna may be poorer than isotropic in 
the UHF band. NCE03 does not take into account any suppression associated with 
frequency response characteristics of antennas; however, the results of the case 
cited are not unusual. NRE03, which is a radiated emission control on spurious and 
harmonic outputs, includes assessment of antenna characteristics. 

Since the free space loss equation indicates that isolation is proportional to the 
wavelength squared, isolation values improve rapidly as frequency increases. Also, 
antennas are generally more directional in the GHz region and receivers tend to be 
less sensitive due to larger bandwidths. 
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The procuring activity may consider tailoring contractual documents by establishing 
suppression levels based on antenna-to-antenna coupling studies on the particular 
platform where the equipment will be used. Another area could be relaxation of 
requirements for high power transmitters. The standard suppression levels may 
result in significant design penalties. For example, filtering for a 10,000 W HF 
transmitter may be excessively heavy and substantially attenuate the fundamental 
frequency.  Engineering trade-offs may be necessary. 

Test Procedures:  Since the test procedures measure emissions present on a 
controlled impedance, shielded, transmission line, the measurement results should 
be largely independent of the test set-up configuration. Therefore, it is not necessary 
to maintain the basic test set-up described in the main body of this category of the 
standard. 

The NCE03 procedure uses a direct coupled technique and does not consider the 
effect that the antenna system characteristics will have on actual radiated levels. 

The selection of modulation for transmitters and frequency, input power levels, and 
modulation for amplifiers can influence the results. The procedure requires that 
parameters that produce the worst-case emission spectrum be used. The most 
complicated modulation will typically produce the worst-case spectrum. The highest 
allowable drive level for amplifiers usually produces the worst harmonics and 
spurious outputs. However, some amplifiers with automatic gain controls may 
produce higher distortion with drive signals set to the lowest allowable input due to 
the amplifier producing the highest gain levels. The details of the analysis on the 
selection of test parameters shall be included in the EMITP. 

Figure NCE03-3 is used for receivers and transmitters in the stand-by mode. The 
purpose of the attenuator pad in Figure NCE03-3 is to establish a low VSWR for 
more accurate measurements. Its nominal value is 10 dB, but it can be smaller, if 
necessary, to maintain measurement sensitivity. 

The set-up in Figure NCE03-1 is used for low power transmitters in which the highest 
intentionally generated frequency does not exceed 40 GHz. The attenuator pad 
should be approximately 20 dB or large enough to reduce the output level of the 
transmitter sufficiently so that it does not damage or overload the measurement 
receiver. The rejection network in the figure is tuned to the fundamental frequency of 
the EUT and is intended to reduce the transmitter power to a level that will not 
desensitize or induce spurious responses in the measurement receiver. Both the 
rejection network and RF pad losses must be adjusted to maintain adequate 
measurement system sensitivity. The total power reaching the measurement receiver 
input should not exceed the maximum allowable level specified by the manufacturer. 
All rejection and filter networks must be calibrated over the frequency range of 
measurement. 
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The set-up of Figure NCE03-2 is for transmitters with high average power. For 
transmitters with an integral antenna, it is usually necessary to measure the spurious 
emissions by the radiated procedures of NRE03. 

Some caution needs to be exercised in applying Table 501-4. For spurious and 
harmonic emissions of equipment in the transmit mode, it is generally desirable for 
the measurement receiver bandwidth to be sufficiently large to include at least 90% 
of the power of the signal present at a tuned frequency. This condition is required if a 
comparison is being made to a power requirement in a specification. Spurious and 
harmonic outputs generally have the same modulation characteristics as the 
fundamental. Since this procedure measures relative levels of spurious and 
harmonic signal with respect to the fundamental, it is not necessary for the 
measurement receiver to meet the above receiver bandwidth to signal bandwidth 
criterion. However, if the measurement receiver bandwidth does not meet the 
criterion and spurious and harmonic outputs are located in frequency ranges where 
this standard specifies a bandwidth different than that used for the fundamental. 
Then the measurement receiver bandwidth should be changed to that used at the 
fundamental to obtain a proper measurement. 

For EUTs having waveguide transmission lines, the measurement receiver needs to 
be coupled to the waveguide by a waveguide to coaxial transition. Since the 
waveguide acts as a high-pass filter, measurements are not necessary at 
frequencies less than 0.8 fco, where fco is the waveguide cut-off frequency. 

3.9.4 NCE04, Conducted Emissions, Exported Transients on Power Leads 

Applicability and Limits: Where specified by the procuring authority NCE04 shall 
be performed on AC & DC primary power cables, which interface with the platform 
power supply. 

Contactor switching transients are generated by switching the EUT on and off using 
an external supply contactor of the type to be used in its final installation. If the 
contactor type is not known or unavailable, then an alternative of suitable type and 
current rating may be used. 

Functional switching transients are generated by switching the EUT on and off using 
the power switch on the EUT, if fitted. Additionally, functional switching transients 
may be generated by operation of the EUT, i.e. while operating the EUT over its 
normal operating sequence and exercising the EUT through its full range of 
functions. 

Test Procedures: The purpose of this test is to measure the amplitude and 
duration of transients appearing on primary power lines caused by the normal 
operation of the EUT and also as a result of switching on and off the power supply to 
the EUT. These transient emissions may couple via conduction and radiation from 
the power lines to other potentially susceptible equipment in the actual installation. 
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For AC supplies, a twin ‘T’ notch filter may be used to filter the power supply 
frequency. With the power frequency filtered, any transients shown on the 
oscilloscope are relative to the AC waveform when measured between the transient 
peak and the oscilloscope’s reference level. 

The accurate measurement of transient amplitude in conducting this test may 
sometimes be prejudiced by the high amplitude response at the power supply 
frequency. The following describes the design of a twin-T filter, tuned to the supply 
frequency, which is connected at the oscilloscope input, in tandem with a voltage 
probe, which attenuates the power supply frequency response by at least 30 dB. 

Figure 501-14 shows a typical x10 voltage probe connected via a twin-T filter to an 
oscilloscope. For simplicity, the additional components necessary to ensure broad-
band performance are not shown. Typical component values for the probe and 

oscilloscope are Z  = 9 M and Z0 = 1 M, giving a x10 attenuation. For probes with 
both series and shunt resistances Z1 should be calculated as the output impedance 
of the probe. 

Given the impedances of the probe and oscilloscope combination to be used, the 
component values of the twin-T network may now be calculated for the chosen 
power frequency f0. To ensure symmetry of the twin-T response at frequencies, well 
above and below f0. 

Let R = (2Z1Z0)  and  2R = 2(2Z1Z0) 

To locate the notch frequency at f0 let 0 = 2f0  then C = 1/R0  and 2C = 2/R0 

The use of 1% tolerance components, in series and parallel combinations to achieve 
the calculated values, is usually satisfactory. The filter components should be 
installed in a screened box with short connections between them. 

Note that the overall attenuation from probe input to oscilloscope input, at 
frequencies well above the notch frequency is: 

A = Z0/(Z1+2R+Z0) 

rather than: 

Z0/(Z1+Z0) without the filter. 

For a x10 probe and a notch frequency of 50 Hz the probe attenuation without the 
filter is 20 dB while with the filter it is 25.3 dB at all frequencies except in the vicinity 
of the notch frequency. The attenuation exceeds 35 dB between 30 Hz and 82 Hz 

and exceeds 55 dB within  5% of the notch frequency. 
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It will be necessary to calibrate the attenuation of the probe/filter/oscilloscope 
combination over the required frequency range to check that the notch frequency has 
been sufficiently centred on the power frequency and the attenuation away from the 
notch frequency is constant near the design value. This attenuation value will be 
used to determine the true transient amplitude. At this stage it may be necessary to 
optimise the broad-band performance of the probe using the adjustments provided in 
the probe and then re-calibrate. 

Alternatively, a fast acquisition digital oscilloscope may be used to store the data. 
Although the power supply frequency is not filtered, measurement of all transient 
types can be made with reference to the AC waveform. This is achieved by reducing 
the timebase, effectively zooming in on the transient using the data stored within the 
oscilloscope. 

It should be noted that different limits may apply for systems operating at power line 
frequencies or voltages other than those specified in this section. In these cases the 
Procuring Authority may adjust the limits accordingly. 

Prior to performing the test the contactor shall be validated. To ascertain that 
transient levels consistent with contact bounce do not mask those caused by the 
EUT, the test house shall ensure that the contactor meets the following validation. 
The set up shall be based on that given in Figures NCE04-2 and NCE04-3. The 

difference being resistive load substitutes the EUT with a 10F capacitor on each 
lead to the ground plane and the oscilloscope probes connected directly onto either 
side of the contactor. The value of the load shall be such that the same current is 
drawn from the power source as when the EUT is connected. 

Z
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Figure 501-14 Basic Circuit for NCE04 Probe/Filter/Oscilloscope Combination 
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3.9.5 NCE05, Conducted Emission, Power, Signal and Control Leads, 30 Hz 

to 150 MHz 

Applicability and Limits: This requirement is applicable to all power, signal and 
control leads connected to a EUT that are greater than 1 m in length. Particular 
attention should be given to leads that are installed in the same conduit, trunking or 
cable bundles as those of other systems fitted to the same platform where cross 
coupling can readily occur. Where internal EUT cables interface between different 
component parts of the EUT only and no part of the installation is closer than 15 cm 
to external cabling then these may be excluded from this test. 

Where fibre optic cables that have a protective conducting sheaf, are used within an 
installation, they may also be subject to this test if run in close proximity to other 
cable harnesses or interference sources. 

This requirement is also applicable for power leads, including returns that obtain 
power from other sources not part of the EUT within the Land, Sea and Air 
operational environments. 

For AC applications, this requirement is applicable starting at the second harmonic of 
the EUT power frequency. 

This requirement is performed to control the levels of conducted interference 
appearing on EUT cabling which could couple to adjacent cabling from other 
systems installed on the same platform. 

Reference shall be made to the Applicability Table 501-2 before subjecting the EUT 
to this test method. Where some procuring authorities require testing to a higher 
frequency than normally covered by Test Method NCE02 then Test Method NCE05 
should be used. If Test Method NCE05 is performed on the input power leads of a 
EUT then it is permissible to omit Test Methods NCE01 and NCE02 testing. 

Test Procedures:  During application of this test the 5 µH LISN must be used 
throughout as its impedance characteristic remains more stable at higher 
frequencies than that of the 50 µH LISN used in other test procedures. 

When using current probes care should be taken to make sure that the cable under 
test passes through the centre of the internal aperture so that measurements are 
more repeatable. This can most easily be achieved with the use of a former of some 
kind that holds the cable in place. When placing current probes on cabling minimise 
the effect of neighbouring cable harnesses on the measurement by maintaining the 
maximum separation distance to them. 

Current probes should be positioned at a point 5 cm from each LISN terminal stud on 
each power lead tested. Supplies and their returns should be tested separately 
(common mode) and not as pairs (differential mode). Current probes should be 
positioned 5 cm from the EUT connector back shell of each signal and control lead 
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being tested. Where signal or control leads are longer than 2 m then testing is 
required at both ends of the cable at frequencies above 30 MHz. 

Ambient measurements are made on power leads prior to EUT testing with the EUT 
replaced by a resistive load drawing the same steady state current. Ambient 
measurements on signal and control lines are performed at the same location as the 
EUT measurement but with the EUT switched off. All EUT exercising equipment 
must be fully functional and connected in circuit during all ambient measurements, 
although it is understood that in some circumstances full functionality may not be 
achievable due to required interaction with the EUT. Care should be taken not to 
introduce additional interference from exercising equipment and wherever possible 
this should be of a passive nature or filtered to minimise interference levels. 

For the purpose of the test the EUT should be powered and in its normal mode of 
operation throughout and some means of indication should be present to establish 
its correct operation. 

3.9.6 NCS01, Conducted Susceptibility, Power Leads, 30 Hz to 150 kHz 

Applicability and Limits: The requirement is applicable to power input leads that 
obtain power from other sources that are not part of the EUT. There is no 
requirement on power output leads. The basic concern is to ensure that equipment 
performance is not degraded from ripple voltages associated with allowable 
distortion of power source voltage waveforms. 

The required signal is applicable only to the high sides on the basis that the concern 
is developing a differential voltage across the power input leads to the EUT. The 
series injection technique in the test procedure results in the voltage dropping across 
the impedance of the EUT power input circuitry. The impedance of the power return 
wiring is normally insignificant with respect to the power input over most of the 
required frequency range. Common mode voltages evaluations are addressed by 
other susceptibility tests such as NCS07 and NRS02. Injection on a power return will 
result in the same differential voltage across the power input; however, it will result in 
a large voltage at the return connection to the EUT with respect to the ground plane, 
which is considered unrealistic. 

Similar to NCE02, the limits are based on a review of the power quality standards 
with emphasis toward the spectral content curves present in MIL-STD-704 Ref [16]. 
Rather than having a separate curve for each possible power source voltage, only 
two curves are specified. The voltage amplitude specified is approximately 6 dB 
above typical power quality limits, although the limit has been somewhat generalised 
to avoid complex curves. The margin between the limit and the power quality 
standard is necessary to allow for variations in performance between manufactured 
items. 

The difference between the limits for NCE02 and NCS01 of approximately 26 dB 
should not be viewed as a margin. The NCE02 limit is placed so that ripple voltages 
do not exceed that allowed by the power quality standards due to interference 



AECTP 500 

Category 501 
 

 3-66 Edition E Version 1  

   

   
 

contributions from multiple EUTs. Therefore, the power quality standard is the only 
valid basis of comparison. 

The primary tailoring consideration for the procuring activity for contractual 
documents is adjustment of the limit to follow more closely a particular power quality 
standard. 

Test Procedures: Since the applied voltage is coupled in series using a 
transformer, Kirchhoff's voltage law requires that the voltage appearing across the 
transformer output terminals must drop around the circuit loop formed by the EUT 
input and the power source impedance. The voltage level specified in the limit is 
measured across the EUT input because part of the transformer induced voltage can 
be expected to drop across the source impedance. 

Earlier EMI standards introduced a circuit for a phase shift network, which was 
intended to cancel out AC power waveforms and allow direct measurement of the 
ripple present across the EUT. While these devices very effectively cancel the power 
waveform, they return the incorrect value of the ripple and are not acceptable for 
use. The networks use the principle of inverting the phase of the input power 
waveform, adding it to the waveform (input power plus ripple) across the EUT, and 
presumably producing only the ripple as an output. For a clean power waveform, the 
network would perform properly. However, the portion of the ripple that drops across 
the power source impedance contaminates the waveform and gets recombined with 
the ripple across the EUT resulting in an incorrect value. 

Voltages will appear across the primary side of the injection transformer due to the 
EUT current load at the power frequency. Larger current loads will result in larger 
voltages and are the predominant concern. These voltages can cause potential 
problems with the power amplifier. The circuit arrangement in Figure 501-15 will 
substantially reduce this voltage and provide protection for the amplifier.  This effect 
is accomplished by using a dummy load equal to the EUT and wiring the additional 
transformer so that its induced voltage is equal to and 180 degrees out of phase with 
the induced voltage in the injection transformer. If possible, the dummy load should 
have the same power factor as the EUT. 

On initial turn on, DC-to-DC power switching converters can create large voltages on 
the primary side of the injection transformer that can damage the power amplifier. A 

precaution is to place a 5  resistor across the primary and to disconnect the 
transformer during initial turn on. 

The injected signal should be maintained as a sinusoid. Saturation of the power 
amplifier or coupling transformer may result in a distorted waveform. 

If the return side of power is not connected to the shielded room ground, the 
oscilloscope may need to be electrically “floated” using an isolation transformer to 
correctly measure the injected voltage resulting in a potential shock hazard. 
Differential probe amplifiers are available which will convert a differential 
measurement between the high side and an isolated ground to a single-ended 
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measurement where the measurement device can be grounded. These probes have 
an output that is suitable for measurement with either an oscilloscope or high 
impedance, frequency selective receiver (provided the receiver can tolerate the high 
input voltage). 
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Figure 501-15 NCS01 Power Amplifier Protection 

3.9.7 NCS02, Conducted Susceptibility, Control and Signal Leads, 30 Hz to 

50 kHz 

Applicability and Limits: The purpose of this test is to confirm that audio frequency 
currents which are likely to be flowing in cables adjacent to the EUT control and 
signal lines do not cause malfunction of the EUT. 

This test is applicable to all interconnecting or control and signals leads greater than 
1 metre in length connected to the EUT. Primary Power Lines which have been 
subject to NCS01 test are exempt from this test. Audio systems can be especially 
sensitive to this test 

The effective coupling between cables is dependent upon length and separation. 
Electromagnetic radiation is produced by conductors in which currents or voltages 

are changing. In the near field (i.e. at distances less than /2at the relevant 
frequency) the induction components are dominant but these components decrease 
rapidly with distance (proportional to 1/d2 or 1/d3 at a distance d). In the far field (i.e. 

at distances greater than /2) the radiation field, which varies as 1/d, is dominant. 

The limits for this test are representative of those typically found in most military 
installations and have been derived by empirical measurements. The procuring 
authority should give consideration to tailoring the limits at frequencies where high-
level ripple is expected. For the airside, the frequency range of the enhanced limit 
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(146dBµA), may need to be adjusted depending on the frequency range of the 
aircraft’s ac power system e.g. if the equipment is installed on aircraft whose primary 
power is variable over a frequency range of 350 Hz – 800 Hz then the enhanced limit 
should cover this band. 

Test Procedures:  The test wire shall be closely coupled to each cable form to be 
tested by wrapping an insulated current carry wire spiralling at a two turn per metre 
equally spaced and running the whole of the cable bundle to within 15 cm of each 
end connector. 

The test wire shall be energized with the specified current over the required 
frequency range and monitored by means of a suitable method and device (e.g. 
ammeter/test receiver, voltmeter/resistor, current probe etc.) capable of measuring 
up to 50 kHz. The cable bundle under test shall be mounted on 5 cm non-conducting 
spacers with respect to the ground plane. 

The test signal shall consist of an unmodulated carrier wave and shall be maintained 
at the test limit current across the test frequency range. 

Should malfunctions be found during the test the current shall be reduced until the 
threshold is established then recorded. 

3.9.8 NCS03, Conducted Susceptibility, Antenna Port, Intermodulation, 

15 kHz to 10 GHz 

Applicability and Limits: The intent of this requirement is to control the response of 
antenna-connected receiving subsystems to in-band signals resulting from potential 
intermodulation products of two signals outside of the intentional passband of the 
subsystem produced by non-linearities in the subsystem. The requirement can be 
applied to receivers, transceivers, amplifiers, and the like. Due to the wide diversity of 
subsystem designs being developed, the applicability of this type of requirement and 
appropriate limits need to be determined for each procurement. Also, requirements 
need to be specified that are consistent with the signal processing characteristics of 
the subsystem and the particular test procedures to be used to verify the 
requirement. 

One approach for determining levels required for the out-of-band signals is from an 
analysis of the electromagnetic environments present and characteristics of receiving 
antennas. However, levels calculated by this means will often place unreasonable 
design penalties on the receiver. For example, if an external environment of 200 V/m 
is imposed on a system, an isotropic antenna at 300 MHz will deliver 39 dBm to the 
receiver. This level represents a severe design requirement to many receivers. An 
alternative approach is to simply specify levels that are within the state-of-the-art for 
the particular receiver design. 
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This requirement is most applicable to fixed frequency, tuneable, superheterodyne 
receivers. Previous versions of this standard required normal system performance 
with the two out-of-band signals to be 66 dB above the level required to obtain the 
standard reference output for the receiver. One signal was raised to 80 dB above the 
reference in the 2 to 25 MHz and 200 to 400 MHz bands to account for transmissions 
from HF and UHF communication equipment. Maximum levels for both signals were 
limited to 10 dBm. As an example, conventional communication receivers commonly 
have sensitivities on the order of -100 dBm. For this case, the 66 dB above reference 
signal is at -34 dBm and the 80 dB above reference signal is at -20 dBm. Both are 
substantially below the 10 dBm maximum used in the past. 

For other types of receivers, application of this requirement is often less 
straightforward and care must be taken to ensure that any applied requirements are 
properly specified. Many receivers are designed to be interference or jam resistant 
and this feature may make application of this requirement difficult or inappropriate. 

One complicating factor is that one of the out-of-band signals typically is modulated 
with a waveform normally used by the receiver. For receivers that process a very 
specific modulation, the issue exists whether an out-of-band signal can reasonably 
be expected to contain that modulation. Another complicating factor is related to the 
potential intermodulation products resulting from two signals. Responses from 
intermodulation products can be predicted to occur when fo = mf1 + nf2 where fo is the 
operating frequency of the receiver, m and n are integers, and f1 and f2 are the out-
of-band signals. For receivers, which continuously change frequency (such as 
frequency agile or frequency hopping), the relationship will be true only for a portion 
of the operating time of the receiver, unless the out-band-signals are also 
continuously tuned or the receiver operating characteristics are modified for the 
purpose of evaluation. 

Test Procedures:  No test procedures are provided in this category of the standard 
for this requirement. Because of the large variety of receiver designs being 
developed, the requirements for the specific operational characteristics of a receiver 
must be established before meaningful test procedures can be developed. Only 
general testing techniques are discussed here. 

Intermodulation testing can be applied to a variety of receiving subsystems such as 
receivers, RF amplifiers, transceivers and transponders. 
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Several receiver front-end characteristics must be known for proper testing for 
intermodulation responses. These characteristics generally should be determined by 
test. The maximum signal input that the receiver can tolerate without overload needs 
to be known to ensure that the test levels are reasonable and that the test truly is 
evaluating intermodulation effects. The bandpass characteristics of the receiver are 
important for determining frequencies near the receiver fundamental fo that will be 
excluded from test. Requirements for this test are generally expressed in terms of a 
relative degree of rejection by specifying the difference in level between potentially 
interfering signals and the established sensitivity of the receiver under test. 
Therefore, determination of the sensitivity of the receiver is a key portion of the test. 

The basic concept with this test is to combine two out-of-band signals and apply 
them to the antenna port of the receiver while monitoring the receiver for an 
undesired response. One of the out-of-band signals is normally modulated with the 
modulation expected by the receiver. The second signal is normally continuous wave 
(CW). Figure 501-16 shows a general set-up for this test. 

For applications where the receiver would not provide an indication of interference 
without a receive signal being present, a third signal can be used at the fundamental. 
This arrangement may also be suitable for some receivers that process a very, 
specialised type of modulation, which would never be expected on an out-of-band 
signal. An option is for the two out-of-band signals to be CW for this application. 

The frequency of the two out-of-band signals should be set such that fo = 2f1 - f2 
where fo is the tuned frequency of the receiver and f1 and f2 are the frequencies of 
the signal sources. This equation represents a third order intermodulation product, 
which is the most common response observed in receivers. f1 and f2 should be swept 
or stepped over the desired frequency range while maintaining the relationship in the 
equation. It is important to verify that any responses noted during this test are due to 
intermodulation responses. Responses can result from simply lack of rejection to one 
of the applied signals or from harmonics of one of the signal sources. Turning off 
each signal source in turn and noting whether the response remains can 
demonstrate the source of the response. 

For receivers with front-end mixing and filtering in an antenna module, the test may 
need to be designed to be performed on a radiated basis. All signals would need to 
be radiated and assurances provided that any observed intermodulation products are 
due to the receiver and not caused by items in the test area. The EMITP would need 
to address antenna types, antenna locations, antenna polarisation and field 
measurement techniques. This test would probably need to be performed in an 
anechoic chamber. 
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For frequency hopping receivers, one possible approach is choose an fo within the 
hop set and set up the signals sources as described above. The performance of the 
receiver could then be evaluated as the receiver hops. If the frequency hopping 
receiver has a mode of operation using just one fixed frequency, this mode should 
also be tested. 

A common error made in performing this test procedure is attributing failures to the 
EUT, which are actually harmonics of the signal source or intermodulation products 
generated in the test set-up. Therefore, it is important to verify that the signals 
appearing at the EUT antenna port are only the intended signals through the use of a 
measurement receiver as shown in Figure 501-16. Damaged, corroded, and faulty 
components can cause signal distortion resulting in misleading results. Monitoring 
will also identify path losses caused by filters, attenuators, couplers, and cables. 

Typical data for this test procedure for the EMITR are the sensitivity of the receiver, 
the levels of the signal sources, frequency ranges swept, operating frequencies of 
the receivers, and frequencies and threshold levels associated with any responses. 
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Figure 501-16 NCS03 General Test Set-Up 
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3.9.9 NCS04, Conducted Susceptibility, Antenna Port Rejection of Undesired 

Signals 30 Hz to 20 GHz 

Applicability and Limits: The intent of this requirement is to control the response of 
antenna-connected receiving subsystems to signals outside of the intentional 
passband of the subsystem. The requirement can be applied to receivers, 
transceivers, amplifiers, and the like. Due to the wide diversity of subsystem designs 
being developed, the applicability of this type of requirement and appropriate limits 
need to be determined for each procurement. Also, requirements need to be 
specified that are consistent with the signal processing characteristics of the 
subsystem and the particular test procedures to be used to verify the requirement. 

One approach for determining levels required for the out-of-band signal can be 
determined from an analysis of the electromagnetic environments present and 
characteristics of receiving antennas. However, levels calculated by this means will 
often place unreasonable design penalties on the receiver. For example, if an 
external environment of 200 V/m is imposed on a system, an isotropic antenna at 
300 MHz will deliver 39 dBm to the receiver. This level represents a severe design 
requirement to many receivers. An alternative approach is to simply specify levels 
that are within the state-of-the-art for the particular receiver design. 

This requirement is most applicable to fixed frequency, tuneable, superheterodyne 
receivers. 

For other types of receivers, application of this requirement is often less 
straightforward and care must be taken to ensure that any applied requirements are 
properly specified. Many receivers are designed to be interference or jam resistant 
and this feature may make application of this requirement difficult or inappropriate. 

This requirement is usually specified using either one or two signals. With the one 
signal requirement, the signal is out-of-band to the receiver and is modulated with a 
waveform normally used by the receiver. No in-band signal is used. For receivers 
that process a very specific modulation, the issue exists whether an out-of-band 
signal can reasonably be expected to contain that modulation. An alternative is to 
specify the requirement for two signals. An in-band signal can be specified which 
contains the normal receiver modulation. The out-of-band signal can be modulated 
or unmodulated with the criterion being that no degradation in reception of the 
intentional signal is allowed. 

Test Procedures:  No test procedures are provided in this category of the standard 
for this requirement. Because of the large variety of receiver designs being 
developed, the requirements for the specific operational characteristics of a receiver 
must be established before meaningful test procedures can be developed. Only 
general testing techniques are discussed here. 

Front-end rejection testing can be applied to a variety of receiving subsystems such 
as receivers, RF amplifiers, transceivers, and transponders. 
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Several receiver front-end characteristics must be known for proper testing. These 
characteristics generally should be determined by test. The maximum signal input 
that the receiver can tolerate without overload needs to be known to ensure that the 
test levels are reasonable. The bandpass characteristics of the receiver are 
important for determining frequencies near the receiver fundamental that will be 
excluded from testing. Requirements for this test are often expressed in terms of a 
relative degree of rejection by specifying the difference in level between a potentially 
interfering signal and the established sensitivity of the receiver under test. Therefore, 
determination of the sensitivity of the receiver is a key portion of the test. 

The basic concept with this test procedure is to apply out-of-band signals to the 
antenna port of the receiver while monitoring the receiver for degradation. 
Figure 501-17 shows a general test set-up for this test. There are two common 
techniques used for performing this test using either one or two signal sources. For 
the one signal source procedure, the signal source is modulated with the modulation 
expected by the receiver. It is then swept over the appropriate frequency ranges 
while the receiver is monitored for unintended responses. With the two signal source 
procedure, a signal appropriately modulated for the receiver is applied at the tuned 
frequency of the receiver. The level of this signal is normally specified to be close to 
the sensitivity of the receiver. The second signal is unmodulated and is swept over 
the appropriate frequency ranges while the receiver is monitored for any change in 
its response to the intentional signal. 

The two signal source procedure is more appropriate for most receivers. The one 
signal source procedure may be more appropriate for receivers that search for a 
signal to capture since they may respond differently once a signal has been 
captured. Some receivers may need to be evaluated using both procedures to be 
completely characterised. 

For frequency hopping receivers, one possible approach is to use a one signal 
procedure as if the EUT did not have a tuned frequency (include frequency scanning 
across the hop set) to evaluate the jamming/interference resistance of the receiver. If 
a frequency hopping receiver has a mode of operation using just one fixed 
frequency, this mode should also be tested. 

For receivers with front-end mixing and filtering in an antenna module, the test may 
need to be designed to be performed on a radiated basis. All signals would need to 
be radiated and assurances provided that any observed responses are due to the 
receiver and not caused by items in the test area. The EMITP would need to address 
antenna types, antenna locations, antenna polarisation, and field measurement 
techniques. This test would probably need to be performed in an anechoic chamber. 
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A common error made in performing this test procedure is attributing failures to the 
EUT, which are actually harmonics or spurious outputs of the signal source. 
Therefore, it is important to verify that the signals appearing at the EUT antenna port 
are only the intended signals through the use of a measurement receiver as shown 
in Figure 501-17. Damaged, corroded, and faulty components can cause signal 
distortion resulting in misleading results. Monitoring will also identify path losses 
caused by filters, attenuators, couplers, and cables. 

Typical data for this test procedure for the EMITR are the sensitivity of the receiver, 
the levels of the signal sources, frequency ranges swept, operating frequencies of 
the receivers, degree of rejection (dB), and frequencies and threshold levels 
associated with any responses. 
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Figure 501-17 NCS04 General Test Set-Up 
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3.9.10 NCS05, Conducted Susceptibility, Antenna Port, Cross Modulation, 

30 Hz to 20 GHz 

Applicability and Limits: The intent of this requirement is to control the response of 
antenna-connected receiving subsystems to modulation being transferred from an 
out-of-band signal to an in-band signal. This effect results from a strong, out-of-band 
signal near the operating frequency of the receiver that modulates the gain in the 
front-end of the receiver and adds amplitude varying information to the desired 
signal. The requirement should be considered only for receivers, transceivers, 
amplifiers, and the like, which extract information from the amplitude modulation of a 
carrier. Due to the wide diversity of subsystem designs being developed, the 
applicability of this type of requirement and appropriate limits need to be determined 
for each procurement. Also, requirements need to be specified that are consistent 
with the signal processing characteristics of the subsystem and the particular test 
procedure to be used to verify the requirement. 

One approach for determining levels required for the out-of-band signal can be 
determined from an analysis of the electromagnetic environments present and 
characteristics of receiving antennas. However, levels calculated by this means will 
often place unreasonable design penalties on the receiver. For example, if an 
external environment of 200 V/m is imposed on a system, an isotropic antenna at 
300 MHz will deliver 39 dBm to the receiver. This level represents a severe design 
requirement to many receivers. An alternative approach is to simply specify levels 
that are within the state-of-the-art for the particular receiver design. 

This requirement is most applicable to fixed frequency, tuneable, superheterodyne 
receivers 

For other types of receivers, application of this requirement is often less 
straightforward and care must be taken to ensure that any applied requirements are 
properly specified. Many receivers are designed to be interference or jam resistant 
and this feature may make application of this requirement difficult or inappropriate. 

One complicating factor is that one of the out-of-band signals typically is modulated 
with a waveform normally used by the receiver. For receivers that process a very 
specific modulation, the issue exists whether an out-of-band signal can reasonably 
be expected to contain that modulation. Another factor is that the out-of-band signal 
is normally specified to be close to the receiver operating frequency. For receivers 
that continuously change frequency (such as frequency agile or frequency hopping), 
an appropriate relationship may exist for only short periods for a fixed frequency out-
of-band signal. 
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Test Procedures:  No test procedures are provided in this category of the standard 
for this requirement. Because of the large variety of receiver designs being 
developed, the requirements for the specific operational characteristics of a receiver 
must be established before meaningful test procedures can be developed. Only 
general testing techniques are discussed in this appendix. 

Cross modulation testing should be applied only to receiving subsystems such as 
receivers, RF amplifiers, transceivers and transponders which extract information 
from the amplitude modulation of a carrier. 

Several receiver front-end characteristics must be known for proper testing for cross 
modulation responses. These characteristics generally should be determined by test. 
The maximum signal input that the receiver can tolerate without overload needs to 
be known to ensure that the test levels are reasonable. The bandpass characteristics 
of the receiver are important for determining frequencies near the receiver 
fundamental that will be excluded from test. Requirements for this test are generally 
expressed in terms of a relative degree of rejection by specifying the difference in 
level between potentially interfering signals and the established sensitivity of the 
receiver under test. Therefore, determination of the sensitivity of the receiver is a key 
portion of the test. 

The basic concept with this test is to apply a modulated signal out-of-band to the 
receiver and to determine whether the modulation is transferred to an unmodulated 
signal at the receiver's tuned frequency resulting in an undesired response. There 
may be cases where the in-band signal needs to be modulated if the receiver 
characteristics so dictate. The level of the in-band signal is normally adjusted to be 
close to the receiver's sensitivity. The out-of-band signal is modulated with the 
modulation expected by the receiver. It is then swept over the appropriate frequency 
ranges while the receiver is monitored for unintended responses. Testing has 
typically been performed over a frequency range + the receiver intermediate 
frequency (IF) centred on the receiver's tuned frequency. Figure 501-18 shows a 
general set-up for this test. 

For receivers with front-end mixing and filtering in an antenna module, the test may 
need to be designed to be performed on a radiated basis. All signals would need to 
be radiated and assurances provided that any responses are due to the receiver and 
not caused by items in the test area. The EMITP would need to address antenna 
types, antenna locations, antenna polarisation and field measurement techniques. 
This test would probably need to be performed in an anechoic chamber. 

For frequency hopping receivers, one possible approach is choose an fo within the 
hop set and set up the signals sources as described above. The performance of the 
receiver could then be evaluated as the receiver hops. If the frequency hopping 
receiver has a mode of operation using just one fixed frequency, this mode should 
also be tested. 
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It is important to verify that the signals appearing at the EUT antenna port are only 
the intended signals through the use of a measurement receiver as shown in 
Figure 501-18. Damaged, corroded, and faulty components can cause signal 
distortion resulting in misleading results. Monitoring will also identify path losses 
caused by filters, attenuators, couplers, and cables. 

Typical data for this test procedure for the EMITR are the sensitivity of the receiver, 
the levels of the signal sources, frequency ranges swept, operating frequencies of 
the receivers, and frequencies and threshold levels associated with any responses. 
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Figure 501-18 NCS05 General Test Set-Up 

 

3.9.11 NCS06, Conducted Susceptibility, Structure Current, 60 Hz to 100 kHz 

Applicability and Limits: This requirement is specialised and is intended to be 

applied only for very sensitive equipment (1 V or better) such as tuned receivers 
operating over the frequency range of the test. The basic concern of the requirement 
is to ensure that equipment does not respond to magnetic fields caused by currents 
flowing in platform structure and through EUT housing materials. The magnetic fields 
are sufficiently low that there is no concern with most circuitry. 
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An estimate can be made of induced voltages that may result from the required 
NCS06 currents. Magnetic fields act by inducing voltages into loop areas in 
accordance with Faraday's law: 

(V = -d/dt) 

For a constant magnetic field perpendicular to a given loop area, Faraday's law 
reduces to; 

V = -2fBA 

Where: f = Frequency of Interest  B = Magnetic Flux Density A = Loop Area 

Since Faraday's law indicates that these voltages are proportional to frequency, the 
maximum voltage from the NCS06 currents will result at the 20 kHz knee of the curve 
for a given loop area. A drop of, 20 dB/decade would result in a constant voltage. 
Since the curve, is dropping at only, 10 dB/decade below 20 kHz, the induced 
voltage will rise as frequency increases. The sharp drop off above 20 kHz results in 
decreasing voltages with increasing frequency. 

If the 103 dBA current at 20 kHz specified in the requirement is assumed to spread 
uniformly over a cross-sectional dimension of 10 cm, the surface current density and 
the resulting magnetic field intensity at the surface would be 1.41 A/m. In air, this 
value corresponds to magnetic flux density of 1.77x10-6 Tesla. If it is further assumed 
that this magnetic field is uniform over a circuit loop area of 0.001 square metres 
(such as 20 cm by 0.5 cm) within the enclosure, Faraday's Law predicts an induced 

voltage of 222 V. 

Similar calculations, at 400 Hz and 100 kHz, yield values of 31 V and 8 V, 
respectively. 

It is apparent that design considerations such as proper grounding techniques, 
minimising of loop areas, and common mode rejection concepts need to be 
implemented to prevent potential problems with very sensitive circuits used in 
submarines such as low frequency tuned receivers. However, these levels are well 
below the sensitivity of typical circuits used in other equipment. 

The limit is derived from operational problems due to current conducted on 
equipment cabinets and laboratory measurements of response characteristics of 
selected receivers. 

No tailoring is recommended. 
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Test Procedures:  Electrical connection needs to be made to the external structure 
of the EUT and damage to the external finish should be minimised. Screws or 
protuberances at ground potential near the diagonal corners of the EUT should 
normally be used as test points. Connections should be made with clip or clamp type 
leads. If convenient test points are not available at the diagonal corners, a sharply 
pointed test probe should be used to penetrate the finish in place of the clip or clamp 
type lead. 

The requirement to maintain the leads perpendicular to the surface for at least 50 cm 
is to minimise effects on the path of current flow along the surface from the magnetic 
fields caused by the current in the leads. 

Coupling transformers used to perform NCS01 testing are normally suitable for this 
test. The electrical isolation, that is provided by the coupling transformer eliminates 
the need to electrically “float” the amplifier and signal source that could result in a 
potential shock hazard. 

3.9.12 NCS07, Conducted Susceptibility, Bulk Current Injection, 10 kHz to 

200 MHz 

Applicability and Limits: The requirements are applicable to all electrical cables 
interfacing with the EUT enclosures. The basic concept is to simulate currents that 
will be developed on platform cabling from electromagnetic fields generated by 
antenna transmissions both on and off the platform. Investigation into aircraft carrier 
hangar deck electromagnetic environment test data from 9 aircraft carriers showed 
that significant HF electric field levels are present. Measurements from on-board HF 
transmitters showed field levels in the 2 to 30 MHz band up to 42 V/m in the hanger 
deck. Therefore, for equipment located in the aircraft hanger deck, the same limit 
that is used for non-metallic ships (below decks), is being used in the 2 to 30 MHz 
frequency range. In addition, a low frequency limit (77 dBμA) has been added from 
4 kHz to 1 MHz for EUTs on surface ships and submarines with solid state power 
generation (in contrast to electromechanical generation equipment) to simulate 
common mode currents that have been found to be present on AC power cables. 
The measured common mode currents have exceeded the previous NCS07 Ships 
(metallic, below decks) and Submarines (internal) limits by up to 50 dB. 

An advantage of this type of requirement is that it provides data that can be directly 
related to induced current levels measured during platform-level evaluations. An 
increasingly popular technique is to illuminate the platform with a low level, relatively 
uniform field while monitoring induced levels on cables. Then, either laboratory data 
can be reviewed or current injection done at the platform with the measured currents 
scaled to the full threat level. This same philosophy has been applied to lightning and 
electromagnetic pulse testing. 
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Due to size constraints and available field patterns during radiated susceptibility 
testing (such as NRS02), it has long been recognised that cabling cannot be properly 
excited to simulate platform effects at lower frequencies. The most notable example 
of this situation is experience with HF (1.5 to 30 MHz) radio transmissions. HF fields 
have caused numerous problems in platforms through cable coupling. However, 
equipment items rarely exhibit problems in this frequency range during laboratory 
testing. 

The limits are primarily derived from testing on aircraft that were not designed to 
have intentionally shielded volumes. The basic structure is electrically conductive; 
however, there was no attempt to ensure continuous electrical bonding between 
structure members or to close all apertures. The shape of the limit reflects the 
physics of the coupling with regard to resonant conditions, and the cable length with 
respect to the interfering frequency wavelength. At frequencies below resonance, 
coupling is proportional to frequency (20 dB/decade slope). Above resonance, 
coupled levels are cyclic with frequency with a flat maximum value. The 
10 dB/decade decrease in the limit level at the upper frequency portion is based on 
actual induced levels in the aircraft testing data base when worst-case 
measurements for the various aircraft are plotted together. From coupling theory for 
a specific cable, the decrease would be expected to be cyclic with frequency with an 
envelope slope of 40 dB/decade. 

The basic relationship for the limit level in the resonance (flat) portion of the curve is 
1.5 mA per V/m that is derived from worst-case measurements on aircraft. For 

example, 110 dBA corresponds to 200 V/m. At resonance, the effective shielding 
effectiveness of the aircraft can be zero. Application of these results to other 
platforms is reasonable. 

The frequency range of 10 kHz to 200 MHz is now standardised for all applications. 
The optional frequency range of 200 MHz to 400 MHz is deleted because of the 
questionable validity of performing bulk cable measurements at higher frequencies. 

For submarines, the NCS07 limit distinguishes between equipment located internal 
versus external to the pressure hull. For equipment installed internal to the pressure 
hull, the curve 2 limit is now specified above 30 MHz to account for portable 
transmitters used with the submarine. For equipment located external to the pressure 
hull, stricter limits are imposed to more closely reflect the electromagnetic 
environment. The external NCS07 limits should be applied only to equipment that is 
required to be fully operational when located above the waterline. Separate limits are 
specified, which are less severe, for equipment that is “external” to the pressure hull 
but located with the submarine superstructure (metallic boundary). 
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The limits maybe tailored by the procuring activity in contractual documents with a 
curve, whose amplitude is based on the expected field intensity for the installation 
and a breakpoint for the curve based on the lowest resonance associated with the 
platform. Tailoring of the frequency of application can be done based on the 
operating frequencies of antenna-radiating equipment. Tailoring should also include 
transmitters that are not part of the platform. For equipment used in benign 
environments, the requirement may not be necessary. 

Test Procedures:  This type of test is often considered as a bulk current test since 
current is the parameter measured. However, it is important to note that the test 
signal is inductively coupled and that Faraday's law predicts an induced voltage in a 
circuit loop with the resultant current flow and voltage distribution dependent on the 
various impedances present. 

The calibration fixture with terminations is a 50  transmission line. Since the 
injection probe is around the centre conductor within the fixture, a signal is being 

induced in the loop formed by the centre conductor, the two 50  loads, and the 

structure of the fixture to which the 50  loads are terminated. From a loop circuit 

standpoint, the two 50  loads are in series, providing a total loop impedance of 

100 . Because of the transmission line configuration, inductance effects are 
minimised. Measurement of induced current levels is performed by measuring a 

corresponding voltage across one of the 50  loads. Since the 50  loads are in 
series for the induced signal, the total drive voltage is actually two times that being 
measured. 

The actual current that appears on a tested cable from the pre-calibrated drive signal 
depends on the loop impedance associated with the cable and the source 
impedance characteristics of the drive probe and amplifier. If the loop impedance is 
low, such as would often result with an overall shielded cable, currents greater than 
those the calibration fixture will result. The maximum required current is limited to 
6 dB above the pre-calibration level. 

This test procedure is applicable to all EUT cabling. 

A commonly used calibration fixture is shown in Figure 501-19. Other designs are 
available. The top is removable to permit the lower frequency probes to physically fit. 
The calibration fixture can be scaled to accommodate larger injection probes. 
Figure 501-20 displays the maximum VSWR that this calibration fixture should 
exhibit when measured without a current probe installed in the fixture. The presence 
of a probe will usually improve the VSWR of the fixture. 
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Figure 501-19 Typical NCS07 Calibration Fixture 

An advantage of this type of conducted testing as compared to radiated susceptibility 
testing is that voltage and current levels can be more easily induced on the 
interfaces that are comparable to those present in installations. The physical 
dimensions of the EUT cabling in a test set-up are often not large enough compared 
to the installation for efficient coupling at lower frequencies. 

In the past, some platform-level problems on Navy aircraft could not be duplicated in 
the laboratory using the standard test procedures in other test standards. It was 
determined that differences between the aircraft installation and laboratory set-ups 
regarding the laboratory ground plane and avionics (aircraft electronics) mounting 
and electrical bonding practices were responsible. Most avionics are mounted in 
racks and on mounting brackets. At RF, the impedances to general aircraft structure 
for the various mounting schemes can be significantly different than they are with the 
avionics mounted on a laboratory ground plane. In the laboratory, it is not always 
possible to produce a reasonable simulation of the installation. A ground plane, 
interference (GPI) test was developed to detect potential failures due to the higher 
impedance. In the GPI test, each enclosure of the EUT, in turn, is electrically isolated 
above the ground plane and a voltage is applied between the enclosure and the 
ground plane to simulate potential differences that may exist in the installation. Since 
NCS07 provides similar common mode stresses at electrical interfaces as the GPI, 
the GPI is not included in this standard. However, the Navy may prefer to perform an 
additional susceptibility scan for aircraft applications with an inductor placed between 
the EUT enclosure and ground plane to more closely emulate the results of a GPI 
set-up. The primary side of a typical NCS01 injection transformer is considered to be 
an appropriate inductor. 
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Figure 501-20 Maximum VSWR of Calibration Fixture 

NCS07 has several advantages over the GPI as a general evaluation procedure. The 
GPI often results in significant current flow with little voltage developed at lower 
frequencies. NCS07 is a controlled current test. A concern with the GPI test, which is 
not associated with NCS07, is that the performance of interface filtering can be 
altered due to isolation of the enclosure from the ground plane. The results of 
NCS07 are more useful since the controlled current can be compared with current 
levels present in the actual installation induced from fields. This technique has 
commonly been used in the past for certification of aircraft as safe to fly. 

Testing is required on both entire power cables and power cables with the returns 
removed to evaluate common mode coupling to configurations that may be present 
in different installations. In some installations, the power returns are routed with the 
high side wiring. In other installations, power returns are tied to system structure near 
the utilisation equipment with system structure being used as the power return path. 

Insertion loss characteristics of injection probes are specified in Figure NCS07-2. A 
control on insertion loss has been found to be necessary to obtain consistency in test 
results. Insertion loss is measured as shown in Figure 501-21. It is the difference in 
dB of the power applied to the probe installed in the calibration fixture and the power 
level detected by the measurement receiver. Lower insertion loss indicates more 
efficient coupling. Since the signal level that is induced in the calibration fixture is 

equally divided between the 50  coaxial load and the measurement receiver, the 
lowest possible loss is 3 dB. The use of a network analyser or measurement receiver 
that includes a tracking generator can simplify the measurement. 
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Techniques using network analysers or spectrum analysers with tracking generators 

can simplify the measurements for both Clause 3.22.3.4.b calibration and Clause 

3.22.3.4.c EUT testing in Test Method NCSO7. For example, the output signal can 
first be set to a predetermined value such as 1 mW and the flatness of the signal 
with frequency can be separately verified through a direct connection to the receiver. 
With this same signal then applied to the directional coupler, the induced level in the 
calibration fixture can be directly plotted. 
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Figure 501-21 Insertion Loss Measurement 

The lower frequency limit for ships and submarines has been extended to 4 kHz to 
simulate common mode currents that have been found to be present on AC power 
cables for EUTs installed on platforms with solid state power generation (ships and 
submarines). The calibration limit from 4 kHz to 10 kHz is 77 dBμA. This limit is 
achievable with 100 watt power amplifier and an injection probe which complies with 
the insertion loss requirement of Figure NCS07-2. A possible alternative to the 
injection probe method below 10 kHz is to utilize a NCS01 injection transformer in 
each power lead and to drive all in parallel. The common mode current is measured 
between the injection transformers and the EUT power input. The alternative method 
for a three-phase ungrounded power system is shown schematically in  
Figure 501-22. 
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Figure 501-22 NCS07 Alternative Test Set-Up, Three Phase Ungrounded Power 

System 

3.9.13 NCS08, Conducted Susceptibility, Bulk Current Injection, Impulse 

Excitation 

Applicability and Limits: The requirements are applicable to all electrical cables 
interfacing with EUT enclosures. The basic concern is to protect equipment from fast 
rise and fall time transients that may be present due to platform switching operations 
and external transient environments such as lightning and electromagnetic pulse. 
The requirement is intended to replace "chattering relay" type requirements 
commonly used in procurements of equipment for aircraft applications in the past. 
The chattering relay has been criticised as unscientific and non-repeatable. The 
NCS08 requirement has a defined waveform and a repeatable coupling mechanism. 

The 2 nanosecond rise time is consistent with rise times possible for the waveforms 
created by inductive devices interrupted by switching actions. The 30 nanosecond 
pulse width standardises the energy in individual pulses. In addition, it separates the 
rising and falling portions of the pulse so that each may act independently. Also, 
each portion may affect different circuits. The 5 ampere amplitude (500 V across 

100  loop impedance calibration fixture) covers most induced levels that have been 
observed during system-level testing of aircraft to transient environments. The 30 Hz 
pulse rate is specified to ensure that a sufficient number of pulses are applied to 
provide confidence that the equipment will not be upset. 
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Many circuit interfaces are configured such that potential upset is possible for only a 
small percentage of the total equipment operating time. For example, a 
microprocessor may sequentially poll various ports for input information. A particular 
port may continuously update information between polling intervals. If the transient 
occurs at the time the port is accessed, an upset condition may result. At other times, 
no effect may occur.  

Possible tailoring by the procuring activity for contractual documents is lowering or 
raising the required amplitude based on the expected transient environments in the 
platform. Another option is to adjust the pulse width based on a particular 
environment onboard a platform or for control of the energy content of the pulse. 

Test Procedures:  The excitation waveform from the generator is a trapezoidal 
pulse. The actual waveform on the interconnecting cable will be dependent on 
natural resonance conditions associated with the cable and EUT interface circuit 
parameters. 

A circuit diagram of the 50 , charged line, pulse generator required by NCS08 is 
shown in Figure 501-23. Its operation is essentially the same as impulse generators 
used to calibrate measurement receivers except that the pulse width is much longer. 
A direct current power supply is used to charge the capacitance of an open-circuited 

50  coaxial line. The high voltage relay is then switched to the output coaxial line to 
produce the pulse. The pulse width is dependent upon the length of the charge line. 
The relay needs to have bounce-free contact operation. 

The calibration fixture with terminations is a 50  transmission line. Since the 
injection probe is around the centre conductor within the fixture, a signal is being 

induced in the loop formed by the centre conductor, the two 50  loads, and the 

structure of the fixture to which the 50  loads are terminated. From a loop circuit 

standpoint, the two 50  loads are in series, providing a total loop impedance of 

100 . Because of the transmission line configuration, inductance effects are 
minimised. Measurement of induced current levels is performed by measuring a 

corresponding voltage across one of the 50  loads. Since the 50  loads are in 
series for the induced signal, the total drive voltage is actually two times that being 
measured. 

Clause 3.29.3.4.b(3) of Test Method NCS08 requires verification that the rise time, 
fall time, and pulse width portions of the applied waveform are present in the 
observed waveform induced in the calibration fixture. Figure 501-24 shows a typical 
waveform that will be present. Since the frequency response of injection probes falls 
off at lower frequencies, the trapezoidal pulse supplied to the probe sags in the 
middle portion of the pulse that is associated with the lower frequency content of the 
applied signal. The relevant parameters of the waveform are noted. It is critical that 
an injection probe be used with adequate response at higher frequencies to produce 
the required rise time and fall time characteristics. 
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As also specified in Test Method NCS07, testing is required on both entire power 
cables and power cables with the returns removed to evaluate common mode 
coupling to configurations, which may be present in different installations. In some 
installations, the power returns are routed with the high side wiring. In other 
installations, power returns are tied to system structure near the utilisation equipment 
with system structure being used as the power return path. 

The chattering relay has been found to be effective for determining upset conditions 
of equipment. The basic concept was to electrically connect the relay coil in series 
with a normally closed contact and allow the relay to continuously interrupt itself. The 
wire between the coil and contact was used to couple the transient onto EUT cables. 
The greatest concern with the chattering relay is that it does not produce a 
repeatable waveform since an arcing process is involved. The particular relay being 
used and the condition of its contact and coil mechanics play a large role. NCS08 
retains the most important characteristic of the chattering relay, which is the fast rise 
time waveform and also has the important advantage of a consistent excitation 
waveform. 

The same calibration fixture used for Test Method NCS07 can be used for this test 
procedure. An available design is shown in Figure 501-19. 
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Figure 501-23 Circuit Diagram of NCS08 Pulse Generator 
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Pulse Width Maintained at > 30 nanoseconds
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Figure 501-24Typical NCS08 Calibration Fixture Waveform 

3.9.14 NCS09, Conducted Susceptibility, Damped Sinusoid Transients, Cables 

and Power Leads 10 kHz to 100 MHz 

Applicability and Limits: The requirements are applicable to all electrical cables 
interfacing with each EUT enclosure and also individually on each power lead. The 
basic concept is to simulate electrical current and voltage waveforms occurring in 
platforms from excitation of natural resonances. 

In contrast to the NCS08 procedure that excites natural resonances, the intent of this 
requirement is to control the waveform as a damped sine. Damped sine waveforms 
(sometimes complex combinations) are a common occurrence on platforms from 
both external stimuli such as lightning and electromagnetic pulse and from platform 
electrical switching phenomena. Waveforms appearing on cables can be due to the 
cable itself resonating or to voltage and current drives resulting from other 
resonances on the platform. Wide frequency coverage is included to account for a 
wide range of conditions. Transients caused from switching actions within the 
platform can also result in similar waveforms. 

A consideration for the requirement is whether momentary upsets are allowable if the 
EUT is capable of self-recovery to normal operation. Some upsets may occur that 
are not even noticed by an operator due to self-correcting mechanisms in the 
equipment. There may be cases where longer term upset is acceptable which may 
possibly require action by an operator to reset the equipment. The EMITP shall 
address any instances where the contractor proposes that observable upsets be 
accepted. 
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A limited set of damped sine waves is specified to address a sampling of the various 
ringing frequencies that may be present in the platform. An advantage of using a set 
of damped sine waves is that different circuit types are evaluated for various 
waveform attributes that may cause worst-case effects. Some circuits may respond 
to peak amplitude while others may respond to total energy or rate of rise. 

The current limits are set at levels that cover most induced levels found in platforms 
during system-level testing to external transient environments. The level for aircraft 
also typically allows for designs that do not require the use of terminal protection 
devices. These items are generally undesirable due to concerns with hardness 
maintenance/hardness surveillance and the ability to assess whether protection 
remains effective. The lower frequency breakpoints are at worst-case platform 
resonant frequencies below, which the response will fall off at 20 dB/decade. The 
upper frequency breakpoint is located where the spectral content of the transient 
environments falls off. 

Possible tailoring of the requirements by the procuring activity in contractual 
documents is adjustment of the curve amplitude either higher or lower based on the 
degree of protection provided in the area of the platform where the equipment and 
interconnecting cabling will be located. A caution with this particular requirement 
based on past experiences is that the platform designer should be required to share 
in the burden of the hardening process by providing stress reduction measures in the 
platform.  The equipment should not be expected to provide the total protection. 
Protection against transients generated internal to the platform needs to remain a 
consideration. Another potential tailoring area is adjusting the lower frequency 
breakpoint to be more consistent with the lowest resonance of a particular platform. 

Test Procedures:  The calibration fixture with terminations is a 50  transmission 
line. Since the injection probe is around the centre conductor within the fixture, a 

signal is being induced in the loop formed by the centre conductor, the two 50  

loads, and the structure of the fixture to which the 50  loads are terminated. From a 

loop circuit standpoint, the two 50  loads are in series, providing a total loop 

impedance of 100 . Because of the transmission line configuration, inductance 
effects are minimised. Measurement of induced current levels is performed by 

measuring a corresponding voltage across one of the 50  loads. Since the 50  
loads are in series for the induced signal, the total drive voltage is actually two times 
that being measured. 

NCS09 addresses testing of cables (interconnecting including power) and individual 
power leads. The common mode cable portion of the test is the best simulation of 
the type of condition present on platforms from electromagnetic field excitation. The 
individual power lead test addresses differential type signals present on platforms 
from switching functions occurring in the power system. 

As necessary, the test can be applied in a straightforward manner to wires on 
individual pins on an EUT connector or to individual circuits (twisted pairs, coaxial 
cables, and so forth). 
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Since the quality factor (Q) of the damped sine signal results in both positive and 
negative peaks of significant value regardless of the polarity of the first peak, there is 
no requirement to switch the polarity of the injected signal. 

The common mode injection technique used in this procedure and other procedures 
such as NCS07 is a partial simulation of the actual coupling mechanism on 
platforms. The magnetic field in the injection device is present at the physical 
location of the core of the injection device. In the platform, the electromagnetic field 
will be distributed in space. The injection probe induces a voltage in the circuit loops 
present with the voltage dropping and current flowing based on impedances present 
in the loop. There is a complex coupling relationship among the various individual 
circuits within the cable bundle. The injection probe is required to be close to the 
EUT connector for standardisation reasons to minimise variations particularly for 
higher frequencies where the shorter wavelengths could affect current distribution. 

Caution needs to be exercised to ensure that attenuators and current injection 
probes are rated such that they will not be damaged or have their characteristics 
altered by the injected signals. Attenuators are generally rated in terms of their ability 
to handle average power. The peak power and associated voltages with the injected 
can damage attenuators. For example, the 10 A current limit for NCS09 exposes the 

attenuator to 500 V (10 A x 50 ) levels, which corresponds to a peak power of 5 kW 

((500 V)2/50 ). Similarly, current injection probes can have their magnetic 
properties altered by the pulsed signals. 

For measurement of Q of the injected waveform, Figure NCS09-1 in Test Method 
NCS09 specifies the use of the peak of the first half-sine wave and the associated 
peak closest to being 50% down in amplitude. Some facilities use a damped cosine 
waveform rather than a damped sine. Since this waveform is more severe than the 
damped sine because of the fast rise time on the leading edge, there is no 
prohibition from using it. Because of potential distortion caused by leading edge 
effects, the first peak should not be used to determine Q for damped cosine 
waveforms. The next half peak (negative going) should be used together with the 
associated negative peak closest to 50% down. Equipment may exhibit failures with 
this waveform that would not be present with the damped sine. 
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3.9.15 NCS10, Conducted Susceptibility, Imported Lightning Transient 

(Aircraft) 

Applicability and Limits: This test is applicable to aircraft equipment, which may be 
considered flight safety critical for aircraft operation. A direct lighting strike to an 
aircraft will result in electrical transients induced on equipment wiring, including 
equipment ground bonding straps. Other types of equipment shall be considered with 
regard to their function and vulnerability. 

This test method requires the application of idealised waveforms to verify that the 
equipment is capable of withstanding the effects of lightning induced transients. The 
criteria for equipment performance while being subjected to lightning transients shall 
be defined in terms of equipment function and criticality. Flight safety critical systems 
are required to continue to function without manual intervention after the application 
of a lightning transient. 

This test may not cover all aspects of lightning induced transients and interaction 
effects on equipment, particularly when incorporated into a system. Additional tests 
such as simultaneous cable bundle injection, multiple stroke/multiple burst and/or 
multiple frequencies may be required to achieve equipment qualification. Because 
there is a close connection between the design requirements for protection against 
lightning Group Indirect Effects (GIE) and those covering EMC and Nuclear 
Electromagnetic Pulse (NEMP) considerations, the Lightning Protection Plan (LPP) 
shall take account of EMC Requirements, and also of NEMP requirements if 
applicable. Lightning requirements shall be co-ordinated with these other 
requirements and any conflict of requirements in particular instances shall be noted 
in the Risk Assessment and proposals included for resolving the conflict. 

There are various coupling modes between the lightning current or fields and the 
internal wiring, each of which tends to produce a transient of a particular waveform. 
Thus the total transient may be a complex composite of several waveforms, and 
transient testing of equipment needs to include a variety of voltage and current 
waveforms selected to cover the principal coupling modes. The purpose of such 
tests is to determine whether the equipment can experience a given level of transient 
(of representative waveform) without damage or functional upset. 

The test levels applied to equipment are derived from the locations and positions of 
the installed equipment. The maximum amplitudes for the test waveforms are 
chosen according to equipment categories A-D (electromagnetic (EM) environments 
of the equipment) and E (criticality of equipment). 

CAT A Equipment and cabling installed in a protected EM environment such as a 
completely enclosed compartment in metallic materiel. 

CAT B Equipment and cabling installed in a partially exposed EM environment 
such as below a dielectric cover in a largely metallic structure. 
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CAT C Equipment and cabling bonded to the same part of the materiel structure 
and installed in an exposed EM environment where large portions of the structure 
are constructed from poorly conducting or carbon fibre composite (CFC) materials. 

CAT D Equipment and cabling bonded on different parts of the materiel structure 
and installed in an exposed EM environment where large portions of the structure 
are constructed from poorly conducting materials or CFC. 

Where equipment and cables can be defined in more than one of the above 
categories, the test levels associated with the more severe environment shall be 
applied. 

For test purposes, four waveform shapes have been selected as representative of 
the range of waveforms that occurs in practice. Different cable bundles will 
experience different amplitudes of transients depending on their location and 
construction (for example, with or without shielding) so a range of test amplitudes 
(levels) will also be required together with Equipment Installation Categories. 

When Computed Transient Levels (CTLs) are not known the limits given in NCS10 
shall be used, 

i.e. A current limit of 30 A from 0.5 to 30 MHz decreasing to 15 A at 50 MHz. 

A voltage limit of 3 kV between 0.5 and 30 MHz decreasing to 1.5 kV at 50 MHz. 

A kVA limit of 30 kVA between 0.5 and 30 MHz decreasing to 7.5 kVA at 50 MHz. 

Test Procedures:  Equipment test methods are based on the Damped Sinewave 
testing (NCS09). Two main types of waveform are employed, as follows: 

a. Unidirectional pulses, having decay times considerably longer than their 
rise times, and whose shape is related to that of the lightning current 
waveform. These are sometimes known as forced transients because 
they are 'driven' by the lightning waveform. 

Bursts of damped sinusoidal oscillations. These are shock-excited oscillations 
corresponding to the natural electrical resonances of the aircraft and its electrical 
systems. They are free or natural oscillations, whose frequency and degree of 
damping are independent of the lightning current waveform, although their amplitude 
will depend on the shape and amplitude of the shock (the lightning waveform) that 
triggers them off. 
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The following is a general guide with respect to the test procedures that shall be 
followed: 

The EUT shall be switched on and exercised to ensure that it is operating in 
accordance with the EMITP. The pulse generator output would be increased from 
zero up to the test limit in steps not exceeding 10% of the required test limit or 
greater if the EMITP stipulates. Application of at least 3 transients at each 
incremental step, with a delay of at least 8 seconds between each to allow protection 
components time to recover. 

If a malfunction occurs, record the applied peak current and voltage levels. 

If no malfunction occurs, increase the generator output, until the peak current or 
peak voltage test limits, is reached and then apply 10 transients at this level, 
separated by at least 8 seconds, over a period of not more than 2 minutes. Record a 
typical set of the current and voltage waveforms that appear between the equipment 
case and ground. 

Repeat the above procedure for both positive and negative polarity pulses. 

Application of Test Waveforms 

The Short Pulse (SP) waveform shall be applied to all EUTs. If it is known that a, 
particular equipment is intended to be installed in an aircraft with a well bonded, low 
impedance, largely metallic structure then the Intermediate Pulse (IP) waveform shall 
be applied in addition to the SP. For equipment that is intended to be installed in 
largely CFC airframes or equipment whose interconnecting wiring is run in areas 
covered by CFC panels then the Long Pulse (LP) waveform shall be applied in place 
of the IP. If it is not known where the equipment is to be installed then guidance 
should be sought from the relevant procuring agencies. 

Selection of Transient Test Frequencies 

During injection tests, transients shall be injected at frequencies according to the 
following criteria. 

a) The most susceptible frequencies in the range 0.5 to 50 MHz found from 
any previous continuous wave (CW) bulk current injection EMC testing; 
or 

b) The frequencies at which maxima and minima cable impedances 
occurs. 
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Over the frequency range 0.5 to 50 MHz inclusive not less than 50 frequencies such 
that any resonance’s in the EUT internal circuitry are excited, so subjecting any 
active or passive devices to maximum voltage or current threat. These frequencies 
shall be spaced evenly with a logarithmic increment. The approximate frequency of 
each injection is obtained by the use of the following equation: - 

Test frequency (MHz) = 10(0.3 + 0.028k) 

Where k   = 0, 1, 2, 3 to 50 for 50 frequencies 

3.9.16 NCS11, Conducted Susceptibility, Low Frequency Power Leads 

(Sea Systems) 

Applicability and Limits: The purpose of this test is to confirm that the EUT will 
withstand imported low frequency transients imposed upon its power supply lines, 
This test simulates the effect of voltage transients observed due to switching of 
machines and other loads on ship and submarine power supply systems. 

This test is applicable to all equipment in use in the Sea Systems environment 
connected to ship and submarine power supplies. The test subjects the EUT to  
high-energy transients, typically 6 Joules for the 750V limit and 18 Joules for the 
2500V limit. In common with other transient tests the test relies on the attenuation 
effect of the power input filter to protect the EUT but it also exercises transient 
suppressors (if present) by applying levels above their clamping voltage.  

In addition determining EUT susceptibility the test assesses the robustness of the 
input filter, which if damaged by high-energy transients could lead to higher emission 
levels and reduced protection against all forms of susceptibility. Typical occurrences 
of filter damage are capacitor dielectric breakdown or damage to transient 
suppressors of insufficient rating. Positive-going and negative-going, damped 
sinewave transients between 10 to 16 kHz, are to be applied to individual supply 
leads of an, EUT, for both AC and DC incoming supplies. Battery operated 
equipment which may be connected to a platform supply, for example, during battery 
charging, shall also be subjected to this test. 

The limits for this test have been derived from empirical measurements made of 
typical transients on DC and AC supplies. 

Test Procedures:  The transient generator shall be connected in series with the 
supply lead under test. The EUT shall be checked for correct function and operation 
prior to the application of the test transients. 

Each supply lead in turn shall then be subjected to twelve positive-going applications 
of the transient using the generator output settings appropriate to the EUT supply 
voltage followed by twelve negative-going transients.  These transients shall be 
applied at a rate of one every 2 to 5 seconds. 



AECTP 500 

Category 501 
 

 3-95 Edition E Version 1  

   

   
 

The generator output waveform shall be monitored on the oscilloscope. The voltage 
induced into the cable under test and oscillograms of the induced transient waveform 
may be recorded for inclusion in the test report. 

During each transient application, the EUT shall be monitored for degradation of 
performance, damage or malfunction as defined in the EMITP. When testing digital 
systems it may be necessary to apply a greater number of transients to ensure 
detection of any malfunction. In this case, the EMITP shall include some guidance to 
ensure capture of a malfunction during test. 

3.9.17 NCS12, Conducted Susceptibility Electrostatic Discharge 

Applicability and Limits: The purpose of this test is to establish a common and 
reproducible basis for evaluating the performance of electrical and electronic 
equipment when subjected to electrostatic discharges. In addition, it includes 
electrostatic discharges, which may occur from personnel to objects near vital 
equipment. 

It is not intended to specify the tests to be applied to a particular apparatus or 
system. The main aim is to give a general basic reference. The procuring agency or 
users of the equipment, remain responsible for the appropriate choice of test and the 
severity level to be applied to the EUT. 

In service, electrostatic discharges result from charges built up by friction between 
materials, such as clothing, and inadvertently transferred to equipment by personnel, 
either directly or indirectly 

This test applies to all Air equipment fitted with electronic and active components, 
particularly non-linear items such as transistors or integrated circuits etc, and Land 
and Sea Systems equipment if operated in an air-conditioned or protected 
environment. 

The test method is similar to that described in BS EN 61000-4-2: 1995 Ref [17] but 
the following differences should be noted: 

a) The applied levels and equipment classifications from this document 
should be used instead of those given in Ref [17]. 

b) The contact discharge method shall be used wherever possible but the 
rounded discharge tip described within the test method shall be 
substituted for that shown in Ref [17]. 

c) When the air discharge method is used on non-conducting surfaces an 
additional test level of 15 kV shall be applied to all test points. 
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Discharges are normally directed to points on the front panel of the EUT, 
e.g. keyboards, knobs, switches, buttons and indicators, LEDs, slots, grilles, 
connectors and any metallic parts on the outside of the EUT electrically isolated from 
ground, specific points shall be detailed in the EMITP. Equipment shall withstand 
discharges as specified above at charging voltages appropriate to the Category of 
the equipment, without malfunction or disturbance. 

For Air service the tests shall be applied at one of two severity levels, depending on 
the category of the equipment: 

a) Category A  Safety Critical in that the safety of personnel or third 
parties is placed at risk either directly or indirectly from malfunctioning of 
the equipment (and hence subsequently the materiel). 

b) Category B  Mission Critical in that malfunctioning or upset of the 
equipment functions either reduces damages or prevents the materiel 
from performing its mission. 

ESD testing of Air service equipment not in either of these categories is not normally 
required but is at the discretion of the Procuring Agencies. 

Note 1: Calibration of the ESD generator would normally be performed by an 
external calibration laboratory however the test laboratory is responsible for verifying 
the ESD waveform prior to application of the test. 

Note 2: For the testing of Munitions the test levels and methods in Ref [6] and 
leaflet 2 of Ref [4] shall be applied. 

Test Procedures:  The ESD generator is intended to simulate the current pulse, 
which arises when a person carrying an electric charge dissipates that charge on 
contact with the EUT. The characteristics of the ESD generator used are shown in 
Test Method NCS12. Ref [17] should be consulted for the constructional details of 
the test target used during verification of the ESD waveform. 

3.9.18 NCS13, Conducted Susceptibility, Transient Power Leads 

Applicability and Limits: The requirement is applicable to power input leads on 
surface ships and submarines that obtain power from the platform’s primary power 
source that are not part of the EUT. There is no requirement on power output leads. 
The primary concern is to ensure that equipment performance is not degraded from 
voltage transients experienced on shipboard power systems coupling to interface 
wiring inside enclosures. 
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Electrical transients occur on all electrical distribution systems and can cause 
problems in circuitry which tend to be sensitive to voltage transients, such as latching 
circuits expecting a single trigger signal. On submarines and surface ships, these 
transients can be caused by switching of inductive loads, circuit breaker (or relay) 
bounce, and load feedback onto the power distribution system. 

The 400 V peak 5 s pulse defined in Figure NCS13-1 is a suitable representation of 
the typical transient observed on Navy platforms. Measurements of transients on 
Navy platforms have shown the transient durations (widths) are predominantly in the 

1 – 10 s range. The large majority (> 90%) of the transients measured on both the 
115 V and 440 V ac power distribution systems were between 50 and 500 V peak. 

The Navy submarine community have found this test method to be effective to 
minimize the risk of transient-related equipment and subsystem susceptibility. It has 
been successful in early identification of transient related EMI problems in naval 
equipment and subsystems. Navy surface ships are using this test method for 
commonality in the ship community. 

Test Procedures:  Since the applied transient is coupled in series, Kirchhoff’s 
voltage law states that the voltage appearing across the transient generator output 
terminals must drop around the circuit loop formed by the EUT input and the power 
source impedance. The transient voltage level specified in the limit is measured 
across the EUT input because part of the induced voltage can be expected to drop 
across the source impedance. A 10 μF capacitor is added across the power source 
to reduce the voltage drop across the power source impedance. 

Calibration of the transient generator is performed utilizing a 5 , non-inductive 
resistor. The NCS13 requirement is met by either the transient signal level, as 
measured across the EUT power input, being reached on the power lead or the 
transient generator calibration set point being obtained, whichever occurs first. 

Figure NCS13-1 is a nominal representation of the spike as measured across the 

5 , non-inductive resistor. Characteristics of the waveform can vary by make and 
model of the generator employed; particularly the sag or undershoot. The shape of 
the sag or undershoot is not critical provided the maximum sag voltage and duration 
are not exceeded. 

If the return side of power is not connected to the shielded room ground, the 
oscilloscope may need to be electrically “floated” using an isolation transformer to 
correctly measure the injected voltage resulting in a potential shock hazard. 
Differential probe amplifiers for oscilloscopes are available which will convert a 
differential measurement between the high side and an isolated ground to a single-
ended measurement where the measurement device can be grounded. In lieu of an 
AC powered oscilloscope “floated” using an isolation transformer, a battery powered 
oscilloscope can be used. The battery powered oscilloscope will eliminate the 
electrical shorting possibility while using a “floating” oscilloscope. 
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The 400 V requirement calibrated across a 5  resistive load produces 80 A in the 
resistor. When applied to an, EUT with a, low source impedance, currents greater 
than 280 A are available from the specified transient generator with a source 
impedance ≤ 2.0 Ω. Energy levels can be substantial. 

3.9.19 NRE01, Radiated Emissions, Magnetic Field, 30 Hz to 100 kHz 

Applicability and Limits: This requirement is specialised and is intended primarily 
to control magnetic fields for applications where equipment is present in the 
installation, which is potentially sensitive to magnetic induction at lower frequencies. 
The most common example is a tuned receiver that operates within the frequency 
range of the test. 

NRS01 is a complimentary requirement imposed on equipment to ensure 
compatibility with the anticipated magnetic fields. The NRS01 limits are higher to 
allow for variations in performance between manufactured items and to account for 
the possibility that the emissions from the EUT may couple into a larger physical 
area than that evaluated under the NRS01 test procedures. 

The Sea NRE01 limit is based on preventing induction of more than 0.5 µV (nominal) 
in an RG-264A/U transmission line (loop area, A, of 16 square mm), with a maximum 
induced level of 4 µV at 60 Hz. The need to limit the low frequency magnetic field 
emissions from equipment is due to the close proximity of electronic and electrical 
systems and associated cables installed on the Navy platforms, and the essentiality 
of low frequency sensors and systems. The primary concerns are potential effects to 
low frequency acoustic systems and sensors, and ELF and VLF/LF communications 
systems and sensors that have sensitivities in the nV range. 

Note that the limit does not take into account magnetic effects from equipment such 
as magnetic launchers, magnetic guns and the like. 

An estimate can be made of the types of induced levels that will result in circuitry 
from the limits. Magnetic fields act by inducing voltages into loop areas in 

accordance with Faraday's law (V = -d/dt). For a uniform magnetic field 
perpendicular to the loop area, the induced voltage from Faraday's law reduces to 

V = -2fBA. 

f  = Frequency of Interest B  =  Magnetic Flux Density A  =  Loop Area 

The Land NRE01 limit is based on preventing induction of more than 2.5 mV (5 mV 
for NRS01) in a 12.7 cm diameter loop. Since magnetic induction is proportional to 
frequency and the limit falls off at 20 dB/decade, the induced voltage in a given loop 
area is constant. Since the Land limit is greater than or equal to the Sea limit at all 
frequencies, this induced level represents the worst-case. The primary concerns are 
potential effects to engine, flight and weapon turret control systems and sensors that 
have sensitivities in the mV range. 
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There are certain limited applications for Air where an NRE01 requirement needs to 
be considered. These applications are primarily when a subsystem will be installed in 
an aircraft in close proximity to an antenna connected to a VLF/LF receiver. An 
appropriate limit needs to be chosen based upon distances between the equipment 
and the antenna. 

For Land applications, possible tailoring is increasing the limit for single-use 
equipment that will be located a sufficient distance from any potentially susceptible 
systems or waiving of the requirement. 

Test Procedures: A 13.3 cm loop is specified for the test. 

If the maximum level is always observed on one face or on one cable at all 
frequencies, then data only needs to be recorded for that face or cable. 

Typical points of magnetic field emissions leakage from EUT enclosures are CRT 
yokes, transformers and switching power supplies. 

A possible alternative measurement tool in this frequency range is wave analyser 
using a Fast Fourier Transform algorithm.  Use of this type of instrumentation 
requires specific approval by the procuring activity. 

A correction factor curve to convert from the voltage indicated by the measurement 
receiver to the magnetic field in dBpT is required. Manufacturers use different 
construction techniques that cause the actual factor to vary somewhat. Where 
traceable calibration figures are not available it is necessary to use the 
manufacturers’ supplied data. 

Measurements are now required for each point of maximum radiation which exceeds 
the NRE101 limit at 7 cm. These measurements are performed by increasing the 
measurement distance until the emission falls below the specified limit. The fall-off 
measurement data is intended to assist the equipment designer in determining the 
source of the magnetic field emissions and in the development of appropriate 
mitigation techniques. It should be noted the EUT is required to comply with the 
applicable NRE101 limit at 7cm; this is not a change to the NRE101 limit or 
measurement distance. 

3.9.20 NRE02, Radiated Emissions, Electric Field, 10 kHz to 18 GHz 

Applicability and Limits: The requirements are applicable to electric field emissions 
from the EUT and associated cables. The basic intent of the requirement is to protect 
sensitive receivers from interference coupled through the antennas associated with 

the receiver. Many tuned receivers have sensitivities on the order of 1 V and are 
connected to an intentional aperture (the antenna), which are constructed for 
efficient reception of energy in the operating range of the receiver. The potential for 
degradation requires relatively stringent requirements to prevent platform problems. 
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There is no implied relationship between this requirement and NRS02 that addresses 
radiated susceptibility to electric fields. Attempts have been made quite frequently in 
the past to compare electric field radiated emission and susceptibility type 
requirements as a justification for deviations and waivers. While NRE02 is concerned 
with potential effects with antenna-connected receivers, NRS02 simulates fields 
resulting from antenna-connected transmitters. 

Often, the same equipment item will be involved in influencing both requirements. A 
30 W VHF-AM radio with a typical blade antenna operating at 150 MHz can easily 

detect a 40 dBV/m electric field (approximately -81 dBm developed at receiver 
input) while in the receive mode. When this same piece of equipment transmits at 

the same 150 MHz frequency, it will produce a field of approximately 150 dBV/m 
(32 V/m), at a 1 metre distance. The two field levels are 110 dB apart. 

The limit curves are based on experience with platform-level problems with antenna-
connected receivers and the amount of shielding typically between antennas and 
equipment and associated wiring. The limit for surface ships both topside and below 
decks is based on numerous documented incidents of case and cable radiation 
coupling to receiver antennas and sensitive systems. The use of hand-held type 
transceivers below deck within a ship is increasing and can be plagued by excessive 
levels of interference below deck. The below deck limit is comparable to many 
commercial / international standards. 

For submarines, the NRE02 limit distinguishes between equipment located internal 
versus external to the pressure hull. For equipment located external to the pressure 
hull, stricter limits are imposed. Possible tailoring is to apply the external NRE02 
requirement only to equipment that is located above the waterline. 

The limit curves for equipment in internal installations on fixed wing aircraft are 
placed for air vehicles that are not designed to have intentionally shielded volumes 
that are effective across the frequency range of the test. Some minimal shielding is 
present. The curve for equipment in external installations and helicopters is 10 dB 
more stringent because even this minimal shielding is not available. 

These limits for the 30 to 400 MHz band, in particular, have been validated as being 
properly placed. It has become standard practice on some aircraft programs to use 
spectral analysis equipment wired to aircraft antennas to assess degradation due to 
radiated emissions from onboard equipment. Many problems due to out-of-limit 
conditions in this band have been demonstrated. It has also been determined that 
equipment meeting the limit generally does not cause problems. Most of this 
experience is on fighter size aircraft. The 20 dB/decade increase in the limit above 

100 MHz is due to the aperture size of a tuned antenna (G2/(4)) decreasing with 
frequency. The coupled power level from an isotropic tuned antenna will remain 
constant. The curve breaks at 100 MHz because of difficulty with maintaining a tuned 
antenna due to increasing physical size and the lower likelihood of coupling to the 
antenna with longer wavelengths. 
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No limit is specified below 2 MHz for internal equipment on fixed-wing aircraft. There 
are antennas on some aircraft that operate below 2 MHz; however, these antennas 
are usually magnetic loops that have an electrostatic shield. These antennas have 
very short electrical lengths with respect to the wavelength of frequencies below 
2 MHz and any electric field coupling will be inefficient. 

In the past some Army EUTs have been found to be susceptible to ripple voltages 
when fitted to platforms and hence must be tested to avoid problems when subjected 
to low frequency radiated fields which can couple onto interconnecting cabling. 
Although relatively inefficient, coupling to cabling at lower frequencies has been 
demonstrated innumerable times in EMI testing. 

The limits for all land based equipment cover the same frequency range, however a 
20dB difference exists between equipment categorised as being a fixed installation 
for sea systems (such as that associated with a permanent shore emplacement) and 
a mobile sea system (such as a man portable device see AECTP 502 [Ref 18]). All 
equipment procured by the Army shall be tested to the more stringent limit while 
equipment procured for Air service deployed in a ground support role shall be tested 
in accordance with the requirements of AECTP 503 [Ref 19]. The 20 dB difference 
between the limits exists because of the general situations where the equipment is 
deployed. Mobile equipment is often very close to unprotected antennas such as 
installations in vehicles or tents or near physically small helicopter aircraft and 
therefore requires a harsher limit applied. The fixed sea systems and most air 
installations in a ground support role have less critical coupling situations with regard 
to antenna coupling. 

Possible tailoring by the procuring activity for contractual documents is as follows. 
The limits could be adjusted based on the types of antenna-connected equipment on 
the platform and the degree of shielding present between the equipment, associated 
cabling, and the antennas. For example, substantial relaxation of the limit may be 
possible for equipment and associated cabling located totally within a shielded 
volume with known shielding characteristics. It may be desirable to tailor the 
frequency coverage of the limit to include only frequency bands where antenna-
connected receivers are present. Some caution needs to be exercised in this regard 
since there is always the chance the equipment will be added in the future. For 
example, it is not uncommon to add communications equipment (such as HF radio) 
onboard an aircraft as different missions evolve. 

Test Procedures:  Specific antennas are required by this test procedure for 
standardisation reasons. The intent is to obtain consistent results between different 
test facilities. 

In order for adequate signal levels to be available to drive the measurement 
receivers, physically large antennas are necessary. Due to shielded room 
measurements, the antennas are required to be relatively close to the EUT, and the 
radiated field is not uniform across the antenna aperture. For electric field 
measurements below several hundred megahertz, the antennas do not measure the 
true electric field. 
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The 104 cm rod antenna has a theoretical electrical length of 0.5 metres and is 
considered to be a short monopole with an infinite ground plane. It would produce 
the true electric field if a sufficiently large counterpoise were used to form an image 
of the rod in the ground plane. However, there is not adequate room. The 
requirement to bond the counterpoise to the shielded room or earth ground, as 
applicable, is intended to improve its performance as a ground plane. The biconical 
and double ridged horn antennas are calibrated using far-field assumptions at a 
1 metre distance. This technique produces standardised readings. However, the true 
electric field is obtained only above approximately 1 GHz where a far field condition 
exists for practical purposes. 

Antenna factors are determined using the procedures of [Ref 15] or other acceptable 
standards. They are used to convert the voltage at the measurement receiver to the 
field strength at the antenna. Any RF cable loss and attenuator values must be 
added to determine the total correction to be applied. 

Other linearly polarized antennas such as log periodic antennas are not to be used. It 
is recognized that these types of antennas have sometimes been used in the past; 
however, they will not necessarily produce the same results as the double ridged 
horn because of field variations across the antenna apertures and far field/near field 
issues. Uniform use of the double ridge horn is required for standardization purposes 
to obtain consistent results among different test facilities. 

The stub radiator required by the procedure is simply a short wire (approximately 
10 cm) connected to the centre conductor of a coaxial cable that protrudes from the 
end of the cable. 

There are two different mounting schemes for baluns of available 104 cm rod 
antennas with respect to the counterpoise. Some are designed to be mounted 
underneath the counterpoise while others are designed for top mounting. Either 
technique is acceptable provided the desired 0.5 metre electrical length is achieved 
with the mounting scheme. 

The 10 pF capacitor used with the rod antenna in Clause 3.30.3.4.c(3) of Method 
NRE02 as part of the system check simulates the capacitance of the rod element to 
the outside world. With the rod antenna, the electric field present induces a voltage 
in the rod that is applied to the balun circuitry. One of the functions of the balun is to 

convert the high impedance input of the antenna element to the 50  impedance of 
the measurement receiver. The 10 pF capacitor ensures that the correct source 
impedance is present during the check. Some antennas have a 10 pF capacitor built 
into the rod balun for calibration purposes and some require that an external 
capacitor be used. 

For measurement system checks, establishing the correct voltage at the input to the 
10 pF capacitor can be confusing dependent upon the design of the antenna and the 
associated accessories. Since, the electrical length of the 104 cm rod is 0.5 metres, 
the conversion factor for the induced voltage at the input to the 10 pF capacitor is 

6 dB/m. If the limit at the measurement system check frequency is 34 dBV/m, the 
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required field level to use for measurement system check is 6 dB less than this value 

or 28 dBV/m. The voltage level that must be injected is: 

28 dBV/m – 6 dB/m = 22 dBV 

Since the input impedance at the 10 pF capacitor is very high, a signal source must 

be loaded with a 50  (termination load or measurement receiver) to ensure that the 
correct voltage is applied. A “tee” connection can be used with the signal source 

connected to the first leg, the 50  load connected to the second leg, and the centre 
conductor of the third leg connected to the 10 pF capacitor (barrel referenced to the 
balun case). Sometimes a feed-through accessory that acts as a voltage divider is 
supplied with a rod antenna for the purpose of determining antenna factors. The 
accessory usually includes the required 10 pF capacitor inside the accessory. If the 
accessory is used for injecting the measurement system check signal, caution needs 
to be observed. Since the accessory is intended for only determining antenna 
factors, the procedures provided with these accessories may not address the actual 
voltage that appears at the 10 pF capacitor. The design of the accessory needs to be 
reviewed to determine that the correct voltage is obtained. For a common design, the 
voltage at the capacitor is 14.6 dB less than the signal source level and 5.0 dB 
greater than the indication on the measurement receiver. 

The antenna positioning requirements in this procedure are based on likely points of 
radiation and antenna patterns. At frequencies below several hundred MHz, radiation 
is most likely to originate from EUT cabling. The 104 cm rod and biconical antennas 
have wide pattern coverage. The equation in Figure NRE02-7 in Test Method NRE02 
is based on the rod and biconical being placed at least every 3 metres along the test 
set-up boundary. The double ridge horns have narrower beamwidths. However, the 
shorter wavelengths above 200 MHz will result in radiation from EUT apertures and 
portions of cabling close to EUT interfaces. The requirements for antenna positioning 
above 200 MHz are based on including EUT apertures and lengths of cabling at least 
one quarter wavelength. 

All the specified antennas are linearly polarised. Above 30 MHz, measurements must 
be performed to measure both horizontal and vertical components of the radiated 
field. Measurements with the 104 cm rod are performed only for vertical polarisation. 
This antenna configuration is not readily adapted for horizontal measurements. 

For equipment or subsystems that have enclosures or cabling in various parts of a 
platform, data may need to be taken for more than one configuration. For example, 
in an aircraft installation where a pod is located outside of aircraft structure and its 
associated cabling is internal to structure two different limits may be applicable. 
Different sets of data may need to be generated to isolate different emissions from 
the pod housing and from cabling. The non-relevant portion of the equipment would 
need to be protected with appropriate shielding during each evaluation. 
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3.9.21 NRE03, Radiated Emissions, Antenna Spurious and Harmonic Outputs, 

10 kHz to 40 GHz 

Applicability and Limits: The requirements are essentially identical with NCE03 for 
transmitters in the transmit mode. There are no requirements for receivers or 
transmitters in the standby mode. Most of the discussion under NCE03 

(Clause 3.9.3) also applies to NRE03. A distinction between the requirements is that 
NRE03 testing includes effects due to antenna characteristics. The test itself is 
considerably more difficult. 

Test Procedures:  Since the test procedure measures emissions radiating from an 
antenna connected to a controlled impedance shielded transmission line, the 
measurement results should be largely independent of the test set-up configuration. 
Therefore, it is not necessary to maintain the basic test set-up described in the main 
body of this standard. 

The test procedure is laborious and will require a large open area to meet antenna 
separation distances. Equations in the test procedure specify minimum acceptable 
antenna separations based on antenna size and operating frequency of the EUT. 
Antenna pattern searches in both azimuth and elevation are required at the spurious 
and harmonic emissions to maximise the level of the detected signal and account for 
antenna characteristics. 

Sensitivity of the measurement system may need enhancement by use of 
preamplifiers and the entire test needs to be co-ordinated with local frequency 
allocation authorities. All recorded data has to be corrected for space loss and 
antenna gain before comparisons to the limit. 

As shown in Figures NRE03-1 and NRE03-2, shielding might be necessary around 
the measurement system and associated RF components to prevent the generation 
of spurious responses in the measurement receiver. The need for such shielding can 
be verified by comparing measurement runs with the input connector of the 
measurement receiver terminated in its characteristic impedance and with the EUT in 
both transmitting and stand-by modes or with the EUT turned off. Also, the receiving 
or transmit antenna may be replaced with a dummy load to determine if any 
significant effects are occurring through cable coupling. 

The RF cable from the receive antenna to the measurement receiver should be kept 
as short as possible to minimise signal loss and signal pick-up. 
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The band-rejection filters and networks shown in Figures NRE03-1 and NRE03-2 are 
needed to block the transmitter fundamental and thus reduce the tendency of the 
measurement receiver to generate spurious responses or exhibit suppression effects 
because of the presence of strong out-of-band signals. These rejection networks and 
filters require calibration over the frequency range of test. 

Some caution needs to be exercised in applying Table 501-4. In Clause 3.31.3.4 of 
Method NRE03, a power monitor is used to measure the output power of the EUT. In 
conjunction with the antenna gain, this value is used to calculate the effective 

radiated power (ERP) of the equipment. In Clause 3.31.3.4 of Test Method NRE03, 
the measurement receiver is used to measure the power from a receiving antenna. 
This result is also used to calculate an ERP. For the two measurements to be 
comparable, the measurement receiver bandwidth needs to be sufficiently large to 
include at least 90% of the power of the signal present at the tuned frequency. If the 
bandwidth in Table 501-4 is not appropriate, a suitable measurement receiver 
bandwidth should be proposed in the EMITP. 

For measurement of the magnitude of harmonic and spurious emissions with respect 
of the fundamental, the bandwidths of Table 501-4 will normally produce acceptable 
results, regardless of whether the bandwidth is large enough to process 90% of the 
power. Since the signal bandwidth of harmonic and spurious emissions is usually the 
same as the fundamental, use of a common bandwidth for measuring both the 
fundamental and the emissions will provide a correct relative reading of the 
amplitudes. 

3.9.22 NRS01, Radiated Susceptibility, Magnetic Fields, 30 Hz to 100 kHz 

Applicability and Limits: This requirement is specialised and intended primarily to 
ensure that performance of equipment potentially sensitive to low frequency 
magnetic fields is not degraded. NRE01 is a complimentary requirement governing 
the radiated magnetic field emissions from equipment and subsystems. The NRE01 
discussion is also applicable to this requirement. 

The Sea NRS01 limit was established by measurement of magnetic field radiation 
from power distribution components (transformers and cables), and the magnetic 
field environment of Sea platforms. The Sea NRS01 limit from 30 Hz to 2 kHz was 
derived from the worst case magnetic field radiation from a power transformer 
(~170 dBpT) and applicable cable types (DSGU-400), and takes into account the 
user equipment power line harmonic content and maximum anticipated power 
consumption. The Sea NRS01 limit above 2 kHz is based on the measured magnetic 
field environment of Sea platforms. 

Land has maintained the basic relationship of the NRS01 and NRE01 limits having 
the same shape. The NRS01 limit is based on 5 mV (independent of frequency) 
being induced in a 12.7 cm diameter loop. 
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Discussion: Laboratory tests have been performed to assess the possibility of 
using the 13.3 cm loop sensor specified in the NRE01 test procedure instead of the 
4 cm loop sensor used in this test procedure to verify the radiated field. The testing 
revealed that the 13.3 cm loop sensor did not provide the desired result due to 
variation of the radiated field over the area of the loop sensor. Due to its smaller size, 
the 4 cm loop sensor provides an accurate measure of the field near the axis of the 
radiating loop. A correction factor curve to convert from the voltage indicated by the 
measurement receiver to the magnetic field in dBpT is required. Manufacturers use 
different construction techniques that cause the actual factor to vary somewhat. 
Where traceable calibration figures are not available it is necessary to use the 
manufacturers’ supplied data. 

Test Procedures:  The primary test procedure requires that testing be performed 
at each electrical interface connector. On some small size EUTs, connectors may be 
closely spaced such that more than one connector can be effectively illuminated for 
a particular loop position. The EMITP shall address this circumstance. 

Helmholtz coils generate a relatively uniform magnetic field that is more 
representative of the environment experienced on some platforms, particularly 
submarines. For this reason, the AC Helmholtz coil test option is preferred for 
submarine applications. In addition to providing a more realistic test bed, Helmholtz 
coils will, in general, reduce test time. Application of the guidelines and analytical 
expressions presented herein should enable users to design and construct 
Helmholtz coils for NRS01 testing. 
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AC Helmholtz coils may be designed in accordance with the following guidance. 

1. A closed form solution for the magnetic flux density produced along the axis of 
a series-driven system of two identical circular coils is: 
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 where, 

 Bz = magnetic flux density, Teslas 

 o = permeability of free space, Henrys/metre 

 N = number of turns (same for each coil) 

 I = current, Amperes 

 r = coil radius, metres 

 d = coil separation, metres 

 z = distance along common axis, metres 

 For a standard Helmholtz coil configuration, d = r. 

At the centre of the test volume (z = r/2), the above expression can be simplified: 
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2. The coil impedance can be estimated using general expressions for an RL 
series circuit. The dominant term for frequencies below 100 kHz is the coil 
inductance that is the sum of each coil’s series inductance (L) and the mutual 
inductance (M) between the two coils: 

 LTotal = 2(L + M) 

 Where: 

 M = N2r  = 0.494 x 10-6 Henrys/metre 
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The series inductance can be estimated using the following expression for the 
external inductance of a circular coil where the wire bundle cross section is circular in 
shape and small relative to the coil radius: 
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 Where: a = diameter of wire bundle cross section, metres 

There are several practical limitations that must be considered when designing AC 
Helmholtz coils. 

a) The coil drive current is limited by coil impedance. The dominant term in 
the coil impedance is the coil inductive reactance. Because it is 
proportional to the square of the number of turns (N), the coils should be 
designed with a minimum number of turns needed to meet the low 
frequency test limit. Depending on coil size, it may be necessary to 
construct the coils with one or more taps so the number of turns can be 
reduced at higher frequencies.  

b) The coil self-resonant frequency must be greater than 100 kHz. At self-
resonance, it may not be practical to generate sufficient drive current to 
achieve the test limit. 

c) A series voltage drop will exist across each coil that is proportional to the 
product of the coil impedance and coil drive current. Because the 
voltage drops are separated in space by the distance between the coils, 
a voltage gradient will exist (electric field in V/m). This field is, maximum 
near the perimeter of circular coils. If the EUT is relatively small 
compared to the available test volume, this effect may not be a concern. 
However, if the EUT is near the coil perimeter, or if the electric field 
magnitude is significant relative to the NRS02 electric field susceptibility 
requirement, then steps should be taken to minimise the electric field. 

It may not be practical using commonly available laboratory power amplifiers to 
achieve the NRS01 test limit for coils much larger than 1.22 metres in diameter. 
Consideration should be given to tailoring the test limit if a larger Helmholtz coil is 
used. For example, it may be proposed that the radiated test level exceed the limit by 
3 dB, rather than the 6 dB required for Helmholtz coils. Any tailoring requires 
approval from the procuring activity. 
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Prior to initial use, the coils must be tested to ensure they are capable of generating 
the required magnetic flux densities from 30 Hz to 100 kHz. Sufficient margin (2 to 3 
dB) should be available to compensate for the potential loading effect of nearby 
metallic structures or magnetic material. It must be confirmed that the first indication 
of self-resonance appears above the NRS01 upper frequency limit of 100 kHz. For 
frequencies above 10 kHz, the magnitude of the electric field component in the test 
volume should be determined either by direct measurement, or it should be 
approximated by measuring the voltage drop across the coils and dividing by coil 
separation distance. Unless the electric field component is much less than the 
NRS03 electric field susceptibility limit, the coils should be enclosed in a non-
continuous electrostatic shield to prevent ambiguity when interpreting susceptibility 
test results. 

3.9.23 NRS02, Radiated Susceptibility, Electric Field, 2 MHz to 40 GHz 

Applicability and Limits: The requirements are applicable to both the EUT 
enclosures and EUT associated cabling. The basic concern is to ensure that 
equipment will operate without degradation in the presence of electromagnetic fields 
generated by antenna transmissions both onboard and external to the platform. 

There is no implied relationship between this requirement and NRE02. The NRE02 
limit is placed primarily to protect antenna-connected receivers while NRS02 
simulates fields resulting from antenna transmissions. 

The limits specified for different platforms are simply based on levels expected to be 
encountered during the service life of the equipment. They do not necessarily 
represent the worst-case environment to which the equipment may be exposed. RF 
environments can be highly variable, particularly for emitters not located on the 
platform. The limits are placed at levels that are considered to be adequate to cover 
most situations, including design levels for “back door” effects (excluding direct 
coupling to platform antennas or externally mounted devices) resulting from RF high 
power threat emitters. The aircraft carrier hanger deck is not a totally enclosed area. 
Investigation of the electromagnetic environment in the aircraft carrier hangar deck 
on 9 aircraft carriers showed levels in the HF band (2 to 30 MHz) up to 42 V/m. 
Therefore, equipment located in the hanger deck is required to meet the same 
50 V/m level as equipment in non-metallic ships (below decks) from 2 to 30 MHz. 

In the past some EUTs have been found to be susceptible to ripple voltages when 
fitted to platforms and hence must be tested to avoid problems when subjected to 
low frequency radiated fields. 
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An example, which demonstrates the variability of environments for ground 
installations and the need for effective tailoring of requirements, is the installation of 
equipment in a large ground-based radar facility. Some of these facilities transmit 
power levels over one megawatt and the back lobes from the antennas can be 
substantial. Suitable design levels for equipment that will be used in the facility or 
nearby need to be imposed. 

For aircraft and ships, different limits are specified depending on whether the 
equipment receives protection from platform structure. This distinction is not made 
for Land systems, such as tanks, because the same equipment used inside a 
structure is often used in other applications where protection is not available. 

The 200 V/m, requirement for Aircraft is regardless of the location or criticality of the 
equipment. Portions of the external environment accepted for most Aircraft is higher 
than 200 V/m. Aircraft, especially rotary wing, have flight profiles that are almost 
exclusively nap-of-the-earth (NOE). The NOE profiles allow for much closer and 
longer duration, encounters with high power emitters. This approach is similar to the 
FAA approach that recommends that Visual Flight Rules (VFR) helicopters be 
qualified to levels higher than fixed wing aircraft. 

For submarines, the NRS02 limit distinguishes between equipment located internal 
versus external to the pressure hull. For equipment installed internal to the pressure 
hull, 10 V/m is specified above 30 MHz to account for portable transmitters used with 
the submarine. For equipment located external to the pressure hull, stricter limits are 
imposed to more closely reflect the electromagnetic environment. The external 
NRS02 limits should be applied only to equipment that is required to be fully 
operational when located above the waterline. Separate limits are specified, which 
are less severe, for equipment that is “external” to the pressure hull but located with 
the submarine superstructure (metallic boundary). 

Possible tailoring by the procuring activity for contractual documents is to modify the 
required levels and required frequency ranges based on the emitters on and near a 
particular installation. Actual field levels can be calculated from characteristics of the 
emitters, distances between the emitters and the equipment, and intervening 
shielding. Leaflet AECTP 258 in Ref [6] provides information on land, air, and sea 
based RF emitters, both hostile and friendly, which contribute to the overall 
electromagnetic environment. The possible use of the equipment in other 
installations and the potential addition or relocation of RF emitters needs to be 
considered. Other possible tailoring is to change from the standard 1 kHz, square 
wave modulation or use additional modulations based on actual platform 
environments. 
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NRS02 requirements for surface ships and submarines are included at the tuned 
frequency of antenna-connected receiver; there is no relaxation as for other 
platforms. The use of wireless devices such as radio frequency identification (RFID) 
tags, handheld transceivers, wireless local area network (WLAN), etc. is increasing 
rapidly for below decks applications. The requirement is to protect receivers at their 
tuned frequency, from the intentional emissions of wireless (RF generating) devices 
used in close proximity to the receiver when sufficient isolation is provided by the 
platform (for example, path loss from sea water between the emitter and receive 
antenna for submarines) such that the receiver’s antenna does not detect significant 
levels from wireless devices. The requirement is intended to ensure the equipment 
(receiver) does not respond to the electric fields generated internal to the structure 
and is not to restrict signals received via the antenna. The electric field strength at a 
distance of 1.0 m from a typical wireless device with an effective isotropic radiated 
power (EIRP) of 100 mW (typical of 802.11 wireless LAN access points, RFID, and 
wireless communications) is 1.73 V/m.  

Note 1: The start frequency for this test maybe tailored by Nations as required. 

Note2: Federal Communications Commission (FCC) rules defines power 
limitations for WLANs in FCC Part 15.247 and requires effective isotropic radiated 
power (EIRP) to be 1 W or less; this equates to an electric field strength of 5.5 V/m at 
a distance of 1 m. It should be noted that for fixed, point-to-point systems that use 
higher gain directive antennas an EIRP of 4.0 W is permitted by the FCC. 

Test Procedures:  Test facilities are permitted to select appropriate electric field 
generating apparatus. Any electric field generating device such as antenna, long 
wire, TEM cell, reverberating chamber (using mode tuned techniques) or parallel 
strip line capable of generating the required electric field may be used. Fields should 
be maintained as uniform as possible over the test set-up boundary. Above 30 MHz, 
both horizontally and vertically polarised fields must be generated. This requirement 
may limit the use of certain types of apparatus. Only vertically polarised 
measurements are required below 30 MHz due to the difficulty of orienting available 
test equipment for horizontal measurements. 

The field-leveling or the pre-calibration (subsititution) method can be used, but the 
method used shall be mentioned in the EMITP. 

Using the field-leveling method, the electric field sensors are located at least 30 cm 
above the ground plane below 1 GHz to minimize electromagnetic boundary 
conditions of the ground plane affecting the field that is present at the longer 
wavelengths. At and above 1 GHz, these effects are less pronounced and the 
volumes being illuminated by antennas that typically have higher gain are smaller. 
Therefore, the sensors need to be positioned in the main antenna beam and located 
at a height where the EUT is being radiated. 
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Using the pre-calibration method, the electric field sensors are located at exactly the 
same position as the EUT will be placed, in line with the front of the EUT. The power 
needed to establish the required field strength shall be measured during the pre-
calibration measurements while the anechoic chamber is empty.   

The requirement to ensure that the E-field sensor is displaying the fundamental 
frequency is primarily concerned with the biconical antenna, which has poor 
characteristics at the lower frequencies. Harmonics, which are down from the 
fundamental in power, may radiate higher levels than the fundamental due to the 
antenna being more efficient at the harmonic frequencies. The primary way to avoid 
this effect is to use a transmission line radiator or a physically larger transmit 
antenna at the lower frequencies (approximately below 70 MHz). 

This edition of AECTP 501 allows larger distances than 1 metre between the transmit 
antenna and the EUT boundary. This approach is actually preferable, where amplifier 
power is available to obtain the required field, since more of the EUT is illuminated at 
one antenna position. 

Monitoring requirements emphasise measuring true electric field. While emission 
testing for radiated electric fields does not always measure true electric field, sensors 
with adequate sensitivity are available for field levels generated for susceptibility 
testing. Physically small and electrically short sensors are required so that the 
electric field does not vary substantially over the pickup element resulting in the 
measurement of a localised field. Broadband sensors not requiring tuning are 
available. 

The use of more than one sensor is acceptable provided all sensors are within the 
beamwidth of the transmit antenna. The effective field is determined by taking the 
average of the readings. 

For example, if the readings of three sensors are 30, 22, and 35 V/m, the effective 
electric field level is: 

(30 + 22 + 35) / 3 = 29 V/m. 

Different sensors may use various techniques to measure the field. At frequencies 
where far-field conditions do not exist, sensors must be selected which have electric 
field sensing elements. Sensors that detect magnetic field or power density and 
convert to electric field are not acceptable. Under far-field conditions, all sensors will 
produce the same result. Correction factors must be applied for modulated test 

signals for equivalent peak detection as discussed under Clause 3.6.10.1 of the 
document. Care must be taken that sensors are fast enough to cope with the 
modulated field. 

A typical procedure for determining the correction factor for these sensors is as 
follows: 

a) Generate a field at a selected frequency using an unmodulated source. 
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b) Adjust the field to obtain a reading on the sensor display near full scale 
and note the value. 

c) Modulate the field as required (normally 1 kHz pulse, 50% duty cycle) 
and ensure the field has the same peak value. A measurement receiver 
with the peak detector selected and receiving antenna can be used to 
make this determination. 

d) Note the reading on the sensor display. 

e) Divide the first reading by the second reading to determine the 
correction factor (Subtract the two readings if the field is displayed in 
terms of dB). 

f) Repeat the procedure at several frequencies to verify the consistency of 
the technique. 

Above 1 GHz, radiated fields usually exhibit far-field characteristics for test purposes 
due to the size of typical transmit antennas, antenna patterns, and distances to the 
EUT. Therefore, a double-ridged horn together with a measurement receiver will 
provide true electric field. Similarly, the particular sensing element in an isotropic 
sensor is not critical, and acceptable conversions to electric field can be made. 

For equipment or subsystems that have enclosures or cabling in various parts of a 
platform, data may need to be taken for more than one configuration. For example, 
in an aircraft installation where a pod is located outside of aircraft structure and its 
associated cabling is internal to structure two different limits may be applicable. 
Different sets of data may need to be generated to evaluate potential pod 
susceptibility due to coupling through the housing versus coupling from cabling. The 
non-relevant portion of the equipment would need to be protected with appropriate 
shielding. 

Note: The substitution method can be used as an alternative to the sensor 
levelling method but a technical rationale must be provided in the test plan. 

Reverberating chambers, using mode-tuned techniques, have been popular for 
performing shielded effectiveness evaluations and, in some cases, have been used 
for radiated susceptibility testing of equipment and subsystems. The concept used in 
reverberating chambers is to excite available electromagnetic wave propagation 
modes to set up variable standing wave patterns in the chamber. A transmit antenna 
is used to launch an electromagnetic wave. An irregular shaped tuner is rotated to 
excite the different modes and modify the standing wave pattern in the chamber. Any 
physical location in the chamber will achieve same peak field strength at some 
position of the tuner. 

Reverberation chambers have the advantage of producing relatively higher fields 
than other techniques for a particular power input. Also, the orientation of EUT 
enclosures is less critical since the all portions of the EUT will be exposed to the 
same peak field at some tuner position. The performance of a particular 
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reverberation chamber is dependent upon a number of factors including dimensions 
Q of the chamber, number of available propagation modes, and frequency range of 
use. 

Some issues with reverberation chambers are as follows: 

a) The field polarisation and distribution with respect to the EUT layout are 
generally unknown at a point in time. If a problem is noted, the point of 
entry into the EUT may not be apparent. 

b) Reverberation chambers are sometimes treated as a good tool to 
determine potential problem frequencies with conventional antenna 
procedures being used to evaluate areas of concern. 

c) The performance of each chamber must be reviewed to determine the 
suitability of its use for reverberation testing over a particular frequency 
range. 

Reverberation chambers should be constructed in accordance with the following 
guidance in order to function properly. 

a) A tuner should be constructed of metal and installed with appropriate 
positioning equipment to allow the tuner to be rotated 360 degrees in at 
least 200 evenly spaced increments. The tuner should be constructed to 
be asymmetric with the smallest dimension of the tuner being at least 

/3 of lowest frequency to be tested and the longest dimension of the 
tuner being approximately 75% of the smallest chamber dimension. 

b) The enclosure shall be free of any materials that might exhibit 
absorptive properties such as tables, chairs, wood floors, sub-floors, 
shelves, and such. Support structures should be constructed from high 
density foam. 

c) Transmit and receive antennas should be at least 1.0 metre (/3 is the 
actual limitation) from any wall or object and should be positioned to 
prevent direct alignment between the main lobes of the two antennas or 
between the EUT and the main lobe of either antenna. 
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d) The lower frequency limit is dependent on chamber size. To determine 
the lower frequency limit for a given chamber, use one of the following 
methods: 

1. Using the following formula, determine the number of possible 
modes (N) which can exist at a given frequency. If, for a given 
frequency, N is less than 100 then the chamber should not be used 
at or below that frequency. 

3

3

3

8

c

f
abdN


  

  Where: a, b, and d are the chamber internal dimensions in metres 

   f is the operation frequency in Hz 

   c is the speed of propagation (3 x 108 m/s) 

2. Use the methods detailed in Ref [7], Section 20.6, for determining 
the lowest useable frequency based on field uniformity. 

e) In order to assure that the time response of the chamber is fast enough 
to accommodate pulsed waveform testing (other than the 1 kHz, 50% 
duty cycle, waveform specified), determination of the chamber time 
constant must be accomplished using the following procedure: 

1. Calculate the chamber Q using: 

Q
V P

PTx Rx

ave rec

forward





















16 2

3



  
 

  Where: Tx and Rx are the antenna efficiency factors for the Tx and 
Rx antennas respectively and can be assumed to be 0.75 for a log 
periodic antenna and 0.9 for a horn antenna. 

V is the chamber volume (m3),  is the free space wavelength (m) at 
the specific frequency. 

  Pave rec is the average received power over one tuner rotation. 

Pforward is the forward power input to the chamber over the tuner 
rotation at which Pave rec was measured. 
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2. Calculate the chamber time constant, , using: 

f

Q




2
  

  where Q is the value calculated above, and f is the frequency (Hz) 

3. If the chamber time constant is greater than 0.4 of the pulse width of 
the modulation waveform, absorber material must be added to the 
chamber or the pulse width must be increased. If absorber material 
is added, repeat the measurement and the Q calculation until the 
time constant requirement is satisfied with the least possible 
absorber material. A new CLF(f) must be defined if absorber material 
is required. 

f) Prior to using the chamber, the effectiveness of the tuner should be 
evaluated at the upper and lower frequencies to be used and at points 
between the endpoints not to exceed 1 GHz spacing. To evaluate the 
stirring effectiveness, inject a CW signal into the chamber at the desired 
frequency and record the net received power at 200 positions of the 
tuner evenly spaced over a 360 degree rotation of the tuner. Determine 
the correlation coefficient between the original set of received power and 
subsequent sets obtained by rotating the last data point of the original 
set to the position of the first point and then shifting all the other points 
to the right as depicted below. 

    Original data D1, D2, D3, D4, D5, . . . D200 

    Shifted data (1) D200, D1, D2, D3, D4, . . . D199 

    Shifted data (2) D199, D200, D1, D2, D3, . . . D198 

    Shifted data (3) D198, D199, D200, D1, D2, . . . D197 

    Shifted data (4) D197, D198, D199, D200, D1, . . . D196 

    Shifted data (5) D196, D197, D198, D199, D200, D1, . . . D195 

The correlation coefficient should drop to below 0.36 within five shifts of the data. 
This will ensure that the tuner is operating properly. If the tuner fails this test, then 
the tuner needs to be made either larger or more complex, or both. 

g) NBS Technical Note 1092 Refs [20] and NIST Technical Note 1508 [21] 
should be used as a guide in preparing a shielded room for 
reverberation measurements. 
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3.9.24 NRS03, Radiated Susceptibility, Transient, Electromagnetic Field 

Applicability and Limits: This requirement is primarily intended for EUTs to 
withstand the fast rise time, free field transient environment of an electromagnetic 
pulse (EMP). It applies for equipment enclosures, which are directly exposed to the 
incident field outside of the platform structure or for equipment inside poorly shielded 
or unshielded platforms. This requirement may be tailored in adjustment of the curve 
amplitude either higher or lower based on degree of field enhancement or protection 
provided in the area of the platform where the equipment will be located. This 
requirement is applicable only for EUT enclosures. The electrical interface cabling 
should be protected in shielded conduit. Potential equipment responses due to cable 
coupling are controlled under NCS09. 

Test Procedures:  To protect the EUT and actual and simulated loads and signal 
equipment, all cabling should be treated with overall shielding; kept as short as 
possible within the test cell; and oriented to minimise coupling to the EMP fields. 

The EMP field is simulated in the laboratory using bounded wave TEM radiators 
such as TEM cells and parallel plate transmission lines. To ensure the EUT does not 
significantly distort the field in the test volume, the largest EUT dimension should be 
no more than a third of the dimension between the radiating plates of the simulator. 
In these simulators the electric field is perpendicular to the surfaces of the radiator. 
Since the polarisation of the incident EMP field in the installation is not known the 
EUT must be tested in all orthogonal axes. 

There is a requirement to first test at 10% of the specified limit and then increase the 
amplitude in steps of 2 or 3 until the specified limit is reached for several reasons. 
This test has the potential to burnout equipment and stating at lower levels provides 
a degree of protection. Also, the equipment may exhibit susceptibility problems at 
lower test levels that do not occur at higher test levels due to the presence of 
terminal protection devices (TPDs). At lower test levels, the devices might not 
actuate resulting in higher stresses on circuits than for higher levels where they do 
actuate. 

Common mode signals can result on cables with inadequate isolation or leaky 
connectors in the presence of radiated fields. A method of checking for potential 
problems is as follows: 

a) Measure the E-field with the B-dot or D-dot probe. 

b) Invert the probe by rotating it 180 degrees. 

c) Measure the E-field again and invert the signal. 

d) Overlay and subtract the two signals. 

e) The result is the common mode signal. 
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If any significant level is present, corrections to the set-up should be undertaken, 
such as tightening of connectors and introduction of additional isolation, such as 
better shielded cables, alternative routing, or shielding barriers. 

3.9.25 NRS04, Radiated Susceptibility, Magnetic Field Susceptibility (DC) 

Applicability and Limits: This requirement is specialised and intended primarily to 
ensure that performance of equipment potentially sensitive to DC magnetic fields is 
not degraded. EUTs may be required to operate in areas that are subjected to large 
fields either intentionally or unintentionally generated. 

This requirement is performed to prove that equipment continues to function correctly 
on board a Ship where depermining and degaussing of the ship’s hull takes place on 
a regular basis. It should be noted that the amount of field that the EUT will be 
subjected to will be dependant upon its location on the ship and the level applied 
should be adjusted accordingly, for this reason the procuring authority should define 
actual levels before testing commences. 

If either Land or Air procuring authorities deploy EUTs in areas of high DC magnetic 
fields then it is unlikely that the specified level of 800 A/m is suitable for ensuring 
correct operation. The level applied shall be tailored to the actual environment that 
the EUT will be operating in. 

This test procedure should be used when EUTs have components that are sensitive 
to magnetic fields such as CRTs, Hall effect circuitry, compasses or 
generating/sensing loops. 

Test Procedures:  A slewed DC magnetic field must be applied to all equipment 
operating on submarines and surface ships using the Helmholtz coil specified in 
NRS01. 

This test should be applied to each axis of the EUT for a continuous time period to 
establish that the EUT has suffered no detrimental effects. The field should be 
increased up to the desired test level at a rate of 1600 A/m/s and then maintained at 
this level for at least 5 seconds before being allowed to decay back to 0 A/m. This 
process should be repeated a sufficient number of times to establish that the EUT 
has not been adversely effected. This process should then be repeated with the field 
in the opposite direction, this is accomplished by reversing the connections to the 
coil. 

Care must be taken to keep the EUT in the uniform portion of the field produced 
within the centre of the coil. The area of uniform field is dependant upon the physical 
size of the Helmholtz coil being used and no EUT tested should have any dimension 
greater than 1.1 x the radius of that coil. 
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For EUT (or units of a system) greater than 1m3 or weighing more than 100kg it is 
considered generally impractical to apply the standard test method. For these 
equipment types, a localised test method shall be applied to all the areas of the 
equipment considered most likely to be susceptible. However it should be stressed 
that the normal method be used wherever possible and that the localised method be 
limited to exceptional circumstances. 

For the purpose of the test, the EUT should be powered and in its normal mode of 
operation throughout and some means of indication should be present to establish 
its correct operation. 

3.10 Test Procedures 

The following clauses detail the test requirement procedures as described in 
clause 3.9. 

3.11 NCE01 CONDUCTED EMISSIONS, POWER LEADS, 30 Hz to 10 kHz 

3.11.1 NCE01 Applicability 

This requirement is applicable for power leads, including returns, that obtain power 
from other sources not part of the Equipment Under Test (EUT) for Sea and Air 
applications. For AC applications, this requirement is applicable starting at the 
second harmonic of the EUT power frequency. 

Reference should be made to the Applicability Table 501-2 and Clauses 3.9.1 and 

3.9.5 before subjecting the EUT to this test method. This test method may be 
substituted by NCE05 where some procuring authorities require testing to a higher 
frequency. 

3.11.2 NCE01 Limits 

Conducted emissions on power leads shall not exceed the applicable values shown 
on Figure NCE01-1 for DC submarine applications, Figure NCE01-2 for 60 Hz 
submarine applications, Figure NCE01-3 for 400 Hz submarine applications and 
Figure NCE01-4 for air applications. 

3.11.3 NCE01 Test Procedure 

3.11.3.1 Purpose 

This test procedure is used to verify that electromagnetic emissions from the EUT do 
not exceed the specified requirements for power input leads including returns. 

3.11.3.2 Test Equipment 

The test equipment shall be as follows: 
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a. Measurement receivers 

b. Current probes 

c. Signal generator 

d. Data recording device 

e. Oscilloscope 

f. Resistor (R) 

g. 50 µH LISNs 
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3.11.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in, Figures 501-3 through to 501-6 and Clause 3.6.8. 
The LISN may be removed or replaced with an alternative 
stabilization device when approved by the procuring activity. 

b. Calibration.  Configure the test set-up for the 
measurement system check as shown in Figure NCE01-5. 

c. EUT testing 

(1) Configure the test set-up for compliance testing of the EUT as 
shown in Figure NCE01-6. 

(2) Position the current probe 50 mm from the LISN. 

3.11.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

b. Calibration. Evaluate the overall measurement system 
from the current probe to the data output device. 

(1) Apply a calibrated signal level, which is at least 6 dB below the 
applicable limit at 1 kHz, 3 kHz, and 10 kHz, to the current 
probe. 

(2) Verify the current level, using the oscilloscope and load resistor; 
also, verify that the current waveform is sinusoidal. 

(3) Scan the measurement receiver for each frequency in the same 
manner as a normal data scan. Verify that the data-recording 
device indicates a level within ±3 dB of the injected level. 

(4) If readings are obtained which deviate by more than ±3 dB, 
locate the source of the error and correct the deficiency prior to 
proceeding with the testing. 

c. EUT testing. Determine the conducted emissions from the 
EUT input power leads including returns. 

(1) Turn on the EUT and allow sufficient time for stabilization. 
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(2) Select an appropriate lead for testing and clamp the current 
probe into position. 

(3) Scan the measurement receiver over the applicable frequency 
range, using the bandwidths and minimum measurement times 
specified in Table 501-4 of Category 501. 

(4) Repeat Clause 3.11.3.4b (4) for each power lead. 

3.11.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Automatically and continuously plot amplitude versus 
frequency profiles on X-Y axis outputs. Manually gathered data 
is not acceptable except for plot verification. 

b. Display the applicable limit on each plot. 

c. Provide a minimum frequency resolution of 1% or twice 
the measurement receiver bandwidth, whichever is less 
stringent, and a minimum amplitude resolution of 1 dB for each 
plot. 

d. Provide plots for both the measurement and system check 
portions of the procedure. 
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LIMIT SHALL BE DETERMINED AS FOLLOWS:
1. For load currents  ≤ 3 ampere, use the limit curve as shown.

2. For load currents between 3 and 185 amperes, relax the limit

curve by 20 log (1/3)

3. For Load currents ≥ 185 amperes, relax the limit curve by 35 dB

 

Figure NCE01-1 Limit for Submarine Applications, DC 
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LIMIT SHALL BE DETERMINED AS FOLLOWS:
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greater than 1 ampere the limit shall be relaxed as follows:

dB relaxation = 20 Log (fundamental* current) 

2. For equipment and subsystems operating ≥ 1 kVA, use the limit 

line connecting d, b and c.
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greater than 1 ampere the limit shall be relaxed as follows:
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Figure NCE01-2 Limit for Submarine Applications, 60 Hertz 
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Figure NCE01-3Limit for Surface Ships and Submarine Applications, 400 Hz 
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Figure NCE01-4 limit for Applications in the Air Environment 
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Figure NCE01-5 Measurement System Check 
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Figure NCE01-6 Measurement Set-Up 
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3.12 NCE02 CONDUCTED EMISSIONS, POWER LEADS, 10 kHz to 10 MHz 

3.12.1 NCE02 Applicability 

This requirement is applicable from 10 kHz to 10 MHz for all power leads, including 
returns that obtain power from other sources not part of the Equipment Under Test 

(EUT). Reference should also be made to Clause 3.9.2. 

3.12.2 NCE02 Limits 

Conducted emissions on power leads shall not exceed the applicable values shown 
on Figure NCE02-1. 

3.12.3 NCE02 Test Procedure 

3.12.3.1 Purpose 

This test procedure is used to verify that electromagnetic emissions from the EUT do 
not exceed the specified requirements for power input leads, including returns. 

3.12.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Measurement receiver 

b. Data recording device 

c. Signal generator 

d. Attenuator, 20 dB, 50  

e. Oscilloscope 

f. LISNs 
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3.12.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b. Calibration. 

(1) Configure the test set-up for the measurement system 
check as shown in Figure NCE02-2. Ensure that the EUT 
power source is turned off. 

(2) Connect the measurement receiver to the 20 dB 
attenuator on the signal output port of the LISN. 

c. EUT testing. 

(1) Configure the test set-up for compliance testing of the 
EUT as shown in -Figure NCE02-3. 

(2) Connect the measurement receiver to the 20 dB 
attenuator on the signal output port of the LISN. 

3.12.3.4 Procedures 

The test procedures shall be as follows: 

a. Calibration. Perform the measurement system check 
using the measurement system check set-up of Figure NCE02-
2. 

(1) Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

(2) Apply a signal level that is at least 6 dB below the limit at 
10 kHz, 100 kHz, 2 MHz and 10 MHz to the power output 
terminal of the LISN. At 10 kHz and 100 kHz, use an 
oscilloscope to calibrate the signal level and verify that it is 
sinusoidal. At 2 MHz and 10 MHz, use a calibrated output level 

directly from a 50  signal generator. 
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(3) Scan the measurement receiver for each frequency in the 
same manner as a normal data scan. Verify that the 
measurement receiver indicates a level within ±3dB of the 
injected level. Correction factors shall be applied for the 20dB 
attenuator and the voltage drop due to the LISN 0.25 µF 
coupling capacitor. 

(4) If readings are obtained which deviate by more than ±3 
dB, locate the source of the error and correct the deficiency 
prior to proceeding with the testing. 

(5) Repeat Clauses 3.12.3.4a(2) through to 3.12.3.4a(4) for 
each LISN. 

b. EUT testing. Perform emission data scans using the 
measurement set-up of Figure NCE02-3. 

(1) Turn on the EUT and allow a sufficient time for 
stabilization. 

(2) Select an appropriate lead for testing. 

(3) Scan the measurement receiver over the applicable 
frequency range, using the bandwidths and minimum 
measurement times in Table 501-4 of Category 501. 

(4) Repeat Clauses 3.12.3.4b(2) and 3.12.3.4b(3) for each 
power lead. 

3.12.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Continuously and automatically plot amplitude versus 
frequency profiles on X-Y axis outputs.  Manually gathered data 
is not acceptable except for plot verification. 

b. Display the applicable limit on each plot. 

c. Provide a minimum frequency resolution of 1% or twice 
the measurement receiver bandwidth, whichever is less 
stringent, and a minimum amplitude resolution of 1dB for each 
plot. 

d. Provide plots for both the measurement system check and 
measurement portions of the procedure. 
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Figure NCE02-1 Limit (EUT power leads, AC and DC) for all applications 
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Figure NCE02-2 Measurement System Check Set-Up 
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Figure NCE02-3 Measurement Set-Up 
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3.13 NCE03 CONDUCTED EMISSIONS, ANTENNA TERMINAL, 10 KHz - 40 

GHz 

3.13.1 NCE03 Applicability 

This requirement is applicable to the antenna terminals of transmitters, receivers, 
and amplifiers. The requirement is not applicable to equipment designed with 
antennas permanently mounted to the equipment under test (EUT). The transmit 
mode portion of this requirement is not applicable within the EUT necessary 
bandwidth and within ±5 % of the fundamental frequency. Depending on the 
operating frequency range of the EUT, the start frequency of the test is as shown in 
Table NCE03-1: 

 

EUT Operating Frequency 
Range 

Start Frequency of 
Test 

 10 kHz to 3 MHz  10 kHz 

 3 MHz to 300 MHz  100 kHz 

 300 MHz to 3 GHz  1 MHz 

 3 GHz to 40 GHz  10 MHz 

Table NCE03-1 EUT Operating Frequencies 

The end frequency of the test is 40 GHz or twenty times the highest generated or 
received frequency within the EUT, whichever is less. For equipment using 
waveguide, the requirement does not apply below eight-tenths of the waveguide's 
cutoff frequency. NRE03 may be used as an alternative for NCE03 for testing 
transmitters with their operational antennas. NRE02 is applicable for emissions from 
antennas into the receive and standby modes for equipment designed with antennas 

permanently mounted to the EUT. Reference should also be made to Clause 3.9.3. 
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3.13.2 NCE03 Limits 

Conducted emissions at the EUT antenna terminal shall not exceed the values given 
below. 

Receivers: 34 dBµV 

Transmitters and amplifiers (standby mode): 34 dBµV 

Transmitters and amplifiers (transmit mode): Harmonics, except 
the second and third, and all other spurious emissions shall be 
at least 80 dB down from the level at the fundamental. The 2nd 
and 3rd harmonics shall be suppressed to a level of -20 dBm or 
80 dB, whichever requires less suppression. 

3.13.3 NCE03 Test Procedure 

3.13.3.1 Purpose 

This test procedure is used to verify that conducted emissions appearing at the 
antenna terminal of the EUT do not exceed specified requirements. 

3.13.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Measurement receiver 

b. Attenuators, 50  

c. Rejection networks 

d. Directional couplers 

e. Dummy loads, 50  

f. Signal generators. For amplifier testing, a signal generator 
is required to drive the amplifier that provides the modulation 
used in the intended application and that has spurious and 
harmonic outputs that are down at least 6 dB greater than the 
applicable limit. 

g. Data recording device 
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3.13.3.3 Set-Up 

It is not necessary to maintain the basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. The test set-up shall 
be as follows: 

Calibration Configure the test set-up for the signal 
generator path shown in Figures NCE03-1 through NCE03-3 as 
applicable. The choice of Figures NCE03-1 or NCE03-2 is 
dependent upon the capability of the measuring equipment to 
handle the transmitter power. 

EUT Testing Configure the test set-up for the EUT path 
shown in Figures NCE03-1 through NCE03-3 as applicable. 
The choice of Figures NCE03-1 or NCE03-2 is dependent upon 
the capability of the measuring equipment to handle the 
transmitter power. 

3.13.3.4 Procedures 

3.13.3.4.1 Transmit Mode for Transmitters and Amplifiers 

The test procedure shall be as follows: 

a. Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

b. Calibration. 

(1) Apply a known calibrated signal level from the signal 
generator through the system check path at a mid-band 
fundamental frequency (fo). 

(2) Scan the measurement receiver in the same manner as a 
normal data scan. Verify the measurement receiver detects a 
level within ±3 dB of the expected signal. 

(3) If readings are obtained which deviate by more than ±3 
dB, locate the source of the error and correct the deficiency 
prior to proceeding with the test. 

(4) Repeat Clauses 3.13.3.4.1b(1) through to 3.13.3.4.1b(3) 
at the end points of the frequency range of test. 
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c. EUT Testing 

(1) Turn on the EUT and allow sufficient time for stabilization. 

(2) For transmitters, tune the EUT to the desired test 
frequency and apply the appropriate modulation for the EUT as 
indicated in the equipment specification. For amplifiers, apply 
an input signal to the EUT that has the appropriate frequency, 
power level, and modulation as indicated in the equipment 
specification. For transmitters and amplifiers for which these 
parameters vary, test parameters shall be chosen such that the 
worst case emissions spectrum will result. 

(3) Use the measurement path to complete the rest of this 
procedure. 

(4) Tune the test equipment to the operating frequency (fo) of 
the EUT and adjust for maximum indication. 

(5) Record the power level of the fundamental frequency (fo) 
and the measurement receiver bandwidth. 

(6) Insert the fundamental frequency rejection network, when 
applicable. 

(7) Scan the frequency range of interest and record the level 
of all harmonics and spurious emissions. Add all correction 
factors for cable loss, attenuators and rejection networks. 
Maintain the same measurement receiver bandwidth used to 
measure the power level of the fundamental frequency (fo) in 

Clause 3.13.3.4.1c(5). 

(8) Verify spurious outputs are from the EUT and not spurious 
responses of the measurement system. 

(9) Repeat Clause 3.13.3.4.1c(2) through to 3.13.3.4.1c(8) for 
other frequencies as required by Clauses 3.6.9.1 and 3.6.9.2. 

(10) Determine measurement path losses at each spurious 
frequency as follows: 

(a) Replace the EUT with a signal generator. 

(b) Retain all couplers and rejection networks in the measurement path. 

(c) Determine the losses through the measurement path. The value of attenuators 
may be reduced to facilitate the end-to-end check with a low level signal generator. 
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3.13.3.4.2 Receivers and Stand-by Mode for Transmitters and Amplifiers 

The test procedure shall be as follows: 

a. Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

b. Calibration. 

(1) Apply a calibrated signal level, which is 6 dB below the applicable limit, from the 
signal generator through the system check path at a midpoint test frequency. 

(2) Scan the measurement receiver in the same manner as a normal data scan. 
Verify the measurement receiver detects a level within ±3 dB of the injected signal. 

(3) If readings are obtained which deviate by more than ±3 dB, locate the source of 
the error and correct the deficiency prior to proceeding with the test. 

(4) Repeat Clauses 3.13.3.4.2b(1) through 3.13.3.4.2b(3) at the end points of the 
frequency range of test. 

c. EUT Testing 

(1) Turn on the EUT and allow sufficient time for stabilization. 

(2) Tune the EUT to the desired test frequency and use the measurement path to 
complete the rest of this procedure. 

(3) Scan the measurement receiver over the applicable frequency range, using the 
bandwidths and minimum measurement times of Table 501-4. 

(4) Repeat Clauses 3.13.3.4.2c(2) and 3.13.3.4.2c(3) for other frequencies as 

required by Clauses 3.6.9.1 and 3.6.9.2. 
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3.13.3.5 Data Presentation 

3.13.3.5.1 Transmit Mode for Transmitters and Amplifiers 

The data presentation shall be as follows: 

a. Continuously and automatically plot amplitude versus 
frequency profiles for each tuned frequency. Manually gathered 
data is not acceptable except for plot verification. 

b. Provide a minimum frequency resolution of 1% or twice 
the measurement receiver bandwidth, whichever is less 
stringent, and a minimum amplitude resolution of 1 dB for each 
plot. 

c. Provide tabular data showing fo and frequencies of all 
harmonics and spurious emissions measured, power level of 
the fundamental and all harmonics and spurious emissions, dB 
down level, and all correction factors including cable loss, 
attenuator pads, and insertion loss of rejection networks. 

d. The relative dB down level is determined by subtracting 
the level in Clause 3.13.3.4.1c(7) from that obtained in 
3.13.3.4.1c(5). 

3.13.3.5.2 Receivers and Stand-by Mode for Transmitters and Amplifiers 

The data presentation shall be as follows: 

a. Continuously and automatically plot amplitude versus 
frequency profiles for each tuned frequency. Manually gathered 
data is not acceptable except for plot verification. 

b. Display the applicable limit on each plot. 

c. Provide a minimum frequency resolution of 1% or twice 
the measurement receiver bandwidth, whichever is less 
stringent, and a minimum amplitude resolution of 1 dB for each 
plot. 

d. Provide plots for both the measurement and system check 
portions of the procedure. 
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Figure NCE03-1Set-Up for Low Power Transmitters and Amplifiers 
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Figure NCE03-2Set-Up for High Power Transmitters and Amplifiers 
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Figure NCE03-3 Set-Up for Receivers and Stand-by mode for Transmitters 

and Amplifiers 
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3.14 NCE04, CONDUCTED EMISSIONS EXPORTED TRANSIENTS ON 

PRIMARY POWER LINES 

3.14.1 NCE04 Applicability 

The purpose of this test is to control the amplitude and duration of transients 
appearing on primary power lines caused by the normal operation of the EUT and 
also as a result of switching on and off the power supply to the EUT. These transient 
emissions may couple via conduction and radiation from the power lines to other 
potentially susceptible equipment in the actual installation. 

This test is applicable to AC & DC EUT power cables, which derive their power from 
an external supply serving other equipment in the actual installation. Where power 
cables, deriving their power from different sources, are run in bunches or with signal 
cables from other systems this test is required to check for cross coupling between 
them. 

Reference should also be made to Clause 3.9.4. 

3.14.2 NCE04 Limits 

Definition of both contactor switching and functional switching of the EUT are as 
follows: 

a. Contactor switching transients are generated by switching the EUT on and 
off using an external supply contactor of the type to be used in its final 
installation. If the contactor type is not known or unavailable, then an 
alternative of suitable type and current rating may be used. 

b. Functional switching transients are generated by switching the EUT on 
and off using the power switch on the EUT, if fitted. Additionally, functional 
switching transients may be generated by operation of the EUT, i.e. while 
operating the EUT over its normal operating sequence and exercising the 
EUT through its full range of functions. 

Test limits for land, sea and air systems are as follows: 
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3.14.2.1 Test Limits for Land Environment Use (28 Volt Systems) 

a. Contactor Switching 

The maximum voltage excursion of the superimposed exported transient 
relative to the steady state voltage prior to disconnection when measured 
at 50 mm from the EUT shall not exceed: 

  i. 250 V peak. 

  ii. 150 V peak for a period of longer than 10 s. 

  iii. 100 V peak for a period of longer than 5 ms. 

b. Functional Switching 

The maximum voltage excursion of the superimposed exported transient, 
relative to the steady state voltage, when measured at the LISN, shall 
not exceed +30 V peak during functional switching of the EUT. 

3.14.2.2 Test Limits for Land Environment Use (240 Volt AC Systems) 

a. For measurements at the EUT (Contactor Switching): 

The maximum voltage excursion of the superimposed exported transient 
relative to the supply voltage waveform shall not exceed: 

 2000 V peak for 415 V 3-phase AC equipment 

 1100 V peak for 240 V 1-phase AC equipment 

The period for which any individual voltage excursion of the transient 
exceeds: 

 1300 V peak for 415 V 3-phase AC equipment 

 730 V peak for 240 V 1-phase AC equipment 

Shall not exceed 10 S. 
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The period for which the voltage excursion of the transient exceeds: 

 1000 V peak for 415 V 3-phase AC equipment 

 550 V peak for 240 V 1-phase AC equipment 

Shall not exceed 5 ms (measured from the time the voltage exceeds 
these limits to the time it returns to, and remains within, the limits). 

b. For measurements at the LISN (EUT Function Switching): 

The maximum superimposed voltage excursion of the exported transient 
relative to the supply voltage waveform shall not exceed: 

 200 V peak for 415 V 3-phase AC equipment 

 110 V peak for 240 V 1-phase AC equipment 

3.14.2.3 Test Limits for Sea Use (DC Systems) 

 a. For measurements at the EUT (Contactor Switching): 

The maximum voltage excursion of the superimposed exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 2000 V peak for 720 V DC Equipment 

 960 V peak for 355 V DC Equipment 

 480 V peak for 28 V DC Equipment 

The period for which any individual voltage excursion of the transient 
exceeds: 

 1300 V peak for 720 V DC Equipment 

 640 V peak for 355 V DC Equipment 

 320 V peak for 28 V DC Equipment 

Shall not exceed 10 S. 
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The period for which the voltage excursion of the transient exceeds: 

 1000 V peak for 720 V DC Equipment 

 500 V peak for 355 V DC Equipment 

 250 V peak for 28 V DC Equipment 

Shall not exceed 5 ms (measured from the time the voltage exceeds 
these limits to the time it returns to, and remains within, the limits). 

b. For measurements at the LISN (EUT Functional Switching): 

The maximum superimposed voltage excursion of the exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 200 V peak for 720 V DC Equipment 

 96 V peak for 355 V DC Equipment 

 48 V peak for 28 V DC Equipment 

3.14.2.4 Test Limits for Sea Use (AC Systems) 

 a. For measurements at the EUT (Contactor Switching): 

The maximum voltage excursion of the superimposed exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 2000 V peak for 440 V 3-phase AC Equipment 

 600 V peak for 115 V Single-phase AC Equipment 

The period for which any individual voltage excursion of the transient 
exceeds: 

 1300 V peak for 440 V 3-phase AC Equipment 

 400 V peak for 115 V Single-phase AC Equipment 

Shall not exceed 10 S. 
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The period for which the voltage excursion of the transient exceeds: 

 1000 V peak for 440 V 3-phase AC Equipment 

 300 V peak for 115 V Single-phase AC Equipment 

Shall not exceed 5 ms (measured from the time the voltage exceeds 
these limits to the time it returns to, and remains within, the limits). 

b. For measurements at the LISN (EUT Functional Switching): 

The maximum superimposed voltage excursion of the exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 200 V peak for 440 V 3-phase AC Equipment 

 60 V peak for 115 V Single-phase AC Equipment 

3.14.2.5 Test Limits for Air Environment Use (28 Volt DC Systems) 

a. For measurements at the EUT: 

The maximum voltage excursion of the superimposed exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 100 V peak 

The period for which any individual voltage excursion of the transient 
exceeds: 

 90 V peak 

Shall not exceed 10 S. 

The period for which the voltage excursion of the transient exceeds: 

 80 V peak for 28 V DC Equipment 

Shall not exceed 5 ms (measured from the time the voltage exceeds 
these limits to the time it returns to, and remains within, the limits). 

b. For measurements at the LISN: 

The maximum superimposed voltage excursion of the exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 30 V peak for 28 V DC Equipment 
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3.14.2.6 Test Limits Air Environment Use (400 Hz AC Systems) 

a. For measurements at the EUT: 

The maximum voltage excursion of the superimposed exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 300 V peak for 200 V Line to Line measurement 

 300 V peak for 115 V Line to Netural measurement 

The period for which any individual voltage excursion of the transient 
exceeds: 

 200 V peak for 200 V Line to Line measurement 

 200 V peak for 115 V Line to Netural measurement 

Shall not exceed 10 S. 

The period for which the voltage excursion of the transient exceeds: 

 160 V peak for 200 V Line to Line measurement 

 95 V peak for 115 V Line to Netural measurement 

Shall not exceed 5 ms (measured from the time the voltage exceeds 
these limits to the time it returns to, and remains within, the limits). 

b. For measurements at the LISN: 

The maximum superimposed voltage excursion of the exported transient, 
relative to the supply voltage waveform, shall not exceed: 

 160 V peak for 200 V Line to Line measurement 

 90 V peak for 115 V Line to Netural measurement 

Note: These latter limits for measurements at the LISN should be tailored 
for individual project requirements to take into account the aircraft 
primary power supply characteristics. 

3.14.3 NCE04 Test Procedure 

3.14.3.1 Purpose 

The purpose of this test is to measure the amplitude and duration of transients 
appearing on primary power lines caused by the normal operation of the EUT and 
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also as a result of switching on and off the power supply to the EUT.  These transient 
emissions may couple via conduction and radiation from the power lines to other 
potentially susceptible equipment in the actual installation. 

3.14.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Differential / Fast digital data acquisition oscilloscope 

b. Contactor 

c. Capacitor, 30,000 µF 

d. Supply twin ‘T’ filter (AC supplies only) 

e. 50 µH LISNs 

3.14.3.3 Set-Up 

3.14.3.3.1 The test set-up shall be as follows: 

a. Maintain the basic test set-up for the EUT as shown and described in 

Figures 501-2 through to 501-6 and Clause 3.6.8. 

b. For all EUTs, a switch or contactor of the type normally intended to control 
the supply to the EUT shall be connected into the power lines. If the 
contactor is not part of the EUT and its type is not known or available then 
an alternative, of suitable type and current rating may be used. The 
contactor shall be inserted at the LISN end of the lines. 

c. The oscilloscope probe shall be connected to the power lines at a 
distance of 50mm from the EUT connector when recording contactor 
switching transients and a distance of 50mm from the LISN terminals 
when recording EUT functional switching transients. Figures NCE04-1 and 
NCE04-2 show typical test layouts for DC and AC lines respectively. 
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d. For AC supplies, a twin ‘T’ notch filter may be used to filter the power 

supply frequency (see Clause 3.9.4). With the power frequency filtered, 
any transients shown on the oscilloscope are relative to the AC waveform 
when measured between the transient’s peak and the oscilloscope’s 
reference level. 

e. Alternatively, a fast digitising data acquisition oscilloscope may be used. 
Although the power supply frequency is not filtered, measurement of all 
transient types can be made with reference to the AC waveform. This is 
achieved by reducing the timebase, effectively zooming in on the transient 
using the data stored within the oscilloscope. 

f. It should be noted that different limits may apply for systems operating at 
power line frequencies or voltages other than those specified in this 
section. 

g. Where a probe / filter combination circuit suitable for recording transients 
on AC supply lines is used, the measured transient values must be 
corrected for any attenuation caused. 

3.14.3.3.2 Prior to performing the test the contactor shall be validated. To ascertain 
that transient levels consistent with contact bounce do not mask those 
caused by the EUT, the test house shall ensure that the contactor meets 
the following validation: 

 

a. The set up shall be based on that given in Figures 
NCE04-1 and NCE04-2 except that the EUT is replaced by a 

resistive load drawing the same current with a 10F capacitor 
on each lead to the ground plane and the oscilloscope probes 
connected directly onto either side of the contactor. The value 
of the load shall be such that the same current is drawn from 
the power source as when the EUT is connected. 

b. At least 10 operations with the contactor making and 
breaking shall be monitored, 5 with the oscilloscope +ve 
triggered and 5 –ve. The worst case transient shall be used to 
assess whether the contactor is suitable for purpose. 

c. The maximum excursion of the transient caused by the 
contactor bounce shall not exceed 50% of the appropriate test 
limit. 
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3.14.3.4 Procedures 

The differential transient voltage appearing between the various power lines shall be 
measured as follows. 

3.14.3.4.1 Tests For Land Service Use (DC and AC systems) 

a. For DC supplies the transient voltage shall be measured between the 
positive line and the ground plane and also between the zero volt return 
line and the ground plane. 

b. For AC lines the transient voltage shall be measured: 

(1) For single-phase supplies between the phase line and ground 
plane, the neutral line and ground plane and between phase 
and netural lines. 

(2) For 3-phase supplies between phases, A to B, A to C, B to C 
and between each phase line and ground plane. Where a 
neutral line is present, additional measurements shall be made 
between netural and each phase and netural and ground plane. 

3.14.3.4.2 Tests for Sea Systems Use (DC and AC systems) 

a. For DC lines the transient voltage shall be measured 
between the positive line and zero volt return line, between the 
positive line and the ground plane and also between the zero 
volt return line and the ground plane. 

b For AC lines the transient voltage shall be measured: 

(1) For single-phase supplies between the phase line and ground 
plane, the neutral line and ground plane and between lines. 

(2) For 3-phase supplies between phases, A to B, A to C, B to C 
and between each phase line and ground plane. 

Note: For test purposes the AC power fequency may be reduced to 50 Hz 
instead of the normal 60 Hz if the EUT can operate without degration 
at this frequency. 

3.14.3.4.3 Tests for Aircraft Use (DC and AC systems) 

a. For DC lines the transient voltage shall be measured between the positive 
line and zero volt return line, between the positive line and the ground 
plane and also between the zero volt return line and the ground plane. 
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b. For AC lines the transient voltage shall be measured: 

(1) For single-phase AC lines the transient voltage shall be 
measured between the phase line and the neutral line, between 
the phase line and the ground plane and also between the 
neutral line and the ground plane. 

(2) For 3-phase AC lines the transient voltage shall be measured 
between each of the phase lines, between each phase line to 
the ground plane, between each phase line to the neutral line 
and also between the neutral line and the ground plane. 

3.14.3.4.4 The test method is detailed below: 

a. The EUT shall be monitored for both contactor and 
functional switching as detailed in the EMC Test Plan. 

b. The EUT shall be switched on and off by means of the 
EUT power switch (if fitted) and the external contactor. At least 
20 switching operations shall be undertaken on each switch, 10 
operations for +ve trigger and 10 for –ve trigger. 

c. Functional switching due to EUT operation shall be 
performed until the test engineer is satisfied that the highest 
transient levels have been recorded. This shall cover the EUT's 
normal operating sequence and exercising the EUT through its 
full range of functions. 

3.14.3.5 Data Presentation 

Data presentation shall be as follows: 

a. An automatically produced plot of amplitude versus time 
for each observed transient on each line tested shall be 
retained by the test house. Manually gathered data is not 
acceptable except for plot verification. 

b. Examples of the transient plots giving the highest 
amplitudes will be included in any test report produced. Such 
plots will show suitable scaling graduation in both time and 
amplitude to enable an unambiguous comparison with the 
standard. 

c. A table giving details of duration and amplitude of all 
transients observed, together with the applicable limit will be 
included in any test report produced. 
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d. Records of probe location, test condition, time/date of test, 
together with the name of the responsible test engineer (who 
performed the test) must be retained by the test house. 
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Figure NCE04-1 Typical Test Configuration, DC Supply 
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Figure NCE04-2 Typical Test Configuration, AC Supply Lines 
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3.15 NCE05 CONDUCTED EMISSIONS, POWER, SIGNAL AND CONTROL 

LEADS, 30 Hz to 150 MHz 

3.15.1 NCE05 Applicability 

This requirement is applicable for power leads, including returns, that obtain power 
from other sources not part of the EUT and for all signal and control leads (particular 
attention should be given to those cables that connect to other systems not part of 
the EUT) for Air, Land and Sea applications. 

This test is not applicable to co-axial antenna feeders. Neither is it applicable to 
cables between units of the EUT which are shorter than 500 mm. 

For AC applications, this requirement is applicable starting at the second harmonic of 
the EUT power frequency. 

Reference should also be made to Applicability Table 501-2 and Clause 3.9.5 before 
subjecting the EUT to this test method. 

Where some procuring authorities require testing to a higher frequency then NCE05 
should be used. 

3.15.2 NCE05 Limits 

Conducted emissions on power, control and signal leads shall not exceed the 
applicable values shown on Figure NCE05-1 for Applications in the Air environment, 
Figure NCE05-2 for Applications in the Land environment and Figure NCE05-3 for 
Applications in the Sea Environment. 

3.15.3 NCE05 Test Procedure 

3.15.3.1 Purpose 

This test procedure is used to verify that electromagnetic emissions from the EUT do 
not exceed the specified requirements for power input leads (including returns) and 
Signal and Control leads. 

When cable looms split into more than one branch, then each branch shall be tested 
separately at a position of 50 mm from the connector at its end. Testing is required at 
all connectors above 30 MHz. 
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3.15.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Measurement receivers 

b. Current probes 

c. Signal generator 

d. Data recording device 

e. Oscilloscope 

f. Resistor (R) 

g. 5µH LISNs 

3.15.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 
The 50µH LISN will need to be replaced with a 5µH LISN as 
shown in Figure 501-8 while meeting the characteristic curve 
shown in Figure 501-10. 

b. Calibration. Configure the test set-up for the measurement 
system check as shown in Figure NCE05-4. 

c. EUT testing. 

  i. Configure the test set-up for compliance testing of the EUT as 
shown in Figure NCE05-5 or Figure NCE05-6 for power or 
control and signal lines repectively. 

  ii. For power lead measurements position the current probe 
50 mm from the LISN.  

  iii. The current probe is positioned 50 mm from the EUT for signal, 
control and secondary power leads. Where the backshell of the 
connector prevents this then the probe will be positioned as 
close as possible and a record made of its exact location. 

  iv. On signal, control and secondary power leads measurements 
above 30 MHz must be performed at both ends. 
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3.15.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

b. Calibration. Evaluate the overall measurement system 
from the current probe to the data output device. 

i. Apply a calibrated signal level, which is at least 6 dB below the 
applicable limit at 1 kHz, 3 kHz, and 10 kHz, 100 kHz, 1 MHz, 
10 MHz and 150 MHz to the current probe. 

ii. Verify the current level, using the oscilloscope and load resistor; 
also, verify that the current waveform is sinusoidal. 

iii. Scan the measurement receiver for each frequency in the same 
manner as a normal data scan. Verify that the data recording 
device indicates a level within ±3 dB of the injected level. 

iv. If readings are obtained which deviate by more than ±3 dB, 
locate the source of the error and correct the deficiency prior to 
proceeding with the testing. 

c. EUT testing. Determine the conducted emissions from the 
EUT input power leads, signal and control leads plus secondary 
power leads including returns. 

i. Turn on the EUT and allow sufficient time for stabilization. 

ii. Select an appropriate lead for testing and clamp the current 
probe into position. 

iii. Scan the measurement receiver over the applicable frequency 
range, using the bandwidths and minimum measurement times 
specified in Table 501-4. 

iv. Repeat Clause 3.15.3.4c(3) for each power, control and signal 
lead. 

Note: In some instances EUT’s with high current requirements may fail to 
meet the limit due to the amplitude of AC power frequency 
harmonics, in such cases guidance should be sought from the 
procuring authority whether these failures are acceptable. Failures 
due to harmonic content are limited to a frequency of ten times the 
fundamental. 
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3.15.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Continuously and automatically plot amplitude versus 
frequency profiles on X-Y axis outputs. Manually gathered data 
is not acceptable except for plot verification. 

b. Display the applicable limit on each plot. 

c. Provide a minimum frequency resolution of 1% or twice 
the measurement receiver bandwidth, whichever is less 
stringent, and a minimum amplitude resolution of 1 dB for each 
plot. 

d. Provide plots for both the measurement and system check 
portions of the procedure. 
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Figure NCE05-1 Limits for Air Service Use 
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Figure NCE05-2 Limits for Land Service Use 
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Figure NCE05-3 Limits for Sea Service Use (DC, 60 Hz, 400 Hz)
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Figure NCE05-4 Measurement System Check 
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Figure NCE05-5 Measurement Set-Up for Power Leads 
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Figure NCE05-6Measurement Set-Up for Signal and Control Leads 

 

Note: Additional current probe positions shown with dashed lines. 
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3.16 NCS01 CONDUCTED SUSCEPTIBILITY, POWER LEADS, 30 Hz to 150 

kHz 

3.16.1 NCS01 Applicability 

This requirement is applicable to equipment and subsystem AC, limited to current 
draws < 100 amperes per phase and DC input power leads, not including returns. If 
the EUT is DC operated, this requirement is applicable over the frequency range of 
30 Hz to 150 kHz. If the EUT is AC operated, this requirement is applicable starting 
from the second harmonic of the EUT power frequency and extending to 150 kHz. 

Reference should also be made to Clause 3.9.6. 

Note. If test NCS07 is also to be performed on the EUT at the same time then it is 
permissible to limit the upper frequency of this test to 50 kHz. 

3.16.2 NCS01 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to a test signal with voltage 
levels as specified in Figure NCS01-1. The requirement is also met when the power 

source is adjusted to dissipate the power level shown in Figure NCS01-2 in a 0.5  
load and the EUT is not susceptible. 

3.16.3 NCS01 Test Procedure 

3.16.3.1 Purpose 

This test procedure is used to verify the ability of the EUT to withstand signals 
coupled onto input power leads. 

3.16.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Signal generator 

b. Power amplifier 

c. Oscilloscope 

d. Coupling transformer 

e. Capacitor, 10 µF 

f. Isolation transformer 
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g. Resistor, 0.5  

h. LISNs 

3.16.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b. Calibration. Configure the test equipment in accordance 
with Figure NCS01-3. Set up the oscilloscope to monitor the 

voltage across the 0.5  resistor. 

c. EUT testing. 

(1) For DC or single phase AC power, configure the test 
equipment as shown in Figure NCS01-4. 

(2) For three phase ungrounded power, configure the test set-
up as shown in Figure NCS01-5. 

(3) For three phase wye power (four power leads), configure 
the test set-up as shown in Figure NCS01-6. 

3.16.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient 
time for stabilization. 

b. Calibration. 

(1) Set the signal generator to the lowest test frequency. 

(2) Increase the applied signal until the oscilloscope indicates 
the voltage level corresponding to the maximum required power 
level specified in Figure NCS01-2. Verify the output waveform 
is sinusoidal. 

(3) Record the setting of the signal source. 

(4) Scan the required frequency range for testing and record 
the signal source setting needed to maintain the required power 
level. 

c. EUT Testing. 
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(1) Turn on the EUT and allow sufficient time for stabilization. 

CAUTION: Exercise care when performing this test since the 
"safety ground" of the oscilloscope is disconnected due to the 
isolation transformer and a shock hazard may be present. 

(2) Set the signal generator to the lowest test frequency. 
Increase the signal level until the required voltage or power 
level is reached on the power lead. (Note: Power is limited to 

the level calibrated in Clause 3.16.3.4b(2)). 

(3) While maintaining at least the required signal level, scan 
through the required frequency range at a rate no greater than 
specified in Table 501-5. 

(4) Susceptibility evaluation. 

(a) Monitor the EUT for degradation of performance. 

(b) If susceptibility is noted, determine the threshold level in accordance with 

Clause 3.6.10.4.3 and verify that it is above the limit. 

(5) Repeat 3.16.3.4c(2) through 3.16.3.4c(4) for each power 
lead, as required. For three phase ungrounded power, the 
measurements shall be made according to the following table: 

 

Coupling Transformer 

in Line 

Voltage Measurement 

From 

A A to B 

B B to C 

C C to A 

Table NCS01-1 3-Phase Ungrounded Power 
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For three phase wye power (four leads) the measurements shall be made 
according to the following table: 

 

Coupling Transformer 

in Line 

Voltage Measurement 

From 

A A to neutral 

B B to neutral 

C C to neutral 

Table NCS01-2 3-Phase Wye Power 

3.16.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide graphical or tabular data showing the frequencies 
and amplitudes at which the test was conducted for each lead. 

b. Provide data on any susceptibility thresholds and the 
associated frequencies that were determined for each power 
lead. 

c. Provide indications of compliance with the applicable 
requirements for the susceptibility evaluation specified in 

Clause 3.16.3.4c for each lead. 
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Figure NCS01-1 Voltage Limit for all Applications 

 

 

Figure NCS01-2 Power Limit for all Applications 
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Figure NCS01-3 Calibration 
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Figure NCS01-4 Signal Injection, DC or Single Phase AC 
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Figure NCS01-5 Signal Injection, 3 Phase Ungrounded 
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Figure NCS01-6 Signal Injection, 3 Phase Wye 
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3.17 NCS02 CONDUCTED SUSCEPTIBILITY, CONTROL AND SIGNAL LEADS, 

20 Hz to 50 kHz 

3.17.1 NCS02 Applicability 

This test is applicable to all interconnecting or control and signals leads (1 m or 
greater in length) connected to the EUT. Reference should also be made to 

Clause 3.9.7. 

3.17.2 NCS02 Limits 

Limits are shown in Figures NCS02-1 for Applications in the Air Environment and 
NCS02-2, for Applications in both the Sea and Land Environments, respectively. 

For the airside, the frequency range of the enhanced limit (146dBµA), may need to 
be adjusted depending on the frequency range of the aircraft’s AC power system e.g. 
if the equipment is installed on aircraft whose primary power is variable over a 
frequency range of 350 Hz – 800 Hz then the enhanced limit should cover this band. 

3.17.3 NCS02 Test Procedure 

3.17.3.1 Purpose 

The purpose of this test is to confirm that audio frequency currents, which are likely 
to be flowing in cables adjacent to the EUT control and signal lines, do not cause 
malfunction of the EUT. Audio systems can be especially sensitive to this test. 

3.17.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Signal generator 

b. Power amplifier, low output impedance 

c. Ammeter 

d. Capacitor, 30000 µF  

e. 5 µH or 50 µH LISNs 

3.17.3.3 Set-Up 

The test set-up shall be as follows: 

A typical test layout is shown in Figure NCS02-3. 
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3.17.3.4 Procedures 

The test procedures shall be as follows: 

a. The test wire shall be closely coupled to each cable bundle to be tested by 
wrapping an insulated current carrying wire spiralling at a two turns per 
meter equally spaced and running the whole length of the cable bundle to 
within 15cms of each end connector. 

b. The test wire shall be energised with the specified current over the 
required frequency range and monitored by means of a suitable method 
and device (e.g. ammeter/test receiver, voltmeter/resistor, current probe, 
etc.) capable of measuring up to 50 kHz. 

c. Should malfunctions be found during this test the current shall be reduced 
until the threshold is established and then recorded. 

3.17.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Any malfunction, failure or damage of the equipment shall 
be investigated and recorded in the test report. 
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Figure NCS02-1 Limit for Applications in the Air Environment 
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Figure NCS02-2 Limit for Applications in the Land and Sea Environments 
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Figure NCS02-3 Basic Test Set-Up 
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3.18 NCS03 CONDUCTED SUSCEPTIBILITY, ANTENNA PORT, 

INTERMODULATION 15 kHz to 10 GHz 

3.18.1 NCS03 Applicability 

This receiver front-end susceptibility requirement is applicable to equipment and 
subsystems, such as communications receivers, RF amplifiers, transceivers, radar 
receivers, acoustic receivers, and electronic warfare receivers as specified in the 
individual procurement specification. 

3.18.2 NCS03 Limit 

The EUT shall not exhibit any intermodulation products beyond specified tolerances 
when subjected to the limit requirement provided in the individual procurement 
specification. 

3.18.3 NCS03 Test Procedures 

3.18.3.1 Purpose 

This test procedure is used to determine the presence of intermodulation products 
that may be caused by undesired signals at the EUT antenna input terminals. 

3.18.3.2 Test Requirements 

The required test equipment, set-up, procedures, and data presentation shall be 
determined on a case-by-case basis in accordance with the guidance provided in 

Clause 3.9.8. 
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3.19 NCS04 CONDUCTED SUSCEPTIBILITY, ANTENNA PORT, REJECTION 

of UNDESIRED SIGNALS, 30 Hz to 20 GHz 

3.19.1 NCS04 Applicability 

This receiver front-end susceptibility requirement is applicable to equipment and 
subsystems, such as communications receivers, RF amplifiers, transceivers, radar 
receivers, acoustic receivers, and electronic warfare receivers as specified in the 
individual procurement specification. 

3.19.2 NCS04 Limit 

The EUT shall not exhibit any undesired response beyond specified tolerances when 
subjected to the limit requirement provided in the individual procurement 
specification. 

3.19.3 NCS04 Test Procedures 

3.19.3.1 Purpose 

This test procedure is used to determine the presence of spurious responses that 
may be caused by undesired signals at the EUT antenna input terminals. 

3.19.3.2 Test Requirements 

The required test equipment, set-up, procedures, and data presentation shall be 
determined on a case-by-case basis in accordance with the guidance provided in 

Clause 3.9.9. 
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3.20 NCS05 CONDUCTED SUSCEPTIBILITY, ANTENNA PORT, CROSS 

MODUULATION 30 Hz to 20 GHz 

3.20.1 NCS05 Applicability 

This receiver front-end susceptibility requirement is applicable only to receivers that 
normally process amplitude-modulated RF signals, as specified in the individual 
procurement specification. 

3.20.2 NCS05 Limit 

The EUT shall not exhibit any undesired response, due to cross modulation, beyond 
specified tolerances when subjected to the limit requirement provided in the 
individual procurement specification. 

3.20.3 NCS05 Test Procedures 

3.20.3.1 Purpose 

This test procedure is used to determine the presence of cross-modulation products 
that may be caused by undesired signals at the EUT antenna terminals. 

3.20.3.2 Test Requirements 

The required test equipment, set-up, procedures, and data presentation shall be 

determined in accordance with the guidance provided in Clause 3.9.10. 
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3.21 NCS06 CONDUCTED SUSCEPTIBILITY STRUCTURE CURRENT, 60 Hz 

to 100 kHz 

3.21.1 NCS06 Applicability 

This requirement is applicable to equipment and subsystems that have an operating 
frequency range of 100 kHz or less and an operating sensitivity of 1 µV or better 
(such as 0.5 µV). Handheld equipment is exempt from this requirement. Reference 

should also be made to Clause 3.9.11. 

3.21.2 NCS06 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to the values shown on 
Figure NCS06-1. 

3.21.3 NCS06 Test Procedures 

3.21.3.1 Purpose 

This test procedure is used to verify the ability of the EUT to withstand structure 
currents. 

3.21.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Signal generator 

b. Amplifier (if required) 

c. Isolation transformers 

d. Current probe 

e. Measurement receiver 

f. Resistor, 0.5  

g. Coupling transformer 
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3.21.3.3 Set-Up 

The test set-up shall be as follows: 

a. It is not necessary to maintain the basic test set-up for the 
EUT as shown and described in Figures 502-3 through to 501-6 

and Clause 3.6.8. 

b. Calibration. No special calibration is required. 

c. EUT testing. 

(1) As shown in Figure NCS06-2, configure the EUT and the 
test equipment (including the test signal source, the test current 
measurement equipment, and the equipment required for 
operating the EUT or measuring performance degradation) to 
establish a single-point ground for the test set-up using the EUT 
ground terminal. 

(i) Using isolation transformers, isolate all AC power sources. 
For DC power, isolation transformers are not applicable. 

(ii) Disconnect the safety ground leads of all input power 
cables. 

(iii) Place the EUT and the test equipment on non-conductive 
surfaces to enable a single point ground to be established. 

(2) The test points for the injected currents shall be as 
follows: 

(i) Equipment that will not be rack mounted. At diagonal 
extremes across only the mounting surface. 

(ii) Rack mounted equipment. At diagonal extremes across all 
surfaces of the equipment. 

(iii) Deck resting equipment. At diagonal extremes across all 
surfaces of the equipment. 

(iv) Bulkhead mounted equipment. At diagonal extremes 
across rear surface of the equipment. 

(v) Cables (all mounting methods). Between cable armour, 
which is terminated at the EUT, and the single point ground 
established for the test set-up. This requirement shall also 
apply to cable shields and conduit, unless they have a single 
point ground. 
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(3) Connect the signal generator and resistor to a selected set 
of test points. Attachment to the test points shall be by 
conductors that are perpendicular to the test surface for a 
length of at least 50 cm. 

3.21.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the EUT and measurement equipment and allow 
sufficient time for stabilisation. 

b. Set the signal generator to the lowest required frequency. 
Adjust the signal generator to the required level as a minimum. 
 Monitor the current with the current probe and measurement 
receiver. 

c. Scan the signal generator over the required frequency 
range in accordance with Table 501-5 while maintaining the 
current level at least to the level specified in the applicable limit. 
Monitor the EUT for susceptibility. 

d. If susceptibility is noted, determine the threshold level in 

accordance with Clause 3.6.10.4.3 and verify that it is above 
the applicable limit. 

e. Repeat Clauses 3.21.3.4b through 3.21.3.4d for each 
diagonal set of test points on each surface of the EUT to be 
tested. 

3.21.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide a table showing the mode of operation, 
susceptible frequency, current threshold level, current limit 
level, and susceptible test points. 

b. Provide a diagram of the EUT showing the location of 
each set of test points. 
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Figure NCS06-1 Limit for all Applications 

Signal

Generator

Current Probe

0.5 

Amplifier

Coupling

Transformer

Measurement

Receiver

EUT

Isolation

Transformer

AC

Power Input
DC

Power

Input

EUT

Ground

Terminal

Single-Point

Ground

Conductors must be

perpendicular to surface

for at least 50 cm

 

Figure NCS06-2 Test Configuration 
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3.22 NCS07 CONDUCTED SUSCEPTIBILITY, BULK CURRENT INJECTION, 10 

kHz to 200 MHz 

3.22.1 NCS07 Applicability 

This requirement is applicable to all interconnecting cables, including power cables. 

Reference should also be made to Clause 3.9.12. 

The purpose of this test is to confirm that RF signals in the range 10 kHz to 
200 MHz, when coupled on to the interconnecting cable looms and power supply 
lines of an EUT, will not cause a degradation in performance. In addition this test will 
provide an amplitude/frequency malfunction signature for the system which, when 
compared with the levels of current on the looms (or cables) caused by onboard and 
external transmitting sources measured during clearance trials, will assist in the 
establishment of adequate safety margins. 

Cable looms which connect the EUT to other equipments in the total system 
(including primary power lines) and those interconnecting units of the EUT are 
subject to this test. Cable looms can be tested as a whole or individual wires can be 
tested. 

Note 

1 For a system with built in redundancy, e.g. a quadruplex flight control system, 
simultaneous injections on several looms may be required by the Project 
Manager. 

2 Window effect testing will normally be conducted following testing performed at 

the requirement test. See Clause 3.6.10.3.3. 

3.22.2 NCS07 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to an injection probe drive 
level which has been pre-calibrated to the appropriate current limit shown in 
Figure NCS07-1 and is modulated as specified below. The appropriate limit curve in 
Figure NCS07-1 shall be selected from Table NCS07-1. For EUTs intended to be 

installed on Ships or submarines, an additional common mode limit of 77 dBA is 
applicable from 4 kHz to 1 MHz on complete power cables (highs and returns – 
common mode test). Requirements are also met if the EUT is not susceptible at 
forward power levels sensed by the directional coupler that are below those 
determined during calibration provided that the actual current induced in the cable 
under test is 6 dB or greater than the calibration limit. 

The requirement is not applicable for coaxial cables to antenna ports of antenna 
connected receivers expect for surface ships and submarines. 
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3.22.3 NCS07 Test Procedures 

3.22.3.1 Purpose 

This test procedure is used to verify the ability of the EUT to withstand RF signals 
coupled onto EUT associated cabling. 

3.22.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Measurement receivers 

b. Current injection probes (maximum insertion loss shown in 
Figure NCS07-2, minimum insertion loss is recommended, not 
required. Reference should also be made Figure 501-21 and 

Clause 3.9.11. 

c. Current probes 

d. Calibration fixture: coaxial transmission line with 50  
characteristic impedance, coaxial connections on both ends, 
and space for an injection probe around the centre conductor. 

e. Directional couplers 

f. Signal generators 

g. Plotter 

h. Attenuators, 50  

i. Coaxial loads, 50  

j. Power amplifiers 

k. 50 µH LISNs 
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3.22.3.3 Set-Up 

The test set-up shall be as follows: 

a Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b Calibration. Configure the test equipment in accordance 
with Figure NCS07-3 for calibrating injection probes. 

(1) Place the injection probe around the centre conductor of 
the calibration fixture. 

(2) Terminate one end of the calibration fixture with a 50  
load and terminate the other end with an attenuator connected 
to measurement receiver A. 

c EUT Testing. Configure the test equipment as shown in 
Figure NCS07-4 for testing. 

(1) Place the injection and monitor probes around a cable 
bundle interfacing with a EUT connector. 

(2) To minimize errors, maintain the same signal circuit that 
was used for calibration between the attenuator at the 
calibration fixture (oscilloscope, coaxial cables, bulkhead 
connectors, additional attenuators, etc.) and connect the circuit 
to the monitor probe. Additional attenuation may be used, if 
necessary. 

(3) Locate the monitor probe 5 cm from the connector. If the 
overall length of the connector and backshell exceeds 5 cm, 
position the monitor probe as close to the connector's backshell 
as possible. 

(4) Position the injection probe 5 cm from the monitor probe. 
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3.22.3.4 Procedures 

The test procedures shall be as follows: 

a Turn on the measurement equipment and allow sufficient 
time for stabilization. 

b Calibration: Perform the following procedures using the 
calibration set-up. 

(1) Set the signal generator to 10 kHz, unmodulated. 

(2) Increase the applied signal until measurement receiver A 
indicates the current level specified in the applicable limit is 
flowing in the center conductor of the calibration fixture. 

(3) Record the "forward power" to the injection probe 
indicated on measurement receiver B. 

(4) Scan the frequency band from 10 kHz to 200 MHz and 
record the forward power needed to maintain the required 
current amplitude. 

c EUT Testing: Perform the following procedures on each 
cable bundle interfacing with each electrical connector on the 
EUT including complete power cables (high sides and returns). 
Also perform the procedures on power cables with the power 
returns and chassis grounds (green wires) excluded from the 
cable bundle. For connectors, which include both 
interconnecting leads and power, perform the procedures on 
the entire bundle, on the power leads (including returns and 
grounds) grouped separately, and on the power leads grouped 
with the returns and grounds removed. 

(1) Turn on the EUT and allow sufficient time for stabilization. 

(2) Susceptibility evaluation. 

(a) Set the signal generator to 10 kHz with 1 kHz pulse 
modulation, 50% duty cycle. 

(b) Apply the forward power level determined under 

Clause 3.22.3.4.b(4) to the injection probe while monitoring the 
induced current. 

   



AECTP 500 

Category 501 
 

 3-179 Edition E Version 1  

   

   
 

(c) Scan the required frequency range in accordance with 

Table 501-5 and Clause 3.6.10.4 while maintaining the forward 
power level at the calibration level determined under 

Clause 3.22.3.4.b(4), or the maximum current level for the 
applicable limit, whichever is less stringent. 

(d) Monitor the EUT for degradation of performance during 
testing. 

(e) Whenever susceptibility is noted, determine the threshold 

level in accordance with Clause 3.6.10.4.3 and verify that it is 
above the applicable requirement. 

(f) For EUTs with redundant cabling for safety critical reasons 
such as multiple data buses, use simultaneous multi-cable 
injection techniques. 

3.22.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide amplitude versus frequency plots for the forward 
power levels required to obtain the calibration level as 

determined in Clause 3.22.3.4.b. 

b. Provide tables showing scanned frequency ranges and 
statements of compliance with the requirements for the 

susceptibility evaluation of Clause 3.22.3.4.c(2) for each 
interface connector. Provide any susceptibility thresholds that 
were determined, along with their associated frequencies. 
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LIMIT CURVE NUMBERS SHOWN IN FIGURE NCS07-1 

      Platform 

 

 

Frequency 

Range 

Aircraft 

(External 

or Safety 

Critical) 

Aircraft 

Interna

l 

All Ships 

(Above 

Decks) 

and 

Submarine 

(External)* 

Ships 

(Metallic) 

(Below 

Deck) 

 

Ship  

(Non 

Metallic) 

(Below 

Deck) ** 

Submarin

e 

(Internal) 

Land Space 

4 kHz 
to 
1 MHz 

N - - 77 dBA 
77 

dBA 

77 

dBA 

77 

dBA 
- - 

10 kHz 
to 
2 MHz 

A 5 5 2 2 2 1 3 3 

N 5 3 2 2 2 1 2 3 

A
F 

5 3 - - -  2 3 

2 MHz 
to 
30MHz 

A 5 5 5 2 4 1 4 3 

N 5 5 5 2 4 1 2 3 

A
F 

5 3 - - -  2 3 

30 
MHz 
to 
200 
MHz 

A 5 5 5 2 2 2 4 3 

N 5 5 5 2 2 2 2 3 

A
F 

5 3 - - -  2 3 

KEY A = Army   N = Navy   AF = Air Force 

* For equipment located external to the pressure hull of a submarine but within 
the superstructure use Ships (Metallic) (Below Beck) 

** For equipment located in the hanger deck of Aircraft Carriers 

Table NCS07-1 limit Curves 
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The Appropriate Limit Curve shall be

determined from Table NCS07-1

 

Figure NCS07-1 Calibration Limit for all Applications 
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Figure NCS07-2 Maximum Insertion Loss for Injection Probes 
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Figure NCS07-3 Calibration Set-Up 
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Figure NCS07-4 Bulk Current Injection Evaluation 
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3.23 NCS08 CONDUCTED SUSCEPTIBILITY, BULK CURRENT INJECTION 

IMPULSE EXCITATION 

3.23.1 NCS08 Applicability 

This requirement is applicable to all aircraft, space, and ground systems 
interconnecting cables, including power cables. The requirement is also applicable 
for surface ship and submarine subsystems and equipment when specified by the 

procuring activity. Reference should also be made Clause 3.9.13. 

3.23.2 NCS08 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to a pre-calibrated signal 
having rise and fall times, pulse width, and amplitude as specified in Figure NCS08-1 
at a 30 Hz rate for one minute. 

3.23.3 NCS08 Test Procedure 

3.23.3.1 Purpose 

This test procedure is used to verify the ability of the EUT to withstand impulse 
signals coupled onto EUT associated cabling. 

3.23.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Pulse generator, 50 , charged line (coaxial) 

b. Current injection probe 

c. Drive cable, 50  2 metres, 0.5 dB or less insertion loss at 
500 MHz 

d. Current Probe 

e. Calibration fixture: coaxial transmission line with 50  
characteristic impedance, coaxial connections on both ends, 
and space for an injection probe around the centre conductor. 

f. Oscilloscope, 50  input impedance 

g. Attenuators, 50  

h. Coaxial loads, 50  
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i. 50 µH LISNs 

3.23.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through 501-6 and Clause 3.6.8. 

b. Calibration. Configure the test equipment in accordance 
with Figure NCS08-3 for calibrating the injection probe. 

(1) Place the injection probe around the centre conductor of 
the calibration fixture.  

(2) Terminate one end of the calibration fixture with a coaxial 
load and terminate the other end with an attenuator connected 

to an oscilloscope with 50  input impedance. 

c. EUT testing. Configure the test equipment as shown in 
Figure NCS08-4 for testing. 

(1) Place the injection probe around a cable bundle 
interfacing with an EUT connector. 

(2) To minimize errors, maintain the same signal circuit that 
was used for calibration between the attenuator at the 
calibration fixture (oscilloscope, coaxial cables, bulkhead 
connectors, additional attenuators, etc.) and connect the circuit 
to the monitor probe. Additional attenuation may be used, if 
necessary. 

(3) Locate the monitor probe 5 cm from the connector. If the 
overall length of the connector and backshell exceeds 5 cm, 
position the monitor probe as close to the connector back shell 
as possible. 

(4) Position the injection probe 5 cm from the monitor probe. 

3.23.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient 
time for stabilization. 
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b. Calibration. Perform the following procedures using the 
calibration set-up. 

(1) Adjust the pulse generator source for the risetime, pulse 
width, and pulse repetition rate requirements specified in the 
requirement. Verify the waveform generated connecting the 

pulse generator source to an oscilloscope with 50  input 
impedance. 

(2) Increase the signal applied to the calibration fixture until 
the oscilloscope indicates that the current level specified in the 
requirement is following in the centre conductor of the 
calibration fixture. 

(3) Verify that the rise time, fall time, and pulse width portions 
of the waveform have the correct durations and that the correct 
repetition rate is present. The precise pulse shape will not be 
reproduced due to the inductive coupling mechanism (see 
Figure 501-25). Using a longer recording time, verify no 
additional signal appears after the main pulse (as damping 
waves, rebounds, etc) as shown in Figure NCS08-02. It may be 

necessary to connect a 50  attenuator at the input of the 
injection probe to improve the impedance matching at the pulse 
generator output. In this case, maintain the attenuator used in 
the injection probe calibration during the EUT testing. 

(4) Record the pulse generator amplitude setting. 

c. EUT Testing. 

(1) Turn on the EUT and allow sufficient time for stabilization 

(2) Susceptibility evaluation 

a. Adjust the pulse generator, as a minimum, for the 

amplitude determined in Clause 3.23.3.4(b). 

b. Apply the test signal at the pulse repetition rate and for the 
duration specified in the requirement. 

c. Monitor the EUT for degradation of performance during 
testing. 

d. Whenever susceptibility is noted, determine the threshold 

level in accordance with Clause 3.6.10.4.3 and verify that it is 
above the limit. 
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e. Record the peak current in the cable as indicated on the 
oscilloscope. 

f. Repeat Clause 3.23.3.4c(2)(a) through to 3.23.3.4c(2)(e) 
on each cable bundle interfacing with each electrical connector 

on the EUT. For power cable, perform Clauses 3.23.3.4c(2)(a) 

through to 3.23.3.4c(2)(e) on complete power cables (high 
sides and returns) and on the power cables with the power 
returns and chassis grounds (green wires) excluded from the 
cable bundle. For connectors which include both 

interconnecting leads and power, perform Clauses 

3.23.3.4c(2)(a) through to 3.23.3.4c(2)(e) on the entire bundle, 
on the power leads (including returns and grounds) grouped 
separately, and on the power leads grouped with the returns 
and grounds removed. 

3.23.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide tables showing statements of compliance with the 
requirement for the susceptibility evaluation of 

Clause 3.23.3.4.c(2) and the induced current level for each 
interface connector. 

b. Provide any susceptibility thresholds that were 
determined. 

c. Provide oscilloscope photographs on injected waveforms 
with test data. 
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Figure NCS08-1 Signal Characteristics for all Applications 
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Figure NCS08-2 Typical NCS08 Calibration Fixture Waveform with a Longer 

Recording Time 
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Figure NCS08-3 Calibration Set-Up 
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Figure NCS08-4 Bulk Current Injection 
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3.24 NCS09 CONDUCTED SUSCEPTIBILITY, DAMPED SINUSOIDAL 

TRANSIENTS, CABLES and POWER LEADS, 10 kHz to 100MHz 

3.24.1 NCS09 Applicability 

This requirement is applicable to all interconnecting cables, including power cables, 
and individual high side power leads. Power returns and neutrals need not be tested 
individually. For submarine application, this requirement is applicable only to cables 
and leads that exit the pressure hull. Reference should also be made to 

Clause 3.9.14. 

3.24.2 NCS09 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to a signal having the 
waveform shown in Figure NCS09-1 and having a maximum current as specified in 
Figure NCS09-2. The limit is applicable across the entire specified frequency range. 
As a minimum, compliance shall be demonstrated at the following frequencies: 0.01, 
0.1, 1, 10, 30, and 100 MHz. If there are other frequencies known to be critical to the 
equipment installation, such as platform resonances, compliance shall also be 
demonstrated at those frequencies. The test signal repetition rate shall be no greater 
than one pulse per second and no less than one pulse every two seconds. The 
pulses shall be applied for a period of five minutes. 

3.24.3 NCS09 Test Procedures 

3.24.3.1 Purpose 

This test procedure is used to verify the ability of the EUT to withstand damped 
sinusoidal transients coupled onto EUT associated cables and power leads. 
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3.24.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Damped sinusoid transient generator,  100 ohm output 
impedance 

b. Current injection probe 

c. Oscilloscope, 50 ohm input impedance 

d. Calibration fixture: Coaxial transmission line with 50 ohm 
characteristic impedance, coaxial connections on both ends, 
and space for an injection probe around the centre conductor 

e. Current probes 

f. Waveform recording device 

g. Attenuators, 50 ohm 

h. Measurement receivers 

i. Coaxial loads, 50 ohm 

j. Signal generators 

k. Directional couplers 

l. 50 µH LISNs 

3.24.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-2 through to 501-6 and Clause 3.6.8. 

b. Calibration. Configure the test equipment in accordance 
with Figure NCS09-3 for verification of the waveform. 

c. EUT Testing: 

(1) Configure the test equipment as shown in Figure NCS09-
4. 
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(2) To minimize errors, maintain the same signal circuit that 
was used for calibration between the attenuator at the 
calibration fixture (oscilloscope, coaxial cables, bulkhead 
connectors, additional attenuators, etc.) and connect the circuit 
to the monitor probe. Additional attenuation may be used, if 
necessary. 

(3) Place the injection and monitor probes around a cable 
bundle interfacing an EUT connector. 

(4) Locate the monitor probe 5 cm from the connector. If the 
overall length of the connector and backshell exceeds 5 cm, 
position the monitor probe as close to the connector's backshell 
as possible. 

(5) Position the injection probe 5 cm from the monitor probe. 

3.24.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient 
time for stabilization. 

b. Calibration. Perform the following procedures using the 
calibration set-up for waveform verification. 

(1) Set the frequency of the damped sine generator at 10 
kHz. 

(2) Adjust the amplitude of the signal from the damped sine 
generator to the level specified in the requirement. 

(3) Record the damped sine generator settings. 

(4) Verify that the waveform complies with the requirements. 

(5) Repeat Clauses 3.24.3.4b(2) through 3.24.3.4b(4) for 
each frequency specified in the requirement and those 
identified in Clause 3.24.3.4c(2). 
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c. EUT testing 

 Perform the following procedures, using the EUT test set-
up on each cable bundle interfacing with each connector on the 
EUT including complete power cables. Also perform tests on 
each individual high side power lead (individual power returns 
and neutrals are not required to be tested). 

(1) Turn on the EUT and measurement equipment to allow 
sufficient time for stabilization. 

(2) Set the damped sine generator to a test frequency. 

(3) Apply the test signals to each cable or power lead of the 
EUT sequentially. Reduce the signal, if necessary, to produce 
the required current. For shielded cables or low impedance 
circuits, it may be preferable to increase the signal gradually to 
limit the current. Record the peak current obtained. 

(4) Monitor the EUT for degradation of performance. 

(5) If susceptibility is noted, determine the threshold level in 

accordance with Clause 3.6.10.4.3 and verify that it is above 
the specified requirements. 

(6) Repeat Clause 3.24.3.4.c(2) through 3.24.3.4.c(5) for 
each test frequency as specified in the requirement. 

3.24.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide a list of the frequencies and amplitudes at which 
the test was conducted for each cable and lead. 

b. Provide data on any susceptibility thresholds and the 
associated frequencies that were determined for each 
connector and power lead. 

c. Provide indications of compliance with the requirements 

for the susceptibility evaluation specified in Clause 3.24.3.4.c 
for each interface connector. 

d. Provide oscilloscope photographs of injected waveforms 
with test data. 
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     Where:

     f   =  Frequency (Hz)

     t   =  Time (sec)

    Q  =  Damping Factor 15 +5

    2.  Damping Factor Q shall be determined as follows:

     Q =

     Where:

     Q  =  Damping Factor

     N  =  Cycle Number (i.e. N = 2, 3, 4, 5…….)

     I
p
  =  Peak Current at 1st Cycle

     I
N
 =  Peak Current at closest to 50% decay

     In  =  Natural Log

      3.  I
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Figure NCS09-1 Typical NCS09 Damped Sinusoidal Waveform 
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Figure NCS09-2 Limit for all Applications 
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Figure NCS09-3 Typical Test Set-up for Calibration of Test Waveform 
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Figure NCS09-4 Typical Set-up for Bulk Current Injection of Damped 

Sinusoidal Transients 
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3.25 NCS10 CONDUCTED SUSCEPTIBILITY, IMPORTED LIGHTNING 

TRANSIENTS (AIRCRAFT / WEAPONS) 

3.25.1 NCS10 Applicability  

The test applies to all equipment fitted with electronic and active components, 
particularly non-linear items such as transistors or integrated circuits etc. for use in 
aircraft or any airforce procured land or ship based equipment, which may be 
considered flight safety critical for aircraft operation. Other types of equipment such 
as Motors, generators, relays, solenoids and transformers shall also be considered 
with regard to their function and vulnerability. 

Because there is a close connection between the design requirements for protection 
against lightning Group Indirect Effects (GIE) and those covering EMC and Nuclear 
Electromagnetic Pulse (NEMP) considerations, the Lightning Protection Plan shall 
take account of EMC Requirements, and also of NEMP requirements if applicable. 
Lightning requirements shall be co-ordinated with these other requirements and any 
conflict of requirements in particular instances shall be noted in the Risk Assessment 
and proposals included for resolving the conflict. 

Interface load boxes and exercising equipment shall, in respect of grounding and 
bonding, be representative of the installation including the mounting trays. 

The test levels applied to equipment are derived from the locations and positions of 
the installed equipment. The maximum amplitudes for the test waveforms are 
chosen according to equipment categories A-D as shown in Table NCS10-1. 

If any two units of an EUT are mounted less than 0.5 metres apart and their ground 
bonding points are to the same part of the aircraft structure, then this test is not 
applicable to the two units separately. In this case the two units will be regarded as a 
single EUT with their ground bonding leads joined together and tested with respect to 
other units comprising the EUT. 

If any two units of an EUT are mounted less than 0.5 metres apart and have any of 
their ground bonding points connected to different parts of the aircraft structure, then 
the units shall be tested separately. 

Some of the more complex EUTs may require clarification of the test method and 
approval of test plans and procedures by the respective Project Office. 
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The test object must contain all the pieces of equipment included in the system, all 
interconnecting wire bundles and all sensors that input critical or essential data into 
the system. Occasionally a piece of equipment may be omitted if its function can be 
represented by a simulated input, dummy load or be interfaced with a diagnostic 
equipment as long as such a substitution does not affect system susceptibility to a 
lightning related upset. Any substitution of system equipment, as described above, 
should be documented in the test plan and approved by the certification authorities 
prior to conducting the test. Depending upon the criticality of the sensor, additional 
testing of the sensor may be required. Reference should also be made to 

Clause 3.9.18. 

3.25.2 NCS10 Limits 

The limits are shown in Table NCS10-1. 

 

 Peak waveform amplitude, current and voltage 

Category Short Intermediate Long 

 (V) (A) (V) (A) (V) (A) 

A 

B 

C 

D 

125 

300 

750 

1600 

250 

600 

1500 

3200 

125 

300 

750 

1600 

250 

600 

1500 

3200 

N/A 

2000 

2000 

2000 

N/A 

1000 

3000 

10000 

Table NCS10-1 Peak Waveform Amplitude Limits 

Note: Some branches of the EUT harness will be very low impedance (shielded 
cables) and some high impedance (unshielded cables). The low impedance cables 
will have high current flow (up to 10,000 A) and the high impedance cables will have 
high voltages induced at the maximum generator outputs. It is important to note that 
the applicable limit is met when either the peak current or voltage reaches the 
required level. 

When testing equipment using the long waveform if the voltage limit is reached 
before the current limit, testing should be stopped and then recommenced using the 
Intermediate waveform at CAT D levels. 
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3.25.3 NCS10 Test Procedure 

3.25.3.1 Purpose 

A direct lightning strike to an aircraft will result in the coupling of electrical transients 
to equipment wiring, including the EUT ground bonding straps. The purpose of this 
test is to ensure that these transients will not cause damage, malfunction or 
unacceptable performance degradation of the equipment. These performance 
criteria will be defined in the EMITP. 

Note: Test NCE01 or NCE05 must have been performed prior to this test being 
conducted and repeated once testing has been completed. Refer to 

Clause 3.6.10.4.4. 

3.25.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Pulse generators: These generators provide a single uni-
directional current pulse, which is injected into an equipment 
ground bonding lead to simulate the current induced by a direct 
lightning strike on an aircraft. Three different pulse waveforms 
are specified as 'short', 'intermediate', and 'long' in terms of 
pulse rise-time and duration; they are illustrated in Figures 
NCS10-1, NCS10-2 and NCS10-3. The specific performance 
characteristics of the generator are as follows: 

(1) Pulse characteristics Table NCS10-2 specifies the output 
waveform required of each type of pulse generator and shows 
the maximum peak short circuit current and maximum peak 
open circuit voltage to be provided. 

(2) Amplitude control Equipment intended for operation in an 
exposed electromagnetic environment require testing with the 
high current and voltage levels shown in Table NCS10-2. For 
equipment to be operated in a protected electromagnetic 
environment, the current and voltage test levels are reduced by 
a factor of about 13 for both the short and intermediate pulses. 
The current for the long pulse is reduced by a factor of 10 but 
no reduction is made in the open circuit voltage. Control of 
amplitude to meet the different test levels is essential while 
preserving the required waveform. 

(3) Generator design. A separate generator is likely to be 
required for each of the three waveforms. 
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The generator output requirements as specified in Table 
NCS10-2 shall be verified. The source impedance shall be 
verified at the output terminals and all other parameters verified 
using the output leads which will be used subsequently to 
connect the pulse generator to the EUT. Verification of both 
positive and negative polarity output waveforms are required. 
The output leads should be of solid copper, preferably not 
exceeding 75 mm in length with a cross-section of 25 mm x 2 
mm. 

 

Pulse Duration Short Intermediate Long 

Rise time to pk (µs) 0.1 
(see Note 1) 

6.4 50 

Fall time to zero from start (µs) 6.4 
(see Note 2) 

- - 

Fall time to 50 % pk from start 
(µs) 

 70 500 

Max short circuit current (kA) 0.32 1.0 10 

Max open circuit voltage (kV) 1.6 5.0 2.0 

Generator Source Impedance 
(Ω) 

5.0 5.0 0.2 

Table NCS10-2 Pulse Waveform and Output Characteristics 

Note 1: This is the maximum time allowed to reach peak amplitude. All other times 
have a tolerance of ± 20%. 

Note 2: After the zero crossing the pulse amplitude is permitted to undershoot but 
by no more than 20% of peak amplitude. 

b. Oscilloscope 

c. Current Monitor 

d. Capacitor, 30,000 µF 

e. 5 µH LISNs 
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3.25.3.3 Set-Up 

3.25.3.3.1 The test set-up shall be as follows: 

a. A typical test layout is shown in Figure NCS10-4. It should 
be functioning and configured in a manner representative of the 
actual aircraft installation. Care must be taken to ensure that 
the LISNs used are rated to withstand the currents and voltages 
used in this test. 

b. The EUT must be isolated from the ground plane using 50 
mm thick insulating material capable of withstanding the 
maximum test voltage. 

c. If special-to-type test, exercising equipment or other units, 
which do not form part of the operational EUT configuration are 
present, it must be confirmed that the grounding and bonding 
philosophy is fully representative of the aircraft installation. This 
is to ensure that the injected currents and voltages will be 
distributed around the EUT in a representative manner. It must 
also be ensured that equipment not part of the EUT are not 
affected by the testing and cannot give rise to erroneous fault 
conditions. 

d. Interconnecting layout cable bundles must be laid out in 
such a manner as to minimise any non-representative inductive 
interactions, i.e. only bunch together those cable bundles that 
would be run together in the aircraft installation. 

e. Identify the main grounding point for each unit of the EUT. 

f. Disconnect all local EUT grounding straps from the test 
facility ground plane, i.e. those grounding straps, safety 
grounds, signal grounds etc. which are intended to be grounded 
to the same part of the aircraft structure within 0.5 metres of the 
EUT. Connect the disconnected ends together to form an 
isolated grounding point for the EUT. 

g. Connect the pulse generator between the facility ground 
plane and the isolated EUT grounding point using the same test 
leads that were used for the calibration procedure. 
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3.25.3.3.2 System Operating Mode(s) 

System operating modes should be considered prior to test.  It 
is often required to test in multiple modes (i.e. for a Fully 
Automated Digital Electronic Control [FADEC] approach, take-
off, cruise) and it must be established that all critical aspects of 
the system are adequately tested. The modes selected for 
testing and rationale should be defined clearly in the EMITP. 

3.25.3.3.3 System Configuration 

Control of wire configuration, wire length, system layout and 
system grounding should be in accordance with applicable 
installation control drawings to the extent they are practical. 

3.25.3.3.4 External Ground Terminal 

When external terminals are available for ground connection on 
the EUT, the terminal shall be connected to the ground plane to 
ensure safe operating conditions during the test, unless 
otherwise specified in the EMITP. The length of the ground 
connection defined in the installation instructions shall be used. 
If a length is not defined, approximately 30 cm of a 
representative wire or ground strap can be used. 

3.25.3.3.5 Interconnecting Cable Bundles 

a. All EUT interconnecting wiring (e.g., shielded wires, 
twisted wires, etc.) cable bundles and RF transmission lines 
shall be in accordance with the applicable installation and 
interface control drawings or diagrams. Physical and electrical 
characteristics of wire bundle configurations, must match the 
actual installation as closely as possible. Actual production 
configuration wire bundles should be used where practical. 

b. Cables shall be bundled in a manner similar to that of the 
intended aircraft installation and supported approximately 50 
mm above the ground plane. For complex cable bundle 
configuration, all cable bundles and interconnected loads 
should be kept separated from each other as much as is 
practical to minimise coupling effects between cables. 

c. Unless otherwise specified the cable bundle shall be at 
least 3.3 metres. When the length of an interconnecting cable 
bundle is greater than the test bench, the cable bundle should 
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be arranged with the excess length zig-zagged at the back of 
the test bench approximately 50 mm above the ground plane.  

 

d. Some special installations may require very long cable 
bundle lengths which cannot be accommodated on the test 
bench: therefore the recommended maximum length of the 
interconnecting cable bundles for these tests shall not exceed 
15 metres. The exception to this limitation is where cable 
bundle lengths are matched or specified to a particular length 
for phase match or similar reasons. 

3.25.3.3.6 Power Leads 

a. For cable bundle tests, power and return leads normally 
bundles with the control / signal leads shall remain in the cable 
bundle and only be separated from the bundle just prior to the 
cable bundle exiting the test area. These leads shall then be 
connected to the LISNs. 

b. When the actual aircraft / weapon cable bundle 
configuration is unknown or when power and / or return leads 
are normally routed separately from the control / signal leads, 
the power and return leads should be broken out of the cable 
bundle near the connector of the EUT and run separately to the 
LISNs. Under these conditions, the length of the leads to the 
LISNs shall not exceed 1 metre unless otherwise specified in 
the applicable equipment specification. 

c. When the return lead is a local ground (less than 1 metre 
length), this lead may be grounded directly to the test bench, in 
accordance with the applicable installation and interface control 
drawings or diagrams. 

3.25.3.3.7 Interface Loads and Support Equipment 

a. Cable bundle tests ideally should be performed on fully 
functioning equipment. EUTs should be suitably loaded actual 
interface equipment. 

b. When the interface equipment must be simulated, the 
simulated electrical, electronic and / or electromechanical 
characteristics of the loads should be representative of the 
aircraft /weapon installation. To avoid altering the voltage and 
current distributions in the cable bundles, the electrical / 
electronic loads should simulate the actual load line-to-line and 
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line-to-ground impeadances (including stray capacitance) as far 
as is practical. 

c. Care should be taken that any test configuration, 
simulated load or monitoring equipment does not alter the 
susceptibility or immunity of the EUT. Support equipment may 
require protection from the effects of the applied transients in 
order to avoid upset or damage. 

3.25.3.3.8 Dummy Antenna or Loads 

For the purpose of this test, antenna cables may be terminated 
in a load equal to the cable characteristic impedance, or a 
dummy antenna. The dummy antenna, if used shall be shielded 
and be designed to have electrical characteristics closely 
simulating the in-service antenna. It shall also contain electrical 
components normally used in the antenna, such as filters, 
crystal diodes, synchros and motors. 

3.25.3.4 Procedures 

The following safety considerations should be observed: 

a. The pulse generators used in these tests produce lethal 
voltages and suitable safety precautions must be taken. All 
personnel must be made aware of the potential hazards and 
instructed to follow the approved safety procedures of the Test 
House responsible for the conduct of the tests. 

b. When testing with the Long Waveform, in particular, it is 
advisable for personnel in the vicinity of the EUT to wear eye 
protection. Some components have been known to explode 
and project debris over distances of several metres. 

c. Some types of pulse generators can produce a high 
intensity burst of noise when they are fired. All personnel 
should be made aware of this and advised to wear ear 
protection. 

3.25.3.4.1 Generator Performance Verification 

a. Connect the transient generator to the primary inputs of 
the injection transformer, see Figure NCS10-5. 

b. For each generator, record the voltage waveform with the 
calibration loop open and the current waveform with the 
calibration loop shorted. For the Single Stroke test verify the 
relevant waveshape parameters identified in Figure NCS10-1 
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and verify that the maximum designated test level (A or V) of 
Table NCS10-1 can be achieved. 

3.25.3.4.2 Test Procedures 

a. Switch the EUT on and ensure that it is operating in 
accordance with the EMITP. 

b. Operate the pulse generator and increase the output from 
zero up to the test limit in steps not exceeding 10% of the 
required test limit. Apply at least 3 transients at each step, with 
a delay of at least 8s between each. 

c. If a malfunction occurs, record the applied peak current 
and voltage levels. 

d. If no malfunction occurs, increase the generator output 
until the peak current or peak voltage test limits is reached and 
then apply 10 transients, separated by at least 8 seconds, over 
a period of not more than 2 minutes. Record a typical set of the 
current and voltage waveforms that appear between the 
equipment case and earth 

e. Repeat the above procedure for both positive and 
negative polarity pulses. 

3.25.3.4.3 Application of Test Waveforms 

The Short waveform shall be applied to all EUTs or Weapons. If it is known that a, 
particular equipment is intended to be installed in an aircraft with a well-bonded, low 
impedance, largely metallic structure then the Intermediate pulse waveform shall be 
applied in addition to the Short pulse. 

For equipment that is intended to be installed in largely Carbon Fibre Composite 
(CFC) airframes or equipment whose interconnecting wiring is run in areas covered 
by CFC panels then the Long pulse waveform shall be applied in place of the 
Intermediate waveform. 

If it is not known where the equipment is to be installed then guidance should be 
sought from the relevant project office. 

The four test categories are: 

a CAT A: Equipment and cabling installed in a protected 
electromagnetic environment such as a completely enclosed 
avionics bay in a metallic aircraft. 
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b CAT B: Equipment and cabling installed in a partially 
exposed electromagnetic environment such as the cockpit of an 
aircraft with a largely metallic structure. 

c CAT C: Equipment and cabling bonded to the same part 
of the aircraft structure and installed in an exposed 
electromagnetic environment where large portions of the 
airframe are constructed from poorly conducting or CFC 
materials. 

d CAT D: Equipment and cabling bonded to different parts 
of the aircraft structure and installed in an exposed 
electromagnetic environment where large portions of the 
airframe are constructed from poorly conducting or CFC 
materials. 

Where equipment and cables can be defined in more than one of the above 
categories then the test levels associated with the more severe environment shall be 
applied. 

3.25.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Any malfunction, failure or damage of the equipment shall 
be investigated and recorded in the test report. If necessary, 
photographs of the damage shall be included. 

b. Where any oscillograms of the induced transient 
waveform are to be included in the test report, each oscillogram 
shall contain, as a minimum, the following information: 

c Details of cable under test 

d EUT mode of operation 

e X axis – volts per division 

f Y axis – time per division 

g Transient Polarity 

h Respective amplitudes achieved 
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Figure NCS10-1 Short Waveform 
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Figure NCS10-1 Intermediate Waveform 
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Figure NCS10-2 Long Waveform 
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Figure NCS10-3 Typical Test Configuration 
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Figure NCS10-5 Typical Generator Performance Verification Set-up 
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3.26 NCS11 CONDUCTED SUSCEPTIBILITY, IMPORTED LOW FREQUENCY, 

SUSCEPTIBILTY POWER LEADS (SEA SYSTEMS) 

3.26.1 NCS11 Applicability 

This test applies to all equipment in use in the Sea Systems environment connected 
to ship and submarine power supplies.  Positive-going and negative-going, damped 
sinewave transients between 10 to 16 kHz, are to be applied to individual supply 
leads of a EUT, for both AC and DC incoming supplies. Battery operated equipment 
which may be connected to a platform supply, for example, during battery charging, 
shall also be subjected to this test. Reference should also be made to 

Clause 3.9.16. 

3.26.2 NCS11 Limits 

The EUT shall continue to function properly, during and after the application of the 
transients whose levels are specified in Table NCS11-1. 

Note: When applying transients to the EUT the peak voltage recorded on the 
oscilloscope may be different from that seen during the generator check if the input 

impedance of the EUT and LISN in series is different from 10   5% at the 
frequency of the transient. 

 

EUT Supply Voltage 
(V) 

Peak Voltage Across 

10  Resistor (V) 

440 V  60Hz 

170 - 720 V DC 
2500   15% 

115V  60/400Hz 750  10% 

24 V DC 600  10% 

Table NCS11-1 Level of Applied Transients 

3.26.3 NCS11 Test Procedure 

3.26.3.1 Purpose 

The purpose of this test is to confirm that the EUT will withstand imported low 
frequency transients imposed upon its power supply leads. This test simulates the 
effect of voltage transients observed due to switching of machines and other loads 
on ship and submarine power supply systems. 



AECTP 500 

Category 501 
 

 3-211 Edition E Version 1  

   

   
 

3.26.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Transient generator 

b. Differential Oscilloscope Probe 

c. Oscilloscope 

d. Resistor, 10  5% 

e. 5 µH LISNs 

f. Capacitor, 30,000 µF 

3.26.3.3 Generator Characteristics 

The generator is intended to simulate imported low frequency 
damped sinusoid transients, imposed on power leads. The 
generator shall incorporate an output transformer having a 
secondary winding to be connected in series with the power line 
under test. The generator shall be capable of providing three 
alternative fixed output voltages. The specific performance 
characteristics of the generator output, when the secondary 

winding is terminated with a 10   5% low inductance resistor, 
are shown in Table NCS11-2 with typical waveforms given in 
Figures NCS11-1 and NCS11-2. 

 

Output voltage (Vpk)  10% (Note 1) 600 750 2500 

Frequency (kHz)  10% (Note 2) 15.9 15.9 10.9 

Relative amplitude of 3rd ½ cycle (Note 3) 0.6 – 0.8 0.6 – 0.8 0.2 – 0.3 

Output impedance ()  10% (Note 4) 0.15 0.4 2.5 

Note 1: Specified as the amplitude of the first half cycle i.e. Vpk. 

Note 2: Calculated from the combined duration of the first three half cycles. 

Note 3: Calculated by dividing the peak voltage of the third cycle by Vpk. 

Note 4: Specified as the value of resistance which, when connected across the secondary 
winding, reduces the winding voltage (amplitude of first half cycle) to half the open 
circuit voltage. 

Table NCS11-2 Generator Performance Characteristics 
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3.26.3.4 Set-Up 

The test set-up shall be as follows: 

a. A typical test layout is shown in Figure NCS11-3. 

b. The equipment under test shall be installed in the test 
house in such a way as to accurately simulate the intended 
platform installation. The secondary of the injection transformer 
shall be wired into each lead under test at the LISN end. 

c. Prior to the in-line connection of the transient generator 
secondary winding, the output of the generator, when 

terminated with a 10   5% low inductance resistor, shall be 
checked to be compliant with the test levels shown in Table 
NCS11-1. 

3.26.3.5 Procedures 

The test procedures shall be as follows: 

a. Conducted emission test NCE01 must have been 
performed prior to performing this test. 

Note: If this test has been performed as part of the trial 
then this is acceptable. 

b. With the transient generator connected in series with the 
supply lead under test, the EUT is to be checked for correct 
function and operation prior to the application of the transients. 

c. Each supply lead in turn shall then be subjected to twelve 
positive-going applications of the transient using the generator 
output settings appropriate to the EUT supply voltage as shown 
in Table NCS11-2 followed by twelve negative-going transients. 
These transients shall be applied at a rate of one every 2 to 5 
seconds. 

d. The generator output waveform shall be monitored on the 
oscilloscope. The voltage induced into the cable under test and 
photographs of the induced transient waveform may be 
recorded for inclusion in the test report. 

e. During each transient application, the EUT shall be 
monitored for degradation of performance, damage or 
malfunction as defined in the EMC test plan. When testing 
digital systems it may be necessary to apply a greater number 
of transients to ensure detection of any malfunction. In this 
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case, the EMITP should include some guidance to ensure 
capture of a malfunction during test. 

 

f. On completion of all transient applications, conducted 
emission test NCE01 shall be repeated to confirm that any 
power line filter have not been damaged. This resultant 
emission profile shall be assessed against the NCE01 result 
obtained prior to the transient application. This shall determine 
whether any damage to the EUT occurred during application of 
the transients, i.e. Filtering or other component damage. 
Should any significant changes in emission profile be evident 
then a FAIL result shall be recorded for this test even if the 
emission profile has been reduced due to the application of the 
transient. 

Note: The conducted emission assessment is not intended to show 
compliance against the NCE01 limits but is used solely to compare the 
‘before’ and ‘after’ emission profiles. 

3.26.3.6 Data Presentation 

Data presentation shall be as follows: 

a. Any malfunction, failure or damage of the equipment shall 
be investigated and recorded in the test report. 

b. Where any oscilloscope photographs of the induced 
transient waveform are to be included in the test report, each 
photograph shall contain, as a minimum, the following 
information: 

  Details of cable under test 

  EUT mode of operation 

  X axis – volts per division 

  Y axis – time per division 

  Transient polarity 
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Figure NCS11-1 Typical Transient Waveform (600 V and 750 V) 
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Figure NCS11-2 Typical Transient Waveform (2500 V) 
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Figure NCS11-3 Typical Test Configuration 
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3.27 NCS 12 ELECTROSTATIC DISCHARGE 

3.27.1 NCS12 Applicability 

The purpose of this test is to determine whether electrostatic discharges (ESD) 
transferred to equipment by personnel contact will damage the EUT or lead to the 
malfunctioning and degradation of its performance. 

In service, electrostatic discharges result from charges built up by friction between 
materials, such as clothing, and inadvertently transferred to equipment by personnel, 
either directly or indirectly. 

This test simulates this process by the use of a high voltage generator, charge 
storage capacitor and discharge probe. 

The test applies to all Air equipment fitted with electronic and active components, 
particularly non-linear items such as transistors or integrated circuits etc, including 
Land and Sea Systems equipment if operated in an air-conditioned or protected 
environment. 

This test method utilises the contact technique of applying large ESD transients to 
EUTs and the limits and equipment classifications are as shown below. The 
discharges are normally directed to points on the front panel of the EUT, 
e.g. keyboards, knobs, switches, buttons and indicators, LEDs, slots, grilles, 
connectors and any metallic parts on the outside of the EUT electrically isolated from 
ground.  Specific points shall be detailed in the EMITP. Where the EMITP specifies 
non-conductive surfaces to be tested, the contact method shall be substituted by the 
air discharge method. 

Reference should also be made to Clause 3.9.17. 

3.27.2 NCS12 Limit 

Equipment shall withstand discharges as specified above at charging voltages 
appropriate to the Category of the equipment, without malfunction or disturbance. 

For Air service the tests shall be applied at one of two severity levels, depending on 
the category of the equipment: 

a. Category A: Safety critical in that the safety of personnel 
or third parties is placed at risk either directly or indirectly from 
malfunctioning of the equipment (and hence subsequently the 
materiel). 

b. Category B: Mission critical in that malfunctioning or upset 
of the equipment functions either reduces damages or prevents 
the materiel from performing the mission. 
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ESD testing of Air service equipment not in either of these categories is not normally 
required but is at the discretion of the Procuring Agencies. 

Land service equipment should be subjected to this test method where it is likely to 
be deployed in environments that give rise to ESD events, such as the dry 
atmospheric conditions associated with desert scenarios or air-conditioned rooms. 

It is not normally required that sea service equipment be subjected to this test 
method, however if the EUT is to be deployed within an air conditioned environment 
then this test should be performed. 

All equipment deployed in a support role within a classroom or office environment is 
subject to this test. 

 

Charging 
Voltage 
(kV) 

Category A 
Safety Critical 

Category B 
Mission Critical 

2 

4 

6 

8 

No 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

No 

Table NCS12-1 Application of Charging Voltages by Equipment Category 

Note 1: For Munitions testing, the test levels and methods in AECTP 508 –Leaflet 
ESD Munitions Test Procedures shall be applied. 

Note 2: When using the air discharge method, a level of 15 kV must be applied in 
addition to those shown in Table NCS12-1 for both Category A and Category B 
EUTs. 

3.27.3 NCS12 Test Procedure 

3.27.3.1 Purpose 

The ESD generator is intended to simulate the current pulse, which arises when a 
person carrying an electric charge dissipates that charge on contact with the 
equipment under test (EUT). 
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3.27.3.2 Test Equipment 

a. ESD Generator - Characteristics of the ESD generator 

1. Basic Design of Generator: 

The basic circuit of the generator is shown in Figure NCS12-1. 
A capacitor (Cs) can be charged to a specified voltage and then 
discharged through the series resistor (Rd) and discharge tip 
using either the “contact” or “air” discharge methods. In the 
contact discharge method the discharge tip is held in contact 
with the EUT and the discharge actuated by the discharge 
switch within the generator. In the air discharge method the 
charged electrode of the generator is brought close to the EUT 
and the discharge actuated by a spark to the EUT. The 
discharge tip geometry for both the air and contact discharge 
methods is shown in Figure NCS12-2. 

2. Output waveform: 

The output current waveform, when the generator is discharged 

through a 2  calibration resistance, is defined by the rise time 
to peak. The current, as a percentage of the peak value, shall 
be measured 30 ns from the start of the waveform and then 60 
ns from start. A typical waveform is shown in Figure NCS12-3. 
The rise time (10% to 90% of peak amplitude) is in the range 
0.7 ns to 1.0 ns, the current at 30 ns is nominally 53% of peak 
amplitude and at 60 ns, 27% of peak amplitude. The generator 
output waveform will be dependent, to some extent, on the 
inductance of the generator earthing lead. For this reason the 
same physical lead, in as far as possible the same physical 
configuration, shall be used both for verifying generator 
performance and for testing the equipment. It is important that 
the test oscilloscope (recommended minimum bandwidth 1 
GHz) is adequately shielded from energy radiated by the 
electrostatic discharge and from energy conducted into its 
power supply. 
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3. Waveform verification: 

Prior to application of the test the output waveform of the ESD 
generator must be verified, this is performed with an 
oscilloscope and a discharge target fixed on a conductive 
mounting plate measuring 1.5 m x 1.5 m. The Oscilloscope is 
connected to the rear of the target via an attenuator so that the 
voltage seen at its input is reduced to levels that will not 
damage the instrument. An oscilloscope with a minimum 
bandwidth of 1 GHz with a storage facility must be used to 
capture and display the fast rise times of the pulse generated. 
The oscilloscope should be well shielded from the ESD 
generator so as not to be adversely effected by the pulse and it 
may be necessary to insert additional screening between it and 
the target. An earth return lead connects the generator to a 
stud on the aluminium sheet to complete the circuit, see Figure 
NCS12-4 for the calibration set up. 

b. ESD Generator Performance 

 Characteristics 

Figure NCS12-5 shows a typical ESD calibration circuit 
arrangement. The required output current characteristics, using 
contact discharge and calculated from the voltage measured 

across the 2  resistor, are shown in Table NCS12-2 for four 
test voltages. 

 

Required 
Charging Voltage 
(kV) 

1st Peak 
Discharge Current 
(A ± 10%) 

Current (A ± 
30%) after 30 
ns 

Current (A ± 
30%) after 60 ns 

2 7.5 4 2 

4 15.0 8 4 

6 22.5 12 6 

8 30.0 16 8 

Table NCS12-2 ESD Generator Output Requirements 

Note: The required rise time (10% to 90% of peak current) 
shall be in the range 0.7ns to 1.0ns for all charging voltages. 
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The general outline technical characteristics of the generator 
shall be compliant with Table NCS12-3 

 

Characteristic Performance Requirement 

Discharge storage capacitor 150 pF ± 10% 

Discharge Resistor 330   ± 10% 

Extra High Tension (EHT) 
output 

Up to 15 kV DC 

EHT metering 2 kV to 12 kV ± 5% 

Output polarity Positive and negative (switchable) 

Holding time 
The ESD generator shall be able to hold its 
charge for at least 5 s without falling below 90% 
of its pre-set value. 

Discharge modes 
(a) Single discharge 
(b) Repetitive discharge 
(c) Contact discharge 

Output current 

The output current waveform developed in the 

2  calibration resistor shall be as shown in 
Figure NCS12-3. 

Table NCS12-3 Outline Technical Characteristics of ESD Generator 

3.27.3.3 Set-Up 

The test set-up shall be as follows: 

a. The EUT shall be set up as shown in Figure NCS12-6 and 
in order to minimise the impact of environmental parameters on 
test results, the tests shall be carried out under the following 
laboratory conditions: 

(1) Ambient Temperature: 15ºC to 35ºC 

(2) Relative Humidity: 30 % to 60 % 

b. Verify the test waveform using an oscilloscope and test 
target. 
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c. Connect any EUT earth bond connections to the ground 
reference plane and support EUT on 50 mm stand offs above 
ground plane surface. 

d. Connect the discharge return lead to the ground reference 
plane. 

3.27.3.4 Procedures 

The test procedures shall be as follows: 

a. The tests shall be conducted by applying discharges to 
each of the specified application points listed in the EMITP, 
using the charging voltage sequence 2, 4, 6 and 8 kV until the 
limit for the EUT category is reached. For each charging 
voltage, five discharges shall be applied at each point for each 
polarity, allowing a 10s interval between discharges. The tests 
shall be repeated for each mode of operation of the EUT and 
all malfunctions and disturbances, whether temporary or 
permanent, shall be recorded. 

b. Where the air discharge method is used on non-
conductive surfaces the generator will be set to a repetition rate 
of 20 pulses per second and the generator’s discharge tip 
should be moved slowly across the area to be tested. The test 
engineer should note any discharges seen and their effect on 
the EUT’s operation in the test report. 

3.27.3.5 Data Presentation 

Data presentation shall be as follows: 

a. A clear record of all discharge points, either in a table or 
as a diagram, must be kept by the test house, and included in 
the EMITR. 

b. Descriptions of any failure observed should be recorded 
with the appropriate level and contact position and included in 
the EMITR. 

c. Graphical evidence of the discharge gun’s compliance 
with the specified waveform during the verification test should 
be retained by the test house and included in the EMITR. 

d. All malfunctions, disruptions or anomalous behaviour of 
the EUT during ESD, whether such manifestations occur during 
charging of the ESD generator, during the discharge, or during 
recovery shall be recorded in the EMITR. 
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Figure NCS12-1 Simplified Circuit Diagram of the ESD Generator 
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Figure NCS12-2 ESD Generator Discharge Tip Geometry 



AECTP 500 

Category 501 
 

 3-223 Edition E Version 1  

   

   
 

Peak

Current %

60

100

Time ns300.7 1

90

53

27

10

0

 

Figure NCS12-3 Typical Type 4 ESD Waveform 
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Figure NCS12-4 Generator Calibration Set-up
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Figure NCS12-5 ESD Calibration Arrangement 
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Figure NCS12-6 Typical Test Configuration 
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3.28 NCS13 CONDUCTED SUSCEPTIBILITY, TRANSIENTS, POWER LEADS 

3.28.1 NCS13 Applicability 

This requirement is applicable to submarine and surface ship equipment and 
subsystem AC and DC input power leads, not including grounds and neutrals. 

Reference should also be made to Clause 3.9.18. 

3.28.2 NCS13 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to a test signal with voltage 
levels as specified in Figure NCS13-1. 

3.28.3 NCS13 Test Procedure 

3.28.3.1 Purpose 

This test procedure is used to verify the ability of the EUT to withstand signals 
coupled onto input power leads. 

3.28.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Transient generator, < 2 Ohm source impedance 

b. Capacitor, 10 f 

c. Oscilloscope 

d. Resistor, 5  

e. Isolation transformer 
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3.28.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b. Calibration. Configure the test equipment in accordance 
with Figure NCS13-2. Set up the oscilloscope to monitor the 

specified voltage across the 5  non-inductive resistor. 

c. EUT testing. 

(1) For DC or single phase AC power, configure the test 
equipment as shown in Figure NCS13-3. 

(2) For three phase ungrounded power, configure the test set-
up as shown in Figure NCS13-4. 

(3) For three phase wye power (four power leads), configure 
the test set-up as shown in Figure NCS13-4. 

3.28.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient 
time for stabilization. 

b. Calibration 

(1) Set the transient generator to the lowest test frequency. 

(2) Increase the applied signal until the oscilloscope indicates 
the voltage level corresponding to the limit. Verify the output 
waveform and pulse width. 

(3) Record the setting of the signal source. 
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c. EUT Testing 

(1) Turn on the EUT and allow sufficient time for stabilization. 

CAUTION: Exercise care when performing this test since the 
"safety ground" of the oscilloscope is disconnected due to the 
isolation transformer and a shock hazard may be present. 

(2) Set the transient generator to minimum output. Increase 
the signal level until the required voltage is reached on the 
power lead or spike generator calibration set point is obtained. 
(Note: Calibration set point is that obtained in 

Clause 3.28.3.4b(2)). 

(3) While maintaining at least the required signal level, apply 
pulses to the test samples ungrounded input lines at a pulse 
repetition rate of between 5 and 10 pulses per second for not 
less than 5 minutes. 

(4) Susceptibility Evaluation 

(a) Monitor the EUT for degradation of performance. 

(b) If susceptibility is noted, determine and record its threshold level and phase 

position on the AC waveform in accordance with Clause 3.6.10.4.3 and verify that it 
is above the limit. 

(5) Repeat Clause 3.28.3.4c(2) through 3.28.3.4c(4) for each 
power lead and test condition, as required. 

3.28.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide oscilloscope photographs of the calibration 

waveform obtained in Clause 3.28.3.4b(2). 

b. Provide oscilloscope photographs of the injected 
waveform for each lead. 

c. Provide data on any susceptibility thresholds that were 
determined for each power lead. 

d. Provide indications of compliance with the applicable 
requirements for the susceptibility evaluation specified in 

Clasue 3.28.3.5c for each lead. 
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Figure NCS13-1 Voltage Limit 
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Figure NCS13-2 Calibration 
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Figure NCS13-3 Signal Injection, DC or Single Phase AC 
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Figure NCS13-4 Signal Injection, 3-Phase Ungrounded 
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Figure NCS13-5 Signal Injection, 3-Phase Wye 



AECTP 500 

Category 501 
 

 3-231 Edition E Version 1  

   

   
 

3.29 NRE01 RADIATED EMISSIONS, MAGNETIC FIELD, 30 Hz to 100 kHz 

3.29.1 NRE01 Applicability 

This requirement is applicable for radiated emissions from equipment and subsystem 
enclosures, including electrical cable interfaces. The requirement does not apply to 
radiation from antennas. Aircraft fitted with Anti-Submarine Warfare (ASW) capability 
should be tested using the Sea application limit. Reference should also be made to 

Clause 3.9.19. 

3.29.2 NRE01 Limit 

Magnetic field emissions shall not be radiated in excess of the levels shown in 
Figures NRE01-1 to NRE01-3 at a distance of 7 cm for Air, Land or Sea. 

3.29.3 NRE01 Test Procedures 

3.29.3.1 Purpose 

This test procedure is used to verify that the magnetic field emissions from the EUT 
and its associated electrical interfaces do not exceed specified requirements. 

3.29.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Measurement receivers 

b. Data recording device 

c. Loop sensor having the following specifications: 

(1) Diameter: 13.3 cm 

(2) Number of turns: 36 

(3) Wire: 7-41 Litz wire (7 strand, No. 41 AWG) 

(4) Shielding: Electrostatic 

(5) Correction factor See manufacturer’s data for factors 
to convert measurement receiver readings to decibels above 
one picotesla (dBpT). 

d. 50µH LISNs 

e. Ohmmeter 
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f. Signal Generator 

3.29.3.3  Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b. Calibration. Configure the measurement set-up as shown 
in Figure NRE01-4. 

c. EUT Testing. Configure the measurement receiving loop 
and EUT as shown in Figure NRE01-5. 

3.29.3.4  Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient 
time for stabilization. 

b. Calibration. 

(1) Apply a calibrated signal level, which is at least 6 dB 
below the limit (limit minus the loop sensor correction factor), at 
a frequency of 50 kHz. Tune the measurement receiver to a 
centre frequency of 50 kHz. Record the measured level. 

(2) Verify that the measurement receiver indicates a level 
within ±3 dB of the injected signal level. 

(3) If readings are obtained which deviate by more than ±3 
dB, locate the source of the error and correct the deficiency 
prior to proceeding with the testing. 

(4) Using an ohmmeter, verify that the resistance of the loop 

sensor winding is approximately 10 . 

 

c. EUT Testing 

(1) Turn on the EUT and allow sufficient time for stabilization. 

(2) Locate the loop sensor 7 cm from the EUT face or 
electrical interface connector being probed. Orient the plane of 
the loop sensor parallel to the EUT faces and parallel to the 
axis of connectors. 
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(3) Scan the measurement receiver over the applicable 
frequency range to locate the frequencies of maximum 
radiation, using the bandwidths and minimum measurement 
times of Table 501-4. 

(4) Tune the measurement receiver to one of the frequencies 

or band of frequencies identified in Clause 3.29.3.4(3) above. 

(5) Monitor the output of the measurement receiver while 
moving the loop sensor (maintaining the 7 cm spacing) over the 
face of the EUT or around the connector. Note: the point of 
maximum radiation for each frequency identified in 

Clause 3.29.3.4c(4). 

(6) At 7 cm from the point of maximum radiation, orient the 
plane of the loop sensor to give a maximum reading on the 
measurement receiver and record the reading. If the measured 
emission exceeds the limit at 7 cm distance, increase the 
measurement distance until the emission falls within the 
specified limit. Record the emission frequency and the 
measurement distance for assessment by the procuring activity. 

Note: The EUT is required to comply with the applicable 
NRE01 limit at 7 cm. 

(7) Repeat Clauses 3.29.3.4c(4) through 3.29.3.4c(6) for at 
least two frequencies of maximum radiation per octave of 
frequencies below 200 Hz and for at least three frequencies of 
maximum radiation per octave above 200 Hz. 

(8) Repeat Clauses 3.29.3.4c(2) through 3.29.3.4c(7) for 
each face of the EUT and for each EUT electrical connector. 
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3.29.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide graphs of scans and tabular listings of each 
measurement frequency, mode of operation, measured 
magnetic field, and magnetic field limit level. 
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Figure NRE01-1 Limit for Air Environment 
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Figure NRE01-2 Limit for Applications in the Land Environment 
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Figure NRE01-3 Limit for Applications in the Sea Environment 
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Figure NRE01-4 Calibration Configuration 
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Figure NRE01-5 Basic Test Set-up 
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3.30 NRE02 RADIATED EMISSIONS, ELECTRIC FIELD, 10 kHz to 18 GHz 

3.30.1 NRE02 Applicability 

This requirement is applicable for radiated emissions from equipment and subsystem 
enclosures, all interconnecting cables, and antennas designed to be permanently 
mounted to EUTs (receivers and transmitters in standby mode). The requirement 
does not apply at the transmitter fundamental frequencies and the necessay 
occupied bandwidth of the signal. 

The requirement is for testing from 10 kHz to 18 GHz for all applications. 

Reference should also be made to Clause 3.9.20. 

3.30.2 NRE02 Limits 

Electric field emissions shall not be radiated in excess of those shown in 
Figures NRE02-1 through to NRE02-4. Above 30 MHz, the limits shall be met for 
both horizontally and vertically polarized fields. 

3.30.3 NRE02 Test Procedures 

3.30.3.1 Purpose 

This test procedure is used to verify that electric field emissions from the EUT and its 
associated cabling do not exceed specified requirements. 

3.30.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Measurement Receivers 

b. Data Recording Device 
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c. Antennas 

(1) 10 kHz to 30 MHz, 104 cm rod with impedance matching 
network. The signal output connector shall be bonded to the 
antenna matching network case. 

(a) When the impedance matching network includes a 
preamplifier (Active Rod), observe the overload precautions in 

Clause 3.6.7.3. 

(b) Use a square counterpoise measuring at least 60 cm on a 
side. 

(2) 30 MHz to 200 MHz, Biconical, 137 cm tip to tip 

(3) 200 MHz to 1 GHz, Double Ridge Horn, 69.0 by 94.5 cm 
opening 

(4) 1 GHz to 18 GHz, Double Ridge Horn, 24.2 by 13.6 cm 
opening 

d. Signal Generators 

e. Stub Radiator 

f. Capacitor, 10 pF 

g. 50 µH LISNs 

3.30.3.3 Set-Up 

The test setup shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 
described in Category 501 Figures 501- 2 through to 501-6 and 

Clause 3.6.8. Ensure that the EUT is oriented such that the 
surface that produces the maximum radiated emissions is 
toward the front edge of the test set-up boundary. 

b. Calibration. Configure the test equipment as shown in 
Figure NRE02-5. 
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c. EUT Testing 

1. For rod antenna measurements, electrical bonding of the 
counterpoise is prohibited. The required configuration is shown 
in Figure NRE02-6. The shield of the coaxial cable from the rod 
antenna matching network shall be electrically bonded to the 
floor in a length as short as possible (not to exceed 10 cm 
excess length).  A ferrite sleeve with 20 to 30 ohms impedance 
at 20 MHz shall be placed near the center of the coaxial cable 
length between the antenna matching network and the floor. 

2. Antenna Positioning 

a. Determine the test set-up boundary of the EUT and 
associated cabling for use in positioning of antennas. 

b. Use the physical reference points on the antennas shown 
in Figure NRE02-6 for measuring heights of the antennas and 
distances of the antennas from the test set-up boundary. 

i. Position antennas 1 metre from the front edge of the test 
set-up boundary for all set-ups 

ii. Position antennas 120 cm above the floor ground plane. 

iii. Ensure that no part of any antenna is closer than 1 metre 
from the walls and 0.5 metres from the ceiling of the shielded 
enclosure 

(c) The number of required antenna positions depends on the 
size of the test set-up boundary and the number of enclosures 
included in the set-up. 

i. For testing below 200 MHz, use the following criteria to 
determine the individual antenna positions: 

a. For set-ups with the side edges of the boundary 3 m or 
less, only one position is required and the antenna shall be 
centred with respect to the side edges of the boundary 
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b. Set-ups with the side edges of the boundary greater than 
3 m use multiple antenna positions at spacings as shown in 
Figure NRE02-7. Determine the number of antenna positions 
(N) by dividing the edge-to-edge boundary distance (in metres) 
by 3 and rounding up to an integer. For large equipment the 
test distance can be increased from for instance 1 m to 3 m. 
Then the number of antenna positions will decrease by a factor 
9, and thus test time will reduce by a factor 9. To do this, a 
correction factor has to be applied (3->1 m = 10 dB), or. In 
other words, the antenna factor shall be 10dB higher. In case 
the limit is reached within 6 dB, a final measurement at 1 m 
shall be performed. 

ii. For testing from 200 MHz up to 1 GHz: Place the antenna 
in a sufficient number of positions such that the entire width of 
each EUT enclosure and the first 35 cm of cables and leads 
interfacing with the EUT enclosure are within the 3 dB 
beamwidth of the antenna. 

iii. For testing at 1 GHz and above: Place the antenna in a 
sufficient number of positions such that the entire width of each 
EUT enclosure and the first 7 cm of cables and leads 
interfacing with the EUT enclosure are within the 3 dB 
beamwidth of the antenna. 

3.30.3.4 Procedures 

The test procedures shall be as follows: 

a. Verify that the ambient requirements specified in 

Clause 3.6.4 of are met. Take plots of the ambient when 
required by the referenced paragraph. 

b. Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

c. Using the system check path of Figure NRE02-5, perform 
the following evaluation of the overall measurement system 
from each antenna to the data output device at the highest 
measurement frequency of the antenna. For rod antennas that 
use passive matching networks, the evaluation shall be 
performed at the centre frequency of each band. For active rod 
antennas, the evaluation shall be performed at the lowest 
frequency of test, at a mid-band frequency, and at the highest 
frequency of test. 
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1. Apply a calibrated signal level, which is at least 6 dB 
below the limit (limit minus antenna factor), to the coaxial cable 
at the antenna connection point. 
 

2. Scan the measurement receiver in the same manner as a 
normal data scan. Verify that the data recording device 
indicates a level within ±3 dB of the injected signal level. 

3. For the 104 cm rod antenna, remove the rod element and 
apply the signal to the antenna matching network through a 10 
pF capacitor connected to the rod mount as shown in Figure 
NRE02-8. Commercial calibration jigs or injection networks 
shall not be used. 

4. If readings are obtained which deviate by more than ±3 
dB, locate the source of the error and correct the deficiency 
prior to proceeding with the testing. 

d. Using the measurement path of Figure NRE02-5, perform 
the following evaluation for each antenna to demonstrate that 
there is electrical continuity through the antenna. 

1. Radiate a signal using an antenna or stub radiator at the 
highest measurement frequency of each antenna. 

2. Tune the measurement receiver to the frequency of the 
applied signal and verify that a received signal of appropriate 
amplitude is present. Note: This evaluation is intended to 
provide a coarse indication that the antenna is functioning 
properly. There is no requirement to accurately measure the 
signal level. 

e. Turn on the EUT and allow sufficient time for stabilization. 

f. Using the measurement path of Figure NRE02-5, 
determine the radiated emissions from the EUT and its 
associated cabling. 

1. Scan the measurement receiver for each applicable 
frequency range, using the bandwidths and minimum 
measurement times in Table 501-4. 

2. Above 30 MHz, orient the antennas for both horizontally 
and vertically polarized fields. 

3. Take measurements for each antenna position 

determined under Clause 3.30.3.3d (3) above. 
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3.30.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Continuously and automatically plot amplitude versus 
frequency profiles. Manually gathered data is not acceptable 
except for plot verification. Vertical and horizontal data for a 
particular frequency range shall be presented on separate plots 
or shall be clearly distinguishable for a common plot. 

b. Display the applicable limit on each plot. 

c. Provide a minimum frequency resolution of 1% or twice 
the measurement receiver bandwidth, whichever is less 
stringent, and a minimum amplitude resolution of 1 dB for each 
plot. 

d. Provide plots for both the measurement and system check 
portions of the procedure. 

e. Provide a statement verifying the electrical continuity of 

the measurement antennas as determined in Clause 3.30.3.4d. 
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Figure NRE02-1 Limits for Applications in the Air and Space Environments 
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Figure NRE02-2 Limits for Applications in the Land Environment 

 

Note 1: The use of limit A above is reserved for all land based EUTs procured for 
Army use and Mobile Sea Systems, deployed in a land based role. 

Note 2: Limit B is utilised for fixed Sea System Installations such as those 
associated with Port and RADAR emplacements, 
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Figure NRE02-3 Limits for Sea Environment Above Deck 
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Figure NRE02-4 Limits for Submarine Application 
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Figure NRE02-5 Basic Set-up 
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Figure NRE02-6 Antenna Positioning 
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Figure NRE02-7 Multiple Antenna Positions 
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3.31 NRE03 RADIATED EMISSIONS, ANTENNA SPURIOUS and HARMONIC 

OUTPUTS 10 kHz to 40 GHz 

3.31.1 NRE03 Applicability 

This requirement may be used as an alternative for NCE03 when testing transmitters 
with their intended antennas. NCE03 is the preferred requirement unless the 
equipment or subsystem design characteristics preclude its use. The requirement is 
not applicable within the EUT necessary bandwidth and within ±5 % of the 
fundamental frequency. Depending on the operating frequency range of the EUT, the 
start frequency of the test is shown in Table NRE03-1: 

 

Operating Frequency Range 

(EUT) 

Start Frequency of 

Test 

10 kHz to 3 MHz 10 kHz 

3 MHz to 300 MHz 100 kHz 

300 MHz to 3 GHz 1 MHz 

3 GHz to 40 GHz 10 MHz 

Table NRE03-1 Operating Frequency Range of EUT 

The end frequency of the test is 40 GHz or twenty times the highest generated 
frequency within the EUT, whichever is less. For equipment using waveguide, the 
requirement does not apply below eight-tenths of the waveguide's cut-off frequency. 

Reference should also be made to Clause 3.9.21. 

3.31.2 NRE03 Limits 

Harmonics, except the second and third, and all other spurious emissions shall be at 
least 80 dB down from the level at the fundamental. The second and third harmonics 
shall be suppressed to a level of – 20 dBm or 80 dB, whichever requires less 
suppression. 

3.31.3 NRE03 Test Procedures 

3.31.3.1 Purpose 

This test procedure is used to verify that radiated spurious and harmonic emissions 
from transmitters do not exceed the specified requirements. 
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3.31.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Measurement receiver 

b. Attenuators, 50  

c. Antennas 

d. Rejection networks 

e. Signal generators 

f. Power monitor 

3.31.3.3 Set-Up 

It is not necessary to maintain the basic test set-up for the EUT as shown and 

described in Figures 501-2 through to 501-6 and Clause 3.6.8. The test set-up shall 
be as follows: 

a. Calibration: Configure the test set-up for the signal check 
path shown in Figure NRE03-1 or NRE03-2 as applicable. 

b. EUT Testing: Configure the test set-up for the 
measurement path shown in Figure NRE03-1 or NRE03-2 as 
applicable. 

3.31.3.4 Procedures 

The test procedures shall be as follows: 

a. The measurements must be performed in the far field of 
the transmitting frequency. Consequently, the far-field test 
distance must be calculated prior to performing the test using 
the relationships below: 

  R = distance between transmitter antenna and 
receiver antenna. 

  D = maximum physical dimension of transmitter 
antenna. 

  d = maximum physical dimension of receiver 
antenna. 

   = wavelength of frequency of the transmitter. 
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 All dimensions are in metres. 

 For transmitter frequencies less than or equal to 1.24 GHz, the greater 
distance of the following relationships shall be used: 

 R = 2D2/  R = 3 

 For transmitter frequencies greater than 1.24 GHz, the separation 
distance shall be calculated as follows: 

 For 2.5 D < d use R = 2D2/   

 For 2.5 D  d use R = (D+d)2/ 

b. Turn on the measurement equipment and allow sufficient 
time for stabilisation. 

c. Calibration 

(1) Apply a known calibrated signal level from the signal 
generator through the system check path at a midband 
fundamental frequency (fo). 

2) Scan the measurement receiver in the same manner as a 
normal data scan.  Verify the measurement receiver detects a 
level within ±3 dB of the expected signal. 

(3) If readings are obtained which deviate by more than ±3 
dB, locate the source of the error and correct the deficiency 
prior to proceeding with the test. 

(4) Repeat Clause 3.31.3.4c(1) through 3.31.3.4c(3) for two 
other frequencies over the frequency range of test. 

d. EUT Testing 

(1) Turn on the EUT and allow a sufficient time for 
stabilisation. 

(2) Tune the EUT to the desired test frequency and use the 
measurement path to complete the rest of this procedure. 

(3) Tune the test equipment to the measurement frequency 
(fo) of the EUT and adjust for maximum indication. 
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(4) For transmitters where a power monitor can be inserted, 
measure the modulated transmitter power output P, using a 
power monitor while keying the transmitter.  Convert this power 
level to units of dB relative to 1 watt (dBW). Calculate the 
Effective Radiated Power (ERP) by adding the EUT antenna 
gain to this value.  Record the resulting level for comparison 

with that obtained in Clause 3.31.3.4.d(6). 

(5) Key the transmitter with desired modulation. Tune the 
measurement receiver for maximum output indication at the 
transmitted frequency. If either or both of the antennas have 
directivity, align both in elevation and azimuth for maximum 
indication. Verbal communication between sites via 
radiotelephone will facilitate this process. Record the resulting 
maximum receiver meter reading and the measurement 
receiver bandwidth. 

(6) Calculate the transmitter ERP in dBW, based on the 
receiver meter reading V, using the following equation: 

  ERP = V + 20 log R + AF - 135 

  Where: 

  V = reading on the measurement receiver in 

dBV 

  R = distance between transmitter and receiver 
antennas in meters 

  AF = antenna factor of receiver antenna in dB 
(1/m) 

 Compare this calculated level to the measured level 

recorded in Clause 3.31.3.4d(4). The compared results should 
agree within ±3 dB. If the difference exceeds ±3 dB, check the 
test set-up for errors in measurement distance, amplitude 
calibration, power monitoring of the transmitter, frequency 
tuning or drift and antenna boresight alignment. Assuming that 
the results are within the ±3 dB tolerance, the ERP becomes 
the reference for which amplitudes of spurious and harmonics 
will be compared to determine compliance with standard limits. 
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(7) With the rejection network filter connected and tuned to fo, 
scan the measurement receiver over the frequency range of 
test to locate spurious and harmonic transmitted outputs. It may 
be necessary to move the measuring system antenna in 
elevation and azimuth at each spurious and harmonic output to 
assure maximum levels are recorded. Maintain the same 
measurement receiver bandwidth used to measure the 

fundamental frequency in Clause 3.31.3.4(5). 

(8) Verify that spurious outputs are from the EUT and not 
spurious responses of the measurement system or the test site 
ambient. 

(9) Calculate the ERP of each spurious output.  Include all 
correction factors for cable loss, amplifier gains, filter loss, and 
attenuator factors. 

(10) Repeat Clause 3.31.3.4d(2) through 3.31.3.4d(9) for 
other fo of the EUT. 

3.31.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide tabular data showing fundamental frequency (fo) 
and frequency of all harmonics and spurious emissions 
measured, the measured power monitor level and the 
calculated ERP of the fundamental frequency, the ERP of all 
spurious and harmonics emissions measured, dB down levels, 
and all correction factors including cable loss, attenuator pads, 
amplifier gains, insertion loss of rejection networks and antenna 
gains. 

b. The relative dB down level is determined by subtracting 

the level in Clause 3.31.3.4d(6) from that recorded in 

Clause 3.31.3.4d(9). 
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Figure NRE03-1 Calibration and Test Set-Up for Radiated Harmonics and 

Spurious Emissions 10 kHz to 1 GHz 



AECTP 500 

Category 501 
 

 3-256 Edition E Version 1  

   

   
 

 

Path  for Measurement

Path  for

System Check

Measurement

Receiver

Band Rejection

or

High Pass FilterTransmitter

EUT

Power Monitor

Signal

Generator

TX Antenna TR Antenna

Attenuator

Preselector

or Filter

 

 

Figure NRE03-2 Calibration and Test Set-Up for Radiated Harmonics and 

Spurious Emissions 1 GHz to 40 GHz 
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3.32 NRS01 RADIATED SUSCEPTIBILITY, MAGNETIC FIELD, 30 Hz to 100 

kHz 

3.32.1 NRS01 Applicability 

This requirement is applicable to equipment and subsystem enclosures, including 
electrical cable interfaces. The requirement is not applicable for electromagnetic 
coupling via antennas. The requirement is applicable for equipment intended to be 
installed on Aircraft, Army land equipment and all equipment deployed on Ships. For 
submarines, this requirement is applicable only to equipment and subsystems that 
have an operating frequency of 100 kHz or less and an operating sensitivity of 1 μV 
or better (such as 0.5 μV). For an, EUT comprising a number of units, each unit with 
potentially sensitive components shall be tested individually. The interconnecting 
cables do not have to be subjected to this test. Reference should also be made to 

Clause 3.9.22. 

3.32.2 NRS01 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to the magnetic fields shown 
in Figures NRS01-1 and NRS01-2. 

3.32.3 NRS01 Test Procedures 

3.32.3.1 Purpose 

This test procedure is used to verify the ability of the EUT to withstand radiated 
magnetic fields. 

3.32.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Signal source 

b. Radiating loop having the following specifications; 

(1) Diameter: 12 cm 

(2) Number of turns: 20 

(3)  Wire: No. 12 insulated copper 

(4) Magnetic flux density: 9.5x107 pT/ampere of applied 
current at a distance of 5 cm from the plane of the loop. 

c. Loop sensor having the following specifications: 
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(1) Diameter: 4 cm 

(2)  Number of turns: 51 

(3) Wire: 7-41 Litz wire (7 Strand, No. 41 AWG) 

(4) Shielding: Electrostatic 

(5) Correction Factor: See manufacturer’s data for factors 
to convert measurement receiver readings to decibels above 
one picotesla (dBpT). 

d. Measurement receiver or narrowband voltmeter 

e. Current probe 

f. 50 µH LISNs 

3.32.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b. Calibration: Configure the measurement equipment, 
radiating loop, and loop sensor as shown in Figure NRS01-3. 

c. EUT Testing: Configure the test as shown in Figure 
NRS01-4. 

3.32.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient 
time for stabilisation. 

b. Calibration 

(1) Set the signal source to a frequency of 1 kHz and adjust 
the output to provide a magnetic flux density of 110 dBpT as 
determined by the reading obtained on measurement receiver 

A and the relationship given in Clause 3.23.3.2b(4). 

(2) Measure the voltage output from the loop sensor using 
measurement receiver B. 
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(3) Verify that the output on measurement receiver B is within 
±3 dB of the expected value based on the antenna factor and 
record this value. 

c EUT Testing 

(1) Turn on the EUT and allow sufficient time for stabilisation. 

(2) Select test frequencies as follows: 

(a) Locate the loop sensor 5 cm from the EUT face or 
electrical interface connector being probed. Orient the plane of 
the loop sensor parallel to the EUT faces and parallel to the 
axis of connectors. 

(b) Supply the loop with sufficient current to produce 
magnetic field strengths at least 10 dB greater than the 
applicable limit but not to exceed 15 amps (183 dBpT). 

(c) Scan the applicable frequency range. Scan rates up to 3 
times faster than the rates specified in Table 501-6 are 
acceptable. 

(d) If susceptibility is noted, select no less than three test 
frequencies per octave at those frequencies where the 
maximum indications of susceptibility are present. 

(e) Reposition the loop successively to a location in each 
30 by 30 cm area on each face of the EUT and at each 
electrical interface connector, and repeat 

Clauses 3.32.3.4c(2)(c) and 3.32.3.4c(2)(d) to determine 
locations and frequencies of susceptibility. 

(f) From the total frequency data where susceptibility was 

noted in Clause 3.32.3.4c(2)(c) through 3.32.3.4c(2)(e), select 
3 frequencies per octave over the applicable frequency range. 

(3) At each frequency determined in Clause 3.32.3.4c(2)(f), 
apply a current to the radiating loop that corresponds to the 
applicable limit. Move the loop to search for possible locations 
of susceptibility with particular attention given to the locations 

determined in Clause 3.32.3.4c(2)(e) while maintaining the 
loop 5 cm from the EUT surface or connector. Verify that 
susceptibility is not present. 
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3.32.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide tabular data showing verification of the calibration 

of the radiating loop in Clause 3.32.3.4b. 

b. Provide tabular data, diagrams, or photographs showing 
the applicable test frequencies and locations determined in 

Clauses 3.32.3.4c(2)(e) and 3.32.3.4c(2)(f). 

c. Provide graphical or tabular data showing frequencies and 
threshold levels of susceptibility. 

3.32.4 NRS01 alternative test procedures – AC Helmholtz coil 

This test procedure may be substituted for the procedures described in 

Clause 3.32.3, provided that the EUT size versus coil size constraints of 

Clause 3.32.4.3b can be satisfied. 

3.32.4.1 Purpose 

This test procedure is an alternative technique used to verify the ability of the EUT to 
withstand radiated magnetic fields. 

3.32.4.2 Test Equipment 

The test equipment shall be as follows: 

a Signal source 

b Series-wound AC Helmholtz coil 

c Loop sensor having the following specifications (same as 
NRE01 loop): 

(1) Diameter: 13.3 cm 

(2) Number of turns: 36 

(3) Wire: 7-41 Litz wire (7 strand, No. 41 AWG) 

(4) Shielding: Electrostatic 
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(5) Correction factor See manufacturer’s data for factors 
to convert measurement receiver readings to decibels above 
one picotesla (dBpT). 

Note: It is permissible to use loop sensors having different 
characteristics to those above with the provision that any 
loop used has dimensions smaller than 1.1 x the coil 
radius and has correction factors traceable to national 
standards. 

d. Measurement receiver or narrowband voltmeter 

e. Current probe 

f. LISNs 

3.32.4.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b. Calibration 

(1) Configure the radiating system as shown in Figure 
NRS01-5. Select coil spacing based on the physical dimensions 
of the EUT enclosure. 

(2) For an, EUT with dimensions less than one coil radius, 
use a standard Helmholtz configuration (coils separated by one 
coil radius). Place the field-monitoring loop in the centre of the 
test volume. 

(3) For an, EUT with dimensions greater than one coil radius, 
use the optional configuration. Select a coil separation such 
that the plane of the EUT face is at least 5 cm from the plane of 
the coils and such that the separation between the coils does 
not exceed 1.5 radii. Place the field-monitoring probe in the 
plane of either coil at its centre. 
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c. EUT Testing 

(1) Configure the test as shown in Figure NRS01-6, using the 
same coil spacing arrangement as determined for calibration 

under Clause 3.32.4.3b. 

(2) Position the coils such that the plane of the EUT faces is 
in parallel with the plane of the coils. 

3.32.4.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient 
time for stabilisation. 

b. Calibration 

(1) Set the signal source to a frequency of 1 kHz and adjust 
the output current to generate a magnetic flux density of 110 
dBpT as determined by the reading obtained on measurement 
receiver A. 

(2) Measure the voltage output from the loop sensor using 
measurement receiver B. 

(3) Verify that the output on measurement receiver B is within 
±3 dB of the expected value based on the antenna factor and 
record this value. 

c. EUT Testing 

(1) Turn on the EUT and allow sufficient time for stabilisation. 

(2) Select test frequencies as follows: 

(a) Supply the Helmholtz coil with sufficient current to produce 
magnetic field strengths at least 6 dB greater than the 
applicable limit. 

(b) Scan the applicable frequency range. Scan rates up to 3 
times faster than the rates specified in Table 501-6 are 
acceptable. 

(c) If susceptibility is noted, select no less than three test 
frequencies per octave at those frequencies where the 
maximum indications of susceptibility are present. 
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(d) Reposition the Helmholtz coils successively over all areas 
on each face of the EUT (in all three axes), including exposure 
of any electrical interface connectors, and repeat 

Clauses 3.32.4.4(2)(b) and 3.32.4.4c(2)(c) to determine 
locations and frequencies of susceptibility. 

(e) From the total frequency data where susceptibility was 

noted in 3.32.4.4c(2)(b) through 3.32.4.4c(2)(d), select three 
frequencies per octave over the applicable frequency range. 

(3) At each frequency determined in Clause 3.32.4.4c(2)(e), 
apply a current to the Helmholtz coil that corresponds to the 
applicable NRS01 limit. Move the coils to search for possible 
locations of susceptibility with particular attention given to the 

locations determined in Clause 3.32.4.4c(2)(d). Ensure the 
EUT remains centred between the coils, or the coils remain 5 
cm from the EUT surface, as applicable. Verify that 
susceptibility is not present. 

3.32.4.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide tabular data showing verification of the calibration 

of the Helmholtz coils in Clause 3.32.4.4b. 

b. Provide tabular data, diagrams, or photographs showing 
the applicable test frequencies and locations determined in 

Clauses 3.32.4.4c(2)(d) and 3.32.4.4c(2)(e). 

c. Provide graphical or tabular data showing frequencies and 
threshold levels of susceptibility. 
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Figure NRS01-1 Limit for all Applications in the Air and Sea Environments 
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Figure NRS01-2 Limit for all Applications in the Land Environment 
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Figure NRS01-3 Calibration of the Radiating System 
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Figure NRS01-4 Basic Test Set-Up 
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Figure NRS01-5 Calibration of Helmholtz Coils 
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Figure NRS01-6 Test Set-Up for Helmholtz Coils 
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3.33 NRS02 RADIATED SUSCEPTIBILITY, ELECTRIC FIELD, 2 MHz to 40 GHz 

3.33.1 NRS02 Applicability 

This requirement is applicable to equipment and subsystem enclosures and all 
interconnecting cables. The requirement is for testing from 2 MHz to 1 GHz for all 
applications with an option to test above 1 GHz at the procurement authority’s 
discretion. Testing shall not exceed 40 GHz. 

Testing generally starts at 2 MHz, however where transmitters are present which 
operate below 2 MHz, the lower frequency boundary should be tailored to reflect this. 

There is no requirement at the tuned frequency of antenna-connected receivers 
except for surface ships and submarines. 

Reference should also be made to Clause 3.9.23. 

This test shall also apply to safety critical and safety related equipment containing 
circuits which may exhibit a 'window effect' response as identified in the EMITP. 

Note 1 The start frequency for this test maybe tailored by Nations as required. 

Note 2 Window effect testing will normally be conducted following testing 

performed at the requirement test. See Clause 3.6.10.4.1. 

3.33.2 NRS02 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to the radiated electric fields 
listed in Table NRS02-1 and modulated as specified below. Up to 30 MHz, the 
requirement shall be met for vertically polarised fields. Above 30 MHz, the 
requirement shall be met for both horizontally and vertically polarised fields. Circular 
polarised fields are not acceptable. 

3.33.3 NRS02 Test Procedures 

3.33.3.1 Purpose 

This test procedure is used to verify the ability of the EUT and associated cabling to 
withstand electric fields. 

The pre-calibration (substitution) method can be used as an alternative to the sensor 
levelling method. The method shall be mentioned in the test plan. 
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3.33.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Signal generators 

b. Power amplifiers 

c. Receive antennas 

1. 1 GHz to 10 GHz Double Ridge Horns 

2. 10 GHz to 40 GHz other antennas as approved by the procuring authority 

d. Transmit antennas 

e. Electric field sensors (physically small - electrically short) 

f. Measurement receiver 

g. Power meter 

h. Directional coupler 

i. Attenuator 

j. Data recording device 

k. 50 µH LISNs 

3.33.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-2 through to 501-6 and Clause 3.6.8. 

b. For electric field calibration, electric field sensors are 
required from 2 MHz to 1 GHz, either field sensors or receive 

antennas may be used above 1 GHz (see Clauses 3.33.3.2c 

and 3.33.3.2e). 

c. Configure test equipment as shown in Figure NRS02-1. 
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d. Calibration 

(1) Placement of electric field sensors (see 

Clause 3.32.3.3b). Position sensors at same distance as the 
EUT is located from the transmit antenna, directly opposite, the 
transmit antenna as shown in Figures NRS02-2 and NRS02-3 
and a minimum of 30 cm above the ground plane at or below 
1GHz. Above 1 GHz, place the sensors at height corresponding 
to the area of the EUT being illuminated. Do not place sensors 
directly at corners or edges of EUT components. 

(2) Placement of receive antennas (see Clause 3.32.3.3b). 
Prior to placement of the EUT, position the receive antenna, as 
shown in Figure NRS02-4, on a dielectric stand at the position 
and height above the ground plane where the centre of the 
EUT will be located. 

e. EUT Testing 

(1) Placement of transmit antennas. Antennas shall be placed 
1 metre or greater from the test set-up boundary as follows: 

(a) 2 MHz to 200 MHz 

(1) Test set-up boundaries  3 metres. Centre the antenna between the edges of 
the test set-up boundary. The boundary includes all enclosures of the EUT and the 2 

metres of exposed interconnecting and power leads required in Clause 3.6.8.6. 
Interconnecting leads shorter than 2 metres are acceptable when they represent the 
actual platform installation. 

(2) Test set-up boundaries > 3 metres. Use multiple antenna positions (N) at 
spacings as shown in Figure NRS02-3. The number of antenna positions (N) shall be 
determined by dividing the edge-to-edge boundary distance (in metres) by 3 and 
rounding up to an integer. 
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(b) 200 MHz and above: Multiple antenna positions may be required as shown in 
Figure NRS02-2. Determine the number of antenna positions (N) as follows: 

(1) For testing from 200 MHz up to 1 GHz, place the antenna in a sufficient number 
of positions such that the entire width of each EUT enclosure and the first 35 cm of 
cables and leads interfacing with the EUT enclosure are within the 3 dB beamwidth 
of the antenna. 

(2) For testing at 1 GHz and above, place the antenna in a sufficient number of 
positions such that the entire width of each EUT enclosure and the first 7 cm of 
cables and leads interfacing with the EUT enclosure are within the 3 dB beamwidth 
of the antenna. For large equipment the test distance can be increased from for 
instance 1 m to 3 m. Then the number of antenna positions will decrease by a factor 
9, and thus test time will reduce by a factor 9. The power needed to achieve the 
required field strength will of course also increase. In case a possible susceptibility 
issue is observed, a final measurement at 1 m shall be performed. 

(2) Maintain the placement of electric field sensors as 

specified in Clause 3.32.3.3d(1). 

3.33.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and EUT and allow 
a sufficient time for stabilisation. 

b. Assess the test area for potential RF hazards and take 
necessary precautionary steps to assure safety of test 
personnel. 

c. Calibration 

(1) Electric field sensor procedure. Record the amplitude 
shown on the electric field sensor display unit due to EUT 
ambient. Reposition the sensor, as necessary, until this level is 
< 10% of the applicable field strength to be used for testing. 

(2) Receive antenna procedure (> 1 GHz) 

(a) Connect a signal generator to the coaxial cable at the 
receive antenna connection point (antenna removed). Set the 
signal source to an output level of 0 dBm at the highest 
frequency to be used in the present test set-up. Tune the 
measurement receiver to the frequency of the signal source. 
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(b) Verify that the output indication is within ±3 dB of the 
applied signal, considering all appropriate losses. If larger 
deviations are found, locate the source of the error and correct 
the deficiency before proceeding. 

(c) Connect the receive antenna to the coaxial cable as 
shown in Figure NRS02-4. Set the signal source to 1 kHz pulse 
modulation, 50% duty cycle. Using an appropriate transmit 
antenna and amplifier establish an electric field at the test start 
frequency. Gradually increase the electric field level until it 
reaches the applicable limit.  

(d) Scan the test frequency range and record the required 
input power levels to the transmit antenna to maintain the 
required field. 

(e) Repeat procedures Clause 3.32.3.4c(2)(a) through 

3.32.3.4c(2)(d) whenever the test set-up is modified or an 
antenna is changed. 

d. EUT Testing 

(1) E-Field Sensor Procedure 

(a) Set the signal source to 1 kHz pulse modulation, 50% duty 
cycle, and using appropriate amplifier and transmit antenna, 
establish an electric field at the test start frequency. Gradually 
increase the electric field level until it reaches the applicable 
limit. 

(b) Scan the required frequency ranges in accordance with 
the rates and duration's specified in Table 501-6. Maintain field 
strength levels in accordance with the applicable limit. Monitor 
EUT performance for susceptibility effects. 

(c) Ensure that the E-Field sensor is indicating the field from 
the fundamental frequency and not from the harmonics. 
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(2) Receive Antenna Procedure 

(a) Remove the receive antenna and reposition the EUT in 

conformance with Clause 3.32.3.3a. 

(b) Set the signal source to 1 kHz pulse modulation, 50% duty 
cycle. Using an appropriate amplifier and transmit antenna, 
establish an electric field at the test start frequency. Gradually 
increase the input power level until it corresponds to the 
applicable level recorded during the calibration routine. 

(c) Scan the required frequency range in accordance with the 
rates and duration's specified in Table 501-6 while assuring the 
correct transmitter input power is adjusted in accordance with 
the calibration data collected. Constantly monitor the EUT for 
susceptibility conditions. 

(3) If susceptibility is noted, determine the threshold level in 

accordance with Clause 3.6.10.4.3 and verify that it is above 
the limit. 

(4) Perform testing over the required frequency range with the 
transmit antenna vertically polarised. Repeat the testing above 
30 MHz with the transmit antenna horizontally polarised. 

(5) Repeat 32.3.4d for each transmit antenna position 
required by 32.3.3e. 

 Note: Some NATO members may require additional 
modulation types applied over some or all of the frequency 
range tested. The Procuring Authority should be consulted with 
regard to other required modulations such as a pulse 
modulation of 1 µS width with a prf of 1kHz used to mimic the 
effect of co-located radar systems. 

3.33.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide graphical or tabular data showing frequency 
ranges and field strength levels tested. 

b. Provide graphical or tabular data listing (antenna 
procedure only) all calibration data collected to include input 
power requirements used versus frequency, and results of 

system check in Clauses 3.32.3.4c(2)(c) and 3.32.3.4c(2)(d). 



AECTP 500 

Category 501 
 

 3-274 Edition E Version 1  

   

   
 

c. Provide the correction factors necessary to adjust sensor 
output readings for equivalent peak detection of modulated 
waveforms. 

d. Provide graphs or tables listing any susceptibility 
thresholds that were determined along with their associated 
frequencies. 

e. Provide diagrams or photographs showing actual 
equipment set-up and the associated dimensions. 

3.33.4 NRS02 Alternative Test Procedures – Reverberation Chamber (Mode-

Tuned) 

These procedures may be substituted for the Clause 3.33.1 procedure over the 
frequency range of 200 MHz to 40 GHz. The lower frequency limit is dependent on 
chamber size. To determine the lower frequency limit for a given chamber, use the 
following formula to determine the number of possible modes (N), which can exist at 
a given frequency. If, for a given frequency, N is less than 100 then the chamber 
should not be used at or below that frequency. 

N abd
f

c


8

3

3

3


 

Where: a, b, and d are the chamber internal dimensions in metres 

 f is the operation frequency in Hz 

 c is the speed of propagation (3 x 108 m/s) 

3.33.4.1 Purpose 

This test procedure is an alternative technique used to verify the ability of the EUT 
and associated cabling to withstand electric fields. 

3.33.4.2 Test Equipment 

The test equipment shall be as follows: 

a. Signal generators 

b. Power amplifiers 
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c. Receive antennas 

(1) 200 MHz to 1 GHz, Log Periodic or Double Ridge Horns 

(2) 1 GHz to 18 GHz, Double Ridge Horns 

(3) 18 GHz to 40 GHz, other antennas as approved by the 
procuring activity 

d. Transmit Antennas 

e. Electric field sensors (physically small - electrically short), 
each axis independently displayed 

f. Measurement Receiver 

g. Power Meter 

h. Directional Coupler 

i. Attenuator, 50 ohm 

j. Data Recording device 

k. LISNs 

3.33.4.3 Set-Up 

The test set-up shall be as follows: 

a. Install the EUT in a reverberation chamber using the basic 
test set-up for the EUT as shown and described in Figures 501-

3 through 501-6 and Clause 3.6.8. The EUT shall be at least 
1.0 metre from the chamber walls, the tuner, and antennas. 

b. For electric field calibration, electric field sensors 

(Clause 3.33.4.2e) are required from 200 MHz to 1 GHz, either 
field sensors or receive antennas may be used above 1 GHz 

(see Clauses 3.33.4.2c and 3.33.4.2e). 

c. Configure the test equipment as shown in Figures NRS02-
5 and NRS02-6. The same configuration is used for both 
calibration and EUT testing. Both the, transmit and receive 
antennas shall be present in the chamber for all calibration and 
EUT testing, including for the electric-field probe technique. 
Unused receive antennas shall be terminated in 50 ohms. 
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3.33.4.4 Procedure 

The test procedures shall be as follows: 

a. Calibration: Use the following procedure to determine the 
electric field strength that will be created inside the chamber 
when a fixed amount of RF energy is injected into the chamber. 

(1) Receive Antenna Procedure. 

(a) Adjust the RF source to inject an appropriate forward 
power (unmodulated) into the chamber at the start frequency of 
the test. 

(b) Measure the level at the receive antenna using the 
measurement receiver. 

(c) Rotate the tuner 360 degrees using the minimum number 
of steps required from Table NRS02-2. Allow the paddle wheel 
to dwell at each position for a period corresponding to a 
minimum of 1.5 times the response time of the measurement 
receiver. 

(d) Record the maximum amplitude of the signal received and 
use, the following formula to derive a calibration factor for the 
field strength created inside the chamber. (Pr-max and Pforward in 

watts;  in metres). 

)
P

P
(5

8
  factor nCalibratio

forward

maxr




  V/m (for one watt) 

(e) Repeat the procedure in frequency steps no greater than 
2% of the preceding frequency until 1.1 times the start 
frequency is reached. Continue the procedure in frequency 
steps no greater than 10% of the preceding frequency, 
thereafter. 

(2) Electric Field Probe Procedure 

(a) Adjust the RF source to inject an appropriate forward 
power (Pforward) (unmodulated) into the chamber at the start 
frequency of the test. 

(b) Rotate the tuner 360 degrees using the minimum number 
of steps required from Table NRS02-2. Allow the tuner to dwell 
at each position for a period corresponding to a minimum of 1.5 
times the probe response time. 
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(c) Record the maximum amplitude from the receive antenna  
(Pr-max) and from each element of the probe and use the 
following formula to derive a calibration factor for the field 
strength created inside the chamber. (Probe reading in V/m and 
Pforward in watts). 

forward

2maxzmaxymaxx

P

)
3

EEE
(

   factor nCalibratio

 

  V/m (for 

one watt) 

(d) Repeat the procedure in frequency steps no greater than 
2% of the preceding frequency until 1.1 times the start 
frequency is reached. Continue the procedure in frequency 
steps no greater than 10% of the preceding frequency, 
thereafter. 

b. EUT Testing: The same antennas used for calibration 
shall be used for EUT testing. 

(1) Turn on the measurement equipment and allow a 
sufficient time for stabilisation. 

(2) Set the RF source to the start frequency of the test with 1 
kHz pulse modulation, 50 % duty cycle. 

(3) Calculate the amount of RF power needed to create the 
desired field strength by determining the difference (in dB 
decibel differences are the same for both field strength and 
power, there is a square law relationship between field strength 
and power in real numbers) between the desired field strength 
and the field strength obtained during the calibration. Adjust the 
chamber peak forward power to this value. Interpolation 
between calibration points is required. 

(4) Adjust the measurement receiver to display the received 
signal at the receive antenna to verify that an electric field is 
present. 

(5) Rotate the tuner 360 degrees using the minimum of steps 
shown in Table NRS02-2. Allow the tuner to dwell at each 
position for the duration specified in Table 501-6. As the tuner 
rotates, maintain the forward power required to produce field 
levels at the applicable limit as determined from the calibration. 
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(6) Scan the required frequency range in accordance with the 
maximum frequency step sizes and durations specified in 
Table 501-6. Monitor EUT performance for susceptibility 
effects. 

(7) If susceptibility is noted, determine the threshold level in 

accordance with Clause 3.6.10.4.3 and verify that it is above 
the limit. 

3.33.4.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide graphical or tabular data showing frequency 
ranges and field strength levels tested. 

b. Provide graphical or tabular data listing of all calibration 
data collected to include input power requirements used versus 

frequency and results of calibration in Clauses 3.33.4.4a(1)(d) 

and 3.33.4.4a (2)(c). 

c. Provide the correction factors necessary to adjust sensor 
output readings for equivalent peak detection of modulated 
waveforms. 

d. Provide graphs or tables listing any susceptibility 
thresholds that were determined along with their associated 
frequencies. 

e. Provide diagrams or photographs showing the actual 
equipment set-up and the associated dimensions. 

f. Provide the data certifying the baseline performance of 
the shielded room as a properly functioning reverberation 
chamber over a defined frequency range. 
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Table NRS02-1 Limits 
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Frequency Range (MHz) Tuner Positions 

200 - 300 50 

300 - 400 20 

400 - 600 16 

Above 600 12 

Table NRS02-2 Required Number of Tuner Positions for a Reverberation 

Chamber 

EUT
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Amplifiers
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Figure NRS02-1 Test Equipment Configuration 
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Figure NRS02-2 Multiple Test Antenna Locations for Frequency > 200 MHz 
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Figure NRS02-3 Multiple Test Antenna Locations for N Positions, 

D > 3 metres 
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Figure NRS02-4 Receive Antenna Procedure (1 to 40 GHz) 
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Figure NRS02-5 Reverberation Chamber Set-Up 
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Figure NRS02-6 Reverberation Chamber Overview 
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3.34 NRS03 RADIATED SUSCEPTIBILITY, TRANSIENT ELECTROMAGNETIC 

FIELD 

3.34.1 NRS03 Applicability 

This requirement is applicable to equipment and subsystem enclosures when the 
equipment or subsystem is to be located external to a hardened (shielded) platform 
or facility. The requirement is applicable for equipment intended solely for use on 
non-metallic platforms when specified by the procuring activity. The requirement is 
applicable to Army aircraft for safety critical equipment and subsystems located in an 
external installation. 

This test should only be performed as part of a qualification test program for 
equipment that is likely to encounter fast transient radiated electric fields as 
encountered during nuclear electromagnetic pulses. 

Reference should also be made to Clause 3.9.24. 

3.34.2 NRS03 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to a test signal having the 
waveform and amplitude shown on Figure NRS03-1. At least five pulses shall be 
applied at the rate of not more than one pulse per minute. 

3.34.3 NRS03 Test Procedures 

3.34.3.1 Purpose 

This test procedure is used to verify the ability of the EUT enclosure to withstand a 
transient electromagnetic field. 

3.34.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Transverse electromagnetic (TEM) cell, parallel plate transmission line or 
equivalent 

b. Transient pulse generator, monopulse output, plus and minus polarity 

c. Storage oscilloscope, 500 MHz, single-shot bandwidth (minimum), variable 
sampling rate up to 1 gigasample per second (GSa/s) 

d. Terminal protection devices 

e. High-voltage probe, 1 GHz bandwidth (minimum) 
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f. B-dot sensor probe 

g. D-dot sensor probe 

h. 50 µH LISNs 

i. Integrator, time constant ten times the overall pulse width 

3.34.3.3 Set-Up 

Set up the EUT as described below. 

CAUTION: Exercise extreme care if an open radiator is used for this test. 

a. Calibration: Configure the test equipment in accordance with 
Figure NRS03-2. 

(1) Before installing the EUT in the test volume, place the B-dot or D-dot sensor 
probe in the centre position of the five point grid in the vertical plane where the front 
face of the EUT will be located (see Figure NRS03-2). 

(2) Place the high-voltage probe across the input to the radiation system at the 
output of the transient pulse generator. Connect the probe to a storage oscilloscope. 

b. EUT Testing: Configure the test equipment as shown in Figure NRS03-3. 

(1) Place the EUT centreline on the centreline of the working volume of the 
radiation system in such a manner that it does not exceed the usable volume of the 
radiation system (h / 3, B / 2, A / 2) / (x, y, z) as shown in Figure NRS03-3 (h is the 
maximum vertical separation of the plates). If the EUT is mounted on a ground plane 
in the actual installation, the EUT shall be placed on the radiating system ground 
plane. The EUT shall be bonded to the ground plane in a manner that duplicates the 
actual installation. Otherwise, the EUT shall be supported by dielectric material that 
produces a minimum distortion of the EM fields. 

(2) The EUT orientation shall be such that the maximum coupling of electric and or 
magnetic fields is simulated. This may require more than one test orientation. 

(3) Cables for EUT operation and monitoring shall be oriented to minimise induced 
currents and voltages on the cables. Cabling shall be oriented normal to the electric 
field vector and in a manner that minimises the loop area normal to the magnetic 
field vector. Cables extending out of the parallel plate working volume should remain 
normal to the electric field vector for a minimum distance equal to 2 times h. 

(4) Bond the bottom plate of the radiation system to an earth reference. 

(5) Keep the top plate of the radiation system at least 2 times h from the closest 
metallic ground, including ceiling, building structural beams, metallic air ducts, 
shielded room walls, and so forth. 
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(6) Place the EUT actual or simulated loads and signals for electrical interfaces in 
a shielded enclosure when an open radiator is used. 

(7) Place transient protection devices (TPDs) in the EUT power lines near the 
power source to protect the power source. 

(8) Connect the transient pulse generator to the radiation system. 

3.34.3.4 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow a sufficient time for 
stabilisation. 

b. Calibration: Perform the following procedures using the calibration set-up: 

(1) Generate a pulse and adjust the pulse generator to produce a pulsed field, as 
measured with the B-dot or D-dot probes, which meets the peak amplitude, rise time, 
and pulse width requirements. Record the drive pulse waveform as displayed on the 
oscilloscope 

 CAUTION: High voltages are used which are potentially lethal. 

(2) Tolerances and characteristics of the NRS105 limit shall be as follows: 

 Rise time (between 10% and 90% points) between 1.8 ns and 2.8 ns (electric 
field continuously increasing). 

 Full width half maximum (FWHM) pulse width equal to 23 ns + 5 ns. 

 Peak value of the electric or magnetic field for each grid 
position: 

 0 dB < magnitude < 6 dB above limit. 

(3) Repeat steps (1) and (2) above for the other four test points on Figure NRS03-
2. 

(4) Determine the pulse generator settings and associated pulse drive amplitude 
which simultaneously satisfies the field requirements for all five grid positions. 

c. EUT Testing: Perform the following procedures using the test set-up: 

(1) Turn on the EUT and allow sufficient time for stabilisation. 

(2) Test the EUT in its orthogonal orientations whenever possible. 
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(3) Apply the pulse starting at 10% of the pulse peak amplitude determined in 

Clause 3.34.3.4b(4) with the specified waveshape where practical. Increase the 
pulse amplitude in step sizes of 2 or 3 until the required level is reached. 

(4) Ensure that the drive pulse waveform characteristics at the required test level 

are consistent with those noted in Clause 3.34.3.4b(2). 

(5) Apply the required number of pulses at a rate of not more than 1 pulse per 
minute. 

(6) Monitor the EUT during and after each pulse for signs of susceptibility or 
degradation of performance. 

(7) If an, EUT malfunction occurs at a level less than the specified peak level, 
terminate the test and record the level. 

(8) If susceptibility is noted, determine the threshold level in accordance with 

Clause 3.6.10.4.3 and verify that it is above the limit. 

 Note: Wherever practical all cables should remain connected to the EUT 
during applications of this test to simulate, as near as possible, the normal 
installation. 

3.34.3.5 Data Presentation 

Data presentation shall be as follows: 

a. Provide photographs of EUT orientation including cables. 

b. Provide a detailed written description of the EUT configuration. 

c. Provide oscilloscope recordings that show peak value, rise time, and pulse 
width of one applied pulse for each EUT orientation. 

d. Provide the pulse number, with the first pulse being Number 1, for each 
recorded waveshape. 

e. Record the time-to-recovery for each EUT failure, if applicable. 
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Figure NRS03-1 Limit for all Applications 
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System 
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Figure NRS03-3 Typical Test Set-Up using Parallel Plate Radiation System 
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3.35 NRS04 RADIATED SUSCEPTIBILITY, MAGNETIC FIELD (DC) 

3.35.1 NRS04 Applicability 

The test method shall be primarily applied to equipment deployed aboard ships and 
submarines, although in some land based installation the procuring authority may 
require a tailored version of the test to be applied. 

This test is applicable to all equipment containing components potentially sensitive to 
magnetic fields, e.g. cathode ray tubes, photo multipliers, sensitive Hall Effect 
devices and moving coil meters. For an, EUT comprising a number of units, each 
unit with potentially sensitive components shall be tested individually. The 
interconnecting cables do not have to be subjected to this test. 

Note: Wherever possible the standard test method shall be applied. 

Reference should be made to Requirements Tables 501-2 and Clause 3.9.25 before 
subjecting the EUT to this test method 

3.35.2 NRS04 Limits 

A test level of 800 A/m or higher (up to 4800 A/m for some submarine applications) 
shall be applied to simulate DC magnetic field effects. The test field shall be ramped 
continually up and down at a linear rate of 1600A/m/s to the required test level. 

3.35.3 NRS04 Test Procedure 

3.35.3.1 Purpose 

The purpose of this test is to confirm that the magnetic field produced by degaussing 
coils aboard ships and submarines and the effect of deperming does not cause 
malfunction of the EUT. 

3.35.3.2 Test Equipment 

The test equipment shall be as follows: 

a. Current Meter 

b. Programmable DC Power Supply 

c. Helmholtz Coil 

d. Oscilloscope 
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3.35.3.3 Set-Up 

The test set-up shall be as follows: 

a. Maintain a basic test set-up for the EUT as shown and 

described in Figures 501-3 through to 501-6 and Clause 3.6.8. 

b. Calibration: Configure the test set-up for the measurement 
system check as shown in Figure NRS04-1. 

c. EUT Testing: 

1. Using the standard test method, position the EUT within the 
Helmholtz coil as shown in figure NRS04-2. 

2. For larger equipment configurations the localised test method 
should be utilized and positioned as shown in Figure NRS04-3. 

3.35.3.4 Procedure for Standard Test Method 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

b. Calibration: Evaluate the level of magnetic field being 
generated within the Helmholtz coil. 

1. Apply a DC current to the Helmholtz coil at the level necessary 
to produce the required field strength.  

2. Verify the current level, using the current meter and the current 
waveform using the oscilloscope. 

3. The level of DC current applied to the Helmholtz coil to produce 
the necessary field strength is dependent upon the 
constructional properties of the coil itself. The relationship 
between the coil’s dimensions, the current flowing around it and 
the field strength generated is given by the following equation: 

 

Number of turns on each coil = Required Field Strength (A/m) x Coil Radius (m) 

 0.716 x Current (Amps) 
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c. EUT Testing: Determine if the EUT is susceptible to DC 
magnetic fields. 

1. Place the EUT within the centre of the Helmholtz coil, turn it on 
and allow sufficient time for stabilization. 

2. With one of the EUT’s axis aligned with the direction that the 
field will be generated in apply the DC current to the coil. See  
Figure NRS04-2 for clarification. 

3. Monitor EUT for degradation or malfunction in performance and 
record result. 

4. If the EUT exhibits any degradation or malfunction during 
application of the field reduce the current level until it resumes 
normal operation, record threshold level. 

5. Change field polarity by reversing connections to the Helmholtz 

coil and repeat Clauses 3.35.3.4c(3) and 3.35.3.4c(4). 

6. Repeat Clauses 3.35.3.4c(3) to 3.35.3.4c(5) for each EUT 
axis. 

3.35.3.5 Procedure for Localised Test Method 

a. The Helmholtz coil assembly is replaced by a single 
closely wound circular coil for the purpose of testing EUT 
greater than 1m3 only. 

b. Turn on the measurement equipment and allow a 
sufficient time for stabilization. 

c. Calibration: Evaluate the level of magnetic field being 
generated within the single coil. 

1. Apply a DC current to the coil at the level necessary to produce 
the required field strength. 

2. Verify the current level, using the current meter and the current 
waveform using the oscilloscope. 

3. Prior to application of the test field to the EUT, the DC current 
supplied to the coil to generate the required test level must be 
calculated. This is achieved using the following equation 

Current (Amps) = 2 x Required Field Strength (A/m) x Coil radius (m) 

 0.716 x Number of Turns on Coil 
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d. EUT Testing: Determine if the EUT is susceptible to DC 
magnetic fields. 

1. Place the coil adjacent to the area of the EUT (or unit of the 
EUT system) to be assessed, turn it on and allow sufficient time 
for stabilization. See Figure NRS04-3 for clarification. 

2. The test shall be applied to each test position in turn with the 
coil energised first with a positive polarity and subsequently with 
the coil connections reversed to give a negative polarity. This 
reverses the direction of the magnetic field produced. 

3. Monitor EUT for degradation or malfunction in performance and 
record result. 

4. If the EUT exhibits any degradation or malfunction during 
application of the field reduce the current level until it resumes 
normal operation, record threshold level. 

Note: The test field shall be applied for long enough duration to comprehensively 
establish whether any malfunction, degradation in performance or damage 
has occurred to any part of the EUT. Additionally the EUT shall be checked 
for permanent magnetising effects after application of the test field. 

3.35.3.6 Data Presentation 

Data presentation shall be as follows: 

a. Results shall be presented in table form with a statement 
of compliance given for each EUT orientation and field polarity 
applied to each system or sub-system tested. 
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Figure NRS04-1 Equipment Calibration Set-Up 

 

 

Figure NRS04-2 Arrangement of EUT within Helmholtz Coil Assembly 
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Figure NRS04-3 Localised Test Method 

 

 

 

 

 



AECTP 500 

Category 501 
 

 4-1 Edition E Version 1  

   

   
 

CHAPTER 4 REFERENCES 

4.1 References 

The documents listed here are specified within this Category of the AECTP 500 
series. 

Ref 1 AECTP 505 Air Platform and System Verification and Testing  

Ref 2 AECTP 506 Sea Platforms and Systems Electrical/Electromagnetic 
Environmental Effects Test and Verification 

Ref 3 AECTP 507 Land Platforms and Systems Electrical/Electromagnetic 
Environmental Effects Test and Verification 

Ref 4 AECTP 508 Introduction to Ordnance Test and Verification Procedures 

  Leaflet 1: Guidance for Testing the Electromagnetic Vulnerability of 
Ordnance and Weapon Systems 

  Leaflet 2: Electrostatic Discharge Munitions Test Procedure 

  Leaflet 3: Hazards to Electromagnetic Radiation to Ordnance (HERO) 
Test Procedures 

  Leaflet 4: Lightning Munition Assessment and Test Procedures 

  Leaflet 5: Nuclear Electromagnetic Pulse Test Procedures for Munitions 
Containing Electrically Initiated Devices 

Ref 5 MIL-STD-469 Radar Engineering Design Requirements, 
Electromagnetic Compatibility  

Ref 6 AECTP 250 Electrical and Electromagnetic Environmental Conditions 

  Leaflet 251: General Introduction 

  Leaflet 252: Radio Frequency Ambient Environments 

  Leaflet 253: Electrostatic Charging, Discharge and Precipitation Static 

  Leaflet 254: Atmospheric Electricity and Lightning 

  Leaflet 255: Direct Current Magnetic and Low Frequency Fields 

  Leaflet 256: Nuclear Electromagnetic Pulse 



AECTP 500 

Category 501 
 

 4-2 Edition E Version 1  

   

   
 

  Leaflet 257: Radio Frequency Directed Energy  

  Leaflet 258: RF Electromagnetic Environments 

  Leaflet 259: Electrical Power Quality and Intra-System Electromagnetic 
Environments 

Ref 7 DO-160 Environmental Conditions and Test Procedures for Airborne 
Equipment 

Ref 8 SAE ARP 1972 Recommended Measurement Practices and Procedures 
for EMC Testing 

Ref 9 CISPR-16-1 Specification for Radio Disturbance and Immunity 
Measuring Apparatus and Methods 

Ref 10 ANSI/IEEE C63.4 Standard for Electromagnetic Compatibility, Radio-
Noise Emissions from Low Voltage Electrical and Electronic Equipment in the Range 
of 9 kHz to 1 GHz, Methods of Measurement 

Ref 11 ICNIRP Guidelines International Commission on Non Ionising Radiation 
Protection (ICNIRP) Guidelines for Limiting Exposure to time varying Electric, 
Magnetic, and Electromagnetic Fields up to 300 GHz 

Ref 12 ANSI/IEEE C63.2 Standard for Instrumentation, Electromagnetic Noise 
and Field Strength, 10 kHz to 40 GHz, Specifications 

Ref 13 ANSI/NCSL Z540-1 General Requirements for Calibration Laboratories 
And Measuring and Test Equipment 

Ref 14 ISO 10012-1 Quality Assurance Requirements for Measuring 
Equipment 

Ref 15 ARP 958 Electromagnetic Interference Measurement Antennas; 
Standard Calibration Requirements and Methods 

Ref 16 MIL-STD-704 Aircraft Electric Power Characteristics 

Ref 17 BS EN 61000-4-2 1995 Electromagnetic compatibility (EMC) – Test and 
Measurement Techniques – Electrostatic Discharge Immunity Test 

Ref 18 AECTP 502 Electrical / Electromagnetic Environmental Tests. Man 
Worn and Man Portable Equipment Tests 

Ref 19 AECTP 503 Electrical / Electromagnetic Environmental Tests. Ground 
Support Equipment Test Procedures 

Ref 20 Technical Note 1092 Design, Evaluation, and Use of a Reverberation 
Chamber for Performing Electromagnetic Susceptibility/Vulnerability Measurements 



AECTP 500 

Category 501 
 

 4-3 Edition E Version 1  

   

   
 

Ref 21 Technical Note 1508 Evaluation of the NASA Langley Research Center 
Mode-Stirred Chamber Facility 

Ref 22 ANSI/IEEE C63.14 Standard Dictionary for Technologies of 
Electromagnetic Compatibility (EMC), Electromagnetic Pulse (EMP), and 
Electrostatic Discharge (ESD) 

Ref 23 ASTM E 380 Standard for Metric Practice (DoD adopted) 

4.2 Information Only 

ADS-37A-PRF Electromagnetic Environmental Effects (E3) Design and Verification 
Requirements 

AFSC DH 1-4 Air Force Systems Command Design Handbook, EMC 

AMC Pamphlet 706-410 Engineering Design Handbook, EMC 

Defence Standard 59-411 Electromagnetic Compatibility 

MIL-HDBK-235 Electromagnetic (Radiated) Environment Considerations for Design 
and Procurement of Electrical and Electronic Equipment 

MIL-HDBK-237 Electromagnetic Environmental Effects and Spectrum Supportability 
Guidance for the Acquisition Process 

MIL-HDBK-423 HEMP Protection for Fixed and Transportable Ground-Based 
Facilities 

MIL-STD-188-125 HEMP Protection for Ground-Based C4I Facilities Performing 
Critical, Time-Urgent Missions 

MIL-STD-461 Requirements for the Control of Electromagnetic Interference 
Characteristics of Subsystems and Equipment 

MIL-STD-464A Electromagnetic Environmental Effects Requirements for Systems 

 



AECTP 500 

Category 501 
 

 4-4 Edition E Version 1  

   

   
 

 

 

 

 

 

 

 

 

 

 

 

INTENTIONALLY BLANK 

 

 



AECTP 500 

Category 501 
 

 5-1 Edition E Version 1  

   

   
 

CHAPTER 5 DEFINITIONS AND ACRONYMS 

5.1 Definitions 

The terms used in this category of the standard are defined in ANSI C63.14 Ref [22] 
and the NATO Terminology Management System (NTMS). 

In additional the following definitions are applicable to this Category of the 
AECTP 500 series: 

External Installation 

An equipment location, on a platform which is exposed to the external 
electromagnetic environment such as an aircraft cockpit, which does not use 
electrically conductive treatments on the canopy or windscreen. 

Internal Installation 

An equipment location on a platform, which is totally inside an electrically conductive 
structure, such as a typical avionics bay in an aluminium skin aircraft. 

Flight-line Equipment 

Any support equipment that is attached to or used next to an aircraft during pre-flight 
or post-flight operations such as uploading or downloading data, maintenance 
diagnostics, or equipment functional testing. 

Metric Units 

Metric units are a system of basic measures, which are defined by the International 
System of Units based on "Le System International d'Unites (SI)", of the International 
Bureau of Weights and Measures. These units are described in ASTM E 380 
Ref [23]. 

Non-developmental Item 

Non-developmental item is a broad, generic term that covers material available from 
a wide variety of sources with little or no development effort required by the 
Government.  

Non Critical 

Non-Critical in that disturbance in the functional capability of the equipment does not 
degrade the overall performance of the materiel. 
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5.2 Acronyms 

The following acronyms used in this category are: 

A  Amperes 

AC  Alternating Current 

A/m  Amps per Metre 

ASW  Anti-submarine Warfare 

BIT  Built-in-Test 

CFC  Carbon Fibre Compound 

CTL  Computed Transient Levels 

CW  Continuous Wave 

DC  Direct Current 

E3  Electromagnetic Environmental Effects 

ECM  Electronic Countermeasures 

EED  Electro Explosive Device 

EIRP  Effective Isotropic Radiated Power 

EM  Electromagnetic 

EMC  Electromagnetic Compatibility 

EME  Electromagnetic Environment 

EMI  Electromagnetic Interference 

EMICP Electromagnetic Interference Control Procedures 

EMITP Electromagnetic Interference Test Procedures 

EMITR Electromagnetic Interference Test Report 

EMP  Electromagnetic Pulse 

ERP  Effective Radiated Power 

ESD  Electro Static Discharge 
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EUT  Equipment Under Test 

FADEC Fully Automated Digital Electronic Control 

GIE  Group Indirect Effects 

GPI  Ground Plane Interference 

GFE  Government Furnished Equipment 

HPM  High Power Microwave 

IP  Intermediate Pulse 

kW  Kilo Watts 

LISN  Line Impedance Stabilization Network 

LLP  Lightning Protection Plan 

LP  Long Pulse 

MAD  Magnetic Anomaly Detection 

mV  milli Volts 

NDI  Non-Developmental Item 

NEMP Nuclear Electro Magnetic Pulse 

NOE  Nap-of-the-earth 

NTMS NATO Terminology Management System 

nV  nano Volts 

RF  Radio Frequency 

RFID  Radio Frequency Identification Tag 

RMS  Root Mean Square 

SP  Short Pulse 

TEM  Transverse Electromagnetic 

TPD  Terminal Protection Device 

UPS  Uninterruptible Power Supplies 
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V  Volts 

V/m  Volts per Metre 

VFR  Visual Flight Rules 

VSWR Voltage Standing Wave Ratio 

W  Watts 

WLAN Wireless Local Area Network 
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CHAPTER 1  AIM 

The aim of this category is to cover the requirements to development a test program 
for all electronic, electrical and electromechanical Man Worn and Man Portable 
materiel. Although EMC measurements are usually specified in terms of absolute 
units, precise measurement is often difficult, the result depending on the method 
used. In the interests of repeatability, therefore, this Category specifies preferred test 
methods to be used. Any deviations from the practices laid down in this document 
shall be recorded and included with the test results. 

This document needs to be read in conjunction with AECTP 500 [Ref 1] and AECTP 
501 [Ref 2]. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENTS 

2.1 APPLICATION 

See AECTP 500 – Clause 1.3.2 

2.2 GUIDANCE 

See AECTP 500 – Clause 1.3.3 

2.3 GENERAL REQUIREMENTS 

See AECTP 501 – Clause 3.5. 

2.4 INTERFACE REQUIREMENTS 

See AECTP 501 – Clause 3.6. 

2.5 VERIFICATION REQUIREMENTS 

The general requirements related to test procedures, test facilities, and equipment, 
together with the detailed test procedures included in Clause 10 shall be used to 
determine compliance with the applicable emissions and susceptibility requirements 
of this category of the standard. Any procuring activity approved exceptions or 
deviations from these general requirements shall be documented in the 
Electromagnetic Interference Test Procedures (EMITP). Equipment that is intended to 
be operated as a subsystem shall be tested as such to the applicable emission and 
susceptibility requirements whenever practical. Formal testing is not to commence 
without approval of the EMITP by the Command or agency concerned. Data that is 
gathered as a result of performing tests in one electromagnetic discipline might be 
sufficient to satisfy requirements in another. Therefore, to avoid unnecessary 
duplication, a single test program shall be established with tests for similar 
requirements conducted concurrently whenever possible. 

2.6 Measurement Tolerances 

See AECTP 501 – Clause 3.6.1. 

2.7 Shielded Enclosures 

RF absorber material (carbon impregnated foam pyramids, ferrite tiles, and so forth) 
shall be used on the ceiling, walls and floor when performing electric field radiated 
emissions or radiated susceptibility testing inside a shielded enclosure to reduce 
reflections of electromagnetic energy and to improve accuracy and repeatability. The 
RF absorber shall be placed as shown in Figure 502-1. 
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Discussion: Information on suitable methods for damping screen rooms can be 
found in 'Report on the Stage III Research into the Damping Characterization of 
Screen Rooms for Radiated Emission Testing in Def Stan 59-41' [Ref 3] which can be 
obtained from www.dstan,co.uk. 

See Also AECTP 501 – Clause 3.6.2. 

 

2.8 Other Test Sites 

Not Applicable to this category. 

2.9 Ambient Electromagnetic Noise Levels 

See AECTP 501 – Clause 3.6.2. 

2.10 Ground Plane 

The ground plane shall be removed from the enclosure for measurements in this 
Category of the AECTP 500 series. 

Discussion: If the Ground Plane is welded or soldered in place and is therefore not 
practical to remove, it may be covered in RF absorber material providing the screen 
room is large enough for the measurements to be performed under this arrangement 
and it still meets its damping performance. 

2.11 Power Source Impedance 

Not applicable to this Category. 

2.12 General Test Precautions 

See AECTP 501 – Clause 3.6.7 

2.13 EUT Test Configuration 

This category requires the use of a full size adult (1.8 m nominal) non metallic 
manikin / dummy complete with limbs for the man worn scenario and the EUT shall 
be positioned on the manikin to simulate its position in use. For the man portable 
scenario the equipment shall be positioned on a 0.45 m high non-conducting bench. 
See the appropriate test methods for further details. 

Discussion: Emphasis is placed on 'maintaining' the specified set-up for all testing 
unless a particular test procedure directs otherwise. 

The height of the non-conducting bench was derived from the UK DSTAN Research 
Programme see discussion in Clause 2.7 and came from the smallest size screen 
room that could be effectively damped for emission measurements which were within 
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+/- 10dB of the values that would be obtained in free space conditions in the 
frequency range 30 MHz to 250 MHz and +/- 6dB in the frequency range 250MHz to 1 
GHz. 

Note: If the equipment has dual purpose, i.e. it can be connected to an external 
power supply and/or control harness or antenna (such as connecting a man-pack 
radio to a vehicle power, control and/or antenna system) then it shall be test in both 
configurations in compliance with this category and AECTP 501. 

2.14 EUT Design Status 

See AECTP 501 – Clause 3.6.8.1. 

2.15 Bonding of EUT 

Not applicable to this category. 

2.16 Shock and Vibration Isolators 

Not applicable to this category. 

2.17 Safety Grounds 

Not applicable to this category. 

2.18 Orientation of EUTs 

For this category the EUT(s) shall be placed either on the manikin in the appropriate 
operational position, or on a non-conducting bench depending on the scenario. 

2.19 Construction and Arrangement of EUT Cables 

Interconnecting cables shall be positioned as near as possible to simulate the 
operational scenario. Wherever possible the actual cable harnesses normally 
deployed shall be used. 

Note: All monitoring cables to antennas/current probes shall be taken horizontally to 
the nearest wall and then dressed around the room to the penetration panel. 

2.20 Operation of EUT 

See AECTP 501 – Clause 3.6.9. 

2.21 Use of Measuring Equipment 

See AECTP 501 – Clause 3.6.10. 
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2.22 Detector 

See AECTP 501- Clause 3.6.10.1. 

2.23 Computer Controlled Receivers 

See AECTP 501 – Clause 3.6.10.2. 

2.24 Emission Testing 

See AECTP 501 – Clause 3.6.10.3. 

2.25 Susceptibility Testing 

See AECTP 501 – Clause 3.6.10.4. 

2.26 Calibration of Measuring Equipment 

See AECTP 501 – Clause 3.6.11. 

EUT

(see text)

Equipment

Annex

Test

Chamber

Doors

Penetration

Panel

1.3 m see text

Pyrimidal

RAM

Ferrite

Tiles

Receiving

Antenna

Receiving

System

 
Figure 502-1 Suggested Screened Room Layout for Man Worn / Man Portable Equipment 

Note 1: EUT shown for Man Portable for Man Worn scenario see the appropriate 
standards at Chapter 4. 

Note 2:  A separation distance of at least 0.3 metres must be maintained between any 
equipment (including antenna) and Radio Frequency Absorber Material (RAM). 

Note 3: This suggested layout is base on that described in Ref [3] 
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CHAPTER 3 TESTING 

3.1 TESTING 

See AECTP 500 – Annex B.6 

3.2 GENERAL TESTING REQUIREMENTS 

This clause specifies details the test applicability requirements. Table 502-1 is a list 
of the specific requirements established by this standard identified by requirement 
number and title. Specific test procedures are implemented by approved EMITP as 
detailed in Clause 3.15. 

See also AECTP 500 – Clause 5.1. 

 

Requirement Description 

NCE05.2 
Conducted Emissions Control, Signal and Power Lines 
500 Hz – 150 MHz 

NCS07.2 
Conducted Susceptibility Control and Signal lines 50 kHz – 
400 MHz 

NCS12.2 Conducted Susceptibility Electrostatic Discharge 

NRE01.2 Radiated Emissions Magnetic Field 500 Hz – 250 kHz 

NRE02.2 Radiated Emissions Electric Field 88 MHz – 18 GHz 

NRS01.2 Radiated Susceptibility Magnetic Field 500 Hz – 100 kHz 

NRS02.2 Radiated Susceptibility Electric Field 50 kHz – 18 GHz 

Table 502-1 Emission and Susceptibility Requirements 

3.3 EMI Control Requirements versus Intended Installations 

Table 502-2 shows the applicability of the test methods to each of the Land, Sea and 
Air service environments and should be read in conjunction with the more detailed 
discussion of applicability of each individual test method listed in Clause 3.4. In 
addition there are differences between Nations on where/whether a particular test 
should be applied. 

Discussion: Discussion on each requirement is contained in Clause 3.4. 
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 Man Worn / 
Man Portable 
Equipment 

Requirement Applicability 

NCE05.
2 

NCS07.
2 

NCS12.
2 

NRE01.
2 

NRE02.
2 

NRS01.
2 

NRS02.
2 

 Man Worn 
Land 
 
 Man Portable 

P P Y P Y P Y 

Y Y Y Y Y Y Y 

 Ships        

Table 502-2 Requirement Matrix 

Key: Y Test is required for all equipment on this type of platform 

 P Test is partially applicable. Selection of the test should be based on 
knowledge of the installation and other co-located equipment based on guidance for 
each test method given in Clause 3.4. These tests may also be specified / selected 
by the procurement authority. 

3.4 DETAILED TEST METHOD REQUIREMENTS 

3.5 General 

This clause specifies detailed emissions and susceptibility requirements and the 
associated test procedures. General test procedures are included here. 

3.6 Units of Frequency Domain Measurements 

See AECTP 501 – Clause 3.8. 

3.7 Emission and Susceptibility Requirements, Limits, and Test Procedure 

Because of the nature of the equipment to be tested there will normally only be, a 
requirement to perform radiated emission, radiated susceptibility and electrostatic 
discharge tests. Only those equipments which may be connected to a host, 
equipment by conductive cable need be subjected to conductive emission or 
susceptibility tests. 

The effect of the Human body has been taken in to account in the derivation of the 
limits. 

3.8 NCE05.2 Conducted Emissions Control Signal and Power Leads 500 Hz 
– 150 MHz 

Applicability and Limits: This requirement is applicable to all signal and control 
leads and secondary power leads connected to a EUT that are greater than 500 mm 
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in length. Particular attention shall be given to leads that are installed in the same 
conduit, trunking or cable bundles as those of other systems fitted to the same 
platform where cross coupling can readily occur. Where internal EUT cables interface 
between different component parts of the EUT only and no part of the installation 
cabling is closer than 15 cm to external cabling then these may be excluded from this 
test. 

This requirement is performed to control the levels of conducted interference 
appearing on EUT cabling which could couple to adjacent cabling from other systems 
installed on the same platform. 

This test may only have partial applicability to Man Worn Equipment but is required 
for Man Portable search type equipment (see Table 502-2). 

The choice of frequency range is based upon the same rationale as that used for the 
low frequency radiated testing, i.e. it is impossible to do anything about the low 
frequency power frequencies below 500 Hz. Current probes begin to have large 
correction factors applied to them above the 150 MHz region. 

There are recognised drawbacks to testing with current probes such as standing 
waves on cables and poor coupling at very low and very high frequencies. It is 
understood that it would be preferable to use a form of direct capacitive coupling 
probe, however it has to be assumed that it will not be possible to gain access to the 
individual conductors or cable harnesses making this type of probe impossible to 
use. It is also probably not practical to use the same capacitor over the entire 
frequency range, making a number of probes necessary. 

Test Procedures: When using current probes care should be taken to make sure 
that the cable under test passes through the centre of the internal aperture so that 
measurements are more repeatable. This can most easily be achieved with the use 
of a non-ferrous former of some kind that holds the cable in place. When placing 
current probes on cabling minimise the effect of neighbouring cable harnesses on the 
measurement by maintaining the maximum separation distance to them. 

Current probes shall be positioned 50 mm from the EUT connector back shell of each 
signal and control lead being tested. Where signal or control leads are longer than 1 
m then testing is required at both ends of the cable at frequencies above 30 MHz. 

Where signals have been detected for radiated emissions the current probe shall be 
moved along the cable or at least placed at as many locations as possible and 
measurements made at the emission frequency. 

Ambient measurements on signal and control lines are performed at the same 
location as the EUT measurement but with the EUT switched off. All EUT exercising 
equipment must be fully functional and connected in circuit during all ambient 
measurements, although it is understood that in some circumstances full functionality 
may not be achievable due to required interaction with the EUT. Care should be 
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taken not to introduce additional interference from exercising equipment and 
wherever possible this shall be of a passive nature or filtered to minimise interference 
levels. 

For the purpose of the test the EUT shall be powered and in its normal mode of 
operation throughout and some means of indication should be present to establish its 
correct operation. 

3.9 NCS07.2 Conducted Susceptibility Control and Signal Lines 50 kHz – 
400 MHz 

Applicability and Limits: This test is applicable to all power, control and signals 
leads connected to the EUT. Cables, which include power supply leads together with 
control and signal leads, are also subject to this test and shall be tested as a bundle. 

In most equipment installations, cables connecting to a EUT present the easiest 
coupling path for interference signals and as such represent one of the major risks 
associated with controlling the level of interference that the EUT is subjected to. This 
is particularly true at RF frequencies up to 400 MHz, in this frequency range cables 
can inadvertently act as receiving antennas from radiated emission sources due to 
the wavelengths involved or a coupling path for RF signals conducted on cables that 
are installed alongside. 

Normally this test is not applied to cables shorter than 0.5 m in length but for some 
sensitive EUT's it may be necessary to test shorter cables where they will be installed 
in a hostile environment or a known susceptibility problem exists. Particular attention 
shall be made to cables that interface to external equipment or EUT's as 
susceptibility issues may have a secondary affects on devices not part of the EUT 
test set up. 

The purpose of this test is to ensure that EUT's are not susceptible to RF frequency 
interference signals coupled onto equipment cable looms from adjacent cabling or 
radiated sources. 

Calibration Procedure: Prior to the test being performed the levels of power 

applied to the injection probe are determined in a 100  calibration fixture. The input 
power to the injection probe is increased until the correct RF current is induced in the 
calibration fixture; this is maintained across the whole frequency range. 

Test Procedures: Generally a monitor probe is placed 50 mm from the EUT 
connector of the cable being tested and the injection probe is placed at a separation 
distance of 50 mm from that. The susceptibility signal is swept across the frequency 
range at the levels previously determined in the calibration fixture. This procedure is 
repeated for each cable and each branch of the cable in turn being tested. 

The monitor and injection probe shall be clamped around the cable under test such 
that the cable is located in the centre of both of the probes apertures. The cable 



AECTP 500 
Category 502 

 

 
 3-5 Edition E Version 1 
   

 
 

bundle under test shall be mounted on 50 mm non-conducting spacers with respect 
to the ground conducting bench. 

The test signal shall consist of an un-modulated carrier wave and an amplitude 
modulated carrier wave applied sequentially to each cable being tested. Where the 
EUT is found to be susceptible, the susceptibility threshold is determined by 
replacing the injection probe back in the calibration fixture, replicating the level of 
power applied to EUT and measuring the induced current. 

Limits: The limits are representative of those typically found in most military 
installations and have been derived by empirical measurements. The procuring 
authority shall give consideration to tailoring the limits at frequencies where specific 
interfering RF signals or known installation problems exist. 

3.10 NCS12.2 Conducted Susceptibility Electrostatic Discharge 

See AECTP 501, Clause 3.9.17. 

Note: For Munitions testing the test levels in AECTP253 Ref [4] and the test 
methods in and AECTP 508-Leaflet 2 Ref [5] shall be applied. 

3.11 NRE01.2 Radiated Emissions Magnetic Field 500 Hz – 250 kHz 

The decision to include Magnetic Radiated Emissions in this category stems primarily 
from the fact that at lower frequencies the magnetic field dominates the electric field, 
furthermore it is much harder to propagate electric fields from antennas due to the 
wavelengths involved. From a measurement point of view not only are the 
transmitting antennas for electric field inefficient but so are the receiving antennas, 
this means that any signal has to be relatively large before it can be detected. 

Magnetic fields need to be measured at close separation distances (normally circa 70 
mm) as the field drops off according to the inverse cube law. The magnetic loop 
antennas used are small (150 mm diameter) and require to be moved over the 
surface of the EUT’s faces and its associated cable harnesses. For physically large 
man worn equipments that have dimensions in excess of 200 mm opposing sides 
need to be tested, smaller units need only be measured on one side for each axis 
that is less than 200 mm. Fields shall be measured parallel and at right angles to the 
EUT’s cables, this should ensure that all signals are detected. The close 
measurement distance should also be able to make it possible to determine 
individual sources of interference when more than one system is fitted on a man, e.g. 
sources that cause intra emissions between systems. 

There is no point in measuring signals below 500 Hz as there is very little that can be 
done about them, any suppression components used would be large and too 
cumbersome to be incorporated into equipment designed to be carried by a man. 
Screening would require metal to be so thick that the weight would become 
prohibitive. Also at these low frequencies it is nearly impossible to make emission 
measurements without detecting the primary mains frequency (50 Hz, 60 Hz or 
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400 Hz) and it’s harmonics which are present all locations. Since it is not possible to 
screen/suppress and to a large extent is already present measuring emissions below 
500 Hz, or possibly even slightly higher, would serve no purpose. 

At frequencies above 250 kHz it is easier to use a rod antenna to measure electric 
field. It may be possible to increase this frequency if loops can be constructed that 
are sensitive enough and are of small physical size. If this frequency limit is extended 
too high then it may require the use of a series of different loops or the use of 
matching circuitry which would not be desirable. 

Applicability and Limits: In order to achieve compatibility between modern 
equipments operating together, limitations on emissions and control of susceptibility 
must be clearly defined. The levels of magnetic field related to both emissions and 
susceptibility have been formulated from composite measurements taken within the 
confines of military platforms and an average level of emissions established. 

Since these levels are realistic, equipment should be designed to operate 
satisfactorily in this environment. It may be found impracticable to meet the emission 
limits for some equipment in which case if the distance is established at which the 
amplitude limit level is met for the equipment under test, segregation by that distance 
from other equipment or cabling may offer a realistic alternative. 

The frequency range and limit has been derived from the necessity to protect against 
intra-equipment operability. 

This test may only have partial applicability to Man Worn Equipment but is required 
for Man Portable search type equipment (see Table 502-2). 

NRS01.2 is a complimentary requirement imposed on equipment to ensure 
compatibility with the anticipated magnetic fields. The NRS01 limits are higher to 
allow for variations in performance between manufactured items and to account for 
the possibility that the emissions from the EUT may couple into a larger physical area 
than that evaluated under the NRS01.2 test procedures. 

The Land NRE01.2 limit is based on preventing induction of more than 2.5 mV (5 mV 
for NRS01) in a 13.3 cm diameter loop. Since magnetic induction is proportional to 
frequency and the limit falls off at 20 dB/decade, the induced voltage in a given loop 
area is constant. 

3.12 NRE02.2 Radiated Emissions Electric Field 88 MHz - 18GHz 

Applicability and Limits: The requirements are applicable to electric field emissions 
from the EUT and associated cables. The basic intent of the requirement is to protect 
sensitive receivers from interference coupled through the antennas associated with 
the receiver. Many tuned receivers have sensitivities on the order of one microvolt 
and are connected to an intentional aperture (the antenna), which are constructed for 
efficient reception of energy in the operating range of the receiver. The potential for 
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degradation requires relatively stringent requirements to prevent intra operability 
problems. 

There is no implied relationship between this requirement and NRS02 that addresses 
radiated susceptibility to electric fields. Attempts have been made quite frequently in 
the past to compare electric field radiated emission and susceptibility type 
requirements as a justification for deviations and waivers. While NRE02 is concerned 
with potential effects with antenna-connected receivers, NRS02 simulates fields 
resulting from antenna-connected transmitters and from external transmitters. 

Although this approach is sensitive enough to measure emission levels accurately to 
be able to determine whether an emission is liable to cause an intra-equipment 
problem, it will most likely be unable to pin point where a signal is being transmitted 
from other than in very general terms. A conducted emission test using a current 
probe over the harnesses at the emissive frequency will be required to identify the 
point of propagation. 

3.13 NRS01.2 Radiated Susceptibility Magnetic Field 500 Hz – 100 kHz 

Applicability and Limits: This requirement is specialised and intended primarily to 
ensure that performance of equipment potentially sensitive to low frequency 
magnetic fields is not degraded. NRE01.2 is a complimentary requirement governing 
the radiated magnetic field emissions from equipment and subsystems. The 
NRE01.2 discussion is also applicable to this requirement. 

Land has maintained the basic relationship of the NRS01.2 and NRE01.2 limits 
having the same shape. The NRS01 limit is based on 5 mV (independent of 
frequency) being induced in a 12.7 cm diameter loop. 

This test may only have partial applicability to Man Worn Equipment but is required 
for Man Portable search type equipment (see Table 502-2). 

The use of a modified limit is may be required to cater for more sensitive areas in the 
intra-equipment scenario. 

Discussion: Laboratory tests have been performed to assess the possibility of using 
the 13.3 cm loop sensor specified in the NRE01.2 test procedure instead of the 4 cm 
loop sensor used in this test procedure to verify the radiated field. The testing 
revealed that the 13.3 cm loop sensor did not provide the desired result due to 
variation of the radiated field over the area of the loop sensor. Due to its smaller size, 
the 4 cm loop sensor provides an accurate measure of the field near the axis of the 
radiating loop. A correction factor curve to convert from the voltage indicated by the 
measurement receiver to the magnetic field in dBpT is required. Manufacturers use 
different construction techniques that cause the actual factor to vary somewhat. 
Where traceable calibration figures are not available it is necessary to use the 
manufacturers’ supplied data. 
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Test Procedures: The requirement is that the testing be performed at each 
electrical interface connector. On some small size EUTs, connectors may be closely 
spaced such that more than one connector can be effectively illuminated for a 
particular loop position. The EMITP shall address these circumstances. 

3.14 NRS02.2 Radiated Susceptibility Electric Field 50 kHz – 18 GHz 

Applicability and Limits: The requirements are applicable to both the EUT 
associated cabling. The basic concern is to ensure that equipment will operate 
without degradation in the presence of electromagnetic fields generated by antenna 
transmissions both onboard and external to the platform. 

The EUT is subjected to lower frequency radiated fields (down to 50 kHz) to 
determine its vulnerability to emissions generated within the EUT’s normal installation 
by other electronic/electrical components, such as those associated with switch 
mode power supplies. 

There is no implied relationship between this requirement and NRE02. The NRE02 
limit is placed primarily to protect antenna-connected receivers while NRS02 
simulates fields resulting from antenna transmissions. 

The limits specified are simply based on the levels expected to be encountered 
during the service life of the equipment. They do not necessarily represent the worst-
case environment to which the equipment may be exposed. RF environments can be 
highly variable, particularly for emitters not located on the platform. The limits are 
placed at levels that are considered to be adequate to cover most situations. 

Possible tailoring by the procuring authority for contractual documents is to modify 
the required levels and required frequency ranges based on the emitters on and near 
a particular installation. Actual field levels can be calculated from characteristics of 
the emitters, distances between the emitters and the equipment, and intervening 
shielding. AECTP 258 (Ref 6) provides information which contributes to the overall 
electromagnetic environment. The possible use of the equipment in other 
installations and the potential addition or relocation of RF emitters needs to be 
considered. Other possible tailoring is to change from the standard 1 kHz, square 
wave modulation or use additional modulations based on actual platform 
environments. 

 

The field strength is monitored at the EUT with a small field probe externally 
connected to a monitor with a fibre optic cable. The use of a modified limit may be 
required to cater for more sensitive areas in the intra-equipment scenario. 
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3.15 TEST PROCEDURES 

3.15.1 NCE05.2 Conducted Emissions Control, Signal and Power Leads 
500 Hz – 150 MHz 

3.15.1.1 Applicability 

This test is only applicable to EUTs with cables. This test is not applicable to co-axial 
antenna feeders or cable less than 500 mm in length. All branches of the EUT 
harnesses are subject to this test. The EMITP must indicate which of the control and 
signal lines are grouped together in a typical installation. The EMITR will indicate the 
groupings and layout used.. 

3.15.1.2 Limits 

Conducted emissions on the power, control and signal leads shall not exceed the 
limit shown in Figure 502-2 for Man Worn, Man Portable Land Based Equipment. 

3.15.1.3 Test Procedure 

3.15.1.4 Purpose 

The purpose of this test is to ensure that the common mode conducted emissions on 
all control, signal and power lines to the equipment under test (EUT) are controlled to 
the appropriate limits in order to provide adequate protection to radio reception and 
to minimise disturbance to any co-located sensitive electronic equipment for land 
based application. 

3.15.1.5 Test Equipment 

The test equipment shall be as follows: 

a. Measurement Receivers 

b. Current Probes 

c. Signal Generator 

d. Data Recording Device 

e. Oscilloscope 

f. Resistor (R) 

3.15.1.6 Setup 

The test setup shall be as follows: 
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a. The typical EUT test layout is shown in Figure 502-1. Reference should 
also be made, to Clause 2.13. 

b. Calibration: Configure the test setup for the measurement system check 
as shown in Figure 502-3. 

c. EUT Testing: 

(1) Configure the test setup for compliance testing as shown in 
Figure 502-4 and Figure 502-5. 

(2) The probe is positioned 50 mm from the EUT for signal, control 
and secondary power leads. Where the backshell of the 
connector prevents this then the probe will be positioned as 
close as possible and a record made of its exact location. 

(3) On signal, control and secondary power leads measurements 
above 30 MHz must be performed at both ends. Leads that are 
less than 1 metre in length need not be subjected to testing. 

(4) Reference should also be made to Clauses 2.9, 2.20, and 2.21. 

3.15.1.7 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow a sufficient time for 
stabilization. 

b. Calibration: Evaluate the overall measurement system from the current 
probe to the data output device. 

(1) Apply a calibrated signal level, which is at least 6 dB below the applicable 
limit at 1 kHz, 3 kHz, and 10 kHz, 100 kHz, 1 MHz, 10 MHz and 150 MHz 
to the current probe. 

(2) Verify the current level, using the oscilloscope and load resistor; also, 
verify that the current waveform is sinusoidal. 

(3) Scan the measurement receiver for each frequency in the same manner 
as a normal data scan. Verify that the data recording device indicates a 
level within ±3 dB of the injected level. 

(4) If readings are obtained which deviate by more than ±3 dB, locate the 
source of the error and correct the deficiency prior to proceeding with the 
testing. 

c. EUT Testing: Determine the conducted emissions from the EUT, signal 
and control leads plus secondary power leads including returns. 
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(1) Turn on the EUT and allow sufficient time for stabilization. 

(2) Select an appropriate lead for testing and clamp the current probe into 
position. 

(3) Scan the measurement receiver over the applicable frequency range, 
using the bandwidths and minimum measurement times specified in 
Table 501-4 of Category 501. 

(4) Repeat Clause 3.15.1.7 c(3) for each power, control and signal lead 

Note: Some harnesses may contain cables conducting power supplies generated 
within one EUT of the system to another EUT of the system, i.e. secondary power 
supplies. These power supply cables will be measured together with all other cables 
in that particular cable harness branch. 

3.15.1.8 Data Presentation 

Data presentation shall be as follows: 

a. Continuously and automatically plot amplitude versus frequency profiles 
on X-Y axis outputs. Manually gathered data is not acceptable except for 
plot verification. 

b. Display the applicable limit on each plot. 

c. Provide a minimum frequency resolution of 1% or twice the 
measurement receiver bandwidth, whichever is less stringent, and a 
minimum amplitude resolution of 1 dB for each plot. 

d. Provide plots for both the measurement and system check portions of 
the procedure. 
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Figure 502-2 NCE05.2-1 Limit for Man Worn / Man Portable Equipment 
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Figure 502-3 NCE05.2-2 Measurement System Check 
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Figure 502-4 NCE05.2-3 Typical Test Configuration for Man Worn Scenario 
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Figure 502-5 NCE05.2-4 Typical Test Configuration for Man Portable Scenario 

 

Note: The cable from the probe drops vertically to the floor first then to the test 
receiver as shown in Figure 502-4. 
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3.15.2 NCS07.2 Conducted Susceptibility Control, Signal & Power Lines 50 
kHz – 400 MHz 

3.15.2.1 Applicability 

Cable looms which connect the EUT to other equipments in the total system 
(including primary power lines) and those interconnecting units of the EUT are 
subject to this test. Cable looms can be tested as a whole or individual wires can be 
tested. The looms or individual wires to be tested will be defined in the equipment 
test plan but some basic ground rules are: 

a. All looms shall be tested as a whole, connector by connector. 

b. On some EUTs (including sub systems responsible for the control and/or 
initiation of Electro Explosive Devices (EEDs)) individual wires and/or 
branch looms may be selected for testing in addition to (a) above as 
defined by the Procuring Authority. 

Reference should also be made to Clause 3.9. 

Note: For a system with built in redundancy simultaneous injections on several 
looms may be required by the Procuring Authority. 

3.15.2.2  Limit 

The limits in terms of current in the calibration jig are shown in Figure 502-6 for Man 
Worn, Man Portable Land Based Equipment. 

Note: The limits are in peak values and apply to each of the modulation 
characteristics specified in Clause 2.25. 

3.15.2.3 Test Procedures 

Clause 2.25 should be studied before commencement of this test. Figure 502-7 and 
Figure 502-8 show typical layouts for the man worn and man portable tests 
respectively. 

3.15.2.4  Purpose 

The purpose of this test is to confirm that RF signals in the range 50 kHz to 400 MHz, 
when coupled on to the interconnecting cable looms and power supply lines of an 
EUT, will not cause degradation of performance. In addition this test will identify the 
thresholds of susceptibility for the system which, when compared with the levels of 
current on the looms (or cables) caused by adjacent or nearby transmitting sources 
measured during system acceptance trials, will assist in the establishment of 
adequate safety margins. 
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3.15.2.5 Test Equipment 

The probes used for these tests shall have the following characteristics when driving 

current into the 100  calibration jig and Table 502-3: 

a. The insertion loss shall be within the limits shown in Table 502-3. The 
empirically established performance specifications for bulk current 
injection probes driven in the CW mode, is presented in Table 502-3. 
These specifications are based on normal drive conditions in which 
probe cores are NOT driven into magnetic saturation. Test engineers are 
cautioned to ensure that measurements are NOT taken under core 
saturation conditions, during either calibration or equipment testing. 

b. Probes shall be capable of delivering the jig currents shown in Figure 
502-8. 

 

Frequency Range (MHz) 
Self Inductance (mH) ± 20% 
Self Resonant Frequency ± 20% 
Resonant Impedance Ω ± 25% 

0.05 – 4.0 
29.2 
1.25 
394 

4 – 200 
0.7 
53.5 
233 

200 – 400 
0.35 
70.0 
165 

Insertion Loss (dB) ± 3dB at 
0.0 5 MHz 
0.1 MHz 
0.2 MHz 
0.3 MHz 
0.4 MHz 
0.5 MHz 
1.0 MHz 
4.0 MHz 

10.0 MHz 
30.0 MHz 
100.0 MHz 
200.0 MHz 
400.0 MHz 

 
21.0 
15.0 
12.0 
10.7 
10.1 
9.9 
10.0 
11.0 

 
 
 
 
 

 
 
 
 
 
 
 
 

11.0 
6.0 
4.9 
5.0 
5.5 

 

 
 
 
 
 
 
 
 
 
 
 
 

5.5 
6.0 

Max CW input drive: (W) 100 100 100 

Table 502-3 NCS07.2-1 Performance Specifications for CW Injection Probe 
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3.15.2.6  Procedures 

The test method has two main elements: 

a. Calibration of the current injection probes, which must be done prior to 
each equipment test or series of consecutive tests, Clause 3.15.2.7. 

b. The equipment test, Clause 3.15.2.8. 

Note 1: Modulation requirements are specified in Clause 2.25. 

Note 2: The injection probes required for this test are designed to operate in the 
linear portion of their characteristics for the levels stipulated. If non-linear effects are 
observed during calibration, i.e. a 1 dB increase in forward power does not produce a 
corresponding 1 dB increase in the current flowing in the jig then the power amplifier 
or the injection probe is approaching saturation. If this effect is observed then non-
recoverable damage may occur to the probe and investigative action must be taken. 

3.15.2.7 Calibration 

The following calibration procedure shall be performed prior to the equipment test(s) 
using the same test equipment layout and probes as will be used for those tests. The 
injection probe shall be installed in the 100 Ω calibration jig as described in AECTP 
501 Figure 501-19. The calibration jig shall be terminated into a 50 Ω, 50 W 
(minimum) RF coaxial load at one end and by a 50 Ω measuring system (spectrum 
analyser or RF voltmeter) at the other. A 20 dB power attenuator of 50 W minimum 
rating will be required to protect the input of the measuring system. The VSWR of the 
terminations at both ends of the calibration jig shall be less than 1.2: 1 over the 
frequency range of the test. The injection probe is fed with power from the signal 
source via the power amplifier. The limits specified for this test method are in terms of 
current induced in the calibration jig. 

The test signal supplied to the injection probe shall be increased until the voltmeter or 
spectrum analyser indicates that the level of current shown in the limit curve is 
flowing in the calibration jig. The forward power flow to the probe shall be recorded. 
These measurements are to be made over the frequency range 50 kHz to 400 MHz 
at sufficient intervals to ensure that amplitude variations are less than 1 dB between 
each measurement point. 

The calibration curves shall be shown in the EMITP. The forward powers to the 
current injection probes to give the level of current shall become the `test level' for 
the equipment test. 

Note: This procedure needs to be repeated for every modulation applied. 
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3.15.2.8 EUT Testing 

a. This test may be applied to whole cable looms or individual conductors, 
those to be tested being defined in the equipment test plan. 

b. As a minimum requirement, the injection probe shall be connected 
around the complete cable loom and subsequently around any branches 
of that loom. Wherever practical the current monitor probe shall be 
connected around the complete cable loom 50 mm from the connector, 
in cases where this is not possible the monitor position shall be noted in 
the test report. If the overall length of the connector and backshell 
exceeds 50 mm, the monitor probe shall be placed as close to the 
connector's backshell as possible. This may not always be possible 
where harnesses are integral to items of clothing, under these conditions 
record probe position. 

c. The current injection probe shall be fitted around the loom or conductor 
under test such that the separation between it and the monitor probe is 
as close to but not less than 50 mm. 

d. Radio frequency power applied to the injection probe shall be swept over 
the test frequency range and the parameters of induced current and 
forward power recorded. Recordings are required at the test level if no 
malfunctions occur or at the threshold condition if malfunctions do occur. 
Care must be taken not to overheat the cable under test as the injection 
probe reaches a high temperature with prolonged excitation. To avoid 
damage to the EUT wiring the induced current shall be limited to the 
values shown in Table 502-4. The EUT is deemed to have passed the 
test criterion if no malfunction occurs at the induced current levels shown 
in Table 502-4 before the forward power levels required for the test 
assessment are reached. The test level requirement is assumed to have 
been met if no malfunction occurs when the induced current levels 
shown in Table 502-4 are reached before the forward power test levels. 

 

Frequency Range 
(MHz) 

Maximum Induced Current 
Levels (A) 

0.05 – 2.0 0.4 

2.0 - 400 2.0 
Table 502-4 NCS07.2-2 Limits for Induced Current on EUT Wiring 

e. At frequencies where the test sample is susceptible, the signal amplitude 
shall be reduced until a threshold of susceptibility is determined. Check 
for hysteresis in signal amplitudes by decreasing and then increasing 
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through the susceptibility threshold. The lower of the two values shall be 
recorded. 

3.15.2.9 Data Presentation 

Data presentation shall be as follows: 

a. Provide amplitude versus frequency plots for the forward power levels 
required to obtain the calibration level as determined. 

b. Provide tables showing scanned frequency ranges and statements of 
compliance with the requirements for the susceptibility evaluation for 
each interface connector. Provide any susceptibility thresholds that were 
determined, along with their associated frequencies. 
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Figure 502-6 NCS07.2-1 Limit for Man Worn / Man Portable Equipment (in Terms of Current to 

be Induced in a Calibration Jig) 
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Figure 502-7 NCS07.2-2 Typical Test Configuration for Man Worn Scenario 
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Figure 502-8 NCS07.2-3 Typical Test Configuration for Man Portable Scenario 
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3.15.3 NCS12.2 Conducted Susceptibility Electro Static Discharge (ESD) 

3.15.3.1 Applicability 

This test applies to all Man Worn / Man Portable Equipment. 

See AECTP 501 Test Method NCS12 for Limits and Test Procedure. 
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3.15.4 NRE01.2 Radiated Emissions Magnetic Field 500 Hz – 250 kHz 

3.15.4.1 Applicability 

This requirement is applicable for radiated emissions from equipment and subsystem 
enclosures including electrical cable interfaces. 

Reference should also be made to Clause 3.11. 

3.15.4.2 Limits 

Magnetic field emissions shall not be radiated in excess of the levels shown in Figure 
502-9 for Man Worn, Man Portable Land Based Equipment. 

3.15.4.3 Test Procedures 

3.15.4.4 Purpose 

The test procedure is used to verify that the magnetic field emissions from the EUT 
and its associated electrical interfaces do not exceed specified requirements. 

3.15.4.5 Test Equipment 

The test equipment shall be as follows: 

a. Measuring Receivers 

b. Data Recording Device 

c. Loop Sensor – As defined in AECTP 501 NRE01.1 Test Method 

d. Ohmmeter 

e. Signal Generator 
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3.15.4.6 Setup 

The test setup shall be as follows: 

a. Maintain a basic setup for the EUT as shown in Figure 502-10 and 
Figure 502-11 but reference to Clause 2.13 is also required. 

b. Calibration: Configure the measurement setup as shown in Figure 
502-12. 

c. EUT Testing: The location and orientation of the coil with respect to the 
EUT is shown in Figure 502-13. 

Note: Ferrite tiles on the floor of the screen room are optional for this test. 

3.15.4.7 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and allow sufficient time for 
stabilization 

b. Calibration: 

(1) Apply a calibrated signal level which is at least 6 dB below 
the limit (limit minus the loop sensor correction factor), at a 
frequency of 50 kHz. Tune the measurement receiver to a 
centre frequency of 50 kHz. Record the measured level. 

(2) Verify that the measurement receiver indicates a level within 
±3 dB of the injected signal level. 

(3) If readings are obtained which deviate by more than ±3 dB, 
locate the source of the error and correct the deficiency prior 
to proceeding with the testing. 

(4) Using an ohmmeter, verify that the resistance of the loop 

sensor winding is approximately 10 . 
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c. EUT Testing: 

(1) Turn on the measurement equipment and allow sufficient 
time for stabilization 

(2) Locate the loop 7 cm from the EUT or electrical interface 
connector being probed. Orient the plane of the loop sensor 
parallel to the EUT faces and parallel to the axis of the 
connectors. 

(3) Scan the measurement receiver over the applicable 
frequency range to locate the frequencies of maximum 
radiation using the bandwidths and minimum measurement 
times of Table 501-4 in AECTP 501. 

(4) Tune the measurement receiver to one of the frequencies or 
band of frequencies identified in Clause 3.15.4.7.c (3). 

(5) Monitor the output of the measurement receiver while moving 
the loop sensor (maintaining the 7 cm spacing) over the face 
of the EUT or around the connector. Note the point of 
maximum radiation for each frequency identified in Clause 
3.15.4.7.c (4). 

(6) At 7 cm from the point of maximum radiation, orient the plane 
of the loop sensor to give a maximum reading on the 
measurement receiver and record the reading. 

(7) Repeat Clauses 3.15.4.7.c (4) through to 3.15.4.7.c (6) for at 
least three frequencies of maximum radiation per octave 
above 500 Hz. 

(8) Repeat Clauses 3.15.4.7.c (2) through to 3.15.4.7.c (7) for 
each face of the EUT and for each EUT electrical connector. 

In the event of the unit under test exceeding the specified limit at 70 mm, the 
distance and position at which compliance is achieved shall be declared. 

Reference to Clauses 2.9, 2.21, and 2.26 is also required. 

Note: Where a physical dimension of the EUT is less than 7 cm it is only necessary 
to measure one of the opposing sides. If one of the Man Worn EUT dimensions is 
greater than 7 cm, then the test may need to be performed on the bench since it will 
not be possible to access the opposing side of the EUT due to the manikin. 
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3.15.4.8 Data Presentation 

Data presentation shall be as follows: 

a. Provide graphs of scans and tabular listings of each measurement 
frequency, mode of operation, measured magnetic field, and magnetic 
field limit level. 
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Figure 502-9 NRE01.2-1 Limit for Man Worn / Man Portable Land Based Equipment 
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Figure 502-10 NRE01.2-2 Typical Test Configuration for Man Worn Scenario 
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Figure 502-11 NRE01.2-3 Typical Test Configuration for Man Portable Scenario 
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Figure 502-12 NRE01.2-4 Test Coil Arrangement for Magnetic Emissions (500 Hz – 250 kHz) 
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Figure 502-13 NRE01.2-5 Calibration Configuration 
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3.15.5 NRE02.2 Radiated Emissions Electric Field 88 MHz – 18 GHz 

3.15.5.1 Applicability 

This test is applied to the EUT, and its connecting harness. 

Transmissions from antennas are not subject to the limit of this test but are subject to 
the performance specification requirements. Equipment for test which are normally 
connected to antennas shall for this test be fitted with a screened dummy antenna 
where possible and be subject to the limits of this test. The limit at the fundamental 
frequency of transmission may be relaxed at the discretion of the Project Authority. 

Reference should also be made to Clause 3.12. 

3.15.5.2 Limits 

The recommended limit and frequency range is shown in Figure 502-14 for Man 
Worn, Man Portable Land Based Equipment. 

3.15.5.3 Test Procedure 

3.15.5.4 Purpose 

The purpose of this test is to confirm that the electric field emissions have been 
controlled to the required limits so that the performance of the most sensitive 
equipment (communications receivers etc.) is not impaired. 

3.15.5.5 Test Equipment 

The test equipment shall be as follows: 

a. Measuring Receiver 

b. Data Recording Device 

c. Antennas: 

1) 88 MHz to 300 MHz: Bi-conical, 137 cm Tip to Tip 

2) 200 MHz to 1 GHz: Double Ridge Horn  

3) 1 GHz to 18 GHz: Double Ridge Horn  

d. Signal Generator 

3.15.5.6 Test Setup 

The test setup shall be as follows: 



AECTP 500 
Category 502 

 

 
 3-28 Edition E Version 1 
   

 
 

a. Maintain the typical EUT test layouts as shown in Figure 502-15, Figure 
502-16, Figure 502-17 and Figure 502-18. Reference must also be 
made to Clauses 2.9 and 2.13. 

b. EUT Testing: The radiated emissions are monitored using the specified 
antennas for each mode defined in the EMITP. For small test samples 
the monitoring antennas shall be positioned opposite the test sample. 
Reference to Clauses 2.9, 2.21, and 2.26 is also required. 

c. All antennas are situated at a separation distance of 1m from the closest 
surface of the EUT. 

d. Bi-conical and Horn antennas are mounted at a height of 1 m from the 
screened room floor on a non-conductive antenna stand. 

e. For man worn equipments the EUT is mounted on a manikin (Dummy) in 
a position that mimics the normal layout on the person as close as is 
practically possible. The manikin (Dummy) itself stands on the floor of 
the screened room. For man portable equipment the EUT is sited on a 
non-conducting bench above the RF absorber material. 

3.15.5.7 Procedure 

The test procedure shall be as follow: 

3.15.5.8 Data Presentation 

Data Presentation shall be as follows: 

a. Continuously and automatically plot amplitude versus frequency profiles. 
Manually gather data is not acceptable except for plot verification. 
Vertical and Horizontal data for a particular frequency range shall be 
presented on separate plots or shall be clearly distinguishable for a 
common plot. 

b. Display the applicable limit on each plot. 

c. Provide a minimum frequency resolution of 1% or twice the 
measurement receiver bandwidth, whichever is less stringent and a 
minimum amplitude resolution of 1 dB for each plot. 

d. Provide plots for both the measurement and system check portions of 
the procedure. 
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Figure 502-14 NRE02.2-1 Limit for Man Worn, Man Portable Land Based Equipment 
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Figure 502-15 NRE02.2-2 Typical Test Configuration Man Worn Scenario (88 MHz – 300 MHz) 
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Figure 502-16 NRE02.2-3 Typical Test Configuration Man Portable Scenario (88 MHz – 

300 MHz) 
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Figure 502-17 NRE02.2-4 Typical Test Configuration Man Worn Scenario (200 MHz to 18 GHz) 
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Figure 502-18 NRE02.2-5 Typical Test Configuration Man Portable Scenario (200 MHz to 

18 GHz) 

 

3.15.6 NRS01.2 Radiated Susceptibility Magnetic Field 500 Hz – 100 kHz 

3.15.6.1 Applicability 

This requirement is applicable to all EUTs including electrical cable interfaces. The 
requirement is not applicable for electromagnetic coupling via antennas. For an, EUT 
comprising a number of units, each unit with potentially sensitive components shall 
be tested individually. The interconnecting cables do not have to be subjected to this 
test. 

Reference should also be made to Clause 3.13. 

3.15.6.2 Limit 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to the magnetic fields shown 
in Figure 502-19 Limits for Man Worn Man Portable Land Based Equipment. 

3.15.6.3 Test Procedures 

3.15.6.4 Purpose 

In order to achieve compatibility between modern equipments operating together 
limitations on emissions and susceptibility must be clearly defined. The levels of 
magnetic field related to both emissions and susceptibility have been derived from 
those already contained in other parts of this Standard. Since these levels are 
realistic, equipment shall be designed to operate satisfactorily in this environment. It 
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may be found impracticable to meet the susceptibility requirements for some 
equipment in which case if the distance is established at which the amplitude limit 
level is met for the equipment under test, segregation by that distance from other 
equipment may offer a realistic alternative. 

3.15.6.5 Test Equipment 

Test Equipment shall be as follows: 

a. Signal Source 

b. Radiating Loop having the following specifications 

(1) Diameter: 12 cm 

(2) Number of Turns: 20 

(3) Wire: No. 12 Insulated Copper 

(4) Magnetic Flux Density: 9.5x107 pT/ampere of applied current 
at a distance of 5 cm from the plane of the loop. 

c. Loop sensor having the following specifications: 

(1) Diameter: 4 cm 

(2) Number of Turns: 51 

(3) Wire: 7-41 Litz Wire (7 Strand, No. 41 AWG) 

(4) Shielding: Electrostatic 

(5) Correction Factor: See manufacturer’s data for factors to 
convert measurement receiver readings to decibels above one 
picotesla (dBpT). 

d. Measurement Receiver or Narrowband Voltmeter 

e. Current Probe 

3.15.6.6 Setup 

The test setup shall be as follows: 

a. Maintain the basic test setup for the EUT as shown in Figures 502-1. 

b. Calibration. Configure the measurement equipment, radiating loop, and 
loop sensor as shown in Figure 502-20. 
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c. EUT Testing. Configure the test as shown in either Figure 502-25 or 
Figure 502-26. 

d. Reference to Clause 2.13 is also required. 

3.15.6.7 Procedures 

The test procedures shall be as follows: 

a. Turn on the measuring equipment and allow sufficient time for 
stabilisation. 

b. Magnetic Field Calibration 

(1) Set the signal source to a frequency of 1 kHz and adjust the 
output to provide a magnetic flux density of 110 dBpT as 
determined by the reading obtained on measurement receiver A 
and the relationship given in Clause 3.15.6.5.b(4). 

(2) Measure the voltage output from the loop sensor using 
measurement receiver B. 

(3) Verify that the output on measurement receiver B is within ±3 
dB of the expected value based on the antenna factor and 
record this value. 

(4) Reference to Clauses 2.9, 2.21 and 2.26 is required. 

Note: Where a 5 cm spacer forms part of the radiating loop it may be 
necessary to perform the calibration with the receiving loop on the 
opposite side of the one that has the spacer so that the correct 
separation distance is obtained. 

c. EUT Testing 

(1) Turn on the EUT and allow sufficient time for stabilisation. 

(2) Select Test Frequencies as follows: 

(a) Locate the loop sensor 5 cm from the EUT face or 
electrical interface connector being probed. Orient the 
plane of the loop sensor parallel to the EUT faces and 
parallel to the axis of connectors. 

(b) Supply the loop with sufficient current to produce magnetic 
field strengths at least 10 dB greater than the applicable 
limit but not to exceed 15 amps  
(183 dBpT). 
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(c) Scan the applicable frequency range. Scan rates up to 3 
times faster than the rates specified in Table 501-5 of 
Category 501 are acceptable. 

(d) If susceptibility is noted, select no less than three test 
frequencies per octave at those frequencies where the 
maximum indications of susceptibility are present. 

(e) Reposition the loop successively to a location in each 30 
by 30 cm area on each face of the EUT and at each 
electrical interface connector, and repeat 
Clause 3.15.6.7c(2)(c) and 3.15.6.7c(2)(d) to determine 
locations and frequencies of susceptibility. 

(f) From the total frequency data where susceptibility was 
noted in Clauses 3.15.6.7c(2)(c) through 3.15.6.7c(2)(e), 
select 3 frequencies per octave over the applicable 
frequency range. 

(3) At each frequency determined in Clause 3.15.6.7c(2)(f) apply a 
current to the radiating loop that corresponds to the applicable 
limit. Move the loop to search for possible locations of 
susceptibility with particular attention given to the locations 
determined in Clause 3.15.6.7c(2)(e) while maintaining the loop 
5 cm from the EUT surface or connector. Verify that 
susceptibility is not present. 

Note: Where individual EUT dimensions are less than 50 mm it is not necessary to 
perform the test on both opposing faces. If the Man Worn EUT dimensions are 
greater than 50 mm, then the test shall be performed on the bench. 

3.15.6.8 Data Presentation 

Data presentation shall be as follows: 

a. Provide tabular data showing verification of the calibration of the 
radiating loop in Clause 3.15.6.7c(2)(e). 

b. Provide tabular data, diagrams, or photographs showing the applicable 
test frequencies and locations determined in Clauses 3.15.6.7(2)(e) and 
Clause 3.15.6.7 (2)(f). 

c. Provide graphical or tabular data showing frequencies and threshold 
levels of susceptibility. 
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Figure 502-19 NRS01.2-1 Limit for Man Worn / Man Portable Land Based Equipment 
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Figure 502-20 NRS01.2-2 Typical Equipment Arrangement for Calibrating Magnetic Field 
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Figure 502-21 NRS01.2-3 Typical Test Configuration Man Worn Scenario 
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Figure 502-22 NRS01.2-4 Typical Test Configuration Man Portable Scenario 
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3.15.7 NRS02.2 Radiated Susceptibility Electric Field 50 kHz – 18 GHz 

3.15.7.1 Applicability 

This requirement is applicable to all EUTs and all interconnecting cables. 

Reference should also be made to Clause 3.14. 

3.15.7.2 Limits 

The EUT shall not exhibit any malfunction, degradation of performance, or deviation 
from specified indications, beyond the tolerances indicated in the individual 
equipment or subsystem specification, when subjected to the radiated electric fields 
limits shown in Figure 502-23 for Man Worn, Man Portable Land Based Equipment 
and modulated as specified. Up to 30 MHz, the requirement shall be met for vertically 
polarised fields. Above 30 MHz, the requirement shall be met for both horizontally 
and vertically polarised fields. Circular polarised fields are not acceptable. 

3.15.7.3 Test Procedures 

3.15.7.4 Purpose 

The purpose of this test is to confirm that the EUT will perform without malfunction 
when subject to high level RF fields from transmitting sources. 

3.15.7.5 Test Equipment 

The test equipment shall be as follows: 

a. Signal Generators 

b. Power Amplifiers 

c. Receive Antennas 

d. Transmit Antennas 

e. Electric field sensors (physically small - electrically short) 

f. Measurement Receiver 

g. Power Meter 

h. Directional Coupler 

i. Attenuator 

j. Data Recording Device 
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3.15.7.6 Setup 

The test setup shall be as follows: 

a. Maintain the basic test setup for the EUT as shown in Figures 502-1. 
Reference to Clause 2.13 is also required. 

b. For electric field calibration, electric field sensors are required. 

c. Calibration: Placement of electric field sensors. Position sensors 1 metre 
from and directly opposite the transmit antenna as shown in Figure 502-
24 through to Figure 502-29. 

d. EUT Testing. Placement of transmit antenna. Antennas shall be place 1 
metre from the test setup boundary as follows: 

(1) Centre the antenna(s) between the edges of the test setup 
boundary. The boundary includes all enclosures of the EUT and 
interconnecting cables. 

(2) Maintain the placement of electric field sensors 

3.15.7.7 Procedures 

The test procedures shall be as follows: 

a. Turn on the measurement equipment and EUT and allow a sufficient 
time for stabilisation. 

b. Assess the test area for potential RF hazards and take necessary 
precautionary steps to assure safety of test personnel. 

c. Calibration: Record the amplitude shown on the electric field sensor 
display unit due to EUT ambient. Reposition the sensor, as necessary, 
until this level is < 10% of the applicable field strength to be used for 
testing. 

d. EUT Testing: 

(1) Set the signal source to 1 kHz pulse modulation, 50% duty 
cycle, and using appropriate amplifier and transmit antenna, 
establish an electric field at the test start frequency. Gradually 
increase the electric field level until it reaches the applicable 
limit. 

(2) Scan the required frequency ranges in accordance with the 
rates and duration's specified in Table 501-5 of Category 501. 
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Maintain field strength levels in accordance with the applicable 
limit. Monitor EUT performance for susceptibility effects. 

(3) If susceptibility is noted, determine the threshold level in 
accordance with Clause 2.25 and verify that it is above the 
limit. 

(4) Perform testing over the required frequency range with the 
transmit antenna vertically polarised. Repeat the testing above 
30 MHz with the transmit antenna horizontally polarised. 

Note: Some NATO members may require additional modulation types applied over 
some or all of the frequency range tested. The Procuring Authority shall be consulted 
with regard to other required modulations such as a pulse modulation of 1 µS width 
with a prf of 1 kHz used to mimic the effect of co-located radar systems. 

3.15.7.8 Data Presentation 

Data presentation shall be as follows: 

a. Provide graphical or tabular data showing frequency ranges and field 
strength levels tested. 

b. Provide the correction factors necessary to adjust sensor output 
readings for equivalent peak detection of modulated waveforms. 

c. Provide graphs or tables listing any susceptibility thresholds that were 
determined along with their associated frequencies. 

d. Provide diagrams or photographs showing actual equipment setup and 
the associated dimensions. 
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Figure 502-23 NRS02.2-1 Limit for Man Worn / Man Portable Land Based Equipment 
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Figure 502-24 NRS02.2-2 Typical Test Configuration Man Worn Scenario (50 kHz – 30 MHz) 
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Figure 502-25 NRS02.2-3 Typical Test Configuration Man Portable Scenario (50 kHz – 30 MHz) 
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Figure 502-26 NRS02.2-4 Typical Test Configuration Man Worn Scenario (30 MHz to 300 MHz) 
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Figure 502-27 NRS02.2-5 Typical Test Configuration Man Portable Scenario (30 MHz to 
300 MHz) 
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Figure 502-28 NRS02.2-6 Typical Test Configuration Man Worn Scenario (200 MHz to 18 GHz) 

Note: The antenna may need to be angled upwards or downwards depending of 
position of EUT. 
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Figure 502-29 NRS02.2-7 Typical Test Configuration Man Portable Scenario (200 MHz to 18 
GHz) 

 

Note: The antenna may need to be angled downwards depending of the size of the 
EUT. 
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Characterization of Screen Rooms for Radiated Emission Testing 
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Verification Leaflet 2 Electrostatic Discharge Munitions Test Procedure 
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CHAPTER 5 DEFINITIONS AND ACRONYMS 

The following acronyms are used in this category are: 

cm  Centimetre 

CW  Continuous Wave 

ECM  Electronic Countermeasures 

EED  Electro Explosive Device 

EM  Electromagnetic 

EMC  Electromagnetic Compatibility 

EME  Electromagnetic Environment 

EMI  Electromagnetic Interference 

EMICP Electromagnetic Interference Control Procedures 

EMITP Electromagnetic Interference Test Procedures 

EMITR Electromagnetic Interference Test Report 

ESD  Electro Static Discharge 

EUT  Equipment Under Test 

mV  milli Volts 

RAM  Radio Frequency Absorber Material 

RF  Radio Frequency 

RMS  Root Mean Square 

V   Volts 

V/m  Volts per Metre 

W   Watts 
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CHAPTER 1 AIM 

 
The primary aim of this category is to foster international co-operation and 
commonality between participating nations concerning the control of 
electromagnetic interference (both emission and susceptibility characteristics) of 
Ground Support Equipment across all 3 services (Air Land and Sea). 
 
This document establishes the minimum test methods to be applied in the 
evaluation of Ground Support Equipment Electromagnetic Compatibility (EMC). 
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CHAPTER 2  APPLICABILITY AND REQUIREMENTS 

 
All three Services may have a requirement to procure support equipment for use 
in areas where the need for (and consequent cost of) the stringent EMC 
measures described in Categories 501 and 502 is not warranted. 
 
In some scenarios the support equipment should be tested using the test 
methods in Categories 501 and 502. In other cases the applicable current 
statutory EMC requirements may be suitable, for example, compliance with the 
European EMC Directive, or ISO Standards but the likely proximity of mobile 
military transmitters needs to be considered. 
 
The selection of standards will be dependent on the support equipment 
environment. Support equipment is categorised below and in the various Tables 
in CHAPTER 3. 
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CHAPTER 3 TESTING 

3.1 AEROSPACE GROUND SUPPORT EQUIPMENT (AGSE) 
CATEGORIES 

AGSE EMC requirements are defined for three categories of equipment as 
determined by criticality. 

3.1.1 Category E1 

This is where the aircraft is powered and the AGSE is categorized as 
Safety/Mission Critical Related or Directly Interfaced with the Aircraft. Any AGSE 
shall be categorised in this group if any one of the following criteria are met. 
 

a. A defect mode of the AGSE could result in a hazardous situation which 
would compromise the safety of the aircraft. 

b. A defect mode of the AGSE could result in a situation which would 
cause the abandonment or curtailment of the mission, from 
initialisation of engine start to engine shutdown after flight. 

c. The AGSE downloads flight safety or mission critical functions of the 
aircraft via a direct interface. 

d. The AGSE tests flight safety or mission critical functions of the aircraft. 

e. The AGSE is electrically interfaced with the aircraft. 

3.1.2 Category E2 

This is where the AGSE is not electrically interfaced but used in close proximity 
and is categorized as Non Safety/Mission Critical AGSE. Any AGSE shall be 
categorised in this group if any one of the following are met. 
 

a. The AGSE may be operated in close proximity to the aircraft, i.e. on 
the Flight Line, but is not directly interfaced to the aircraft. 

b. The AGSE may be operated within a Hardened Aircraft Shelter (HAS). 

Note: If the AGSE is directly interfaced with the aircraft then category E1 
shall apply. 

3.1.3 Category E3 

This is where the AGSE (Maintenance Levels 2 & 3) is used off aircraft and off 
the flight line. Any AGSE which is not categorised as E1 or E2 shall be 
categorised in this group. 
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3.1.4 LAND SERVICE SUPPORT EQUIPMENT 

The requirements for Land (Army) equipment are normally dominated by the 
need to protect the receiver sensitivity of communication transceivers against 
unwanted in-band emissions from nearby emissions or equipment sources. In 
many operational scenarios these transceivers are both man-carried and vehicle-
borne in large numbers. Equally on the battlefield these associated transmitters 
are often the strongest source of electromagnetic fields irradiating potentially 
susceptible equipment. The physical separation between the subject equipment 
and the nearest antenna is thus an important factor governing undesirable 
coupling effects accordingly limits are classified in terms of this separation. 
 
Support equipment used in the field (1st and 2nd line maintenance) requirements 
is determined according the Land services equipment classifications: 
 

a. Class A: These are the most stringent limits applying to equipment 
which must operate at a distance of less than 2 metres from the 
nearest RF antenna and where there is no scope for increasing that 
separation. 

b. Class B: Applicable to equipment which is to operate between 2 m 
and 15 m from the nearest antenna. This Class includes equipment 
which may be sited closer to such an antenna but is simple and 
operationally acceptable to move away e.g. a vehicle which is not itself 
equipped with radio but may be sited next to another which is so 
equipped. 

c. Class C: Applicable to equipment, which is to operate between 15 
and 100 m from the nearest antenna. 

d. Class D: Applicable to equipment, which is to operate at more than 
100 m from the nearest antenna. This classification includes: 

1. Equipment which would normally be subject to Class B or Class C 
limits but is electro-magnetically screened to give a shielding 
equivalent to a separation of at least 100 m from the nearest 
antenna. 

2. When commercial equipment that is intended for use only in non-
operational areas complies with current statutory EMC 
requirements (e.g. the EC EMC Directive) it may, at the discretion 
of the Project Manager, be exempted from further testing. 

Support equipment used in maintenance and repair facilities (3rd line 
maintenance) fall into two sub-categories defined as: 

 

a. Repair facilities and workshops. 

b. Protected installations. 
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3.2 SEA SERVICE SUPPORT EQUIPMENT 

The requirements are defined for categories of equipment as determined by 
location. 
 

a. Above Decks Support Equipment 

1. Support equipment is designated ‘Above Decks’ where: 

2. It is to be used on the exposed upper deck of a surface ship. 

3. It is to be used in compartments on non-metallic ships (except 
where use is restricted to specialist screened rooms on such ships). 

4. It is used in areas or compartments, such as the bridge and hangar 
that have openings to the upper deck and are not afforded notable 
levels of attenuation to electromagnetic field by the structure of the 
ship. 

5. It is used in the space between the pressure hull and outer casing 
of a submarine, or on deck when surfaced. 

b. Below Decks Support Equipment 

1. Support equipment is designated ‘Below Decks’ where: 

2. It is to be used in areas that are surrounded by an enclosed 
metallic structure which provides significant attenuation to 
electromagnetic radiation. 

3. It is located within the pressure hull of submarines. 

In below deck locations other than the following compartments, electric 
field strengths are unlikely to exceed 3 V/m unless equipment is 
installed within 1 metre of operating arc welders, mobile phones, 
mobile radios and electric generators: 

i. Wireless Telegraphy Office 

ii. Operations Room 

iii. Computer Room 

iv. Bridge / Control Room 

v. Sonar Cabinet Space and Navigation Radar Suite 

vi. Propulsion Room 

vii. Manoeuvring Room 

viii. Machinery Control Centre 
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c. Land Based Sea Services Support Equipment 

 Support equipment is sub categorised into: 
 

1. On-board ship dockside: 

i. Alongside – transmitters and radar potentially operational; 
major systems operational. 

ii. Laid up – transmitters and radar powered down; all major 
systems powered down. 

2. Test and integration facility. 

3. Maintenance and repair facilities and workshops. 

3.3 GENERAL PURPOSE SUPPORT EQUIPMENT 

GPSE is equipment used across all three services. GPSE includes COTS and 
special to type equipment. EMC requirements apply according to the above 
categories. When used in 3rd line maintenance applications, or in conjunction 
with adequate additional protection, compliance with European harmonised EMC 
standards is acceptable. 

3.4 AEROSPACE GROUND SUPPORT EQUIPMENT (AGSE) TYPES 

3.4.1 Type AGSE I 

AGSE fitted with active electronic components i.e. non-linear items such as 
transistors or integrated circuits etc. 

3.4.2 Type AGSE II 

AGSE which contains motors, generators, relays, solenoids, transformers and 
electromechanical selectors etc. and does not contain active electronic 
components. 

3.5 SELECTION OF LIMITS 

The following limits apply to the categories of support equipment listed in 
Clauses 3.5.1, 3.5.2, 3.5.3 and 3.5.4. 

3.5.1 Air 

3.5.1.1 AGSE Category E1 

Table 503-1 defines the minimum test requirements to be applied to Category E1 
AGSE intended for use On Aircraft whilst on the ground 
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Test 

Method 

AGSE Type 
Description Comment 

I II 

NCE01 
Y 

(Note 1) 

Y 

(Note 1) 

Conducted Emissions, 
Power Leads, 30 Hz – 
10 kHz 

Not applicable for Self 
Powered AGSE 

NCE02 
Y 

(Note 1) 

Y 

(Note 1) 

Conducted Emissions, 
Power Leads, 10 kHz – 
10 MHz 

Not applicable for Self 
Powered AGSE 

NCE04 Y Y 
Exported Transients 
Primary Power Lines 

Not applicable for Self 
Powered AGSE 

NCE05 Y Y 

Conducted Emissions, 
30 Hz – 100 MHz, 
Control and Signal 
Cables 

 

NCS01 
Y 

(Note 1) 
N 

Conducted 
Susceptibility Power 
Leads, 30 Hz – 150 kHz 

Not applicable for Self 
Powered AGSE 

NCS07 Y N 

Conducted 
Susceptibility Bulk 
Current Injection, 10 
kHz – 200 MHz, Power, 
Control and Signal 
Cables 

 

NCS08 Y N 

Conducted 
Susceptibility Bulk 
Current Injection, 
Impulse Excitation 

 

NCS09 
Y 

(Note 2) 

Y 

(Note 2) 

Conducted 
Susceptibility Damped 
Sinusoidal Transients, 
Power, Control and 
Signal Cables and 
Power Leads, 10 kHz to 
100 MHz 

 

NCS12 Y N 
Conducted 
Susceptibility 
Electrostatic Discharge 

Alternative Standard 
IEC 61000-4-2 

NRE02 Y Y 
Radiated Emissions, 2 
MHz – 18 GHz, Electric 
Field 

 

NRS01 Y Y Radiated Susceptibility,  
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Magnetic Field,  
30 Hz to 100 kHz 

NRS02 
Y 

(Note 3) 
N 

Radiated Susceptibility, 
30 MHz – 40 GHz, 
Electric Field 

Alternative 
Reverberation Chamber 
Test Method can also 
be used 

Civil 
Power 
Line 
Test 

Y 

(Note 4) 

Y 

(Note 4) 

Conducted Emission 
and Immunity 

 

Note 1: Not applicable for AGSE powered from domestic power supply 
distribution systems. 

Note 2:  Limited applicability: Power Lead injection requirement not applicable 
for Self Powered AGSE or AGSE powered from domestic power supply distribution 
systems. 

Note 3: Pulse modulation of 30 µs pulse width and 1 kHz pulse repetition 
frequency shall additionally be applied at frequencies above 1 GHz. 

Note 4:  Applicable for AGSE powered from domestic power supply distribution 
systems. AGSE shall comply with the conducted emission and immunity test 
requirements of the IEC or European Harmonised EMC standards defined in Annex 
A. 

Table 503-1 Category E1 AGSE used On Aircraft 
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Table 503-2 defines the minimum test requirement to be applied to Category E1 
AGSE intended for use Off Aircraft, On the Flight Line. 
 

Test 

Method 

AGSE Type 
Description Comment 

I II 

NCE01 
Y 

(Note 1) 

Y 

(Note 1) 

Conducted Emissions, 
Power Leads,  
30 Hz – 10 kHz 

Not applicable for Self 
Powered AGSE 

NCE02 
Y 

(Note 1) 

Y 

(Note 1) 

Conducted Emissions, 
Power Leads,  
10 kHz – 10 MHz 

Not applicable for Self 
Powered AGSE 

NCE04 Y Y 
Exported Transients 
Primary Power Lines 

Not applicable for Self 
Powered AGSE 

NCE05 Y Y 

Conducted Emissions, 
30 Hz – 100 MHz, 
Control and Signal 
Cables 

 

NCS01 
Y 

(Note 1) 
N 

Conducted 
Susceptibility Power 
Leads,  
30 Hz – 150 kHz 

Not applicable for Self 
Powered AGSE 

NCS07 Y N 

Conducted 
Susceptibility Bulk 
Current Injection, 10 
kHz – 200 MHz, 
Power, Control and 
Signal Cables 

 

NCS09 
Y 

(Note 2) 

Y 

(Note 2) 

Conducted 
Susceptibility Damped 
Sinusoidal Transients, 
Power, Control and 
Signal Cables and 
Power Leads,  
10 kHz to 100 MHz 

 

NCS12 Y N NCS12 Y 

NRE02 Y Y NRE02 Y 

NRS01 Y Y NRS01 Y 

NRS02 
Y 

(Note 3) 
N NRS02 

Y 

(Note 3) 

Civil 
Power 

Y 

(Note 4) 

Y 

(Note 4) 
Civil Power Line Test 

Y 

(Note 4) 
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Line 
Test 

Note 1: Not applicable for AGSE powered from domestic power supply 
distribution systems. 

Note 2:  Limited applicability: Power Lead injection requirement not applicable 
for Self Powered AGSE or AGSE powered from domestic power supply distribution 
systems. 

Note 3: Pulse modulation of 30 µs pulse width and 1 kHz pulse repetition 
frequency shall additionally be applied at frequencies above 1 GHz 

Note 4:  Applicable for AGSE powered from domestic power supply distribution 
systems. AGSE shall comply with the conducted emission and immunity test 
requirements of the IEC or European Harmonised EMC standards defined in Annex 
A 

Table 503-2 Category E1 AGSE used Off the Aircraft On the Flight Line 
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3.5.1.2 AGSE Category E2 

Table 503-3 defines the minimum test requirement to be applied to Category E2 
AGSE. All test methods encompassed by referenced civil EMC standards shall 
be performed. 
 
Category E2 AGSE may alternatively be subject to the minimum test requirement 
of Table 503-2. 
 

Test 
Requirement 

AGSE Type 
Description Comment 

I II 

IEC 61000-6-4 Y Y 

Electromagnetic 
Compatibility (EMC) –  
Part 6-4: Generic 
standards – Emission 
standard for industrial 
environments 

Alternative 
Standard 

EN 61000-6-4 

IEC 61000-6-2 Y Y 

Electromagnetic 
Compatibility (EMC) –  
Part 6-2: Generic 
standards – Immunity 
for industrial 
environments 

Alternative 
Standard 

EN 61000-6-2 

IEC 61000-3-2 
Y 

(Note 1) 

Y 

(Note 1) 

Electromagnetic 
compatibility (EMC) –  
Part 3-2: Limits – Limits 
for harmonic current 
emissions (equipment 
input current up to and 
including 16 A per 
phase) 

Alternative 
Standard 

EN 61000-3-2 

IEC 61000-3-3 
Y 

(Note 1) 

Y 

(Note 1) 

Electromagnetic 
compatibility (EMC) –  
Part 3: Limits – Section 
3: Limitation of voltage 
changes, voltage 
fluctuations and flicker 
in public low-voltage 
supply systems, for 
equipment with rated 
current ≤16 A per phase 
and not subject to 
conditional connection 

Alternative 
Standard 

EN 61000-3-3 

NCS12 Y N Conducted Alternative 
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Susceptibility 
Electrostatic Discharge 

Standard 

IEC 61000-4-2 

NRE02 
Y 

(Note 2) 

Y 

(Note 2) 

Radiated Emissions 2 
MHz – 18 GHz, Electric 
Field 

 

NRS02 
Y 

(Note 3) 
N 

Radiated Immunity 
30 MHz – 40 GHz, 
Electric Field 

Limited 
Applicability 

Alternative 
Reverberation 
Chamber Test 
Method can also 
be used 

Note 1: Applicability defined by Civil EMC standard. 

Note 2:  Applicable where AGSE use is likely to be concurrent with Aircraft 
sensitive receiver  testing or operation. 

Note 3: Limited Applicability: Applicable in the frequency band 1 GHz to 18 GHz 
where AGSE is likely to be exposed to radar fields. Pulse modulation of 30 µs pulse 
width and 1 kHz pulse repetition frequency shall be applied. 

Table 503-3 Category E2 AGSE  
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3.5.1.3 AGSE Category E3 

Table 503-4 defines the minimum test requirement to be applied to Category E3 
AGSE. All test methods encompassed by referenced civil EMC standards shall 
be performed. 
 

Test 
Requirement 

AGSE Type 
Description Comment 

I II 

IEC 61000-6-4 Y Y 

Electromagnetic 
Compatibility (EMC) 
–  Part 6-4: Generic 
standards – 
Emission standard 
for industrial 
environments 

Alternative 
Standard 

EN 61000-6-4 

IEC 61000-6-2 Y Y 

Electromagnetic 
Compatibility (EMC) 
–  Part 6-2: Generic 
standards – 
Immunity for 
industrial 
environments 

Alternative 
Standard 

EN 61000-6-2 

IEC 61000-3-2 
Y 

(Note 1) 

Y 

(Note 1) 

Electromagnetic 
compatibility (EMC) 
–  Part 3-2: Limits – 
Limits for harmonic 
current emissions 
(equipment input 
current up to and 
including 16 A per 
phase) 

Alternative 
Standard 

EN 61000-3-2 

IEC 61000-3-3 
Y 

(Note 1) 

Y 

(Note 1) 

Electromagnetic 
compatibility (EMC) 
–  Part 3: Limits – 
Section 3: Limitation 
of voltage changes, 
voltage fluctuations 
and flicker in public 
low-voltage supply 
systems, for 
equipment with rated 
current ≤16 A per 
phase and not 
subject to conditional 
connection 

Alternative 
Standard 

EN 61000-3-3 



  AECTP 500 
  Category 503 
   

 3-12 Edition E Version 1 
 
 
 

NCS12 Y N 

Conducted 
Susceptibility 
Electrostatic 
Discharge 

Alternative 
Standard 

IEC 61000-4-2 

NRS02 
Y 

(Note 2) 
N 

Radiated 
Susceptibility  
30 MHz – 40 GHz, 
Electric Field 

Limited 
Applicability 

Alternative 
Reverberation 
Chamber Test 
Method can 
also be used 

Note 1: Applicability defined by civil EMC standard. 

Note 2:  Limited Applicability: Applicable in the frequency band 1 GHz to 
18 GHz where AGSE is likely to be exposed to radar fields. Pulse modulation 
of 30 µs pulse width and 1 kHz pulse repetition frequency shall be applied. 

Table 503-4 Category E3 AGSE 
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3.5.2 Land 

Table 503-5 describes the minimum test requirements to be used in the Field (1st 
and 2nd Line Maintenance). 
 
For the minimum test requirements to be used in maintenance and repair 
facilities i.e. 3rd Line Maintenance Application refer to EU Standards as specified 
in the OJEC or IEC Standards. 
 

Test 
Requirement 

Description 

NCE02 Conducted Emissions, Power Leads, 10 kHz – 10 MHz 

NCE04 Exported Transients Primary Power Lines 

NCE05 Conducted Emissions, 500 Hz – 150 MHz, Control and Signal 
Cables 

NCS01 Conducted Susceptibility Power Leads, 30 Hz – 150 kHz 

NCS02 Conducted Susceptibility Control and Signal Leads,  
30 Hz – 150 kHz 

NCS07 Conducted Susceptibility Bulk Current Injection,  
10 kHz – 2000 MHz 

NCS09 Conducted Susceptibility Damped Sinusoidal Transients Cables 
and Power Leads, 10 kHz – 100 MHz 

NCS12 Conducted Susceptibility Electrostatic Discharge 

NRE01 Radiated Emissions Magnetic Fields 30 Hz – 100 kHz 

NRE02 Radiated Emissions, 10 kHz – 18 GHz, Electric Field 

NRS01 Radiated Susceptibility, Magnetic Field, 30 Hz - 100 kHz 

NRS02 Radiated Susceptibility, 50 kHz – 40 GHz, Electric Field 

Table 503-5 Land Equipment used in the Field 
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3.5.3 Sea 

Table 503-6 describes the minimum test requirements to be used for the Above 
Deck Environment as defined in Clause 3.2. 
 

Test Requirement Description 

  

NCE04 Exported Transients Primary Power Lines 

NCE05 
Conducted Emissions, 30 Hz – 100 MHz, Power, Control and 
Signal Cables 

NCS01 Conducted Susceptibility Power Leads, 30 Hz – 150 kHz 

NCS02 
Conducted Susceptibility Control and Signal Cables,  
20 Hz to 50 kHz 

NCS07 
Conducted Susceptibility Bulk Current Injection, 4 kHz – 200 
MHz, Power, Control and Signal Cables 

NCS09 
Conducted Susceptibility Damped Sinusoidal Transients, 
Power, Control and Signal Cables and Power Leads, 1 kHz to 
100 MHz 

NCS11 
Conducted Susceptibility Imported Low Frequency on Power 
Leads (Ships) 

NCS12 Conducted Susceptibility Electrostatic Discharge 

NRE01 Radiated Emissions, 30 Hz – 100 KHz, Magnetic Field 

NRE02 Radiated Emissions, 10 kHz – 18 GHz, Electric Field 

NRS01 Radiated Susceptibility 30 Hz – 100 kHz, Magnetic Field 

NRS02 Radiated Susceptibility 50 kHz – 40 GHz, Electric Field 

NRS04 Radiated Susceptibility Magnetic Field (DC) 

Table 503-6 Sea Equipment used in the Above Deck Environment 
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Table 503-7 describes the minimum test requirements to be used in the Below 
Deck Environment. 
 

Test Requirement Description 

NCE04 Exported Transients Primary Power Lines 

NCE05 
Conducted Emissions, 30 Hz – 100 MHz, Power, Control and 
Signal Cables 

NCS01 Conducted Susceptibility Power Leads, 30 Hz – 150 kHz 

NCS02 
Conducted Susceptibility Control and Signal Cables,  
20 Hz to 50 kHz 

NCS07 
Conducted Susceptibility Bulk Current Injection, 4 kHz – 200 
MHz, Power, Control and Signal Cables 

NCS09 
Conducted Susceptibility Damped Sinusoidal Transients, 
Power, Control and Signal Cables and Power Leads,  
1 kHz to 100 MHz 

NCS11 
Conducted Susceptibility Imported Low Frequency on Power 
Leads (Ships) 

NCS12 Conducted Susceptibility Electrostatic Discharge 

NRE01 Radiated Emissions, 30 Hz – 100 KHz, Magnetic Field 

NRE02 Radiated Emissions, 2 MHz – 18 GHz, Electric Field 

NRS01 Radiated Susceptibility 30 Hz – 100 kHz, Magnetic Field 

NRS02 Radiated Immunity 50 MHz – 40 GHz, Electric Field 

NRS04 Radiated Susceptibility Magnetic Field (DC) 

Table 503-7 Sea Equipment used in the Below Deck Environment 
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Table 503-8 describes the minimum test requirements to be used in the sea 
Below Deck Environment Non Essential to 'Float, Move or Flight'. 
 

Table 503-8 Sea Equipment Non Essential to Float, Move or Flight 
  

Test Requirement Description 

NCE04 Exported Transients Primary Power Lines 

NCE05 
Conducted Emissions,  
30 Hz – 100 MHz, Power, Control and Signal Cables 

NCS01 
Conducted Susceptibility Power Leads,  
30 Hz – 150 kHz 

NCS07 
Conducted Susceptibility Bulk Current Injection, 10 kHz 
– 200 MHz, Power, Control and Signal Cables 

NCS09 

Conducted Susceptibility Damped Sinusoidal 
Transients, Power, Control and Signal Cables and 
Power Leads,  
10 kHz to 100 MHz 

NCS11 
Conducted Susceptibility Imported Low Frequency on 
Power Leads (Ships) 

NCS12 Conducted Susceptibility Electrostatic Discharge 

NRE01 Radiated Emissions, 30 Hz – 100 KHz, Magnetic Field 

NRE02 Radiated Emissions, 2 MHz – 18 GHz, Electric Field 

Compliance with relevant EU std as specified in the OJEC) 



  AECTP 500 
  Category 503 
   

 3-17 Edition E Version 1 
 
 
 

Table 503-9 describes the minimum test requirements to be used for Land Based 
Sea Support Equipment. 
 

Test 
Requirement 

Description Comment 

NCE04 
Exported Transients Primary Power 
Lines 

 

NCE05 
Conducted Emissions, 30 Hz – 
100 MHz, Power, Control and Signal 
Cables 

 

NCS01 
Conducted Susceptibility Power Leads,  
30 Hz – 150 kHz 

 

NCS02 
Conducted Susceptibility Control and 
Signal Cables, 30 Hz to 50 kHz 

Optional for EUT 
with Low LF or 
Audio System 

NCS07 
Conducted Susceptibility Bulk Current 
Injection, 10 kHz – 200 MHz, Power, 
Control and Signal Cables 

 

NCS09 

Conducted Susceptibility Damped 
Sinusoidal Transients, Power, Control 
and Signal Cables and Power Leads,  
10 kHz to 100 MHz 

 

NCS12 
Conducted Susceptibility Electrostatic 
Discharge 

 

NRE01 
Radiated Emissions, 30 Hz – 100 KHz, 
Magnetic Field 

 

NRE02 
Radiated Emissions, 2 MHz – 18 GHz, 
Electric Field 

 

NRS02 
Radiated Immunity 30 MHz – 40 GHz, 
Electric Field 

 

Table 503-9 Land Based Sea Support Equipment 
 

3.5.4 General Purpose Support Equipment 

For 3rd Line Maintenance Application refer to EU Standards as specified in the 
OJEC or IEC Standards. 
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CHAPTER 4 REFERENCES 

There are no references. 
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CHAPTER 5 DEFINITIONS AND ACRONYMS 

All relevant definitions can be found in AECTP 500. 
 
The following acronyms are used in this leaflet: 
AGSE  Aerospace Ground Support Equipment 
COTS  Commercial Off The Shelf 
EMC  Electromagnetic Compatibility 
GPSE  General Purpose Support Equipment 
HAS  Hardened Aircraft Shelter 
OJEC  Official Journal of the European Union 
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ANNEX A CIVIL EMC TEST REQUIREMENTS 

A.1 Civil Power Line Test 

The following Civil EMC Standards apply in accordance with Note 4 in Table 503-
1 and Table 503-2. 

A.2 EN 61000-6-4: Electromagnetic Compatibility (EMC) 

Part 6-4: Generic Standards – Emission standard for industrial environments. 
Test method: 
 

a. Conducted Emission AC Power Port 

b. Radiated Emission Enclosure 

A.3 EN 61000-6-2: Electromagnetic Compatibility (EMC) 

Part 6-2: Generic Standards – Immunity for Industrial Environments 
Consideration shall be given to the specification of ‘Performance Criterion’ as 
defined by the standard. 
Test method: 
 

a. Conducted Immunity Radio Frequency, Common Mode: Power and 
Signal Ports 

b. Fast Burst Transients: Power and Signal Ports 

c. Surges: Power and Signal Ports 

d. Voltage Dips: Primary Power Port 

e. Voltage Interruptions: Primary Power Port 

f. Power Frequency Magnetic Field: Enclosure 

g. Radio Frequency Amplitude Modulated Electromagnetic Field: 
Enclosure 

h. Electrostatic Discharge (ESD): Enclosure 

i. Cable Length and Applicability Criteria Apply 

 

A.4 EN 61000-3-2 Electromagnetic compatibility (EMC) 
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Part 3-2: Limits – Limits for Harmonic Current Emissions (equipment input 
current up to and including 16 A per phase) 
Test method: 
 

a. Harmonic Current Measurement: Primary Power Port 

A.5 EN 61000-3-3 Electromagnetic compatibility (EMC) 

Part 3: Limits – Section 3: Limitation of Voltage Changes, Voltage Fluctuations 
and Flicker in public low-voltage supply systems, for equipment with rated current 
≤16 A per phase and not subject to conditional connection 
Test Method: 
 

a. Voltage fluctuation measurement: primary power port 
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CHAPTER 1 AIM 

 
This Category details common electromagnetic environmental effects (E3) 
requirements to support the E3 test and verification programs detailed in: 
 
 a. AECTP 505 Air Platforms and Systems E3 Test and Verification 
 
 b. AECTP 506 Sea Platforms and Systems E3 Test and Verification 
 
 c. AECTP 507 Land Platforms and Systems E3 Test and Verification 
 
This Category is applicable to complete systems, both new and modified. 
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In the event of a conflict between the text of this document and the references cited 
herein, the requirements of this document takes precedence. Nothing in this 
document, however, supersedes applicable laws and regulations unless a specific 
exemption has been obtained. 
 
 
2.1 General 
 
The system shall be electromagnetically compatible among all subsystems and 
equipment within the system and with environments caused by electromagnetic 
effects external to the system. Verification shall be accomplished as specified herein 
on production representative systems. Safety critical functions shall be verified to be 
electromagnetically compatible within the system and with external environments 
prior to use in those environments. Verification shall address all life cycle aspects of 
the system, including (as applicable) normal in-service operation, checkout, storage, 
transportation, handling, packaging, loading, unloading, launch, and the normal 
operating procedures associated with each aspect. A platform is considered a 
system for the purposes of this document 
 
 
2.2 Electromagnetic Compatibility Advisory Board (EMCAB) 
 
Based on the complexity of the system under consideration, the National Acceptance 
Authority (NAA) shall decide if an EMCAB is required to discuss and track issues 
related to the E3 test and verification program. EMCAB membership shall comprise 
of National Acceptance Authority (NAA) and prime contractor representatives. NAA 
and the prime contractor shall serve as co-chairs of the EMCAB. The prime 
contractor shall be responsible for the recording of meeting minutes and action Items, 
and for the production of electromagnetic interference (EMI) impact assessments and 
EMI impact statements. The EMCAB will meet as often as required.

CHAPTER 2 APPLICABILITY AND REQUIREMENTS 
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3.1 Margins 
 
Margins shall be provided based on system operational performance requirements, 
tolerances in system hardware, and uncertainties involved in verification of system-
level design requirements. Safety critical and mission critical system functions shall 
have a margin of at least 6 dB. AECTP 508/3 provides the margins to be used for 
electrically initiated devices (EIDs) in Table 508/3-1 in absence of National criteria. 
 
3.2 Intra-System Electromagnetic Compatibility 
 
The system shall be electromagnetically compatible within itself such that system 
operational performance requirements are met. Compliance shall be verified by 
system-level test, analysis, or a combination thereof. 
 
3.3 External Electromagnetic Environments 
 
1. External electromagnetic environments (EMEs) and levels are detailed in the 
AECTP 250 series. Not all environments apply to all platforms and systems. Of 
particular note are AECTP 253 [Ref 1], 254 [Ref 2], 256 [Ref 3] and 258 [Ref 4]. The 
NAAshould identify applicable external electromagnetic environments. 
 
2. The system shall be electromagnetically compatible with its defined external 
radio frequency electromagnetic environment such that its system operational 
performance requirements are met. 
 
3.4 E3 Test and Verification Programs 
 
 
Platform and System E3 Test and Verification Programs shall include the following: 
 

a. A Configuration Check of the system equipment, software/firmware, 
components, cables, cable routings and terminations shall be performed to 
confirm the platform or system is constructed and configured in a manner that 
is representative of the final production level deliverable; 

 
b. A Functionality Check shall be performed to verify all platform and system 

functions and all installed subsystems and equipment meet stated operational 
performance requirements, specifications and tolerances; 

 
c. Functional Performance Baseline Tests shall be defined and repeated at the 

start or end of each test day, or start and end of each E3 Test segment; 
 

CHAPTER 3 TESTING 
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d. EMC Source-Victim Tests shall be performed to demonstrate platform or 
system intra-system EMC. These can include: 

 
(1) Broadband Source-Victim tests; 
 
(2) Narrowband Source-Victim tests based on potential frequency 

interference combinations determined by analysis; and 
 
(3) Power distribution system switching Source-Victim tests. 
 

e. Radio Frequency Safety tests, analysis or inspections shall be performed if the 
platform or system contains on board emitters; and 

 
f. Interoperability Tests shall be performed as required. For the purposes of this 

Category, Interoperability is taken to mean Radio communication/Radar 
Interoperability, the proper transfer of information between platforms and 
systems, and the proper and safe operation of supporting platforms and 
systems; e.g. fixed or rotary wing aircraft that will directly interoperate or 
function with a ship. 

 
 
3.5 Test Location 
 
The facility/location selected to perform the E3 Test and verification program shall be 
approved by the NAA in advance of the Test Program. 
 
3.6 Functional Hazard Analysis 
 
An E3 functional hazard analysis (FHA) shall be undertaken to identify functional 
hazards related to E3, classify them according to safety or reliability risks, and make 
recommendations to eliminate or mitigate the risks to meet the safety or reliability 
requirements set by the NAA. The margins specified in Clause 3.1 are examples of 
functional safety and reliability requirements. The E3 FHA may be a stand-alone 
document, or may be incorporated into a larger FHA that considers additional risks 
outside the scope of E3.  
 
3.7 RADHAZ (Radio Frequency Safety) 
 
1. The system design shall protect personnel, fuels, and ordnance from hazardous 
effects of electromagnetic radiation. Compliance shall be verified by test, analysis, 
inspections, or a combination thereof. 
 
2. The system shall comply with national criteria for the protection of personnel 
against the effect of electromagnetic radiation. NATO criteria are currently found in 
STANAG 2345 [Ref 5]. Compliance shall be verified by test, analysis, or combination 
thereof. 
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3. Fuels shall not be inadvertently ignited by radiated EMEs. The EME includes 
onboard emitters and the external EME. Compliance shall be verified by test, 
analysis, inspection, or a combination thereof. 
 
4. EIDs in ordnance shall not be inadvertently actuated during or experience 
degraded performance characteristics after exposure to the applicable external EME 
levels of AECTP 258 for both direct RF induced actuation of the EID and inadvertent 
activation of an electrically powered firing circuit. Compliance shall be verified by test 
and analysis. Testing and evaluation requirements are provided in AECTP 508 [Ref 
7]. 
 
3.8 EMC Source-Victim Tests 
 
1. EMC source/victim tests shall be developed for all flight safety, safety critical and 
mission critical equipment and subsystems and for all electrically initiated ordnance 
systems. 
 
2. The NAA shall approve, in advance of the E3 test and verification program, the 
specific equipment operating modes and associated failure or susceptibility criteria to 
be applied. 
 
3. Intra-system EMC compliance shall be verified by test for each EMC 
source/victim matrix developed. (An E3 test program of a large surface ship may 
include several EMC source/victim matrices). Intra-system EMC compliance of 
interior spaces shall be verified by test with all interior and exterior platform antennas 
radiating. 
 
3.9 Supporting Vehicle/Platform EMC 
 
Vehicles or platforms that are used to form part of the system or system installation 
(e.g. helicopters) shall be electromagnetically compatible with the system such that 
vehicle/platform operational performance requirements are met. An EMC 
source/victim test shall verify compliance of each individual class or family of vehicles 
or platforms. 
 
 
3.10 Radio Communication and Radar EMC Tests 
 
Tests involving radio communications or radar subsystems shall be repeated for 
each differing wave shape that may be transmitted or received. 
 
3.11 Commercial and Military Off-the-Shelf (COTS / MOTS) Items 
 
Commercial and Military Off-the-Shelf (COTS / MOTS) items shall meet 
electromagnetic requirements suitable for ensuring that system operational 
performance requirements are met.  Compliance shall be verified by test, analysis, or 
a combination thereof.  The following shall apply: 
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a. When Selected by the contractor - When it is demonstrated that a commercial 
item selected by the contractor is responsible for equipment or subsystems 
failing to meet stated operational performance requirements, either the 
commercial item shall be modified or replaced or interference suppression 
measures shall be employed, so that stated operational performance 
requirements are met; 

 
b. When Specified by the NAA - When it is demonstrated by the contractor that a 

commercial item specified by the NAA for use in the system is responsible for 
failure of the equipment or subsystem to meet its stated operational 
performance requirements, the data indicating such failure shall be presented 
to the NAA. No modification or replacement shall be made unless authorized 
by the NAA; and 

 
c. Government Furnished Equipment (GFE) - When it is demonstrated by the 

contractor that a GFE is responsible for failure of an equipment or subsystem 
to meet its stated operational performance requirements, the data indicating 
such failure shall be presented to the NAA.  No modification shall be made 
unless authorized by the NAA. 

 
See also AECTP 500 Clause 1.2.3 and Annex A for further guidance and 
requirements for COTS/MOTS Procurement 
 
 
3.12 Electromagnetic Spectrum Compatibility 
 
A national application for frequency supportability form, or equivalent, shall be 
submitted to the NAAfor review for each RF transmitter, receiver and antenna. 
 
 
3.13 Electrical Bonding 
 
The system, subsystems, and equipment shall include the necessary electrical 
bonding to meet the E3 requirements of this standard. Compliance shall be verified 
by test, analysis, inspections, or a combination thereof, for the particular bonding 
provision. 
 
 
3.14 Lightning 
 
The testing of equipment and systems to all aspects of the lightning threat is not fully 
covered in the AECTP 500 series. The following is a summary of that content and 
shall apply to platforms/systems as directed by the NAA: 

 
 
a. Direct Effects:  Aircraft platforms are not addressed by this edition of AECTP 

500. AECTP 505 includes tests for platform level clearance of electronic 
equipment due to induced effects of a lightning strike to the aircraft. 
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Guidance on direct effects testing can be obtained from DO-160, Section 23 
[Ref 6]; 

 
b. It is not normal practice to undertake any direct lightning strike tests on ships 

except where there are radomes or other non-conductive covers etc high up 
on the ship. For these items, direct effects tests are advised and the 
procedures used for aircraft radomes are applicable. For non-metallic ships 
again there is little or no lightning testing except to ensure that the lighting 
protection system (finials etc. on mast(s) and their conductors to an earth 
plate under the hull have a low ohmic connection); and 

 
c. Testing for weapon systems is covered comprehensively in AECTP 508/4 

[Ref 8]. This addresses possible damage mechanisms due to burn through, 
hot spots, dielectric puncture and mechanical stresses. 

 
 
3.15 EMSEC/ TEMPEST 
 
By virtue of their electrical nature, devices subject to the current standard are able to 
produce radiated and conducted emanations. In case of classified IT (information 
technology) these emanations can transmit classified information. National security 
information shall not be compromised by emanations from classified information 
processing equipment. Compliance shall be verified by test, analysis, inspections or 
a combination thereof. For further information about system EMSEC / TEMEPST 
requirements, and procedures to qualify IT products, contact your NTA (National 
TEMPEST Authority) and access the NATO EMSEC / TEMEPST website at: 
http://www.ia.nato.int/niapc/tempest. 
 
3.16 Emission Control (EMCON) 
 
When tactical EMCON conditions are imposed, surface ships, submarines and 
airborne systems electromagnetic radiated emissions shall not exceed (-105) 
dBm/m2 at one kilometre in any direction from the system over the frequency range 
of 500 kHz to 40 GHz, when using the resolution bandwidths listed in Table 504-1. 
This requirement applies to land platforms only if specified by the NAA.  Applications 
which require a large degree of electromagnetic stealth may require lower EMCON 
limits, if specified by the NAA. When tailoring EMCON limits, the ambient EME in the 
anticipated theatre of operations and the capability hostile EM detection equipment 
(direction finding, signal detection, and identification) should be taken into account. 
Compliance shall be verified by test and inspection. 

 

 

 

FrequencyRange 
(MHz) 

6 dB Bandwidth 
(kHz) 

0.5 – 1 1 

http://www.ia.nato.int/niapc/tempest
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1 – 30 10 

30 – 1000 30 

1000 - 40000 100 

Table 504-1 EMCON Bandwidths 

Notes: 
1. Video filtering shall not be used to bandwidth limit the receiver response. 
2. Larger bandwidths may be used, but no correction factors are permissible. 
3. MIL-STD-464 [Ref 10] provides guidance on EMCON. 
 
3.17 Documentation and Deliverables 
 
The following documentation shall be submitted for approval by the NAA: 
 

a. Functional Hazard Analysis Report; 
 
b. E3 Test and Verification Procedures; 
 
c. E3 Test and Verification Report; 
 
d. E3 Integration and Analysis Report, that includes EMI control drawings to 

depict the locations of the following: 
 

(1) physical warning measures to support Radio Frequency safety (e.g. 
signage, barriers, fences); 

 
(2) bonding and grounding provisions by welding, bolting, clamping or 

straps; 
 
(3) non-metallic and non-magnetic material; 
 
(4) Radar absorbing materials; and 
 
(5) other EMI control measures. 
 

e. Electromagnetic spectrum compatibility data including frequency supportability 
forms and a radio frequency spectrum utilization chart; 

 
f. EMC source/victim matrices; 
 
g. Flash point temperature data of all fuels and oils; 
 
h. Bulkhead panel penetration report that describes: 
 

(1) Bulkhead location (e.g. deck level, side or quadrant of a ship); 
 
(2) Type of penetration (e.g. pipe, conduit, shielded cable, transit block); 
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(3) Exposed cable length(s); 
 
(4) Test point identification (as applicable; i.e. cable 

number/identification and termination); 
 
(5) Cable types; 

 
(6) Equipment or sub-system; 
 
(7) Drawing number; and 
 
(8) Bonding data and date. 
 

i. Antenna specification and measurement data report containing: 
 

(1) Antenna location drawing(s); 
 
(2) Detailed antenna configuration, antenna, antenna coupler, multi-

coupler and filter construction diagrams; 
 
(3) Detailed antenna, antenna coupler, multi-coupler and filter 

specification data; 
 
(4) VSWR test data of each antenna installation; and 
 
(5) Smith chart test data of each antenna installation. 
 

j. Antenna obstacle interaction matrix. (i.e. a matrix for antennas that identifies 
the impact to antenna radiation patterns due to in-band and out-of-band RF 
responses, blockages, line of sight issues, diffraction, reflections and other 
impacts to the antenna radiation pattern); and 

 
k. Self-defence coverage diagrams. (I.e. a diagram showing where ordnance 

subsystems or target or tracking subsystems are blocked).
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CHAPTER 4 ACRONYMS 

 
EMCAB  Electromagnetic Compatibility Advisory Board 
EMCCP  Electromagnetic Compatibility Control Plan 
EMITP  Electromagnetic Interference Test Plan 
EMITR  Electromagnetic Interference Test Report 
GFE   Government Furnished Equipment 
NDI   Non Development Item 
VSWR  Voltage Standing Wave Ration
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CHAPTER 1 AIM 

 
The aim of this category is to present verification approaches for demonstrating the 
ability of military aircraft to operate in the electromagnetic (EM) environment. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENTS 

 
2.1. APPLICABILITY 
 
This category is to be used as a guide in establishing verification methodology for a 
particular aircraft application. 
 
2.2. REQUIREMENTS 
 
2.2.1. The EM Environment 
 
The EM environment is broken down into two domains: 
 
2.2.1.1. Frequency Domain 
 
Environmental waveforms, whose energy is concentrated about a particular 
frequency (which usually is modulated carrier), an example is high intensity radiated 
fields (HIRF) from sources such as ground communication and radar transmitters. 
These waveforms are usually manmade. 
 
2.2.1.2. Time Domain 
 
Environmental waveforms, which are discrete pulses and whose energy is spread 
across a wide portion of the frequency spectrum, examples are nuclear 
electromagnetic pulse (NEMP) and lightning.  These waveforms may be manmade or 
natural. 
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2.2.2. Electromagnetic Environment Effects (E3) Requirements 
 
Typical EM environments relevant to aircraft are defined in AECTP 258 Ref [1], which 
defines the requirements for clearing aircrafts against electromagnetic effects. The 
purpose of this document is to provide verification approaches to provide E3 
certification at the aircraft system level to ensure safe and effective operation in the 
EM environment. Test methods for qualifying electrical and electronic equipment are 
covered in AECTP 501 Ref [2]. The inter-relationship of this document and Refs [1], 
and [2] is presented in Figure 505-1. The phenomena of electrostatic charging in 
flight and associated test procedures are covered separately in STANAG 3856 Ref 
[3]. 
 

AECTP 258

E3 - Requirements

for Aircraft

Systems and Equipment

AECTP 501

EMI Test Methods

for Aircrafts

Electrical and Electronic Equipment

AECTP 505

Verification Methodology

for the

Electromagnetic Hardness of Aircraft

 

 
Figure 505-1: Family Tree of Aircraft E3 Certification 
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2.2.3. Systems Engineering Approach To E3 Verification 
 
E3 requirements shall be verified through an incremental verification process. 
"Incremental" implies that verification of compliance with E3 requirements is a 
continuing process of building an argument (audit trail) throughout the development 
of an aircraft that the design satisfies the imposed performance requirements. Initial 
engineering design must be based on analysis and models. This phase may use 
legacy data from previous programmes, and EM modelling code predictions, or more 
likely, a combination of these. As hardware becomes available, testing of elements of 
the aircraft can be used to validate and supplement the analysis and models. The 
design evolves as better information is generated. When the aircraft is actually 
produced, any necessary testing of the aircraft with any follow-on analysis completes 
the incremental verification process. 
 
The correct balance of analysis and test to verify a particular requirement is generally 
dependent on the degree of confidence in the results of the particular method, 
technical appropriateness, associated costs, and availability of assets. 
 
Analysis and testing complement each other, prior to the availability of hardware, 
analysis may be the only tool available to ensure that the design incorporates 
adequate provisions. Testing may then be oriented toward validating the accuracy 
and appropriateness of the models used. The level of confidence in a model with 
respect to a particular application determines the balance between analysis and 
testing. 
 
The use of EM modelling codes or the analysis of legacy data from previous tests to 
predict coupling into an airframe can provide an important role in risk reduction in the 
early stages of a programme.  The role of analysis and modelling can be summarised 
as follows: 

a. Determination of appropriate design requirements to be included in the 
equipment EMI specifications or standards. 

b. Use as a design tool to prevent costly design mistakes being made in 
the electromagnetic hardness design of an aircraft. It should also be 
able to assess the impact of airframe and installation design changes 
on the electromagnetic hardness of the aircraft. 

c. Use as an aid to designing aircraft test arrangements and minimising 
test error such as that incurred by testing aircraft on the ground. 

 
Figure 505-2 shows the flow down of the stresses on the outside of the aircraft to 
required strengths (imposed EMI requirements) of the onboard equipment to ensure 
that equipment does not respond. This figure pictorially shows the basic theme 
addressed throughout much of this document. External EM environments exist 
outside of the aircraft structure. They can be described in terms various physical 
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quantities such as electromagnetic fields or surface currents. Transfer functions 
describe the relationship between these stresses and the stresses that appear as 
fields, voltages, or currents inside the aircraft. The transfer functions take into 
account basic electromagnetic features of the aircraft and any tailored hardening 
included to addressing E3. The transfer functions can be determined through analytic 
techniques, testing, or a combination. The choice of appropriate physical quantities is 
important.  For example, bulk cable currents can be estimated through analysis and 
are commonly used to test equipment on the aircraft and in the laboratory. Margins 
relate the known hardness (strength) of an equipment item to the actual stresses that 
are present. They should be used based on aircraft operational performance 
requirements, tolerances in aircraft hardware, and uncertainties involved in 
verification of aircraft-level design requirements. Safety critical and mission critical 
aircraft functions shall have a margin of at least 6 dB. Ordnance shall have a margin 
agreed by the relevant National Safety approving authorities. Where no other 
agreement is reached 16.5 dB of maximum no-fire stimulus (MNFS) for safety 
consequences and 6 dB of MNFS for reliability consequences shall be used. 
Due the uncertainties of using analytical models with the complexities of aircraft 
design from an EM standpoint, testing is essential to completing a convincing 
verification argument. This document emphasises the testing aspect of verification. 

Safety Margin

(Typically 6 dB)

Stress Reduction
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Figure 505-2: Stress/Strength Relationship and Margins 
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CHAPTER 3 TESTING 

 
3.1. THE PERFECT FINAL EM VERIFICATION TEST 
 
It is useful to discuss the “perfect” test to assess the E3 hardness of an aircraft. The 
ultimate and most accurate assessment of the ability of an aircraft to operate in any 
electromagnetic environment is to expose it to that environment. The assessment 
must simulate actual in-flight conditions.  It must be conducted for all illumination 
angles and polarisations (injection paths in the case of lightning), all variations of 
possible parameters of the threat (such as operating frequency and modulation for 
frequency domain threats), all aircraft configurations, and all operating modes of 
onboard equipment. For all environments, the total volume of the aircraft needs to be 
fully illuminated to the stresses of the EM fields or applied currents to ensure that all 
coupling mechanisms are properly explored. 
 
Ideally, the aircraft should not be connected to ground power or hydraulic supplies as 
these will affect the coupling of the EM environment into the vehicle. The aircraft 
must be powered from its own internal sources and for many equipment items and 
sub-systems, APU power may be adequate. Evaluation of the engines systems 
themselves can only be effectively conducted with the engines running. Finally, the 
tests should be repeated with the aircraft in flight so that the effect of the ground is 
minimised in the measurements, and the sub-systems such as flight control are 
operating with proper sensor inputs and aerodynamic feedback. 
 
Small changes in any of the above can dramatically affect results such as the shape 
and the amplitude of the induced currents on the cable bundles. The upset 
bandwidth for electronic equipment can be very narrow therefore limited spot 
frequency testing for frequency domain threats can miss potentially dangerous 
malfunctions. 
 
The above "perfect" approach is technically impractical for many reasons, such as 
the problems of supporting the aircraft on a test stand with engines running, 
removing the effects of the ground, and generating adequate uniform fields over the 
volume of the aircraft, using adequate frequency coverage. 
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3.2. AN EXAMPLE OF A PRACTICAL APPROACH 
 
An actual final test may involve limited irradiation of the aircraft with threat level fields 
or, in the case of lightning, injecting threat level currents at selected points. As an 
alternative approach with lower facility costs than testing the total aircraft with threat 
simulators, the following methodology is being increasingly used:  

a. Measure the coupling of EM energy (transfer function) into the interior 
of the aircraft over the total frequency band of all the environments by 
illuminating the aircraft with low level swept continuous wave (CW) 
radiated fields or by injecting swept CW currents into the airframe. 
These measurements can be made in “free field” conditions or in a 
reverberation chamber, where the aircraft is illuminated by a 
statistically random field in terms of illumination angle and polarization 
providing a “worst case” coupling assessment. 

b. Use suitable signal processing algorithms and compute from the 
coupling measurements, the currents that would be induced by the 
various frequency domain and time domain environments on the wiring 
systems. 

c. Directly inject the predicted threat currents onto the wiring systems for 
frequencies up to 400 MHz, and irradiate the equipment and its wiring 
being assessed with simulated threat fields starting from 100 MHz. 
Frequency domain threats should be appropriately modulated to 
simulate emitter parameters. This testing can be applied at system rig 
level (alternatively termed the systems integration facility), providing 
the rig is an accurate representation of the aircraft system. 

 
An advantage of this approach is that there is no requirement for large fixed site 
facilities consequently the equipment required can be transported to any site. This 
approach may also be used simply to expedite testing at the aircraft level. If upsets 
are not being observed, then testing of various illumination angles, polarisations and 
aircraft configurations is relatively fast. 
 
A disadvantage of this approach is that any departure from the "perfect" approach 
may not verify all possible conditions. Some limited full threat testing may still be 
required by the customer to provide confidence in this approach. The more detailed 
methodology that follows, attempts to produce a "worst case" assessment and 
provide the required confidence that the verification recommendation is valid. 
Additionally, the non-linearity associated with lightning especially when dealing with 
an airframe utilizing a high percentage of carbon fiber composite (CFC) material may 
lead to significant underestimation of the coupled stresses. In this latter case high 
level injection is recommended.  The less the extrapolation required the less the 
potential error. 
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3.3. VERIFICATION PROCESS 
 
Figure 505-3 provides a flow chart showing the basic routes in assessing the E3 
hardness of an aircraft, from conception to the final "release to service statement" for 
all applicable EM threats. Each of the steps shown is discussed in the following 
clauses. Clause 8.5 deals with the detailed test procedures at aircraft level as applied 
to frequency domain threats such as one of the EME environments as defined in the 
AECTP 258 Ref [1]. Clause 8.6 outlines the procedures for dealing with time domain 
threats at aircraft level such as NEMP and lightning, indicating commonality where 
appropriate. 
 
The methodology required to achieve E3 verification is a process that starts as early 
as possible and continues throughout the development of the aircraft. The testing 
portion can be divided up into three categories, namely: equipment testing, system 
rig testing, and whole aircraft testing. The degree of testing will depend on the 
criticality of the sub-system with sub-systems performing SAFETY CRITICAL 
functions such as flight, armament, and engine control being subject to more 
stringent requirements than systems performing ESSENTIAL (MISSION CRITICAL) 
or NON-ESSENTIAL functions. 
 
Testing at equipment and sub-system level can significantly reduce the degree of 
testing at the aircraft level. It has the advantage that more flexibility exists than at 
aircraft level to enable more comprehensive testing to be performed in terms of 
frequency coverage, different modulation types and different equipment operating 
modes. Testing at aircraft level is time consuming and expensive. 
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Figure 505-3: Flow Chart Showing Routes for E3 Verification 
 
 
3.3.1. Design Assessment And Control Procedures (Step 1) 
 
3.3.1.1. E3 Programme Management 
 
It is essential that E3 issues be addressed through all phases of a new aircraft 
programme to minimise the risk of problems at a late stage where retrospective 
action would, even if practical, be extremely costly. 
 
At the beginning of the programme, the E3 requirements and the criticality of 
individual equipment and subsystems in terms of function performed needs to be 
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defined. A decision may be made to vary the E3 requirements depending on 
functional criticality and program constraints. For example it may be decided to apply 
lightning to safety critical functions only, but NEMP to both mission and safety critical 
functions. The assumption being that lightning would only affect one aircraft in a 
squadron and this attrition could be acceptable, whereas NEMP would affect the 
whole squadron and therefore jeopardise the mission. 
 
3.3.1.2. EMI Requirements for Electrical and Electronic Equipment 
 
Ensuring that appropriate EMI requirements are imposed on electrical and electronic 
equipment is the most effective means of ensuring compatible operation both among 
onboard equipment items and with external environments. The selected 
requirements for particular items should be based on other equipment that is 
onboard, and on analysis and modelling of the aircraft design and installation, taking 
due account of the location and any protection provided which contributes to 
attenuation of external field and currents. EM modelling codes using techniques such 
as method of moments and geometric theory of diffraction can be used to estimate 
coupled levels. Legacy data from previous aircraft types can be invaluable in 
estimating the expected internal stresses to be seen by the equipment and hence 
setting the requirement levels or defining the need for enhanced protection. 
 
The equipment EMI requirements shall address both conducted and radiated 
emissions and susceptibility (immunity) in both the frequency and time domain as 
appropriate to ensure both intra-system compatibility and compatibility with external 
environments. Ref [2] provides testing methods that are up-to-date and represent a 
major step forward in producing results which are repeatable and that can be used 
effectively in verification of the aircraft. Requirement levels are generally dependent 
upon individual applications and are therefore not included in Ref [2]. 
 
The use of commercial off-the-shelf (COTS) equipment or items developed on 
previous military programs is a common approach by aircraft programs to reduce 
overall development costs (See AECTP 503 [Ref 4]). The use of this equipment 
requires that a suitability analysis be performed to assess whether the equipment 
can be used without introducing E3 problems. Additional testing may become 
necessary or tailored hardening may need to be implemented in the aircraft to protect 
the equipment. In some cases, alternative equipment may need to be found if the 
proposed equipment simply cannot be integrated without problems. 
 
Two documents that are useful for ensuring that EMI issues are properly addressed 
are an EMI Control Plan (EMICP) and EMI Test Procedures (EMITP).  

a. EMICP shall include a description of the equipment with emphasis on 
interface circuits and the methods of protection to be adopted. This 
information is vital to allow the cable loom design to be successful. 
Furthermore the equipment manufacturer shall indicate how it is 
intended to ensure that the EMI performance of the equipment will be 
maintained throughout the production and service life. 
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b. EMITP shall include a detailed description of each test method 
interpreted for the subject equipment along with the specified levels 
that must be met, equipment operating modes, and a definition of the 
failure criteria of the equipment during the test. 

 
 
3.3.2. Equipment Qualification Testing (Step 2) 
 
Formal EMI testing of equipment usually occurs well into the program but hopefully 
before aircraft system level testing. Prior to this stage, EMI testing of breadboard or 
prototype models are very helpful to identify weak area in the design and appropriate 
fixes. This approach minimises the risk that the equipment will fail its formal 
qualification test, with the associated cost and schedule penalties that would be 
incurred. EMI qualification testing can yield useful information which will help conduct 
a more effective aircraft test by providing information on types of malfunction, critical 
frequencies and levels at which malfunctions may occur for responses that are not 
considered significant enough to fix on their own merits. 
 
The EMITP that deal with susceptibility (immunity) characteristics and that are most 
closely associated with clearing an aircraft for use in external EM environments 
include both frequency domain and time domain aspects. 
 
For the frequency domain threats, two basic test procedures are used. First, the 
equipment under test (EUT) is radiated with radio frequency (RF) fields suitably 
modulated at the expected internal threat level. Second, RF currents are injected into 
the equipment’s wiring by means of current transformers - bulk current injection 
(BCI). This procedure is limited to an upper frequency of 400MHz because of 
practical difficulties. 
 
For time domain threats, again two basic procedures are used. First, time domain 
current waveforms are injected into the wiring of the EUT using BCI techniques. In 
the case of lightning, NEMP, and load switching transients, damped sine waves are 
injected into the wiring over the frequency band 10 kHz to 100 MHz. To cover the 
resistive/diffusion part of lightning, double exponential wave shapes are injected into 
the grounding leads on the EUT or applied by other means. 
 
Ref [2] should be consulted for suitable equipment test procedures. 
 
3.3.3. System Integration Rig Testing (Step 3) 
 
For equipment performing flight and mission CRITICAL functions, testing and 
evaluation at integration facilities should be performed where this is practical, thereby 
significantly reducing the required amount of aircraft test time. For example, system 
integration tests, using BCI or radiated susceptibility test techniques, conducted on a 
mock-up of the final installation may reduce the degree of on-aircraft testing required. 
However, it must be shown that the mock-up adequately characterises the final 
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installation. The bonding and grounding of the system, the composition and lay-up of 
the wiring harnesses, and the relative positions of the elements to each other and the 
ground plane shall be closely representative of the actual installation. If the rig is built 
in the form of an "iron bird" where the cable runs are identical to the aircraft and are 
adjacent to a skeleton of metal such that the cable loom impedance is very similar to 
that obtained on the aircraft, then a significant test programme could be carried out 
on the rig with meaningful results. Being representative does not just mean the 
behaviour of the electrical signals in the intended bandwidth (often quite low) of the 
equipment, but also the behaviour of the out-of-band signals that arise in the E3 
threat band of concern. 
 
Test levels shall be selected appropriately to reflect the predicted internal 
environment. 
 
Even if the integration rig is not electromagnetically representative, it is still possible 
to investigate the upset behaviour of the complete system with all the active 
feedback simulated. This information will indicate very accurate and meaningful 
definitions of upset criteria. For flight control systems, a rig with simulated 
aerodynamic feedback is the only mechanism for determining this criteria; aircraft 
testing on the ground does not provide aerodynamic feedback. 
 
3.3.4. Aircraft Test Approach Decision (Test 4)  
 
a. General 
 
Some test techniques may be more appropriate considering the size of the aircraft 
and the practicality of illuminating or evaluating the entire structure with the 
appropriate external environment. The various proposed procedures are considered 
to be viable and are the subject of continuing evaluation. 
 
b. Choice of Aircraft Test Procedure 
 
There are two main approaches to aircraft testing. 
 

1. The first utilises the Low Level Coupling technique (LLC) test (Step 5) 
using a sine wave (continuous wave (CW)) swept in frequency to 
measure airframe attenuation (transfer functions) and confirm that 
system integration test levels or laboratory EMI testing reflect the true 
internal environment. 

 
Depending on frequency, the LLC technique can be accomplished 
through field illumination of the aircraft or directly driving currents on 
the airframe. Additional high level equipment or aircraft system testing 
(Step 7) may ultimately be required if the levels used in EMI testing or 
rig testing were not adequate or the integration rig was not adequately 
representative. For greater confidence for EME testing, some spot 
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frequency testing at high levels may be desirable as further 
confirmation of acceptable test results regardless of the LLC results. 
While the LLC techniques can be used for lighting indirect effects, an 
alternative method is to inject a double exponential current waveform 
into the aircraft that is a scaled version of the lightning threat and 
measure the resulting induced levels on cables. 
 

2. The second approach (Step 8), for EME and NEMP, involves radiating 
the aircraft at levels representative of the external EM environment 
over the complete frequency band or pulse shape and amplitude in the 
case of time domain threats. This concept requires the generation of 
uniform fields over the complete volume of the aircraft. There are only 
a few appropriate test facilities worldwide, especially when large 
aircrafts are concerned. If a “Full Threat” test is not available or 
possible, Steps 5-7 are the suggested approach in these cases. For 
lightning indirect effects under Step 8, currents equal to the full threat 
are injected into the airframe. Full threat testing is usually not 
performed due to little availability of test equipment capable of 
achieving full threat at the aircraft level and concerns with possible 
latent degradation of airframe components or electronics. 

 
3.3.5. Aircraft Testing– EME And Similar Frequency Domain Threats (Steps 5-
8) 
 
3.3.5.1. Coupling Assessment (Step 5) 
 
a. General 
 
Several procedures that can be used to determine the coupling between the external 
EM field and the internal aircraft systems in this step are briefly described as follows. 
 
The basic approach consists in assessing the induced current on bundles below 
400 MHz and assessing the induced field in internal aircraft areas resulting from 
external free field radiation above 100 MHz. 
 
The breakpoint of 400 MHz is not clear cut. It depends on when RF penetration of 
the aircraft structure becomes a factor. It is therefore necessary to overlap the two 
procedures to ensure that the primary coupling route is tested. 
 
b. Low Level Direct Drive (LLDD) Test using Current Drives 
 
This test is used to measure the transfer function at relatively low signal levels 
between the aircraft skin current and currents induced on individual equipment wiring 
bundles.  
 



AECTP 500 
Category 505 

 

 
 3-9 Edition E Version 1 
   

 
 

The first step consists in determining the worst case aircraft skin current densities 
resulting from free field external radiation for many angles and polarization 
radiations. This worst case can be obtained by numerical simulation using 3D 
electromagnetic codes. 
 
The second step consists in optimizing an injection setup that induces airframe skin 
current densities representative of skin current densities calculated on first step, 
using 3D electromagnetic codes. The extrapolation factor between free space worst 
case aggression and injection setup aggression is derived from respective current 
densities (first step and second step). 
 
The third step consists in building the injection setup defined in second step and 
verifying the consistency between measurement and simulation on skin current 
densities. This step is indeed intended to provide evidence on the validity of the 
numerical model. 
 
The fourth step consists in injecting current onto the aircraft placed inside the 
injection setup and measuring the bundles currents. Transfer functions with respect 
to worst free space aggression are obtained by combining measurement results on 
bundles and the extrapolation factor calculated in second step.  
 
Figure 505-4 shows a simplified representation of the test arrangement with the 
return current via the Ground Plane. It is equally acceptable to use a coaxial rig 
similar to that shown in Figure 505-11 rather than the Ground Plane. Nose-to-tail and 
nose-to-wing coaxial rigs are typical. For the current return path of the coaxial rig, the 
use of wires or metallic grids is equally acceptable although metallic grids do provide 
a better waveguide for higher frequency operations.  
 
This test method has improved sensitivity compared with the low level swept field 
illumination (LLSC) described below and therefore is less demanding with respect to 
signal sources and power amplifiers.  The determination of the scaling factor needs 
high attention and accurate modeling as well as accurate simulation and is a 
fundamental point in the LLDD technique. It is most useful for the frequency band 
from 10 kHz to a few tens of MHz. The upper frequency limits depends on size of 
aircraft and degree of fuselage attenuation. The use of the direct drive technique 
above the first airframe resonance is allowed with the coaxial rig provided it is 
supported with numerical simulation. If it can be shown by measurements or 
numerical simulation that there is a good correlation of LLSC and LLDD also in 
higher frequency ranges a maximum frequency limit of up to five wavelength of the 
largest dimension can be acceptable for LLDD. 
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Figure 505-4: Direct Injection Test Arrangements 
 
c. Low Level Swept Coupling (LLSC) test using Field Illumination <400 MHz. 
 
The response of both aircraft and system cable bundles to external field illumination 
is resonant in nature and is dependent on both the structure and the installation. An 
external field illumination test is best suited to measure this response. 
 
This procedure is used to measure directly the transfer function between the external 
field and the induced currents on equipment cable bundles. The aircraft is uniformly 
illuminated sequentially from all four sides by both horizontally and vertically 
polarized swept frequency fields, and the currents induced on the equipment cable 
bundles are measured. Figure 505-5 shows a typical test arrangement. 
 
The ratio of this current to the illuminating field strength is computed and the induced 
current is normalized what it would be at 1 V/m. This approach provides the transfer 
function in terms of induced current per unit external field strength, which can then be 
extrapolated to the required RF threat field strength by multiplying the induced 
current at 1V/m by the external RF field strength. The extrapolated RF currents for all 
measurement configurations for each bundle being assessed are overlaid and a 
worst case induced current profile produced. 
 
Due to the standing waves induced on the cable bundles, the technique becomes 
questionable above 400 MHz where the measurement error makes internal field 
measurements described below the more valid technique. 
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The comparison between the worst case current signature for a particular wire 
bundle and the induced current at the test level or malfunction of the equipment is 
made over discrete frequency bands such as 0.05 - 0.5 MHz, 0.5 - 30 MHz, and 30 - 
100 MHz. This breakdown into coarse bands is required because resonances may 
differ between the equipment test and the aircraft test. The alternative method of the 
octave enveloping technique of the worst case current signature can be used to the 
previous one. Octave Enveloping involves enveloping one frequency octave lower 
and higher than the frequency of the peak amplitudes in the current transfer function. 
Typical current transfer functions have multiple amplitude peaks.  The enveloped 
conducted susceptibility system test current is set at the peak current value for all 
frequencies that are one octave lower and higher than the frequency of the peak.  An 
octave either side of any peak can be determined by multiplying the frequency of the 
peak by ½ to set the lower octave frequency and multiplying by 2 for the upper 
octave frequency. As an example, frequency span for octaves on either side of a 
peak at 3 MHz would be 1.5 MHz and 6 MHz. 
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Figure 505-5: LLSC Setup Using Field Illumination 

 
d. Low Level Swept Field (LLSF) test >100 MHz. 
 
The illumination procedure used is similar to that given in previous section. The 
electric fields in the internal bay fields are measured instead of the cable bundle 
current. Various techniques are used to ensure that the maximum internal field in the 
vicinity of the equipment is measured. Dependent on the space available, multi-point 
measurements or mode stirring can be used. In this frequency band, more localized 
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illumination of the aircraft is permissible providing the complete bay area where the 
equipment is situated is illuminated to ensure leakage through any access points into 
the bay (such as hatches) is measured. 
 
e. Alternative Low Level Coupling Test using a Reverberation Chamber of typical 
30 MHz (or even lower if affordable and manageable) to 18GHz. 
 
An alternative approach currently under evaluation in various countries for use in 
coupling and susceptibility measurements on aircraft and equipment is the 
reverberation chamber. This technique can be used as an alternative to the 
LLSC/LLSF procedures above. It can directly measure either the transfer function 
between the external field and current induced on the equipment cable bundles or 
the attenuation provided in the aircraft bays (ratio of the external to internal fields). 
The lower frequency range of the chamber is a function of the chamber size, the 
lower the required measurement frequency the larger the required chamber size. 
Figure 505-6 shows an example of a reverberation chamber: 

 

 
Figure 505-6: Example of Reverberation Chamber for Aircraft Testing 

 
A mode stirred or reverberation Chamber is a shielded enclosure with the smallest 
dimension being large with respect to the wavelength at the lowest useable 
frequency. The chamber is normally equipped with a mechanical tuning/stirring 
device whose dimensions are significant fractions of the chamber dimensions and of 
the wavelength at the lowest useable frequency. When the chamber is excited with 
RF energy the resulting multi-mode electromagnetic environment can be “stirred” by 
the mechanical tuner/stirrer. The resulting environment at any physical location 
varies substantially as the tuner is rotated; however, the environment is both isotropic 
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and uniform when “averaged” over a sufficient number of positions of the mechanical 
tuner/stirrer. 
 
By placing an aircraft in such a chamber, the currents induced on the cable bundles 
and the internal bay fields can be measured whilst the aircraft is illuminated. The 
advantage of the technique is that all aspect angles are covered including the 
underside of the aircraft, which is normally very difficult to irradiate adequately. The 
disadvantage is that the lowest useable frequency response of the chamber is limited 
by its size.  Full details of the design of these chambers can be found in NIST 
Technical Report 1092 Ref [4]. 
 
Such chambers are increasingly being used for immunity testing at the equipment 
level due to their high efficiency or producing desired fields with minimum input 
power. 
 
Typical standard chambers off the shelf are designed for the frequency range 80 
MHz up to 18 GHz or even 40 GHz. The starting frequency of the chamber becomes 
lower as the size of the chamber is larger A reasonable limit of the lowest usable 
frequency of a chamber which can be built and still is more efficient than free field 
testing, is 30 MHz for high level testing. Below this frequency the effort for building a 
chamber grows dramatically and the benefit vanishes because the chamber is that 
large that it comes close to free field testing but if low level testing is of interest even 
lower frequencies can make sense. 
 
The calibration process of the chamber should be, except for the following two 
paragraphs, the same as for small chambers (MIL STD 461 E): validation of the field 
uniformity and isotropy, determination of the chamber characteristics (quality factor, 
time constant for pulsed tests, standard deviation, normalized fields, insertion 
loss…). The reference value shall be the average of the maximum of all measured 
components of the E-field over the tuner rotation, as described in MIL STD 461 E for 
equipment testing. As the aircraft may load the chamber in a significant way, it is 
recommended to realize a full calibration of the chamber in the presence of the 
aircraft (9 probe positions randomly located in the test volume, the distance between 
the probe positions and the aircraft and chambers walls shall  be greater than 1 m or 

/4 at the lowest test frequency.  The probe shall be positioned in order to prevent 
alignment with the main lobe of the transmit antenna). This allows: 
 

i. To check that the chamber loading does not affect the field uniformity 
and that statistical properties can be applied, 

 
ii. to determine the external environment more accurately than by using 

the empty chamber calibration data and the Chamber Loading Factor 
(CLF) related to the aircraft, and 

 
 to determine the time constant for pulsed tests more accurately. 
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3.3.5.2. Test Level Assessment (Step 6) 
 
This step involves making a comparison of the results of the transfer function 
measurements in Step 5 with demonstrated equipment hardness levels from BCI or 
radiated field testing in Steps 2 or 3. If compared with results from Step 2, some 
caution needs to be exercised due a possible lack of equivalence because of 
differences in installation such as cable lengths, screening (shielding), bonding, and 
cable composition. This aspect highlights the need to follow the requirement in Ref 
[2] that equipment cabling simulate actual installation and usage. Of course, similar 
issues can exist in the integration rig, if the cabling does not reflect the actual aircraft 
installation. 
 
If Step 5 shows induced cable currents or internal fields above known hardness 
levels (including any assigned safety margins) then additional equipment testing in 
accordance with Step 7 is appropriate. A similar conclusion could be reached if 
assessments indicate potential vulnerabilities or there are questions concerning 
whether the testing at the integration rig (Step 3) or EMI laboratory (Step 2) 
sufficiently represented the aircraft installation. Alternatively, additional work under 
Steps 2 or 3 could be performed. Also, some aircraft hardening measures could be 
implemented to reduce the internal levels. 
 
3.3.5.3. Additional High Level Equipment Testing (Step 7) 
 
a. General 
 
The purpose of this step is to evaluate the performance of equipment items at full 
threat levels as installed in the aircraft. The aircraft and relevant equipment shall be 
fully operational. The equipment shall be operated in various modes to ensure that 
the equipment is adequately evaluated and shall be placed in maximum sensitivity 
configurations. The applied signals, whether cable injected or radiated, shall be 
modulated as specified in Clause 8.5.5. 
 
b. High Level Direct Drive Test 
 
Under this approach, high level currents representative of the actual threat are 
directly injected into the airframe, using techniques similar to those described for 
direct drive under LLDD above (Step 5). This approach can only be applied if the 
scaling factor has been determined properly. This scaling factor has to be used to 
determine the power levels required for High Level Direct Drive.  It is essential that 
modeling predictions or LLSC measurements are made to determine the skin current 
distribution that will exist for different polarizations and aircraft illumination directions 
so that these can be accurately simulated during this test. 
 
The BCI technique described in the next section evaluates one equipment interface 
at a time. This procedure has the advantage of testing all interfaces of all equipment 
simultaneously. However, it is presently restricted in frequency to below the first 
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airframe resonance due to the technical difficulties in ensuring the skin current 
pattern matches that which would be obtained with free field radiation. If it can be 
shown by measurements or numerical simulation that there is a good correlation of 
LLSC and LLDD also in higher frequency ranges, a maximum frequency limit of up to 
five wavelength of the largest dimension can be acceptable for LLDD 
 
c. High Level Bulk Current Injection <400 MHz 
 
The purpose of the test is to evaluate equipment performance when RF currents are 
injected onto its wiring via a current transformer. The installed system is tested using 
BCI with the test levels determined from Steps 5 and 6. Each bundle in the system is 
tested by injection of the required current, which is monitored by a separate current 
probe. If a bundle branches, then each relevant branch containing wiring of the 
system under test may need to be tested. 
 
Since the effect being evaluated under BCI is a common mode event where all 
aircraft wiring will be excited at the same time, simultaneous bulk current injection on 
more than one wire bundle may be required on redundant systems to ensure that the 
redundant features don’t produce overly optimistic results. 
 
d. High Level Equipment Field Illumination Test >100 MHz 
 
This test is applied either to equipment installed on the aircraft or to equipment in a 
representative rig. The equipment and its associated wiring are illuminated by a 
localised high level RF field. The magnitude of the RF field is determined by taking 
the levels determined in Step 5 and extrapolating to that which would exist if the 
aircraft were in the RF threat environment. The radiating antenna needs to be far 
enough away to ensure that the total volume of the equipment and λ/2 of the wiring is 
simultaneously and uniformly illuminated during testing. 
 
3.3.5.4. Aircraft high level testing 10 kHz - 18 GHz (Step 8) 
 
This procedure relies on being able to generate EM fields external to the aircraft 
equal to the RF threat Environment. The aircraft and onboard equipment should be 
fully operational. The equipment should be operated in various modes to ensure that 
the equipment is adequately evaluated and shall be placed in maximum sensitivity 
configurations. The fields shall be modulated as specified in Clause 8.5.5 
 
For frequencies below 400 MHz, uniform illumination of the aircraft would be ideal. 
This should be the priority in frequency ranges where the airframe and cable 
resonances are dominant. The minimum antenna positions below 400 MHz shall be 
4 quadrants around the aircraft. Figure 505-7 shows possible positions for a fixed 
wing aircraft and a rotorcraft. The separation distance of the antennas from the 
center of the test site should be at least 1.5 times the length of the aircraft. The aim is 
to produce less than a 3 to 4 dB variation over the length of the aircraft. A measuring 
antenna is placed at the location of the aircraft prior to its placement (Figure 505-7). 
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Figure 505-7: Fixed Wing Aircraft and Rotorcraft Antenna Positions < 

400MHz 
 
Above 400 MHz, spot illumination is practical. The priority in this upper frequency 
range is to ensure all leakage points into the bay housing the equipment under test 
are uniformly illuminated. The various portions of the aircraft are then illuminated by 
sequential antenna positions over the length of the aircraft. In either case, care 
should be taken not to pick an antenna position that will expose the aircraft 
extremities to fields greater than the test level. This could happen to a wing mounted 
engine system when using a side position off the wing tip to illuminate the fuselage 
with the desired field. The minimum antenna positions for frequencies above 400 
MHz shall be the 4 quadrants and the tail, cockpit, nose and engines. Figure 505-8 
shows possible positions for a fixed wing aircraft and a rotorcraft. Relevant apertures 
on the bottom and top side of the aircraft may be illuminated by using reflection 
planes (such as wheel bays). The separation distance between the transmitting 
antenna and the aircraft should be equal to or greater than the far field boundary of 
the transmitting antenna. As the separation distance is increased to allow the 
antenna beamwidth to illuminate the test area, there will be a decrease in the field 
which will have to be compensated by an increase in transmitter output (this may or 
may not be possible for the site’s equipment). The frequency coverage shall be 
sufficient to ensure that all resonant effects are adequately measured. 
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Figure 505-8 Fixed Wing Aircraft and Rotorcraft Antenna Positions > 400MHz 

 

3.3.5.5. Alternative High Level Testing 10 kHz – a few tens of MHz using 
direct drive techniques 
 
For aircraft high level testing between 10 kHz and a few tens of MHz, the use of 
direct drive techniques presented in §8.5.1 above the first airframe resonance are 
permitted as an alternative to field illumination provided it is supported with numerical 
simulation. The test setup shall be optimized for the induced skin currents to cover to 
worst case in-flight skin currents due to various incidence and polarisation plane 
waves. For high level testing, the use of metallic grids for current return is mandatory 
to achieve a significant equivalent field level versus available power ratio. The 
numerical model of the test setup shall be validated through skin current 
measurements.  
 
When the power is provided by a ground power unit (GPU), the GPU and the cable 
link to the aircraft shall be isolated from the ground. Note also that the tires have to 
be isolated from the ground plane to control the current path on the airframe and the 
termination load. 
 
3.3.5.5.1. Alternative High Level Testing using a Reverberation Chamber 30 
MHz to 18 GHz 
 
The use of mode stirred reverberation chambers for high level testing of aircraft in the 
frequency range 30 MHz to 18 GHz according to the procedure presented in §8.5.1 
is also acceptable as an alternative technique to field illumination. For high level 
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testing, reverberation chambers offer a high field level versus available power as well 
as full illumination of the aircraft. Moreover, all backdoor coupling paths can 
conveniently be covered through mode tuning. 
 
3.3.5.6. Modulation 
 
In all the applied frequency domain tests for Steps 7 and 8, the RF shall be 
modulated with representative modulations. Modulation frequencies are sometimes 
selected that are related to the internal operating frequencies of the equipment under 
evaluation or simulate particular threats. The following modulation types are an 
attempt to define a baseline modulation: 

 

10 kHz to 400 
MHz: 

1 kHz square wave modulation of depth >90 percent. The peak 
of the test signal  shall meet the requirements based on the 
peak and average environment 
 

 Continuous Wave (CW). The peak of the test signal shall meet 
the requirements based on the peak and average environment. 
 

400 MHz to 18 
GHz: 

1 kHz pulse modulation of at least 90 percent depth. The pulse 
width should be commensurate with the expected environment. 
Normally 1-10uS is used. The peak of the test signal shall meet 
the requirement based on the peak environment 
 

 1 kHz square wave modulation of at least 90 percent depth. The 
peak of the test signal shallmeet the requirement based on the 
average environment 
 

 CW. The peak of the test signal shall meet the requirement 
based on the average environment. 
 

 
Consider switching the signal on and off at a 1 Hz to 3 Hz rate and 50 percent duty 
cycle for an EUT which may have a low frequency response (such as flight control 
equipment). When using 1 Hz to 3 Hz modulation, ensure that sweeping or frequency 
stepping is suspended during the “off” period of the modulation. 
 
In determining the modulation to be used, consideration shall be given to the overall 
system response times to ensure that the modulation frequency is below the cut off 
for the equipment under evaluation. 
 
3.3.6. Aircraft Testing – Time Domain Testing, NEMP (Steps 5 - 8) 
 
"Full Threat" simulator testing is the preferred method for reliable NEMP hardening 
confirmation. This kind of simulator testing should be preferred whenever applicable 
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and possible. The method involves placing the aircraft in large simulators that 
produce as near to the threat pulse as can be engineered considering the large size 
of the simulators and the problems in obtaining the correct waveform. A small 
number of available simulators can actually accomplish full threat. The simulators 
must be capable of covering all important polarisations and illumination angles. Often 
the highest coupling to the aircraft for horizontal polarisation is with the aircraft 
illuminated from the side or the tail, which conflicts with the normal illumination angle 
for maximum simulator field, being directly overhead. 
 
If “Full Threat” simulator testing is not possible, "Low Level" pulse testing can be 
used. This is a lower cost option where a lower level, scaled version of the threat 
waveform is used. It is easier to generate a more representative waveform at these 
levels. The extrapolation from “Low Level” testing to “Full Threat” behaviour is valid 
only for linear effects. The non-linear effects are not covered with this method.  
 
Another replacement method for “Full Threat” simulator testing is CW testing. The 
aircraft is illuminated (LLSC) or currents are injected (LLDD) by low level, coupling 
CW, free fields or injected power and the coupling response is measured in 
magnitude and phase on the aircraft wiring. If phase measurements are not possible 
the Minimum Phase Algorithm (MPA) shall be applied to determine the levels in the 
time domain. If phase and magnitude data is available the time domain response is 
obtained by the inverse Fourier Transformation. Providing the frequency coverage is 
adequate, the coupling of any time domain threat to the aircraft's wiring can be nearly 
predicted. Again with this method there are some shortfalls concerning non-linear 
effects of electronics equipment under test. 
 
For all three of the procedures, the measured currents have to be extrapolated to 
those that would be produced from the full threat and current injection techniques 
used to inject the predicted threat currents directly into the wiring using Bulk Current 
Injection (BCI) techniques. 
 
Coupling Assessment (Step 5) 
 
A LLSC assessment can be performed in a similar fashion to the RF evaluation 
previously discussed in Clause 8.5.1 b and c. The transfer function can be generated 
by means of swept frequency field illumination of the aircraft. From this transfer 
function, the time domain response of the cable bundles can be determined by 
suitable algorithms, providing the transfer function has been measured over a wide 
frequency range. 
 
3.3.6.1. Test Level Assessment (Step 6) 
 
The LLSC results are converted to time domain waveforms on cable bundles by 
suitable signal processing algorithms to predict the cable bundle currents that would 
be produced when the aircraft is exposed to the threat environment. This process 
involves mathematical convolution of time domain waveforms and the use of Fourier 
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Transforms to convert between the frequency domain and time domain. The 
waveshape and amplitude of the currents induced on aircraft wiring during exposure 
to time domain threats will vary significantly with changes in polarisation, illumination 
angle and aircraft configuration. Among the factors responsible are changes in the 
dominating resonant frequencies and changes in the phase relationship between the 
individual frequency components. As a result there is no unique induced current 
waveshape on a particular bundle for a given waveshape. 
 
The methodology for Step 6 for NEMP is essentially the same as Clause 8.5.2 for RF 
testing. Known hardness levels for equipment are compared to results of the transfer 
function determinations. Since prior testing will have used waveforms (such as 
damped sinusoids) that are not identical to those found during transfer function 
assessments, a judgement is required to decide if prior equipment testing is 
adequate to demonstrate required hardness. If additional testing is necessary to 
characterise the equipment performance, Step 7 is a good alternative. 
 
3.3.6.2. Additional High Level Equipment Testing (Step 7) 
 
The normal means for performing additional testing is using the BCI procedures 
discussed in Clause 8.5.3c for RF testing. The primary difference is that it is 
desirable to produce the time domain waveforms resulting from the transfer 
functions. Depending on drive levels required, an arbitrary waveform generator in 
conjunction with a power amplifier may be able to develop the waveform. An 
alternative is to use the worst case threat currents predicted and a ringing frequency 
determined from Step 6 to determine the frequency and amplitude of a damped 
sinusoid to use for testing. This testing can be applied when the equipment is fitted to 
the aircraft or to a fully representative system rig. 
 
3.3.6.3. Aircraft High Level Testing (Step 8) 
 
Figure 505-9 & 505-10 show diagrams of typical horizontal and vertically polarised 
NEMP simulators based on dipole antennas. The aircraft is placed underneath 
(horizontal simulators), or to one side (vertical simulator) of, the simulator and 
illuminated with a threat field as close as practical. Another type of “Full Threat” 
NEMP simulators is an open waveguide application which generally provides a 
vertically polarized electromagnetic field and a relatively large homogenous test 
volume. The aircraft equipment is operational during the test. Induced currents and 
voltages are measured during the test along with the applied field wave shape. Any 
shortfall in the characteristics of the driving waveform has to be made good by direct 
current injection of the extrapolated threat currents into the aircraft wiring. For some 
aircraft programs, these types of simulators have been used only for determining 
transfer functions with equipment level testing being used to identify potential upsets 
or failures. The issue is whether the simulators produce a sufficient number of pulses 
to adequately evaluate equipment performance. 
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To minimize the impact of the ground on the coupling to the aircraft, the aircraft 
should be mounted on a non-conductive stand. However, this can compromise the 
ability to run the engines, which is essential not only to check their correct operation, 
but also to provide proper system operation in modern aircraft, where there is 
significant system interaction during flight. 
 

 
Figure 505-9: Illustration of a Horizontally Polarised NEMP Simulator 

 

 
Figure 505-10: Illustration of a Vertically Polarised NEMP Simulator 
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3.3.7. Aircraft Testing: Time Domain Testing, Lightning 
 
3.3.7.1. Introduction 
 
This document addresses only the indirect effects of lightning, which deal with 
electrical transients resulting from the electromagnetic fields produced by lightning. 
At present, there is no STANAG that addresses verification of aircraft protection 
against the direct effects of lightning caused by attachment of the lightning channel to 
the structure. 
 
To some extent, lightning has to be treated differently than the other threats as the 
coupling mechanism is different. The highest threat from lightning is that caused 
when the lightning directly couples into the airframe by virtue of the lightning using 
the aircraft as part of its discharge path. Free field coupling measurements described 
for RF threats and NEMP are therefore invalid. Full threat testing using the actual 
threat is also somewhat impractical. The techniques used to provide verification for 
lightning, and in common use, are centered around direct injection techniques using 
a return conductor system around the aircraft. Currents are then directly injecting in 
the airframe, between 1 kA and full threat (200 kA) using a test waveform 
representing the first return stroke (Current Component A) of the lightning waveform. 
 
Issues regarding whether test levels approaching full threat are necessary or 
advantageous have not been settled. Valid points can be made supporting either, low 
level and high level testing. Scaling of low level testing is more conservative in some 
ways. Either approach can be technically supported.   Lower level testing is the most 
common technique. Some of the issues are as follows: 
 

a. Currents will redistribute due to surface flashover or other non-
linearity's occurring at high current levels in the aircraft structure. 

 
b. Equipment may be protected by non-linear semiconductor devices, 

which will change the nature of equipment cable bundle currents 
depending upon the levels to which they are stressed. 

 
c. Testing using multiple pulses at high levels may introduce latent 

damage mechanisms in the test aircraft and introduce questions as to 
its reliability for field use. 

 
3.3.7.2. Coupling Assessment/High Level Equipment Test Route (Steps 5-
7) 
 
For lower level assessments, the basic methodology for Steps 5 through 7 is the 
same as previous discussed. A ground plane as shown in Figure 505-4 is sometimes 
used for performing low level characterisation of the aircraft. However, a return 
conductor arrangement as shown in Figure 505-11 and described under Step 8 is 
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preferred to produce more realistic current distribution. Either LLSC currents of the 
order of 10A are injected into the airframe over a frequency range of approximately 
100 Hz to 100 MHz or low level, time domain waveforms are applied. The currents 
induced on the various cable bundles are measured and scaled to the lightning threat 
waveform using Fourier transforms and convolution techniques for LLSC or simple 
scaling for time domain. In some cases, “pin” voltages are measured at electrical 
interfaces with equipment. If demonstrated equipment hardness is not adequate, the 
scaled currents can then be directly injected into the cable bundles on the aircraft 
using bulk current injection techniques via a current probe or by injection between 
the equipment case and ground depending on the injected waveshape. 
 
3.3.7.3. Aircraft High Level Testing (Step 8) 
 
The general setup to perform whole aircraft testing (whether high level or low level) to 
lightning indirect effects is described in this section. This is achieved by arranging the 
aircraft to be the centre conductor of a coaxial transmission line. The termination of 
the line would ideally be that of the lightning channel itself but this would require very 
large and powerful pulse generators to be used. As the dominant coupling arises 
from the passage of current through the airframe, the termination of the line is 
arranged to suit the requirements of the pulse generator to ensure that high levels of 
current with the required waveshape are produced. The outer shield of the coaxial 
line is formed by conductors such as aluminium plates or copper tubes placed along 
the chosen lightning path, such as nose to tail or nose to wing-tip, following the 
contour of an equipotential magnetic field. The equipotential contour chosen is a 
compromise between the need to keep the conductors far enough away from the 
airframe to prevent flashover and the need to keep the inductance of the whole 
arrangement to that which can be tolerated by the pulse generator used. 
 
One advantage of using tubes is that diagnostic wiring can be run in the tubes in 
what is a very quiet electromagnetic environment. A diagram of the test arrangement 
is shown in Figure 505-11. 
 

Twelve Tubes

15 mm Copper

Inject Load
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Figure 505-11: Plan View of a Lightning Return Conductor Rig 

 
The portion of the aircraft which is enclosed by the coaxial return conductors 
depends on the current path between the likely lightning attachment points and the 
location of equipments and cable bundles along the current path. Common 
configurations would be nose to fin-tip or wing-tip for a fixed wing aircraft and nose to 
tail rotor or main rotor hub to skid/undercarriage for a helicopter. 
 
A pulse generator for this work is usually a capacitor discharge system, often a high 
energy "Marx" arrangement with variable damping waveshape to be used which 
depends to a certain extent on the materials used in the construction of the airframe. 
Ideally the double exponential form of Current Component A defined in Ref [1] should 
be used. However, it is often difficult to reproduce the waveform and alternative 
waveforms are used. For a well bonded airframe constructed from high conductivity 
materials, the prime coupling will be due to field penetration through apertures and 
sufficient testing could probably be achieved by using either a damped sinusoid or a 
short double exponential pulse, providing both have the required rate of rise. If the 
airframe is constructed from poorly conducting materials such as Carbon Fiber 
Composite, then a double exponential waveshape with long fall time can be used.  In 
both of these cases the wiring responses are extrapolated to full threat to give the 
correct peak currents, voltages and waveform. 
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3.4. INTRA-SYSTEM ELECTROMAGNETIC COMPATIBILITY (EMC) TESTING 
 
Intra-system EMC requirements seek to ensure that the various onboard equipments 
are electromagnetically compatible among themselves. Verification of intra-system 
EMC through testing supported by analysis is the most basic element of 
demonstrating that E3 design efforts have been successful. 
 
Although analysis is an essential part of the early stages of designing or modifying a 
system, testing is the only truly accurate way of knowing that a design meets intra-
system EMC requirements. An anechoic chamber is desirable for system-level 
testing to minimise reflections and ambient interference that can degrade the 
accuracy of the testing and to evaluate modes of operation that are reserved for war 
or are classified. 
 
The following list provides guidance on issues that should be addressed for intra-
system EMC testing: 
 

a. Potential interference source versus victim pairs shall be systematically 
evaluated by exercising the subsystems and equipment onboard the 
system through their various modes and functions, while the remaining 
items are monitored for degradation. 

 
b. A frequency selection plan shall be developed for exercising antenna-

connected transmitters and receivers. This plan should include: 
 

1. Predicable interactions between transmitters and receivers such 
as transmitter harmonics, intermodulation products, other 
spurious responses (such as image frequencies), and cross 
modulation.  The acceptability of certain types of responses will 
be system dependent. 

 
2 Evaluation of transmitters and receivers across their entire 

operating frequency range, including emergency frequencies. 
 
3 Evaluation of electromagnetic interference emission and 

susceptibility issues with individual subsystems. 
 

c. Margins shall be demonstrated for explosive subsystems and other 
relevant subsystems. 

 
d.  Operational field evaluation of system responses found in the 

laboratory environment shall be performed (such as flight testing of an 
aircraft to assess responses found during testing on the ground). 
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e. Testing shall be conducted in an area where the electromagnetic 
environment does not affect the validity of the test results. The most 
troublesome aspect of the environment is usually dense utilization of 
the frequency spectrum, which can hamper efforts to evaluate the 
performance of antenna-connected receivers with respect to noise 
emissions of other equipment installed in the system. 

 
f. Testing should include all relevant external system hardware such as 

weapons, stores, provisioned equipment (items installed in the system 
by the user), and support equipment. 

 
g. It shall be verified that any external electrical power used for system 

operation conforms with the power quality standard of the system. 
 
Operational testing of systems often begins before a thorough intra-system 
electromagnetic compatibility test is performed. Also, the system used for initial 
testing is rarely in a production configuration. The system typically will contain test 
instrumentation and will be lacking some production electronics. This testing shall 
include the exercising and evaluation of all functions that can affect safety. It is 
essential that aircraft safety-of-flight testing be done to satisfy safety concerns prior 
to first flight and any flight thereafter where major electrical and electronic changes 
are introduced. 
 
A common issue in intra-system EMC verification is the use of instrumentation during 
the test. The most common approach is to monitor subsystem performance through 
visual and aural displays and outputs. It is usually undesirable to modify cabling and 
electronics to monitor signals to assess subsystem performance, since these 
modifications may change subsystem responses and introduce additional coupling 
paths. However, there are some areas where instrumentation is important. 
Demonstration of margins for critical areas normally requires some type of 
monitoring. For example, electro-explosive initiating devices require monitoring for 
assessment of margins. 
 
Some antenna-connected receivers, such as airborne instrument landing systems 
and identification of friend or foe, require a baseline input signal (set at required 
performance levels) for degradation to be effectively evaluated. Other equipment that 
transmits energy and evaluates the return signal, such as radars or radar altimeters, 
need an actual or simulated return signal to be thoroughly assessed for potential 
effects. 
 
The need to evaluate antenna-connected receivers across their operating ranges is 
important for proper assessment. It has been common in the past to check a few 
channels of a receiver and conclude that there was no interference.  This practice 
was not unreasonable in the past when much of the potential interference was 
broadband in nature, such as brush noise from motors.  However, with the 
waveforms associated with modern circuitry such as microprocessor clocks and 
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power supply choppers, the greatest chance for problems is for narrowband spectral 
components of these signals to interfere with the receivers. Therefore, it is common 
practice to monitor all antenna-connected outputs with spectrum analysis equipment 
during an intra-system electromagnetic compatibility test.  Analysis of received levels 
is necessary to determine the potential for degradation of a particular receiver. 
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CHAPTER 5 ACRONYMS 

 
 
The following acronyms used in this category are: 
BCI Bulk Current Injection 
COTS Commercial-Off-The—Shelf 
CW Continuous Wave 
E3 Electromagnetic Environmental Effects 
EM Electro Magnetic 
EMC Electromagnetic Compatibility 
EMI Electromagnetic Interference 
EMICP Electromagnetic Interference Control Plan 
EMITP Electromagnetic Interference Test Procedure 
EUT Equipment Under Test 
FOL Fibre Optic Link 
HF High Frequency 
HIRF High Intensity Radiated Fields 
LEMP Lightning Electro Magnetic Pulse 
LLSC Low Level Swept Coupling 
LLSF Low Level Swept Field 
NAA National Aviation Authority 
NEMP Nuclear Electro Magnetic Pulse 
MNFS Maximum No Fire Stimulus 
RF Radio Frequency 
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CHAPTER 1 AIM 

 
The aim of this category is to characterize and evaluate  electromagnetic parameters 
of sea platforms and systems, by performing the applicable tests and verifications in 
the Electromagnetic Environment that the equipment must be able to withstand. 
This is necessary for the following subjects: 
 
1. The ship’s EM susceptibility, considered in an integral way, including 

Weapons, Communications, and Platform systems. This information is needed 
to achieve shipbuilding design that considers EMC as an overall operational 
requirement. 

2. Optimize NATO operations by minimizing inter-ship EMI. 
3. Ensure that all installed electrical/electronic equipment and systems, including 

newly installed systems, are self-compatible as well as compatible with the 
intended electromagnetic environment. 
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CHAPTER 2 APPLICABILITY 

 
This category provides guidance, specific requirements, and detailed procedures for 
conducting “whole’ ship electromagnetic interference (EMI) testing of NATO ships 
and small crafts. 
 
EMI testing characterizes the electromagnetic (EM) signature of newly built ships and 
ships receiving major repair or overhaul work that changes its electromagnetic 
characteristics. 
 
Electromagnetic Compatibility (EMC) considerations and performance specifications 
should be directed toward determining the ships EM behaviour, considered as one 
system. 
 
Information on platform and systems EMI susceptibility is required for spectrum 
management and safety procedures. 
 



AECTP 500 
Category 506 

 

 
 2-2 Edition E Version 1 
   

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

INTENTIONALLY BLANK 



AECTP 500 
Category 506 

 

 
 3-1 Edition E Version 1 
   

 

 

CHAPTER 3 GENERAL REQUIREMENTS 

 
Ship EM characterization requires analysis and testing activities which contain 
information on both susceptibility and emission of naval equipment, systems, and of 
the overall naval platform. See also MIL-STD 1605A [Ref 1]. 
 
EMC program efforts should include obtaining the AECTP 501 [Ref 2] equipment 
level EMI test results to determine susceptibility and emissions of equipment that will 
be installed on the ship. Commercial Off The Shelf (COTS) equipment intended for 
use in light industrial environments may also be used in areas where special 
attention is paid to zoning and the appropriate measures are taken at the zone 
borders. These measures are given in section 5. Appropriate levels are determined 
by the design authority. 
 
A reference to a risk assessment of the procurement of COTS equipment and the 
use in military (naval) environments can be found in Annex A “Risk Assessment of 
COTS/MOTS Procurement” of the AECTP 500 [Ref 3]. 
 
For example; it is possible to harden susceptible equipment against EMI by building it 
into an enclosure that protects it form the EM-environment on board of navy ships. 
Other examples are the use of shielding measures to power-supplies and attached 
cabling to COTS equipment. 
 
The following topics are of particular importance: 
 
 
3.1. EMISSION INFORMATION 

1. Emission frequencies and field strengths of radiated EM fields from 
equipment. 

2. Emission frequencies and current or voltage levels of conducted EMI from 
equipment.  

3. Field strengths and characteristics generated by communication and radar 
antennas. 

4. Radiated emission generated by equipment in the different areas, both above 
and below deck.  

5. Currents induced on cables running in inner and outer deck areas, induced by 
conducted emission or radiated emission.  



AECTP 500 
Category 506 

 

 
 3-2 Edition E Version 1 
   

 

 

3.2. SUSCEPTIBILITY INFORMATION 

1. Susceptible frequencies and field strengths of exposed equipment to radiated 
EM fields including Thresholds of Susceptibility. 

2. Susceptible frequencies and current or voltage levels of exposed equipment to 
conducted EMI. 

3. Susceptibility to spikes or transients due to radiation (NEMP, LEMP, etc.) or 
conduction (voltage spikes, etc.) including the associated peak values. 

 
Other useful information includes spectrum certification by national standards or 
processes that allow legal operation of the transmitting equipment. This information is 
used for: 

4. EMC Design Evaluation. 

5. Topside Design Modelling and Evaluation. 

6. Electromagnetic Pulse (EMP) Hardness. 

7. Determining RADHAZ Areas (HERP, HERO and HERF ). 

8. Determining loss of sensitivity of receiving antennas. 

9. Installation Criteria and Rules. 

10. Spectrum Management. 

11. Hard Kill / Soft Kill (HK/SK) Parameters. 
 
 
Shipboard testing should be performed during new ship Sea Acceptance Tests 
(SAT). Some tests can be selected for controlling the ship’s EM characterization 
during its lifetime, such as during retrofit of new equipment. 
 
Urban areas may restrict radiation of high-powered systems, including HF 
communications (> 500 Watts) and Radar (> 1000 Watts). Testing of shipboard 
emitters must be consistent with local spectrum policy, and generally requires 
underway testing. 
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3.3 TEST PRECAUTIONS 
 
Certain tests precautions and environmental controls are required to ensure test 
validity/repeatability: 

1. Location of the ship: 

a. No cranes closer than 50 metres. 

b. All cranes in close proximity (50 – 75 metres) must have the boom(s) 
stowed. 

c. No large metallic structures close to the ship such as rigging or 
scaffolding. 

d. No ships berthed adjacent or next to the ship under test. 

2. Emission Control (EMCON) measures active. 

3. Man Aloft may be required for visual survey 

4. Health and safety criteria shall be obeyed during transmitting and other safety 
critical tests. 

5. Operational situation on board shall be taken into account. 

6. Ship’s force participation in actual testing and operation of systems involved in 
testing. 

7. The use of transmitters for communication during the tests shall be controlled 
in such a way that the tests are not influenced. 
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3.4 EM CHARATERIZATION TESTING  
 
Testing needs to be planned and co-ordinated with all participating personnel to 
ensure optimum use of dockside and underway test time. 
 
A Test / Trial Plan needs to be prepared, listing specific equipment by nomenclature, 
location, operating frequencies and operating mode to be tested. Equipment to be 
tested and monitoring positions should be determined to assist in establishing an 
estimated time requirement for completing the total survey. 
 
After the tests are concluded a Test / Trial report shall be prepared; see Clause 4.12. 
Test / Trial Reports should provide sufficient information to determine the following: 

1. Test data and summary of test data in graphical forms, if necessary for the 
clarity of presentation. 

2. Test conclusions and recommendations. 

3. The cause and severity of any interference detected. 

4. Options for reducing or eliminating any interference. 

5. Estimated manpower and materials required for any recommended changes, 
and any effects on the ships schedule. 

6. The responsibility for any additional work or material required; see 
Clause 4.12.3.
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CHAPTER 4 E3 TEST AND VERIFICATION PROGRAM 

 
Before commencing the actual tests and verification program, the installation of 
cables and equipment shall be checked for good EMC installation implementation, 
and equipment operation must be verified to ensure a successful ship test program. 
 
To determine complete ship electromagnetic characterization the E3 Test and 
Verification Program shall address the following: 

1. AC/DC Power Quality. 

2. Background Noise Levels (Ambient). 

3. Field Strength Inside and Outside the Ship’s Hull. 

4. Inter-systems Interference of the Ship’s Top Deck Transmitters and Receivers. 

5. Radiating all Ship Transmitters. 

6. Ship’s Hull Attenuation. 

7. Spectrum (Frequency Range) of all Transmit Antennas. 

8. Radiation Patterns of the Ship’s Communication Antennas. 

9. Impedance Measurement of Communication Antennas. 

10. Susceptibility to Pulsed Environments (including NEMP and LEMP). 

11. RADHAZ Zones. 
 
All tests are implemented in a test / trial procedure specifically prepared for a 
platform, taking into account specific environment, equipment specifications, platform 
missions, and operational priorities. When performing measurements, test / trial 
procedures shall include method, locations, equipment, frequencies, etc. 
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4.1. POWER QUALITY 
 
Shipboard power should meet the requirements of STANAG 1008 [Ref 4]. 
 
Due to voltage and power switching operations, uncontrolled power fluctuations, 
transients, and spikes can occur. Equipment connected to ships power should be 
able to withstand these fluctuations, transients, and spikes within established 
specifications. During the platforms first trials, the complete power generation and 
distribution system shall be checked. This can be ensured by installing monitors in 
the main switching board, distribution cabinets, transformer stations, and at locations 
of power control equipment. 
 
Power Quality monitors must remain in place long enough to ensure the power 
information collected, provides an adequate sample of the variations expected under 
normal operational conditions, such as using heavy cranes, switching on and off of 
radars, and other equipment. During and after these operations, power should still 
fulfil the limits specified in [Ref 4]. This testing need only be performed on the first 
ship of a ship class. 
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4.2. BACKGROUND NOISE 
 
Shipboard equipment can produce radiated emissions, which can interfere with 
receiving systems. This can be caused by the equipment itself or by improper 
installation on board. To provide an indication of the platform RF environment, 
ambient noise measurements need to be made at several locations around the 
platform. This provides information about the sensitivity degradation of receiving 
systems. Additional system information can be determined when measurements 
include the receiving system, for example the antenna cable and receiver input. 
 
When the receiver system degradation exceeds the required limits, the source(s) of 
the noise needs to be investigated to determine if radiated interference can be 
reduced or eliminated 
 
This test requires a phased approach and shall be performed at a location with a low 
background noise in the following sequence: 
 
1. Phase I testing: The ship shall be as silent as possible. This can be achieved 

by applying the following: Electrical/electronic equipment shall be turned on 
but transmit mode shall not be enabled during Phase I testing. 
Communications equipment shall be on and not keyed. Radars shall have 
antennas rotating but not transmitting. Other ship electronic systems shall be 
set to a mode that prevents them to radiate from the antenna. 

2. Phase 2 testing: All topside and below deck transmitters and receivers shall 
be operated to represent the normal operational electromagnetic environment 
when the ship is at least 90 kilometre from shore. 

 
These Phases include measuring electromagnetic emissions from specified, installed 
(non-portable) electrical equipment within specified shipboard areas to determine 
whether these emissions are potential interference sources to the ship’s electronic 
systems. In addition, Phase I tests determine the susceptibility of equipment/systems 
to ships portable communication transmitters.  
 
Phase I tests shall be performed at a time and location where the external local man-
made electrical and natural RF ambient environment does not exceed the levels in 
Figure 506-1 in the frequency range from 2 MHz to 460 MHz (HF, VHF and UHF) 
using Table 506-1 receiver settings (i.e. spectrum analyser settings).  
 
Furthermore, when the unintentional emissions exceed the actual receiver noise floor 
with 10 dB , source location techniques shall be used to isolate and ultimately 
mitigate the excessive emissions. Phase I test shall be conducted with electrical 
electronic equipment/systems switched on, in accordance with Clause 4.2.2. 
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Figure 506-1: Emission Limit for Top Side Ambient RF Environment 

 
 

 

Frequency Range 
6dB Resolution Bandwidth 

(RBW) 
Minimum Sweep Time 

(Seconds) 

2 MHz – 30 MHz 10 kHz 

150 * Span 
RBW * VBW 

30 MHz – 1 GHz 100 kHz 

1 GHz – 6 GHz 1 MHz 

Table 506-1: Measurement Bandwidth Settings 

 
 
4.2.1. Electrical Equipment Requiring Background Noise Testing 
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4.2.1.1. Preliminary Examination (Phase I) 
 
Prior to executing the background noise testing an examination shall confirm that: 

1. Bonding, grounding, and other techniques for EMC and safety have been 
accomplished. 

2. Applicable multi-couplers, filters and blankers are installed and working 
correctly. 

3. There is no missing or visibly defective electronic equipment, nor broken or 
missing antennas/transmission lines. 

 
Deficiencies discovered during the examination shall be corrected prior to starting 
measurements. 
 
4.2.1.2. Non-Metallic Hull Ships 
 
Except as specified in Clause 4.2.1.5. all electrical equipment located in both topside 
and non-topside areas of non-metallic hull ships for electromagnetic emissions need 
to be tested. 
 
4.2.1.3. Metallic Hull Ships 
 
Except as specified in Clause 4.2.1.5., all electrical equipment located in metallic hull 
ships for electromagnetic emissions only require testing under one or more of the 
following conditions: 
 
1. When located in topside area. 
2. When located in a compartment having a door opening onto a weather deck 

or when located in a compartment which is separated from a weather deck by 
(a) non-metallic bulkhead(s) or deck(s). 

3. When located in a compartment designated as an ‘electronic’ space. 
4. When located in a compartment adjacent to (included above and below) 

compartments specified in (3), or when located in a compartment which is 
separated from the compartment specified in (3) by (a) non-metallic 
bulkhead(s) or deck(s). 

 
4.2.1.4. RF Sensor-Type Equipment 
 
RF sensor-type equipment is any device that senses or receives electromagnetic 
energy in the frequency range from 2 MHz to 460 MHz topside, ( HF, VHF and UHF) 
and from 2 MHz to 6 GHz below deck, which includes receivers in fixed and mobile 
devices below deck, mobile wireless systems, Radio Frequency Identification 
Devices (RFID) readers/transceivers (except those attached to ordnance), wireless 
data links, all of which may be susceptible to unintentional RF emissions from 
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electrical/electronic equipment and systems. The limit for the ambient RF 
environment below deck must not exceed the levels of Figure 506-1  relaxed with 
20 dB. For ships undergoing a modernization/overhaul, only those sensors that may 
be impacted by changes affected during the modernization/overhaul need to be 
measured. 
 
4.2.1.5. Exceptions 
 
Electrical equipment, such as alternating current (AC) motors which do not contain a 
commutator, slip rings, or variable speed controllers, is inherently free of interference 
and do not require testing. In addition, portable electrical equipment, transformers, 
heat-element types of equipment, AC outlets, connection boxes, and switch boxes do 
not require Background Noise Testing. 
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4.2.2. Testing for Unintentional Electromagnetic Emissions 
 
Unintentional electromagnetic emissions from electrical/electronic equipment shall be 
measured from all these devices. Electrical/electronic equipment shall be turned on 
but transmit mode shall be disabled during testing. Communications equipment shall 
be on and not keyed. Radars shall have antennas rotating but not transmitting. Other 
ship electronic systems shall be set to a mode that prevents them to radiate from the 
antenna. 
 
4.2.2.1. Unintentional Emissions Test Method 
 
Measure the Unintentional EM emissions from electrical equipment as follows: 

1. Select receiver. Select a sensitive scanning receiver, such as a spectrum 
analyser so that the complete test configuration shall have an equivalent noise 
figure of no more than 10 dB at 25 °C for bandwidth and frequency(s) defined 
in Table 506-1. The analyser will interface with the sensor type 
equipment/systems to measure RF equipment/systems unintentional received 
emissions. Table 506-1  specifies the resolution bandwidth (RBW) and sweep 
rate to be used over each frequency range to measure the selected sensors. 

2. Selected RF sensors. Switch off the equipment/system under test. Disconnect 
the antenna terminal, and connect the measurement device (receiver) to this 
antenna terminal.  To measure the reception of unintentional RF emissions on 
the selected receiver make a measurement setup as depicted in  Figure 506-
2.  
 If a sensor cannot be monitored, the procedures of 4.2.2.1. item 7 shall be 
used to evaluate the RF ambient in the area of the sensor in question. 
Connect the test equipment to each sensor antenna prior to any couplers, 
filters, attenuators and etc., but after any matching units. 

NOTE: The ground of the cable outer shield shall be the same as the original 
connection. This can be achieved by using a T-piece where the inner pin to 
the actual receiver pin is removed, see Figure 506-2 [Ref 5]. 

If a sensor cannot be monitored, the procedures of 4.2.2.1. item 7 shall be 
used to evaluate the RF ambient in the area of the sensor in question.  
Connect the test equipment to each sensor antenna terminal prior to any 
couplers, filters, attenuators and etc., but after any matching units. 
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Figure 506-2: Sensing RF sensor for unintentional emissions 
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3. Test Equipment Set-Up. Set the test equipment utilized for test so the 
scanning receiver utilized has the same or greater sensitivity as the system 
under test, with the span of the scanning receiver set to no greater than (200 * 
RBW), set for peak detection mode, and sweep time as indicated in Table 
506-1. 
Video filtering shall not be used to bandwidth limit the receiver response. If a 
controlled VBW is available on the measurement receiver, it shall be set to its 
greatest value. The use of Low Noise Amplifiers (LNA) is acceptable to obtain 
the required dynamic range of test receiver utilized. Change equipment 
settings as necessary to enhance test equipment selectivity in such a manner 
that it will improve the ability to resolve the source of potential interfering 
signals from unintentional emissions. Record data for both the new test 
configuration, as well as the initial test configuration. The use of 'Peak Hold' on 
the test equipment ensures collection of transient signals and ensures a more 
thorough analysis. Note, measuring pulsed signals or fast transients require 
more than just the use of 'Peak Hold'. Several documents from manufacturers 
of measuring receivers give more insight on how to avoid inaccurate results. 
Save the data for analysis and classification. 

4. Analysis of Data. Analyse and classify the data collected. 

a. Analyse data for indications of unintentional emissions. 

(1) When an interfering signal is detected during testing, indicate in 
the test data sheets whether a system filter or coupler would 
remove the detected interfering signal. 

(2) Harmonic emissions and emissions at specific frequencies shall 
be noted for classification. 

b. Classify unintentional RF equipment/system. Table 506-2  lists the 
classifying categories of potential degradation measured by the test 
equipment. All unintentional emissions shall be located, documented 
and evaluated during testing to determine their impact on the 
equipment’s operational performance. All test equipment displays and 
readings shall be saved in a format which is compatible with common 
government word processing and spreadsheet software to enhance 
analysis and distribution of information. Analyser trace data shall be 
saved in a format which will allow import into spreadsheets and contain 
both analyser configuration and trace data. The test data sheets shall 
include clear and concise description of equipment under test, the jack 
or circuit where test equipment was connected, sketches of test 
equipment configurations and file names of the data collected during 
the testing of individual systems. 
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Detected Noise Level above 
Ambient RF Environment 
(Unintentional Emissions) 

Classification Category 

< 10 dB Mild 1 III 

10 – 20 dB Medium 2 II 

> 20 dB Severe I 

NOTES 

1 Unintentional emissions must not impact more than 10% of channels or 
 frequency range of selected equipment. If it does, it is considered Medium. 

2 Unintentional emissions must not impact more than 50% of channels or 
 frequency range of selected equipment. If it does, it is considered Severe. 

Table 506-2: Unintentional Emissions Classifications 
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5. Continuation of tests. Repeat steps 4.2.2.1. item 2 through 4.2.2.1. item 4 for 
each RF sensor equipment/system installed in the frequency range as in 
accordance with 4.2.2. Once completed, documented, and classified, source 
location shall be carried out for any Category I or II unintentional emissions 
detected. 

 
6. Source location. Isolate the offending equipment(s)/system(s) in the frequency 

range which contained medium to severe RF noise using one or more of the 
following methods. 

a. Analyse data for indications of unintentional emissions. 

(1) Monitor the affected RF sensor with test equipment and 
sequentially switch suspected equipment/systems on/off, 
observing the unintentional emissions measurements. If 
unintentional emissions drop significantly when an 
equipment/system is shut down, the equipment/system shall be 
noted in the test report for further analysis/action. 

(2) Place a receiver antenna in suspected spaces in order to 
localize the offending spectrum resulting in unintentional 
emissions observed as medium to severe. In each of the select 
spaces, the nomenclature/model of the antenna and receiver 
utilized to measure the spectrum shall be noted, whether or not 
unintentional emissions were detected. 

 
(3) For locating equipment/systems/cables in spaces where similar 

unintentional emissions, as detected in 4.2.2.1. item 3, is found, 
a near field probe can be used to scan equipment/cables in 
select spaces. The near field probe should have adequate 
sensitivity to find the source of highest emissions that resembles 
the characteristics of the medium to severe unintentional 
emissions. The nomenclature/make and model of the receiver, 
near field probe and offending emissions shall be recorded. 

(4) If other techniques of source location are used, provide sufficient 
documentation and reporting to permit others to duplicate the 
test. 
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7. Alternative RF sensor measurement. When an RF sensor cannot be directly 
monitored, as in a hard wired sensor to equipment or integrated antenna that 
cannot be disconnected, the ambient level maybe monitored in the RF 
sensors location. The RF sensor system shall be shut down when performing 
this test, and all other below deck equipment must be energized. The test set 
up shall be configured to have the same sensitivity as the system under test. 
Using the calibrated antenna in the RF sensors frequency band, and 
polarization identical to RF sensors, place the antenna in close proximity 
(≤1 metre) from the sensor, and using the same analyser outlined in 4.2.2.1. 
item 1, along with Table 506-1 bandwidth and settings, measure the RF 
ambient over the sensors required bandwidth plus and minus one bandwidth. 
If the test antennas directivity is less than the RF sensor antennas directivity 
then the test antenna shall be moved in increments of its beam width to cover 
the same beam width of the RF sensor antenna. Document the results in the 
test report noting antenna used, RF sensor location relative to antenna, and 
unintentional emissions evaluation criteria, 4.2.2.1. item 5. If an unintentional 
emission is detected, source location in accordance with 4.2.2.1. item 6 shall 
be used to isolate the offending equipment/system causing excessive 
emissions. 
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4.2.3. Testing Susceptibility of Installed Equipment/System to Portable 

Transmitter 
 
Testing installed equipment/systems to susceptibility of portable RF transmitters can 
be performed as follows: 
 

1. Identification of non-operational equipment. Note the nomenclature/model of 
any equipment/system in the space that is not operational. 
 

2. Transmitting RF. Key own ship portable radio(s) at its maximum operational 
power level, within 0.5 metre of the specific electrical/electronic 
equipment/system/sensor being evaluated, while the electrical/electronic 
equipment/system/sensor is in its normal operational condition. For large 
equipment, move the radio across the entire surface and rotate the radio to 
apply both horizontal and vertical polarities. 

3. Identify results. If no susceptibility is noted return to 4.2.3. item 2 until all 
electrical/electronic equipment/system/sensors have been tested in each 
space aboard the ship where the portable RF transmitter/transceiver will be 
utilized. 

4. Action required. If susceptibility is identified, move the transceiver away from 
the victim equipment/ system/sensor until there is no susceptibility or reduce 
the transmitted power of the transceiver until there is no indication of 
susceptibility. Record the susceptibility indication and the distance/power level 
where susceptibility is eliminated. Return to 4.2.3. item 2 until all 
electrical/electronic equipment/system have been tested. 

 
 
4.3. FIELD STRENGTH INSIDE AND OUTSIDE OF THE SHIP'S HULL 
 
Modern military ships contain a multitude of transmitting antennas. All these 
antennas produce an electromagnetic environment in which equipment above deck 
as well as below has to work effectively. 
 
During the tests on Field Strength Inside and Outside of the Ship's Hull, and Ship's 
Hull Attenuation and Susceptibility to Pulsed Environment tests, the weak points in 
cables and cable penetrations in the platform hull can be identified.  
 
This can also be performed by injecting a signal on an individual cable at one side of 
the cable penetration, and measuring the response at the other side. The difference 
of both signals is a measure of the quality of the gland and installation, (the 
connection of the screening to ground). 
 
Above deck equipment and equipment in a non-metallic hull ship are installed in an 
unprotected environment. 
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In a metal hull ship the below deck equipment is normally located in a protected 
environment. 
It is therefore important to know in which EME the equipment is required to operate 
correctly. 
To obtain this information two types of measurements are required. First the field 
from the ships own transmitters. Secondly as the transmitter will illuminate the 
complete platform, an antenna needs to be in the far field to measure the EME. 
Additional information is provided as follows: 

1. The ship’s own transmitters: The shipboard transmitters need to be operated 
in their intended modes of operation over their full frequency range. 
Measurement data for both topside and below decks is required. Use 
calibrated test equipment and a data collection antenna with known gain and 
antenna factors to record the data. Clause 4.11. provides additional guidance 
when testing includes radiating all shipboard emitters. 

2. Testing ambient and the operational EMEs: A transmit antenna is placed in 
the far field as defined by Equation 506-1 (See also AECTP 258 Annex B 
[Ref 6].  

/)*2( 2LR    Equation 506-1 
 
Where: R = distance (metres) 

  L = maximum dimension of the antenna (metres) 

  = wavelength (metres) = 300 / Frequency in MHz 

The normal frequency range required, is from 2 MHz to 1 GHz, but frequencies lower 
than 2 MHz and higher than 1 GHz can also be of interest depending on application 
and expected operating areas. Before testing begins, a detailed test / trials plan is 
required. This must include the test frequencies and frequency range, the 
measurement locations inside as well as outside, test amplitudes, operational modes 
of shipboard equipment and test instrumentation equipment used. 
 
It is recommended that this information be maintained in a database for future 
projects. Below deck field strengths provide immunity/susceptibility specification 
levels for equipment installed in that area. It can also be used in establishing 
installation policy. Installation policies are applied to cables penetrating ships hull or 
electronic compartments to minimize the field inside the metal hull ship and provide 
an acceptable EME to prevent interference problems. 
 
Limit Specification 
 
The field strength for below deck areas of the ship is characterised as follows. 
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The field strength inside the ship (below deck) should not exceed 10 V/m over the 
frequency range 2 MHz to 40 GHz. Some areas of the ship might be designed for 
lower field strengths.  
 
For intra-ship EMI the design goal should be 10 V/m for the Bridge and Hangar 
interiors, for inter-ship and EMP the field strength could be a lot higher. This EME 
needs to be characterized. 
 
 
4.4. INTER-SYSTEMS INTERFERENCE OF THE SHIP’S TOP DECK 

TRANSMITTERS AND RECEIVERS 
 
It is difficult to prevent system interference due to the number of transmitting and 
receiving antenna systems on the top deck. Systems that radiate/receive in-band and 
near-band with other systems require spectrum planning and precise antenna 
location and design to control radiation patterns. To determine inter-systems 
interference and mitigation techniques, inter-systems interference tests need to be 
performed. 
 
A source-victim EMI matrix should be used as the basis for this test. The matrix 
includes all possible EMI between platform systems. This can be front door (between 
antennas) as well as back door (between an antenna and susceptible equipment 
components or shield limitations) EMI. The EMI matrix should be prepared during the 
design phase and the integrated topside design phase. During the design phase the 
locating and relocating of the different antennas and sensors on the topside will use 
this matrix. 
 
During testing it is essential to maintain control over the operation of the different 
radar, communication, and EW systems. During the normal operation of the specific 
system, all other victims will be controlled. A detailed description of any interference 
must be recorded. 
 
Additional measurements/tests will need to be performed, if deemed necessary, to 
completely characterize the interference and system impact. For example, the 
Intermediate Frequency (IF) signal of the victim radar can be measured during 
exposure by another radar. When interference is encountered, interference mitigation 
techniques such as filtering, frequency management, and antenna relocation need to 
be investigated. In Clause 4.5. additional guidance for testing all shipboard emitters 
are described. Clause 4.12. provides guidance on recording and reporting test 
results. 
 
NOTE: Systems and equipment installed on a ship can be susceptible at 
specific frequencies. These frequencies can be found by performing system immunity 
measurements in the laboratory. The generated field should be the normal field 
strength produced by the ships own transmitters and/or transmitters of another 
platform plus a safety margin multiplication factor of 10. 
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This test determines which systems in the ship are susceptible. Precautions can then 
be taken to achieve immunity to those specific signals and frequencies. 
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4.5. RADIATING ALL SHIP TRANSMITTERS 
 
Testing identified in Clauses 4.3. and 4.4. require radiating of all on board emitters. 
This testing (Phase II) consists of operating active electronic equipment within a 
specified category (see Table 506-3) while receivers and other susceptible 
equipment in the same category are monitored for electromagnetic interference and 
determining field strength within the ship. Electrical equipment that exceeded 
emission limits of Figure 506-1 during RF background noise testing shall also be 
tested for compatibility with electronic systems. 
 

Category Active Element Monitoring Equipment 

1 
Electrical equipment which exceeded 
the allowable limits of Phase I. 

Receivers, VLF through to HF 

2 Transmitters, VLF through HF Receivers, VLF through to HF 

3 
Transmitters, VHF and above 
(excluding radar) 

Receivers, VHF and above 
Amplifier announcing systems 

4 Radar Transmitters 
Receivers, HF and above 
Amplifier type announcing systems  
Closed circuit TV 

5 
Sonar transmitters 
Degaussing system 

Receivers, sonar, LF, underwater 
telephones, fathometers 

6 
Miscellaneous active equipment not 
specified above 

Receivers, as applicable 

7 (Final) 
All active equipment utilized in above 
tests 

All monitor equipment utilized in 
above tests 

NOTE:  LF    30 kHz – 300 kHz  VHF    30 MHz – 300 MHz 
  MF  300 kHz – 3 MHz  UHF  300 MHz – 3 GHz 
  HF     3 MHz – 30 MHz  SHF      3 GHz – 30 GHz 

Table 506-3: Phase II Electronic Equipment Test Categories 
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4.5.1 Preliminary Examination 

 
Conduct a visual examination prior to activating radiating equipment to understand 
the conditions that are likely to have adverse effects on the test results. The 
examination shall confirm that: 
 

1. Bonding, Grounding, and Shielding EMC Techniques have been 
accomplished. 

2. Multi-couplers, Filters, and Blankers (where required) are installed and 
operating. 

3. There are no missing or visibly defective electronic equipment or broken or 
missing antennas. 

4. All loose metallic items that are not normally part of the ship have been 
removed from the topside areas. Correct any deficiencies discovered during 
examination prior to testing. 

 
 
4.5.2 Planning for System to System EMI Testing 
 
Planning for system-to-system EMI testing shall begin well before the testing 
commences and shall include identifying the ship’s topside antenna arrangement, 
ship’s electronic system inventory, and the operating and intermediate frequencies of 
all installed RF transmitter and receiver systems. Verify prior to Phase II testing that 
the systems to be tested meet minimum operational specifications. If the system 
does not meet its operational specifications that are relevant for EMI testing, then the 
test director shall document in his report that system was not available for test and 
that Phase II testing could not be completed as required. Testing shall not be 
reported as completed until all systems are tested. 
 
 
4.5.3 Personnel Safety 
 
Observe all safety precautions and operating procedures relating to the radio-
frequency radiation hazards (RADHAZ) and radio frequency burn hazards while 
transmit antennas are energized. 
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4.5.4 Test Area Ambient 
 
If feasible, locate the ship in an area where the ambient electrical noise level and off-
ship transmitter signal levels do not exceed the levels specified in Figure 506-1. 
 
 
4.5.5 Transmitting Frequencies 
 
In advance of conducting the test, sufficient frequencies to cover all communication 
transmitter frequencies, in approximately 10 percent steps, for Phase II testing shall 
be requested from the area frequency coordinator. Transmitter test frequencies for 
HF EMI testing shall be used for system-to-system testing. Radar, Tactical Air 
Navigation (TACAN), and weapons systems shall be operated on their normal 
frequencies, while multi-channel system transmitters shall be operated at frequencies 
that are selected neither to minimize nor to intensify interference to other systems. If 
a change in transmit frequency changes the interference situation, this condition shall 
be noted. Two HF receivers and at least one UHF receiver, respectively, shall be 
selected to monitor HF and UHF ranges during transmitter tests to include harmonics 
of selected frequencies. 
 
 
4.5.5.1 High Frequency (HF) Receiver Selection 
 
Select two HF receivers to monitor the HF frequency range during HF transmitter 
tests. When possible, select receivers that are capable of continuous tuning in 
preference to step-tuning. Connect one receiver to a receiving antenna near the HF 
transmitting antennas, and connect the other receiver to an antenna remote from the 
transmitting antennas. Tune both receivers throughout the HF frequency range and 
search for interference in the form of overloading, arcing in the ship structure, or 
inter-modulation. 
 
Select other HF receivers to use as fixed-frequency monitors. The number of fixed 
frequency receivers should equal the number of HF transmitters energized. Tune 
these receivers to fleet broadcast from, NIST Radio Station WWV, or other signals 
that are steady and free of interference.  
 
The frequencies selected should be representative of normal ship receiving 
frequencies and provide a good sampling of various types of modulation.  
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The frequencies should be spaced across the bands and meet frequency separation 
requirements of the equipment involved. If crowded band conditions make it 
impracticable to tune to interference-free signals, then select less desirable 
frequencies including those free of any transmissions. 
 
 
4.5.5.2 Receiver Sensitivity 
 
Check each receiver used prior to testing to ensure its sensitivity meets the 
applicable requirements of the testing standards or equipment technical manuals. 
 
 
4.5.5.3 Receiver Gain Setting 
 
Use the maximum practical sensitivity (maximum RF gain) control setting that does 
not cause receiver overload when testing. If interference is detected, reduce the RF 
gain setting to ensure that receiver overload is not the cause of the interference. 
 
 
4.5.5.4 Channelized UHF Receiver Tuning 
 
When using channelized UHF receivers as monitor receivers, tune the receivers to a 
minimum of 36 frequencies spaced not greater than 5 MHz apart. When the potential 
interference source is a scanning beam (mechanically or electronically), monitor each 
frequency for a time exceeding the beam scan period. 
 
 
4.5.5.5 Receiver Protective Devices 
 
During each test, use all receiver protective devices such as band pass filters, notch 
filters, multi-couplers, and blankers that are installed and normally specified for use 
with the receiver under test. In cases where the use of manually tuned filters and 
multi-couplers makes it impossible to rapidly tune a wide frequency range, it is 
permissible to bypass the filter or multi-coupler temporarily while an interference 
search is being made. If interference is encountered, reconnect the filter or multi-
coupler to determine if it will reject the interference. If the signals(s) under 
investigation are rejected, it is not interference and does not require further 
investigation. 
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4.5.5.6 Active Equipment (Transmitter) Selection 
 
Select and energize transmitting equipment in accordance with Table 506-3.. Select 
equipment to transmit within each frequency category specified. Also select and 
operate at least one of each different type of transmitting equipment within the same 
frequency category. Additionally, each ship transmitting antenna should be used at 
least once during testing. Operate all transmitters at maximum rated power during 
testing. 
 
 
4.5.5.7 Transmitter Test Equipment 
 
Select transmitter test frequencies that are typical of the ship operating requirements. 
Adhere to frequency separation requirements for the specified transmitters, multi-
couplers, and antennas. 
 
 
4.5.5.8 Transmitter Modulation 
 
To readily identify interference sources, modulate transmitters with an easily 
recognized signal, such as multiplex, Frequency Shift Keying (FSK), voice, teletype, 
or test tone. 
 
 
4.5.5.9 Transceiver Selection 
 
If a group transmitter tests involve primarily transceivers, operate 75% of the 
transceivers as transmitters and the remainder as monitor receivers. 
 
 
4.5.5.10 Transmitter Multi-Coupler Test 
 
Conduct a special test on each transmitter multi-coupler. Use the maximum number 
of transmitters connected to the multi-coupler with each transmitter operating at 
maximum power. This test determines compatibility of the complete transmitter-multi-
coupler-antenna system. 
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4.5.6 Radar Receivers 
 
Radar receivers shall be operated with normal gain control, video selection, 
processing mode, and receiver bandwidth settings. While most radars have digital 
video signal processing, the raw video signal of the radar shall be monitored while 
radiating HF, VHF, and UHF at the IF frequency of the radar receiver. 
 
 
4.5.7 Monitor Ship Control Systems 
 
Monitor ship control systems during normal underway operations while electrical 
machinery, such as fuel/lube oil pumps, cooling fans, fire pumps, motor controllers, 
contact relays, and air compressors are being operated and cycled. Functions to be 
monitored shall include, but not limited to: 

1. Alarm Panels. 

2. Tank Panel Indicators. 

3. Pressure Indicators. 

4. Flow Rate Indicators. 

5. Interior Voice Communications. 

6. Video Monitors. 

7. Below Deck Wireless Sensors. 

8. Other Suspected Victim Equipment. 
 
It is particularly important that the specific ship's operating evolutions and transmitter 
status at the time EMI is noted be fully documented. 
 
 
4.5.8 Interference from Ship’s Superstructure 
 
All false targets shall be documented by recording their range and bearing as 
observed on the indicator display, and any unintentional emissions interference 
effects shall be documented by describing the observed interference effects. 
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4.5.9 Test procedure All Up System to System EMI Testing 
 
All up system-to-system EMI testing involves sequentially radiating all ship's 
transmitters starting from the highest frequencies while monitoring all ship's 
electrical/electronic systems to identify changes in system performance caused by 
EMI. After a transmitter is sequentially radiated, the equipment shall remain in the 
radiate condition until the end of the test.  
 
The transmitters shall be operated at maximum rated power and shall be exercised in 
each expected operational mode, channel or frequencies to explore victim 
vulnerability. Particular emphasis shall be placed on potential source/victim 
combinations identified during test planning. When EMI is noted, shut down or secure 
the specific transmitter to verify the EMI disappears, allowing a determination 
(tentative) of the potential EMI source. 
 
 
4.5.10 HF Intermodulation Interference Test 
 
This test is performed on ships that contain HF broadband antennas, and/or ships 
that contain two or more HF narrow band transmit antennas. When HF narrow band 
antennas are tested for intermodulation interference, all possible antenna 
combinations shall be tested. This test consists of operating two HF transmitters (at 
frequencies F1 and F2) and monitoring an HF receiver tuned to the 3rd order 
intermodulation frequency, (2 F1 +/- F2) or (2 F2 +/- F1). Transmit frequencies 
should be selected so that the 3rd order intermodulation frequency falls within the HF 
frequency range, preferably in the lower half of the band. In addition, select transmit 
frequencies that are not harmonically related. Maintain proper frequency separation 
between the transmit frequencies and the resultant 3rd order intermodulation 
frequency to prevent monitor receiver overload. Operate both transmitters at 
maximum power and connect to separate antennas that provide maximum deck 
radiation coverage. Couple the receiver to an antenna centrally located on the ship. 
The level of 3rd order intermodulation interference should be determined by 
observing the receiver signal level meter, then substituting a signal generator at the 
receiver antenna terminals and adjusting the generator for the same signal level. 
Record the generator signal level in terms of microvolt’s or decibel (dB) above 

1 volt. Include information details relative to the intermodulation test in the EMI 
Testing Report including: 

1. Frequency, Power and Type of Transmitter(s) used. 

2. Type of Receiver used. 

3. Description and Location of all Antennas used. 

4. Frequency and level of the 3rd Order Intermodulation Interference. 
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4.6 SHIP HULL ATTENUATION 
 
The metal hull of the ship, in combination with the national or shipyard installation 
policy, minimizes the EME inside the ship. To control this, and to investigate any 
weak points of the hull, the attenuation figure is important. Weak points typically 
include cable penetrations, windows and doors. Cables that penetrate the ship’s hull 
which aren’t installed properly decline the ship hull attenuation. To make certain that 
the cable penetration complies with the required specification a test can be 
performed. Clause 5.3.5. provides a test procedure for testing cable penetrations. 
 
The ship hull attenuation can be determined by measuring the EM field levels both 
outside and inside the platform. The difference between these measurements 
provides roughly the screening attenuation of the hull. 
 
Before measurements take place, a test plan should be prepared, and should include 
frequencies to be tested and measurement locations inside outside the ship’s hull. 
 
The attenuation figure(s) can be used for calculating the fields inside the hull for 
given external field level, and provide field level baselines which shipboard 
equipment will be exposed to. This information is also relevant for future projects to 
specify equipment with respect to EMI/EMC. 
 
 

4.7 SPECTRUM OF THE TRANSMIT SYSTEM 
 
Verification that transmit systems meet national spectrum certification requirement 
can be divided into two parts; Communication systems with associated antennas (up 
to 460 MHz) and Radar systems with associated antennas: 

1. Communication Systems: Communication system spectrum should be within 
the national (e.g. ITU, FCC, NTIA, etc.) regulations or specifications. With the 
platform positioned as detailed in Clause 4.8., measure the spectrum of all 
relevant transmit antennas. Measurements should include spurious and 
harmonic levels. Determine equipment specification compliance by comparing 
measured data with national regulations. 

2. Radar Systems: Radar antenna spectrum (including side lobes, spurious 
responses, etc.) should meet manufacturer specifications. With the platform 
again positioned as in Clause 4.8., measure all relevant radar spectrums. 
Determine equipment specification compliance or mechanical/electrical 
failures by comparing measured data with manufacturer’s specification. 
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4.8 RADIATION PATTERNS OF THE SHIP’S COMMUNICATION ANTENNAS 

 
Many communication antennas are located on a ship’s upper decks and mast areas. 
Due to the limited availability of space, antenna locations are always a compromise 
because it is not possible to place every antenna in a position that results in no 
interference to or from other systems. Antenna design and position, nearby metal 
structures, and frequency dictate antenna radiation patterns. During the platform 
design phase, radiation pattern predictions will be computed using a computer 
model, a scale model, or both. The actual measured data obtained after ship 
construction is used to validate scale/computer model predictions. 
 
Radiation pattern measurements are performed by rotating the platform on its own 
axis at a far field distance from the test antenna, or by moving the test antenna 
around the ship in the far field. When the ship’s antenna transmits, the test antenna 
will monitor the received power level. Antenna patterns are measured over the 
complete frequency range for all communication antennas. 
 
When the measured antenna pattern dips or nulls are too deep, and do not meet 
specification performance, other locations can be investigated for that specific 
antenna. The value of good modelling is demonstrated by the reduction in antenna 
movement to new locations after actual ship testing. 
 
Antenna pattern data is also an important part of operational communication 
capabilities. While the ship is underway, the appropriate antenna/frequency 
combination provides optimum communication at maximum distance, regardless of 
direction. The antenna pattern information must be in the ship’s frequency 
management plan. 
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4.9 SPECIFICATION OF COMMUNICATION ANTENNAS 

 
The most important specification of a communication-transmitting antenna is its 
impedance, i.e. its Voltage Standing Wave Ratio (VSWR). Impedance mismatches 
increase reflected power and reduce radiated power. This is relevant to the ship’s 
broadband antennas. Antenna impedance should be matched over a wide frequency 
range and within manufacturer’s or system specifications.  
 
Coupling between the transmitter and receiver antennas adversely affects receive 
system sensitivity. Coupling should be reduced such that a transmitting antenna does 
not influence a receiving system. 
 
During the design phase of the ship, the impedance measurements as well as the 
coupling will have been performed on a scale model. The final design and topside 
antenna layout will have been based on the modelled test results and/or computer 
predictions. Some differences between the scale model and the final ship installation 
can be expected. However, the comprehensive modelling will have minimized 
differences. 
 
The actual measured data obtained after the ship’s construction will be used to 
validate the scale / computer model results. 
 
Limit Specification  
 
Maximum VSWR = 1:3 over the specified frequency range of the antenna, unless 
otherwise specified by the systems designer. 
 
 

4.10 SUSCEPTIBILITY TO PULSED ENVIRONMENTS (NEMP AND LEMP) 
 
A nuclear explosion far above the earth can illuminate a ship with an electromagnetic 
field up to 50 kV/m during a very short time. This short pulse can disrupt or damage 
on board electronic systems. 
 
As it is not possible to perform a real nuclear test, the NEMP test will simulate the 
electromagnetic impulse around the ship under test. STANAG 4145 [Ref 7] describes 
in detail the waveform of the test impulse. 
 
While the ship is being illuminated by a reduced NEMP, measurements will be 
performed in the time domain on signals induced in topside cables and cable 
penetrations. Induced current measurements or pin voltages on specific system 
cables from outside to inside indicate specific system NEMP responses. 
Field strength levels measured inside and outside the platform indicate platform 
screening/shielding attenuation to transient signals. 
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Test and response analysis can then determine the platform’s ability to withstand a 
50 kV/m NEMP. 
 
A NEMP Test Plan must be prepared prior to testing, and it shall include details of all 
the test locations, test equipment, probes etc. It should also clearly define system 
operating parameters and failure criteria. 
 
It should be noted that: 

1. Ships will be tested at levels up to 2500 V/m due to the distance between the 
EMP transmit antenna and the ship. At 100 metres from the ship, place a 
vertically polarized antenna so that a homogeneous field will illuminate the 
entire ship. 

2. The results of this low level test can be used for analysis and investigation to 
determine if the ship can withstand a full threat NEMP. 

3. The equipment installed on board must not be disturbed or become defective 
after the NEMP test. 

 
Lightning Electromagnetic Pulse (LEMP) is the electromagnetic radiation associated 
with a lightning discharge. The resulting electric and magnetic fields may couple with 
electrical/electronic systems to produce damaging current and voltage surges (See 
also AECTP 254 [Ref 8]). Lighting effect are divided in two categories: Direct Strike 
and Indirect Effects. 
 
A direct strike is a lightning discharge which attaches directly to the materiel (system) 
considered, causing actual lightning current to flow in parts or the whole of that 
system. 
 
The Indirect Effect is the effect due to coupling of the lightning’s magnetic or electric 
field. Such effects can arise as a result of either a direct strike or a nearby flash. An 
example is a transient voltage induced in materiel wiring. 
 
NOTE: This may change in the future with the use of composite materials. 
 
For non-metallic ships installation requirements are applicable to minimise the 
adverse effect of lightning for example placement of lightning rods. 
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4.11 RADIATION HAZARD SURVEY 

 
Radiation Hazard can be divided into three parts: 
 

1. Hazard of Electromagnetic Radiation to Personnel (HERP): All situations shall 
comply to the limits of STANAG 2345 [Ref 9],  the ICNIRP Guidelines [Ref 10] 
or other national applicable standards. If this cannot be achieved the areas 
where there is a risk of overexposure must be marked by warning signs or be 
made inaccessible to personnel. 

2. Hazard of Electromagnetic Radiation to Ordnance (HERO): The 
electromagnetic environment shall be controlled where all weapon systems 
and munitions are located, stored, handled, assembled, staged and 
transported to ensure that the EM environment is within the applicable HERO 
limit. In instances where the susceptibility limits are exceeded, operational 
procedures shall be established to mitigate HERO.  

3. Hazard of Electromagnetic Radiation to Fuel (HERF): Avoid ignition of fuels 
caused by possible sparking due to  the electromagnetic field  transmissions. 

 
Measurements shall be performed according to the recommended measurement 
procedure described in the applicable exposure standard for example: ICNIRP 
Guidelines for HERP. The measurement results shall be translated into operational 
legislation and procedures for the ship, based on the applicable HERP, HERO and 
HERF exposure standards. 
 
Ships operating during Naval operations shall use the procedures described in the   
AECP-2 [Ref 11] RADHAZ Manual. The aim of this manual is to give information 
regarding procedures to be taken to avoid the hazards that can arise when 
Personnel; Munitions and weapon systems embodying electro-explosive devices 
(EED); Fuels, flammables and Safety critical electronic systems (SCES) are exposed 
to electromagnetic radiation in radio and radar frequency environments. 
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4.11.1 HERP 
 
Ship’s personnel must know where, and under what conditions they can walk/occupy 
the top decks of the ship during transmissions. They must also know the safe and 
unsafe parts of the deck and ship, as well as, in man-aloft areas. On board the ship, 
all  weather deck areas and locations accessible for personnel must be surveyed 
during operation of the different transmitters. To ensure all hot spots and resonances 
are found, the complete frequency range of the transmitters will be measured. 
Permissible Exposure Limit (PEL) lines and warning bands, warning signs and 
barriers shall be used to limit access to the areas where overexposures can occur. 
 
At a minimum, measurements should be performed on board of the first ship built in 
its class (assuming no significant changes in topside/emitter system configuration of 
the class). Otherwise when additional transmitter equipment is installed an additional 
Radiation Hazard Survey is necessary. 
 
4.11.2 HERO 
 
HERO refers to the situation in which exposure of ordnance to external EMEs results 
in specified safety and/or reliability margins of EIDs and/or electrically powered 
ordnance firing circuits to be exceeded, or EIDs to be inadvertently actuated. 
External EMEs may originate from intentional transmitting sources (for example, 
radios, radars, electronic countermeasures equipment) or unintentional sources (for 
example, arcing, high current switching transients). Consequences include both 
safety (premature firing) and reliability (EID dudding or altered functional 
characteristics) effects. 
 
The electromagnetic environment at locations where weapon systems or ordnance 
are located, shall be characterized either through an onboard survey or through 
analysis as required by national standards. The verification and testing of ordnance 
wrt to the EME is specified in AECTP 508/3 and allows for the identification of 
susceptibility data, or the Maximum Allowable Environment (MAE). The MAEs as a 
result of these tests are then compared to the EMEs where ordnance is handled 
(transported, stored, maintained). In instances where the EME exceeds the MAEs for 
ordnance, operational procedures shall be established to mitigate HERO. If the 
allowed EME levels are not known,  
Measures like frequency and/or power management, sector and contour blanking for 
radars, and operational workarounds can be used to mitigate HERO concerns. 
 
Additionally, the transportation and use of ordnance by personnel should be done 
safely taking in to account the HERP standard, without adverse impact to munitions 
during the RF exposure. 
 
 
4.11.3 HERF 
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HERF surveys shall be conducted to remove the possibility of accidentally igniting 
fuel vapors by radio frequency (RF)-induced arcs during fuel-handling operations in 
proximity to high-powered communication and radar transmitting antennas has been 
the subject of extensive study and research. Tests aboard ships and in laboratories 
have shown that, while it is possible to ignite volatile fuel-vapor mixtures by induced 
RF energy, the probability of ignition during normal fueling procedures is remote, 
given the number of conditions that must exist simultaneously in order to support 
combustion. The EME shall be characterized to ensure that established HERF limits 
are not exceeded in fueling areas. 
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4.12 INTERFERENCE REPORT 

 
At the conclusion of the EMI testing an Interference Report must be prepared. The 
report should be analytic and sufficiently detailed to permit its use as the basis for 
decisions concerning corrective action. The report must include all useful information 
and should include, as a minimum: 

1. The name, hull number, location of the ship and the date when each test 
phase was conducted. 

2. A brief description of the test procedures to indicate that the survey was 
adequate in scope and method. An explanation of any unusual circumstances 
concerning the test procedures or results. 

3. A list of electrical equipment that exceeded the limits of Figure 506-1.. 

4. Results of the visual examination, and whether all deficiencies noted were 
corrected prior to starting tests. 

5. An interference summary sheet, listing all equipment tested and the 
interference condition of each. 

6. Interference details giving an analytic discussion of each case of interference 
recorded on the interference summary sheet and recommendations to 
eliminate the interference. 

7. Antenna identification giving antenna number, description, location, and 
terminating equipment. 

8. An EMI test and survey certification to certify the EMI status of the ship under 
test. 

 
 
4.12.1 Test Data Sheets 
 
As part of the test agenda prepare test data sheets to record each test results. Each 
of the test monitor personnel assigned to monitor specified equipment should use the 
test data sheets to record equipment monitored and all incidents of interference. At 
the conclusion of the tests, use the data sheets to prepare the Interference Summary 
Sheet and the Interference Details Report. 
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4.12.2 Interference Summary Sheet 
 
Complete an Interference Summary Sheet to give a composite view of the ship’s 
overall interference condition. Prepare the summary sheet from information recorded 
on test data sheets; list all electronic equipment tested, and the level of interference 
relative to each. Enter the severity of interference opposite the equipment causing 
interference, and under the equipment receiving interference. The level of 
interference will determine the urgency of the corrective action. Active equipment, 
such as transmitters, which malfunctioned due to energy received from other 
transmitting equipment, should also be listed under monitored equipment. 
 
 
4.12.3 Interference Details Report 
 
Fully discuss the incidents of interference entered on the “Interference Summary 
Sheet” under a section of the report entitled “Interference Details.”  
 
Information relative to the following should be given in the discussion of each 
interference condition: 

1. Each interference condition identified by the active equipment row number 
and the monitored equipment column number. 

2. Active and monitored equipment by nomenclature involved in each 
interference condition. 

3. Frequency, frequencies, or frequency range of the interference and whether 
the level of interference changes with a change in frequency. 

4. Operational mode of each equipment, such as amplitude modulation (AM), 
continuous wave (CW), FSK, and single sideband (SSB) or other (describe), 
and whether interference varies with a change in operational mode. 

5. Characteristics of the interference, such as broadband, narrowband, static 
discharges, radar PRF, display corruption (e.g. spoking), buzzing, hash, 
overloading, inter-modulation, or other (describe). 

6. Effects of interference that causes complete loss or partial loss of signal 
information; presents noise on video display; or causes the Voltage Standing 
Wave Ratio (VSWR) relay to trip. 

7. Cause of interference such as coupling between antennas, radar illumination, 
susceptible cables, arcing in standing rigging, insufficient separation between 
transmitting and receiving frequencies, or case penetration. 

8. Whether monitored equipment are equipped with filters, blankers, or multi-
couplers and the operational condition of each. 
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9. Recommendations to eliminate or reduce interference. Base corrective action 
on technical considerations, physical constraints, and economical factors. 
However, avoid recommendations that are technically correct but impractical. 
Specify location if equipment relocation is recommended. 

 
 

4.13 TEST AND SURVEY CERTIFICATION 
 
Include an EMI test and survey certification as part of the EMI survey report. 
Complete the certification form in accordance with country specific guidelines. The 
supervisor or personnel conducting the survey should sign the survey. Certification 
provides information concerning the EMI status of each ship or platform tested. 
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CHAPTER 5 DETAILED REQUIREMENTS 

 
A good starting point is to install EMI qualified military equipment on board of the 
platform. Additionally, equipment should be installed with a system EMC design 
approach. This includes proper routing and separation of different types of cabling to 
minimize EMI interactions. In most cases the platform installation will conform to 
national or program EMC installation rules. 
 
The following design areas should have special attention: 

1. Grounding and Bonding. 

2. Screened Cables. 

3. Cable Glands or Stand-Pipe Bonding. 

4. High Power verses Low Power / Sensitive Cable Separation. 
 
 
5.1. GROUNDING 
 
The aim of grounding is to unite the reference potential on shipboard. The ground or 
earth at metallic ships is formed by the metallic structure (in contact with the water) 
itself. For non-metallic ships a metal ground plate mounted on the hull is used as 
common ground. Grounding must be applied for two reasons, namely: 

1. Personnel Safety (protective ground / protective earth). 

2. Electromagnetic Compatibility of systems, to prevent radiation and improve 
immunity such as lightning protection and cross-talk elimination.  

 
NOTE: Grounding must be applied with good quality  because otherwise it can 
induce leakage currents through the hull which causes an increase of the magnetic 
signature of the ship and corrosion at the electrical joints of the grounding measures ( 
for  example aluminium used on steel is notorious for this effect). 
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5.1.1. Personnel Safety 
 
The protective ground is necessary to prevent the flow of potentially dangerous 
electrical currents through the human body. It is an conductive connection preventing 
exposed metal parts of electrical machines or equipment having a dangerous 
potential difference with regard to the ship's ground. The conductor electrically 
connects the conductive parts of the equipment casing with external conductive 
parts, the main grounding terminal, the earth point of power distribution system or the 
metallic casing of other equipment. The AC voltage on the metallic casing during a 
ground fault shall be less than 50V [Ref 12]. Whereas a common value for the DC 
resistance is < 100mOhm. 
 
 
5.1.1.1. Determination of ground resistance 
 
For equipment installations in non-metallic structures the is usually provided by a 
ground conductor network. Conductors required for personnel safety and operational 
reasons such as neutral conductors, ground straps, ground planes, equipment racks, 
and all equipment housings including the line shields are connected to this network. 
In order to check whether the (transitional) resistance of the (total) ground connection 
is sufficiently low to meet the obtained degree of safety, a measurement should be 
carried out especially on non-metallic ships.  
 
 
5.1.1.2. Method of measurement 
 
The ground impedance should be measured according to the method described in 
AECTP 510 Leaflet 5 
 

 
 

 
 

 
 
5.1.1.3. Order of magnitude of ground resistance 
 
The resistance between the ship's ground and the ground rail in the box, or in 
absence thereof a part of the casing that is made bright and clean, must not exceed 
the value of 0.05 Ohms for main switch boards and 0.1 Ohms [10] for remaining 
equipment for personnel safety. 
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5.1.2. Electromagnetic Compatibility of Systems 
 
For EMC purposes interconnections between metal parts equalize the different 
potentials. A low impedance at the operating frequency range and disturbing 
frequencies is required. The frequency range and the physical size of the electrical 
device determine the achievable equalization of potentials and the effectiveness of 
the ground. In general all connections should have the following properties: 

1. Low HF Impedance. 

2. Smallest possible length (small inductance). 

3. Vibration resistance of connectors and conductors. 

4. Corrosion resistance. 

5. Access for routine inspection. 
 
 
To avoid different potentials between ship components, such as metal ladders, 
doors, hatches, railings and the ships hull, grounding is required.  
 
To minimize the HF impedance across bonding and grounding junctions (often called 
straps) the length-to-width ratio of these junctions should be less than 5:1 to minimize 
the RF impedance. Bond straps should not exceed 25 Ohms 30 MHz or 8 Ohms at 
10 MHz. 
On non-metallic ships the HF ground is used to connect the HF antenna ground 
plane to the earth plate. This groundplane is isolated from all other grounds except at 
its connection point to the ships ground plate. Communication transmitter systems 
may have their own dedicated earth plate sited in an optimum position. Dedicated 
conductors should be provided from this earth plate to the HF transmitter system 
ground planes. The impedance of these conductors should be as low as possible. 
The reason for this is that the sea also acts as an extension to the ground plane and 
the return currents from the sea need to take some path back to the base of the 
antenna. The lower the impedance of the earth straps the less current will flow in the 
circuit made up of the ships internal cabling etc. and also its capacitance both to the 
sea and to the antenna reduces. 
 
Bonding and grounding junctions shall be accessible for visual inspection at all times. 
Ensure that the junctions are not covered with, paint, grease, rubbish, corrosion, etc. 
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5.2. SCREENED CABLES 
 
Screened cables are used to improve the immunity of the signals in the cables to 
ambient electromagnetic noise and to reduce the unwanted emissions from the 
signals carried by a cable. The cable screen must RF bond with the enclosure screen 
at both ends of each screened cable. Otherwise there are gaps in the overall 
shielding and the RF emissions and immunity performance will decline. The best 
connection is one in which the screen is extended up to and makes a solid 360° 
connection with the ground plane or chassis [Ref 13]. This is best achieved with a 
hard-wired cable termination using a conductive gland and ferrule which clamps over 
the cable screen. In other words, screened cables must always be circumferentially 
earthed at both sides. 
 
With circumferentially electrical connections the use of pigtail connections, a length of 
twisted-braid, foil shield drain wire, other wire or connector pin used to electrically 
bond a cable shield to an item of equipment is avoided.  
 
Cable screening / shield and metallic enclosures / equipment must be effectively 
grounded.  
 
The screening performance of shielded cables is expressed in terms of transfer 
impedance or shield effectiveness. The transfer impedance is a measure of the 
voltage induced per unit length on the inner conductor(s) of the cable by an 
interfering current injected at the cable outer shield. It can be used to refer to the 
cable alone, or to the cable/connector assembly. The shield effectiveness is a ratio 
(in dB) of the voltage or current induced into the centre conductors/s of the cable, 
generated by an electromagnetic field, with and without the shield in place.  
 
With hull penetration points screened cables should be 360-degree bonded at the 
point of entry into the hull, superstructure, deck, bulkhead or shielded compartment. 
During platform cable installation, conduct periodic checks to validate EMC. 
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5.3. CABLE GLANDS OR STAND PIPE BONDING 
 
Cables, conduit, waveguide and pipes penetrating the hull (or shielded 
compartments) shall be treated to prevent topside EME energy intrusion (hull 
penetration EMI) through the skin of the ship into below decks spaces and 
equipment. Waveguides, pipes, metal tubing, and exhaust stacks routed in topside 
areas and penetrating a weather deck or bulkhead should be grounded at the 
penetration point. 
 
To prevent inter-system and below decks coupling of own-ship's EM transmissions 
the outer perimeter of all cable screens and metallic conduit, waveguide and pipes 
penetrating the hull (or shielded compartments) shall be bonded to hull ground. 
Which provides a 360-degree peripheral bond at the penetration point, cable 
penetrations and gland installation. In other words, all interfaces which can conduct 
electric currents, such as cables, pipes, hoses, etc. must be circumferentially 
earthed.  
 
Upon completing installation, conduct measurements to determine if the installation 
followed EMC guidelines specified by the National Acceptance Authority. Clause 
5.3.5. provides a test procedure for testing cable penetrations. 
 
 
5.3.1. Test Cable Penetration 
 
Screened cables are used throughout installations to avoid unwanted currents set up 
by external electromagnetic fields, to couple unto signal wires inside the cable. The 
cable screen will then carry these unwanted currents, and it is important that these 
currents are not carried inside the ship or cabinets/enclosures. To prevent this, the 
cable screen must be circumferentially electrically connected to the ship/enclosure 
boundaries. This can be done in a number of ways by use of multi cable transits, 
cable glands, casting or similar. These procedures describe how to test this 
decoupling without having to open up the penetrations for inspections. 
 
 
5.3.2. Method 
 
A current is injected onto the cable screen on one side of the penetration point with a 
chosen frequency. The amplitude of this current is measured on both sides of the 
penetration. The difference of these measurements gives an indication of the 
decoupling of this cable at the measured frequency. 
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5.3.3. Performing the Measurement 
 
It is necessary to inject approximately 10 W into the cable screen as indicated on the 
amplifier output meter. During the measurements the cables must not be moved. The 
grounding of the cable screen at the cable termination point must also not be altered 
during the test. Figure 506-4 shows the test set up. Injection probe and current probe 
must be isolated from metal objects. 
 

 

Figure 506-3: Set-Up Testing Cable Penetration 

 
 
 
5.3.4. Choice of Measurement Frequencies 
 
The most important frequencies to be investigated are 2 MHz, 5 MHz and 10 MHz. 
For critical cables resonance frequencies with respect to cable lengths must also be 
investigated. A sweep from 2 to 30 MHz gives the best insight into the resonances 
and the attenuation. 
 
 
5.3.5. Procedure for Test of Multi Cable Transits 

1. Connect the Injection Probe and the measurement probe as close as possible 
to the Multi Cable Transit to be tested. 

2. Adjust to wanted frequency on the signal generator. Note the exact frequency 
in the measurement form (Frequency: … MHz). 

3. Adjust the output level of the signal generator to give 10 Watt output from the 
amplifier as indicated on the amplifier meter. (NOTE: Do Not Overload The 
Amplifier Input!) 



AECTP 500 
Category 506 

 

 
 5-7 Edition E Version 1 
   

 

 

4. Adjust the spectrum analyser to the same frequency as the signal generator. 
Make sure the attenuator is in the AUTO mode, and that the input is set for 
50 Ohms. Set SPAN as appropriate. Make sure the spectrum analyser is 
warmed up and aligned.Note the indicated level of the signal generator in the 
measurement form (Signal Generator: …. dBm, together with the power of the 
Amplifier: … Watt).Note the indicated level of the spectrum analyser in the 
measurement form (Injected: dBm). 

5. Disconnect the current probe and reconnect it on the other side of the 
enclosure. Make sure it is on the same Cable! (Reference Cable number). 

 
6. Note indicated level of the spectrum analyser in the measurement form 

(Measured: dBm). 

7. Calculate the attenuation in the spreadsheet. 
 
 
 
5.4. HIGH POWER VERSUS LOW POWER / SENSITIVE CABLE SEPARATION 
 
To prevent low-frequency crosstalk, RF coupling or ‘unintentional antenna’ behaviour 
of cables and installations, cable routing should be applied. To reduce emissions and 
improve immunity of cables route cables along a parallel-earthing conductor which is 
connected at both sides to the earth of the equipment. On shipboard this can be 
achieved by installing cables close to the metallic ship structure or on metallic cable 
trays. Cable trays should form a continuous, well-conducting metallic structure over 
its full length and must be RF bonded at both ends (and all joints) to provide a close-
proximity return path for the cables common-mode emissions. Basically all cables 
outside the ship's structure should be metal sheathed, metal braided or otherwise 
adequately screened. Cables must be segregated into ’cable categories’ according to 
the kinds of signals they carry. Separation and bundling of cables according to ‘cable 
categories’ is also part of cable routing. 
 
Table 506-4 presents an overview of different types of interconnecting cables with 
corresponding cable category. Independently of the system they belong to cables the 
same category may be bundled, with exception of cable category F. 
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Emission / 
Immunity 

rating 

Level 
Cable 

Category 
Applicability DC and 

LF 
HF and 
Pulse 

Extremely 
Sensitive 

1 mV 1 μV 

A 

Radio receiver cables 
TV receiver cables 
Sonar and Echo sounders 
hydrophone cables 
Video signal cables 

Sensitive 

100 mV 10 μV 

B 

Voltage, frequency or phase 
dependent signalling cables 
Synchro cables (400/1100 Hz) 
Low level Analogue and digital 
signal cables 

Indifferent 

24 V 

 C 

Power supply cables Ethernet 
cables Loudspeaker signal cables 
Control signals cables 
Alarm signals cables 
High voltage current (< 300 A) 
cables 

Potentially 
disturbing 

440 V 3 V 

D 

Switchboard cables 
“Press to talk” cables 
Pulsed low-power signal cables 
Power transport cables for servo’s 
Driver cables broadband amplifiers 
High level Digital signal cables 

Extremely 
disturbing 

 

30 V 

E 

Transmit antenna cables 
High voltage current (> 300 A) 
cables 
Pulsed high-power signal cables 
Cables for High powered 
semiconductor converter 
Sonar and Echo sounder transmit 
cables 

Extremely 
Sensitive and 
Extremely 
disturbing 1000 V 1000 V 

F 
Radio Transceiver cables 
Transducer cables 
Echo sounder Transceiver cables 

Insensitive and not disturbing Z Fibre optic connections 

Table 506-4: Cable Categories Emission / Immunity Rating 
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To ensure EMC, separate single cables or bundled cables of different categories, 
which run parallel, from each other. Cables for receiving antenna, radar, sonar 
equipment and echo sounders should be double screen cables or coaxial cables 
inside protective piping. Additionally, check separation distances between high power 
and sensitive cables and make if needed corrections. Figure 506-5 presents the 
separation distances between the cable categories. The cable separation between 
cable category A and C is for instance 100 mm (2 x 50 mm). The distance between 
transceiver cables (category F) is 200 mm.  
 

 

Figure 506-4: Separation Distances between Cable Categories in mm 

 
 

 
NOTE: Cables of the same category type A, B, C, D or E are bundled without using 
any separation distance.  
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When high quality screened cables are applied and properly mounted, the design 
authority may reduce these distances to 50 mm between any cable of type A, B, C, D 
or E and 100 mm between F and any other cable. Figure 506-6 presents the 
separation distances between the cable categories when high quality screened 
cables are applied. 
 

 

Figure 506-5: Separation Distances between Cable Categories in mm when 
high quality screened cables are applied 
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CHAPTER 7 ACRONYMS 

 
AM  Amplitude Modulation 

dB  Decibel (logarithmic unit to express the ratio between two values) 

CW  Continuous Wave 

ECM  Electronic Counter Measures 

EID  Electrically Initiated Device 

EM  Electromagnetic 

EMC  Electromagnetic Compatibility 

EMCON Emission Control 

EME  Electromagnetic Environment 

EMI  Electromagnetic Interference 

EMP  Electromagnetic Pulse 

EUT  Equipment Under Test 

FCC  Federal Communication Commission 

FSK  Frequency Shift Keying 

HERF  Hazards of Electromagnetic Radiation to Fuels 

HERO  Hazards of Electromagnetic Radiation to Ordnance 

HERP  Hazards of Electromagnetic Radiation to Personnel 

HF  High Frequency 

HK  Hard Kill 

IF  Intermediate Frequency 

ITU  International Telecommunication Union 
 



AECTP 500 
Category 506 

 

 
 7-2 Edition E Version 1 
   

 

 

 
LEMP  Lightning Electromagnetic Pulse 

LF  Low Frequency 

LNA  Low Noise Amplifier 

MF  Medium Frequency 

NEMP  Nuclear Electromagnetic Pulse 

NTIA  National Telecommunications and Information Administration 

PRF  Pulse Repetition Frequency 

RADHAZ Radiation Hazard 

RF  Radio Frequency 

RFID  Radio Frequency Identification Devices 

SAT  Sea Acceptance Test 

SCES  Safety Critical Electronic Systems 

SHF  Super High Frequency 

SK  Soft Kill 

SSB  Single Sideband 

UHF  Ultra High Frequency 

VHF  Very High Frequency 

VSWR  Voltage Standing Wave Ratio 
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CHAPTER 1 AIM 

 
1. The aim of this category is to ensure that the design and engineering of land 
platforms and systems can meet and demonstrate operational performance and 
survivability (when applicable) through an Electrical/Electromagnetic Environmental 
Effects (E3) Test and Verification Program. This involves evaluation of vehicle 
electrical/electronic systems and accessories, on-platform ordnance systems and 
installed radio communication systems. E3 requirements are itemized for the National 
Acceptance Authority to consider when developing an E3 Test and Verification 
Program. Not all nations will have access to the specialized test facilities, test ranges, 
or test road tracks necessary to satisfy the requirements of this category.  
 
2. The requirements of AECTP 507 are not intended to serve as a final, stand-
alone set of E3 test and verification requirements to be specified by contract. Due to 
the large variety of land platforms designed for different purposes, it is necessary for 
the National Acceptance Authority to tailor these requirements to their specific 
platform by specifying: 
 

a. The specific requirements of AECTP 507 applicable to the land system 
under test; and 

 
b. The applicable modes of operation that compliance is to be tested against or 

demonstrated. 
 
3. AECTP 507 has adopted many existing E3 requirements from current versions 
of national E3 standards, such as VG 95370, DEFSTAN 59-411, and MIL-STD-464. 
These mature standards have provided proven E3 requirements applicable to land 
platforms and systems. 
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2.1 APPLICABILITY 
 
1. The terms system, platform, and vehicle used within AECTP 507 may comprise 
military vehicles, transportable containerised facilities or transportable installations. 
With respect to communication subsystems, this category is applicable to fixed, 
transportable, and mobile installations  
 
2. AECTP 507 details the E3 requirements and test procedures applicable to land 
platforms and systems. Most of the requirements fall within the normal scope of the 
National Acceptance Authority responsible for E3, but some requirements such as 
EMSEC, electrical safety, power quality, and RADHAZ likely fall under different 
national organisations,.  AECTP 507 includes these disciplines to encourage liaison 
and coordination with various national organizations to achieve harmonisation of E3 
requirements and those of other disciplines wherever possible. Examples include the 
use of a filter designed to meet the combined requirements for EMI, EMP and 
EMSEC, or grounding straps designed to meet the combined requirements of EMC 
and electrical safety. There is a significant overlap between E3 and these related 
disciplines, and the development of their respective requirements should not be done 
in isolation. References to appropriate related NATO, national, and other international 
standards are provided for these disciplines. 
 
3. The National Acceptance Authority should decide whether additional 
requirements are applicable, or need to be expanded upon, to render a complete 
validation of platform performance. Areas requiring additional focus may include 
electrostatic discharge (ESD), lightning, radiation hazards (RADHAZ), radar cross 
section (RCS), electronic warfare (EW),  hostile electromagnetic weapons such as 
nuclear electromagnetic pulse (NEMP) and high powered microwave (HPM), and 
EMSEC. 
 
4. Approval of the E3 Land System Test Plan and E3 Land System test 
procedures by the National Acceptance Authority shall be granted before the E3 
verification test program can proceed. 
 
5. Electromagnetic interference (EMI) requirements of line replaceable units 
(LRUs) and sub-system equipment used within platform or system installations are 
defined in AECTP 501 [Ref. 1]. 
 
2.2 GENERAL REQUIREMENTS 
 
Category 507 shall be read in conjunction with AECTP 504 [Ref. 2], and the 
requirements of AECTP 504 shall be met. 

CHAPTER 2 APPLICABILITY AND REQUIREMENTS 
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2.3 VERIFICATION REQUIREMENTS 
 
The general verification requirements of AECTP 501 apply to freestanding SUT. The 
deltas are described in this chapter. 
 
2.4 TEST SITES 
 
2.4.1 Test Environment 
 
The tests should be performed in a semi-anechoic shielded enclosure. Depending on 
the size of the platform and the type of test (qualification test, informal test or 
analyses) other test environments may be used. In ANNEX A general information is 
given. 
 
2.4.2  Ground Plane 
 
The test setup including ground plane shall be representative of the actual operational 
use of the SUT. Independent / self-sufficient land systems must be positioned on the 
kind of ground that they will encounter during their intended use. A land platform that 
will be integrated with other systems shall be positioned upon a ground plane 
extending to at least 1.5 m beyond the system boundaries. This ground plane shall 
have a safety ground connection if the platform is using power mains or generating 
power and a protective conductor is used in the platform’s installation. The material of 
the ground plane can be aluminium instead of the more commonly used brass as the 
use of the ground plane is only temporary. If it is not practicable to position the 
platform upon a ground plane, then a ground plane must be constructed and placed 
immediately adjacent to the boundaries of the platform and bonded to the platform at 
frequent intervals (less than one metre apart). Insulating standoffs with a minimum 
thickness of 5 cm shall be used if the SUT is not placed directly on a ground plane 
during intended operational use. Any connections between the SUT and ground plane 
must be realized by using the original ground connectors and bonding material, 
attached to the normal grounding point(s) on the SUT. 
 
2.4.3 Length and Arrangement of Connecting Leads to a Platform 
 
The requirements stated in Ref. 1 should be met for shielded enclosure testing. For 
an open area test site, the power leads should typically be between 2m and 5m in 
length, but tailored to the platform test requirements if needed. There may be a need 
to appropriately terminate power cables through the use of either a line impedance 
stabilization network (LISN) as shown in Figure 507-1, or a coupling and decoupling 
network (CDN) (the details of which are described in IEC 61000-4-6 [Ref. 4]). The 
requirements for signal and control leads are also changed for an open area test site. 
The interconnecting cable form between separate units of the platform should be as 
short as practical and the input and output cable forms should be similarly short. The 
exact cable layout shall be recorded and displayed in the test report. 
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Figure 507-1: Test Setup Freestanding SUT with Power Connection 
 

 

2.4.4 Measurement Conditions 
 
1. The following conditions shall be observed: 
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a. Proper functioning within its technical specification of all platform capabilities 
and all installed equipment and subsystems for all foreseen modes of 
operation and test conditions; 

 
b. Calibration of all test instrumentation with calibrated parameters traceable to 

appropriate national or international standards; 
 

c. Selection of test instrumentation such that the required measurement 
parameter sensitivity is sufficient to verify required limits, margins, or 
specifications; 
 

d. Depending on the test environment there might be, especially at an OATS, 
the need to measure the ambient levels. During this measurement test and 
recording equipment, as well as additional components that are not part of 
the SUT, must be operated in the same mode as intended for the 
measurement of the platform characteristics; 

 
e. If the platform under test is equipped with transmit antennas, the radiation 

pattern of which can be changed either mechanically or electrically, then the 
required bore sights to be applied should be specified by the National 
Acceptance Authority. Tuning and matching of antennas must correspond to 
anticipated operational characteristics; and 

 
f. All test configurations shall be documented and photographed (if permitted) 

in sufficient detail such that the tests can be repeated if needed at a later 
date or different location. 

 
2. The following conditions should be ensured during platform tests to an external 
RF EME: 
 

a. The platform shall be illuminated uniformly in its entirety, or in sections with 
transmitter antennas at multiple locations if the platform is large. Illumination 
shall be based on  full threat characteristics for the most credible 
demonstration of hardness; 

 
b. The platform shall be powered and realistically operated by trained test crew 

members during each illumination. To prevent radiation hazards of 
personnel technical and/or procedural protective measures might be 
required; 

 
c. To allow for realistic platform operations during illuminations including 

communications with a base station or a second set of communication 
equipment, and depending on the platform internal timing, the typical dwell 
time shall be the greater of 3 seconds or the EUT response time per test 
frequency illumination; 
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d. Multiple platform orientations per test illumination are recommended; 
 
e. Susceptibility testing shall be in accordance with the methods described in 

AECTP 501 3.6.10.4. If the number of operating modes, platform 
orientations, modulations, polarizations, etc. leads to an unacceptably large 
number of individual tests and long test times, then the National Acceptance 
Authority may reduce the minimum number of test frequencies and dwell 
time. If specified by the National Acceptance Authority, the illuminating RF 
EME should incorporate modulations that replicate the EME from specific 
emitters of concern that the platform may be exposed to over its lifecycle; 
and 

 
f. Various combinations of modulations (primarily pulse modulation (PM), but 

also some additional amplitude modulation (AM) if warranted by pre-test 
analysis) shall be used to properly stimulate the platform.
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3.1 GENERAL 
 
The requirements of an E3 Test and Verification Program applicable to land platforms 
and systems are listed in Table 507-1.  
 

Requirement Item 
Requirement  

Applicability 

1.  Configuration Check Y 

2.  Functional Performance Baseline Y 

3.  EMSEC Installation Inspection C 

4.  Grounding/Bonding Y 

5.  
HERP, HERF, HERO assessment 
and survey  

C 

6.  Electrical Safety Y 

7.  AC/DC Power Quality C 

8.  
Electromagnetic Compatibility, 
Inter-System 

Y 

9.  
Electromagnetic Compatibility, 
Intra-System 

Y 

10.  Antenna Radiation Pattern C  

11.  
Degradation of Communications 
While Stationary or on the Move 

C 

12.  Emission Control, (EMCON) C 

13.  Electromagnetic Pulse C 

14.  Shielding Effectiveness C 

 

Key: Y Test is required for all equipment on this platform type. 

 C Test is conditionally applicable. These tests shall be specified / selected 
by the National Acceptance Authority. Details of the conditions under 
which these tests apply are given in the section for each specific 
requirement. 

 
Table 507-1: Components of an E3 Program Applicable to Land Platforms and 

Systems 
 
The final selection of tests and verifications should primary be related to the role of 
the specific platform under test and the electromagnetic environmental conditions it 

CHAPTER 3 TESTING 
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will encounter during its intended operational use. Less important are platform type, 
class or family. For example, an armoured personnel carrier may be configured to 
serve one of several different operational roles. Not all vehicle variants will have radio 
communication subsystems, ordnance, or EMSEC requirements. 
 
 
3.2 SPECIFIC E3 TEST AND VERIFICATION REQUIREMENTS 
 
3.2.1 Requirement #1 – Configuration Check 
  
1. Applicability: This requirement is applicable to all land systems regardless of 
role or class, as per AECTP 504, Chapter 4.a., Configuration Check.   
 
2. Purpose: The purpose of this requirement is to ensure the land system is 
constructed and configured in a manner that is representative of the final production 
level  
 
3. Requirement: The land system under test shall represent the final production 
level.  A parts list (bill of materials) shall be supplied to the National Acceptance 
Authority in advance of formal demonstration of this configuration check requirement. 
 
4. Procedures: Inspection procedures shall be as follows: 
 

a. Inspect the land system configuration against a parts list  that details 
the most recent version of equipment configurations and the most 
recent software, firmware, and hardware installations including 
electrical/electronic sub-assemblies; 

 
b. Inspect the land system configuration against engineering drawings that 

detail all equipment locations; 
 

c. Inspect all wire and cable types, sizes and lengths, details of the routing 
of interfaces including vehicle interface panels, wires, cables, 
connectors, and terminations. Ensure all vehicle interface panels, wires, 
cables, connectors and terminations are of the correct type; 

 
d. Visually inspect for workmanship, adequate separation between 

equipment, wires and cables necessary for the control of EMI and 
achievement of EMC; 

 
e. Assess the general condition of the equipment and cables, (doors, 

panels, fixings in place, connectors tightened, no damage, etc.); and 
 
f. Where the equipment or installation is deficient, document and (if 

permitted) photograph the deficiencies. If the configuration check fails 
to meet requirements, then re-schedule the E3 Test and Verification 
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Program to allow for re-design and re-installation of the installed 
equipment deliverable. 

 
3.2.2 Requirement #2 – Functional Performance Baseline 
 
1. Applicability: This requirement is applicable to land systems regardless of 
role or class, as per AECTP 504, Clause 4.c.  
 
2. Purpose: The purpose of the functional performance baseline is to verify that 
specifications, tolerances and stated operational performance requirements of all 
installed equipment and subsystems conform to those supplied from the National 
Acceptance Authority. 
 
3. Test Plan: The test plan shall specify the following: 
 

a. Modes of operation for each land system function and installed equipment to 
be verified.  If the number of possible modes leads to excessively large test 
times, then a reduced set of modes may be selected which provide ‘worst 
case’ configurations for E3 testing (e.g. a mode with highest peak and/or 
average power, transmission frequencies in known susceptibility bands of 
other systems/equipment, etc.). The reduced set of modes of operation shall 
be approved by the National Acceptance Authority; 

 
b. Performance conditions, levels, tolerances, and equipment criticality; and 
 
c. Functional performance baseline to be repeated at the start or end of each test 

day, or start of each E3 Requirement. 
 
4. Procedures: The demonstration procedures shall be as follows: 
 

a. Perform checks and tests to ensure all equipment and ancillaries' power ON 
and operate to required performance levels over all modes of operation; and 

b. Use the above power ON checks as a basis for a functional performance 
baseline to be repeated: 

 
(1) at the start or end of each test day;  
(2) at the start or end of tests for each E3 requirement of the E3 Test and 

Verification Program; or  
(3) as baseline reference to be used over the entire life cycle of the land 

system.  
 

5. A subset of the functional performance test can be used to develop shorter 
pre- and post-functional tests to be repeated throughout the E3 Test and Verification 
Program. 
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6. If the functional performance demonstration fails to meet the stated baseline, 
then re-schedule the E3 Test and Verification Program to allow for re-design and re-
installation of the installed equipment deliverable. 
 
3.2.3 Requirement #3 – EMSEC / TEMPEST Installation Inspection 
 
1. Applicability: This requirement is applicable to a land system serving an 
EMSEC role, and when specified by the National Acceptance Authority. 
 
2. Purpose: This requirement ensures that the installation of EMSEC related 
equipment affords the EMC installation conditions necessary for the E3 Test and 
Verification Program to continue. If the level of workmanship proves unsatisfactory at 
this early step, experience has shown that the platform under test will require re-
installation and/or re-wiring thereby invalidating all further E3 test and verification 
results. 
 
3. Requirements: EMSEC requirements are applicable across Air, Land, and 
Sea platforms. An EMSEC Test Program is outside the scope of this category and 
the National TEMPEST Authority (NTA) shall be consulted for EMSEC requirements.  
 
4. There is a need to coordinate the order of EMSEC and E3 inspections and 
tests, as redesign or other remedial measures can significantly change the platform 
to the point where previous tests are invalidated. General guidance for coordinating 
EMSEC requirements with those of E3 at a system level are included in AECTP 504 
Clause 4.11. 
 
5. An EMSEC inspection shall only be performed by certified EMSEC personnel 
to assess the adequacy of grounding practices, wire/cable routing and wire/cable 
separation practices. If the inspection fails to meet requirements, then the E3 Test 
and Verification Program shall be re-scheduled to allow for re-design and re-
installation of the EMSEC equipment deliverables. If the inspection proves 
satisfactory, then a detailed set of EMSEC tests can be performed to ensure proper 
classification and separation of RED/BLACK signals to required levels. 
 
 
3.2.4 Requirement #4 – Grounding and Bonding Measurements 
 
1. Applicability: This requirement is applicable to all land systems regardless of 
role or class as per AECTP 504, Clause 4.9 Electrical Bonding. 
 
2. Requirement: Grounding and bonding (G/B) measurements shall be taken of 
the equipment and cabling installation. The land system electrical bonding shall 
provide electrical continuity across external mechanical interfaces on electrical and 
electronic equipment, both within the equipment and between the equipment and 
other system elements, for control of E3 such that the system operational 
performance requirements are met. For instances where specific controls have not 
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been established for a system and approved by the National Acceptance Authority, a 
direct current (DC) bonding resistance of 2.5 milliohms or less across single 
individual contact areas within the equipment, such as between sub-assemblies or 
sections, shall apply throughout the life of the system.  

 
3. If specified by the National Acceptance Authority, DC bonding resistance 
measurements shall also be made from: 
 

a. the equipment enclosure to system structure, including the cumulative effect of 
all contact areas; and 

 
b. cable shields to the equipment enclosure, including the cumulative effect of all 

connector and accessory interfaces. 
 
4. DC bonding resistance limits for a and b above may be specified by the 
National Acceptance Authority. 
 
5. Test Equipment: The test equipment shall be as follows: 
 

A 4-probe Thomson (Kelvin) bridge milliohmeter (or micro-ohmmeter) 
 

6. Test Procedures: The test procedures specified in this standard are intended 
for the measurement of DC bonding resistance between conductive electrical and 
nonelectrical parts with a test method that is independent from the test 
instrumentation (i.e. test cables, probes, or contact points). 
 
7. G/B measurements are normally to be conducted with the vehicle and 
equipment/systems powered down. If there is a need for certain equipment to be 
powered up, then care shall be taken that this equipment does not affect the G/B 
measurements. 
 
8. The G/B test procedures consist of the following steps: 
 

a. Perform a visual inspection of each G/B location. Examine for missing 
grounding and bonding straps and connectors, unnecessary multiple 
terminations, quality of workmanship, painted, corroded or  untreated surfaces, 
mounting of the G/B hardware, use of inappropriate G/B hardware, whether 
ground straps are sheathed or unsheathed, inappropriately sized ground 
straps, etc. Document all findings supported by photographs as necessary; 

 
b. Disconnect the negative terminal from the vehicle battery; 

 
c. Perform a ground measurement from the disconnected end of the battery 

ground cable/lead to the engine compartment ground point/stud; and 
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d. Perform all remaining G/B measurements from the ground stud of the 
equipment under test, or equipment rack, to the open end of the disconnected 
battery cable/lead (still attached to the engine ground point/stud within the 
vehicle’s engine compartment).  

 
3.2.4.1 Measurement of Grounding and Bonding DC Resistance 
 
1. This test procedure is intended to verify that the contact resistance between 
conductive electrical and nonelectrical parts of their connections and ground is 
sufficiently low. 
 
2. The test is performed using a four probe milliohmeter (or micro-ohmmeter), 
based on the test principle of the Thomson (Kelvin) bridge, which allows accurate 
measurement of low contact resistance independent of the cables and probes used.  
 
3. Ensure that the four-probe milliohmmeter has been properly calibrated before 
performing G/B resistance measurements. Check the reading of the milliohmmeter by 
measuring a highly conductive test sample of known resistance (< 0.1 mΩ) as shown 
in Figure 507-2. This calibration reading shall be < 0.1 mΩ. Milliohmmeter 
manufacturers will often provide a test sample and instructions for calibration and 
zeroing.  
 
4. The DC contact resistance between conductive electrical and nonelectrical 
parts of the EUT and reference ground has to be measured at the specified test 
points.    

 
5.  The measurement test setup is shown for the following three examples: 
 

a. Example: Measurement of DC contact resistance, bonding via a bonding 
strap in Figure 507-3 

 
b. Example: Measurement of DC contact resistances, bonding via conductive 

surfaces in Figure 507-4 
 

c. Example: Measurement of DC contact resistance between shields of 
shielded cables and reference potential in Figure 507-5 

 
6. Test Procedure: perform the following steps using the test setup according to 
Figure 507-3  to Figure 507-5. 
 

a. The four test leads must be connected to the test points, as specified in the 
test plan. 

 
b. The measuring instrument is switched to the appropriate measurement range. 
 
c. The measured value is documented. 
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d. Repeat steps a to c at each specified test point in the test plan. 
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Key 
 
1 Current source 
2 Millivolt meter 
3 Test sample with a resistance R < 0.1 mΩ 
4 Thomson (Kelvin) bridge 
5 Distance d  ≤ 5 mm 

 
Figure 507-2: Test setup for functional check of milliohmmeter 
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Key 
1 Current source 
2 Millivolt meter 
3 Mounting plate 1 
4 EUT 
5 Thomson (Kelvin) bridge 
6 Bonding strap 
7 Ground connector 

8 Distance d ≤5 mm 



Figure 507-3: Measurement of DC contact resistance, 
bonding via a bonding strap (Example) 
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Key 
1 Current source 
2 Millivolt meter 
3 Mounting plate 1 
4 EUT 
5 Thomson (Kelvin) bridge 
6 Conductive surface 

7 Distance d ≤5 mm

 
Figure 507-4: Measurement of DC contact resistances, 

bonding via conductive surfaces (Example) 
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Key 
 
1 Current source 
2 Millivolt meter 
3 Mounting plate 1 
4 EUT 1 
5 EUT 2 
6 Thomson (Kelvin) bridge 
7 Ground connector 
8 Bonding strap 
9 shielded system cable 

10 Distance d ≤5 mm 
 

Figure 507-5: Measurement of DC Contact Resistance Between Shields of 
Shielded Cables and Reference Potential (Example) 
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3.2.5 Requirement #5 – RADHAZ: Hazards of Electromagnetic Radiation to 
Personnel (HERP), Fuel (HERF) and Ordnance (HERO) Surveys and 
Safety Assessments 

 
1. Applicability: This requirement applies to all land systems regardless of class 
or role only if specified by the National Acceptance Authority only if RF emitters are 
installed on the land platform. See AECTP 504, Clause 4.e and 4.3.   
 
2. Purpose: This requirement ensures personnel, fuels and volatile liquids, and 
ordnance are not exposed to hazardous levels of RF energy. 
 
3. Requirements: Requirements for HERP are defined by the applicable 
national standards or, in case no national standard is applicable, by STANAG 2345 
[Ref. 5]. Guidance for testing the electromagnetic vulnerability of ordnance and 
weapon systems is provided in the series of leaflets in AECTP 508 (Ref. 3). In 
particular, platform-level HERO requirements (e.g. for munitions loaded on a land 
platform weapon system) are defined by AECTP 508/3. 
 
4. Test Procedures: Perform the HERP, HERF, and HERO surveys and tests in 
accordance with the procedures identified by the applicable standard. 
 
5. RF Safety Assessments: In accordance with the applicable RF Safety 
standards, develop HERP, HERF, and HERO safety assessments including safety 
procedures for personnel, fuels and volatile liquids, and ordnance that may be 
exposed to electrometric fields from platform emitters of concern. 
 
3.2.6 Requirement #6 – Electrical Safety 
 
1. Applicability: This requirement is applicable to land systems regardless of 
class or role. 
 
2. Purpose: This requirement addresses the overlap between certain vehicle 
electrical safety and EMC requirements. 
 
3. Background: Electrical safety requirements for land platforms and systems 
are outside the scope of this document, and are covered by other national and 
international standards such as electrical safety codes. Electrical safety measures 
ensure that electrical power faults (open/short circuits) and access points capable of 
producing internal or external electrical voltages in excess of certain AC or DC limits 
within the land system do not present safety hazards to personnel or risk of damage 
to the electronic suite.  
 
4. In certain cases electrical safety requirements may be combined with EMC 
requirements to achieve design efficiency. As an example, grounding and bonding 
resistance requirements are often less stringent for electrical safety than for EMC, 
whereas the current rating of a bond strap for electrical safety may be higher than 
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that required solely for EMC applications. A single bonding strap that meets the 
combination of low resistance EMC and high current electrical safety requirements 
should be specified. 
 
5. In addition, electrical safety measures should be reviewed to ensure that they 
do not degrade EMC, such as the addition of a ground wire for electrical safety which 
may lead to ground loops. 
 
Requirements: 
 

a. Ensure that the land platform/system and its electrical and electronic 
equipment meet all applicable electrical safety codes and standards. 

 
b. Review electrical safety measures used on the land platform/system in order 

to: 
(1) electrical safety measures which could also meet EMC requirements; 

and 
 

(2) identify any electrical safety measures which may degrade EMC. 
 
3.2.7 Requirement #7 – AC/DC Power Quality 
 
1. Applicability: This requirement is applicable to land systems with a platform 
electrical power supply system if specified by the National Acceptance Authority. 
 
2. Purpose: This requirement addresses need to coordinate E3 and power 
quality requirements for land platforms and systems. 
 
3. Background: Power quality requirements for land platforms and systems are 
outside the scope of this document, and are covered by other national and 
international standards. Power quality is not always included within the scope of an 
E3 test and verification program, which aims to control EMI to achieve EMC of a 
military platform or system. However, characteristics of poor power quality are 
effectively a type of EMI.  Equipment installed on land platforms can therefore be a 
source or a victim of poor power quality.   
 
4. AECTP Leaflet 259 addresses conducted environments in the radio frequency 
(RF) spectrum that may be encountered by materiel due to alternating current/direct 
current (AC/DC) power system disturbances when installed in weapon system 
platforms or land based communication-electronic facilities and shelters.  
 
5. The EMI test procedures of AECTP  501 [Ref. 1] address electric power 
quality issues from the perspective of controlling EMI (specifically conducted 
emissions and susceptibility) from AC/DC power leads and cables and signal leads 
and cables at the equipment level.  These tests include both conducted emissions 
testing and radiated emissions testing (NRE01, NRE02) at the higher frequencies 



AECTP 500 
Category 507 

 
 3-14 Edition E Version 1 
   

 
 

(see AECTP 501, Table 501-2 Requirement Matrix [Ref. 1] for a detailed listing). 
Other specific power quality tests ensure that power supply characteristics such as 
rated voltage, steady state voltage tolerances, transient surges, spikes, ripples, 
stability, load effects and commutating or ignition peaks remain with specified 
tolerances or limits.  
 
6. Requirements: The National Acceptance Authority needs to ensure that E3 
and power quality requirements, where applicable, are coordinated and addressed 
jointly by their national organisations responsible for each of these disciplines.  
 
7. For reference, some power quality standards are identified below. 
 
8. STANAG 4134 [Ref. 6] specifies certain electrical characteristics of rotating 
28-volt DC generating sets, and [Ref. 7] specifies certain electrical characteristics of 
alternating current (AC) generating sets of various electrical power supplies and 
equipment. Note that STANAG 4134 does not cover generators or generating sets 
integrated in vehicles, ships, or aircraft. 
 
9. Some military standards which address electrical power quality are MIL-STD-
1275 for 28 VDC vehicle power [Ref. 12], VG 96916-5 [Ref. 14] for 24 VDC vehicle 
power, and VG 96916-10 [Ref. 15] for 115/200 VAC 400 Hz three-phase AC 
networks. 
 
10. ISO 7637-2 [Ref. 16] is a commercial standard which specifies test methods 
and procedures to ensure the compatibility to conducted electrical transients of 
equipment installed on passenger cars and commercial vehicles fitted with 12 V or 24 
V electrical systems.  ISO 8528 [Ref. 17] is a commercial standard which applies to 
reciprocating internal combustion engine driven alternating current generating sets. 
 
3.2.8 Requirement #8 – Electromagnetic Compatibility, Inter-System 
 
1. Applicability: This requirement is applicable to all land platforms and systems 
regardless of class or role. The method of assessment is applicable to the land 
system when stationary and on the move as applicable. 
 
2. Purpose: This requirement ensures that the land platform is able to function 
without perceptible degradation due to electromagnetic sources from another system 
(e.g. vehicle-to-vehicle), while preventing interference to other systems. This ensures 
a good basis for the achievement of inter-system EMC.   
 
3. Requirements:  Individual subsystems and equipment should meet 
interference control requirements of AECTP 501, Table 501-2 Requirement Matrix 
[Ref. 1] before inter- and intra-system tests (Requirements #8 and #9). The land 
platform shall meet the requirements and limits of Table 507-2. 
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Requirement Description Applicability 

NCE05S 

Conducted Emissions 
Power, Control and Signal Leads, 
System 
30Hz to 400 MHz 
Without LISN, with current clamp 

Applicable 

NCS07S 
Conducted Susceptibility 
Bulk Current Injection, System 
500kHz to 200MHz 

Applicable 

NCS08S 
Conducted Susceptibility,  
Bulk Current Injection, Impulse 
Excitation, System 

Applicable if cables leave 
system boundary, or if 
component tests are not 
documented. 

NCS09S 

Conducted Susceptibility 
Damped Sinusoidal Transients 
Cables and Power Leads, System 
10 kHz to 100MHz 

Applicable if cables leave 
system boundary, or if 
component tests are not 
documented. 

NRE01S 
Radiated Emissions 
Magnetic Field, System,  
30Hz to 100kHz 

Applicable if specified by 
the National Acceptance 
Authority  

NRE02S 
Radiated Emissions 
Electric Field, System,   
10kHz to 40 GHz 

Applicable 

NRS02S 
Radiated Susceptibility,  
Electric Field, System,  
1.5 MHz to 40GHz 

Applicable 
 

 
Note: Requirements and limits are provided in AECTP 501 unless indicated 
otherwise. 
 
Table 507-2: Land Platform and System EMC Test Requirements, Inter-system 

Interference 
 
4. Conducted Emissions – NCE05S shall apply if the platform supplies electrical 
power to external systems. 
 
5. Radiated Emissions – For inter-system EMC, NRE01S (radiated emissions, 
magnetic field, system) measurements of the platform’s exterior surfaces and about 
exterior wires and cables shall apply if the platform is to be physically separated from 
other systems by less than 1 m. (NRE01S intra-system EMC requirements may also 
apply, as discussed in the next section, where measurements of the platform’s 
interior surfaces, equipment surfaces and about interior wire and cables shall apply if 
magnetically sensitive equipment (such as cathode ray displays) are installed). 
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6. NRE02S (radiated emissions, electric field, system) shall apply to all land 
platforms and systems.  Measurements shall be conducted on sides of a vehicle 
platform, consisting of a minimum of one position at each side, in the region of 
potentially maximum emissions. 
 
7. Conducted Susceptibility – NCS07S, NCS08S and NCS09S may apply if 
specified by the National Acceptance Authority. Land systems and platforms are 
unlikely to experience significant externally generated fields at frequencies below 500 
kHz. Therefore the conducted susceptibility tests of Table 507-2 are based on a 
lower frequency limit of 500 kHz. Wires and cables external to the platform may be 
subject to conducted susceptibility test requirements. Examples include the use of 
external cabling between vehicle interface panels of separate platforms to and from 
another vehicle bulkhead panel, or cabling to an exterior tripod mounted equipment. 
Cables that supply electrical power to the platform under test from an off-platform 
generator are exempt from conducted susceptibility requirements unless specified by 
the National Acceptance Authority, since an off-platform electrical generator is a 
known source of broadband EMI emissions and should have met the electrical power 
source requirements of Requirement #7 and AECTP 501. 
 
8. Radiated Susceptibility - NRS02S (radiated susceptibility, electric field, 
system) may apply if specified by the National Acceptance Authority. Safety critical 
electronic subsystems such as vehicle electrical/electronic controls, brakes and turret 
controls may be of concern, and this inter-system test will evaluate the ability of the 
platform to withstand exposure to radiated external electromagnetic fields. NRS02S 
is normally limited to within the 500 kHz and 18 GHz frequency range. The upper 
frequency may be raised if justified by the operational scenario of the platform under 
test. Unless otherwise specified by the National Acceptance Authority, the EME in 
AECTP 258, Table 258-2 shall be taken as the limits. Tailoring may be required to 
address exceptional situations where higher or lower EMEs are encountered during 
NATO operations. Tests are normally limited to a maximum frequency of five times 
the highest operating frequency of any equipment or subsystem that comprise the 
platform under test ,or 10 GHz, whichever is higher. NRS01 (radiated susceptibility, 
magnetic field) may apply about interior equipment surfaces (refer to NRE01 above) 
and about interior wire and cables if magnetically sensitive equipment (such as 
cathode ray displays) are installed. 
 
9. Modulation Requirements: The test plan shall detail the modulation 
requirements to apply to tests NCS07S and NRS02S that best replicate the 
anticipated operational electromagnetic environment. If modulation requirements are 
not defined, then the modulations specified in NCS07 and NRS02 shall be applied. 
 
10. Test Procedures: The applicable test procedures of AECTP 501 [Ref. 1] shall 
be adapted for use when testing a platform, and without the use of LISNs. EMI 
testing of land platforms is often undertaken in test sites equipped with a turntable 
and dynameter. To assist in the development of a detailed EMI test plan tailored to 
the specific platform under test, the following general description of the EMI tests 
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performed within a large anechoic chamber equipped with turntable and dynameter 
to support the platform are provided: 
 

a. Transport the platform into the chamber onto the turntable and dynameter then 
strap or secure the platform to the floor. Ensure vehicle exhausts are funnelled 
outdoors. Place a fan on the chamber floor in front of the platform’s radiator to 
provide adequate forced air-cooling. Monitor installed cockpit displays within 
the platform with video cameras located at appropriate positions. If possible, 
route the platform’s internal engine diagnostics to the control room by fibre 
optic cabling to monitor and record all diagnostics and failure codes; 

 
b. At frequencies where the system is small compared to the wavelength of the 

illumination frequency (normally below 30 MHz), it is necessary to illuminate 
the entire system uniformly or to radiate the system such that appropriate 
electromagnetic stresses are developed within the system. Where illumination 
of the entire system is not practical, spot illumination of vulnerable areas (e.g. 
seams, hatches, doors, cable penetrations, apertures, etc.) shall be performed 
to couple the radiated field to the system. At frequencies (normally above 400 
MHz) where the size of the system is large compared to the wavelength, 
localized (spot) illumination is adequate to evaluate potential responses by 
illuminating specific apertures, cables and subsystems. Within the transition 
region from 30 to 400 MHz, illumination of the entire system or localized (spot) 
illumination may be applied, dependent upon the system and the environment 
simulator; 

 
c. For NRE02, place the test antenna at an appropriate distance from the front of 

the platform. Run the platform’s engine at idle. Rotate the platform using the 
turntable for radiated emission scans on all four sides of the platform under 
test. Repeat measurements while operating the engine at 600 rpm and 1400 
rpm; 

 
d. For NRS02, place the radiating test antenna at an appropriate distance from 

the platform. If possible, set the platform to run at 50 kilometres per hour using 
cruise control. Expose the platform to electric field strengths of 50 V/m with 
modulation applied. Repeat NRS02 at 100 V/m with modulation applied for 
safety critical equipment. Rotate the platform using the turntable to subject the 
platform to radiated susceptibility test requirements on all four sides; and 

 
e. If a dynameter is not available, options include disconnection of the vehicle’s 

drive shaft or elevating the vehicle such that the wheels or tracks are above 
the ground surface. However safety concerns and precautions must be fully 
considered. 
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3.2.8.1 Inter-System General EMC Test Requirements - Land Platforms 
 
The following general EMC test requirements shall apply. 
 

a. The system shall function within its specifications in all of its operating modes 
and configurations; 

 
b. During emission testing the operating modes and configurations producing the 

highest emissions are to be used; 
 
c. During susceptibility testing the SUT shall be operated in its most susceptible 

modes and configurations; 
 
d. Intentional frequencies, such as power line frequencies or operating 

frequencies of transmitting devices on their designed paths, are exempted 
from the applicable limits; and  

 
e. The frequency range to be tested, the limits and the permissible deviations 

shall be specified in the EMC test plan.   
 

3.2.8.2 NCE05S Conducted Emissions Power, Control and Signal Leads, 
System 

 
1. Requirements:  The inter-system test conditions specified in Clause 3.2.8 and 
3.2.8.1 and the general requirements of AECTP 501, Clause 2, General 
Requirements shall apply. 
 
2. Applicability: This test is mandatory for mobile/transportable C3I facilities and 
fixed facilities only if specified by the National Acceptance Authority. 
 
3. Purpose: To demonstrate that the land platform is not a source of conducted 
emissions on power, signal, and control lines which may cause inter-system 
interference. 
 
4. Procedure: Refer to AECTP 501 NCE05 for the general test procedure. 
Figure 507-6 shows the test setup adapted for systems such as land platforms. Only 
measurements outside the land system are required for this inter-system EMC test. 
(If the optional intra-system NCS07MVS margin verification test in Clause 3.2.9.6 is 
required, measurements will be performed on internal cables as well, at discrete 
frequencies.). 
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Legend  

1 Current monitoring probe  6 Connecting line 

2 Test receiver 7 Power supply line 

3 External power supply interface    
4 External signal/control lines interface  a Common mode 
5 External equipment/platform/system b Differential mode 
 

Figure 507-6: NCE05S Test Setup 
 
 
3.2.8.3 NCS07S Conducted Susceptibility, Bulk Current Injection, System 
 
1. Requirements: The inter-system test conditions specified in Clause 3.2.8 and 
the general requirements of AECTP 501, Clause 2, General Requirements shall 
apply. 
 
2. Applicability:  If the land platform has external cables, which interface with 
other systems, this test is mandatory in the frequency range 500 kHz to 200 MHz. 
 
3. Purpose: To demonstrate that the land platform is not a source of conducted 
emissions on power, signal, and control lines which may cause inter-system 
interference. 
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4. Procedure: Refer to AECTP 501 NCS07 for the general test procedure. 
Figure 507-7 shows the test setup adapted for systems such as land platforms. Only 
measurements outside the land system are required for this inter-system EMC test. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
      Dimensions in millimeters 
 
 

Legend  

1 Current monitoring probe  7 Power supply line  

2 Current injection probe  8 Test receiver 

3 External power supply interface  9 Amplifier 
4 External signal/control lines interface  10 Generator  
5 External equipment/platform/system a Common mode 
6 Connecting line  b Differential mode 
  

 
Figure 507-7: NCS07S Test Setup 

 
 
3.2.8.4 NCS08S Conducted Susceptibility, Bulk Current Injection, Impulse 

Excitation, System 
 
1. Applicability: This test is required only if specified by the National 
Acceptance Authority. It applies if the land platform has external cables which 
interface with other systems.  
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2. Purpose: To demonstrate that the land platform is not susceptible to 
conducted emissions on cables connected to external systems which may cause 
inter-system interference. 
 
3. Requirements: The inter-system test conditions specified in Clause 3.2.8 and 
the general requirements of AECTP AECTP 501, Clause 2, General Requirements 
shall apply: 
 
4. Procedure: Refer to AECTP 501 NCS08 for the general test procedure. Only 
measurements on cables that run externally from the land system are required for 
this inter-system EMC test. 
 
 
3.2.8.5 NCS09S Conducted Susceptibility, Damped Sinusoidal Transients, 

Cables and Power Leads, System 
 
1. Applicability: This test is required only if specified by the National 
Acceptance Authority. It applies if the land platform has external cables and/or power 
leads which interface with other systems.  
 
2. Purpose: To demonstrate that the land platform is not susceptible to 
conducted emissions on cables and power leads connected to external systems 
which may cause inter-system interference. 
 
3. Requirements: The inter-system test conditions specified in Clause 3.2.8 and 
the general requirements of AECTP 501, Clause 2, General Requirements shall 
apply. 
 
4. Procedure: Refer to Category 501 NCS09 for the general test procedure. 
Only measurements on cables that run externally from the land system are required 
for this inter-system EMC test. 
 
 
3.2.8.6 NRE01S Radiated Emissions, Magnetic Field, System, 30Hz to 100kHz

  
3 Applicability: This test is required only if specified by the National 
Acceptance Authority.  
 
4 Purpose: To demonstrate that magnetic field radiated emissions from the land 
platform are sufficiently controlled such that the platform is not a source of EMI to 
other systems. 
 
5 Requirements: The general requirements of AECTP 501, Clause 2, shall 
apply. 
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6 Procedure: Refer to Category 501 NRE01 for the general test procedure. 
Only measurements on the exterior to the land system are required for this inter-
system EMC test. 
 
3.2.8.7 NRE02S Radiated Emissions, Electric Field, System,  10kHz to 40 GHz 

  
1. Applicability: This test is mandatory. 
 
Default Limit: Default Limit: The LIMIT A in Figure NRE02-2 of AECTP 501 relaxed 
(increased) by 10dB applies. The test antenna separation distance, test frequency 
range, limits, and permissible deviations could be tailored by the National Acceptance 
Authority to suit the operational requirements of the SUT. The rationale behind the 
relaxation with 10 dB is the assumption that the distance between the SUT and any 
adjacent platforms/systems with receiver antennas is 3m or greater. 
 
2. Purpose: To demonstrate that electric field radiated emissions from the land 
platform are sufficiently controlled such that the platform is not a source of EMI to 
other systems. 
 
3. Requirements: The general requirements of AECTP 501, Clause 2, shall 
apply. 
 
4. Procedure: Refer to AECTP 501 NRE02 for the general test procedure. Only 
measurements exterior to the land system are required for this inter-system EMC 
test. 
 
3.2.8.8 NRS02S Radiated Susceptibility Electric Field, System, 2 MHz to 

40GHz  
 
1. Applicability: This test is mandatory. 
 
2. Limit: The AECTP 258 EME in Table 258-2 shall be taken as the limits. 
Tailoring may be required to address exceptional situations where higher or lower 
EMEs are encountered during NATO operations. The rationale for changing limits 
shall be clearly justified and documented.  
 
3. Purpose: To demonstrate that the land platform can withstand exposure to an 
external electrometric environment (EME) without experiencing any degradation of 
performance. 
 
4. Requirements: The general requirements of AECTP 501, Clause 2, shall 
apply. 
 
5. Procedure: Refer to AECTP 501 NRS02 for the general test procedure.  
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6.2.1.2  
3.2.9 Requirement #9 – Electromagnetic Compatibility, Intra-System 
 
Note: Requirements and limits are provided by AECTP 501 unless indicated 
otherwise. 

Table 507-3: Land Platform and System EMC Test Requirements, Intra-system 
Interference 

Requirement Description Applicability 

NRE04S 
Antenna  Terminal 
Test, Voltage Levels, 
System 

Disturbing voltage levels at 
receiving antenna terminals 

Mandatory if receiver 
antenna(s) are installed 
on the platform 

NCE03S 

Antenna  Terminal 
Test, Emissions, 
System 

 

NCE03 - Conducted 
Emissions, Antenna 
Terminal,  

Mandatory if specified by 
the National Acceptance 
Authority  

NRS05S 
Direct Margin 
Verification, Radiated 
Susceptibility, System 

Safety margins for system 
against generated field 
strength 

Mandatory if transmitter 
antenna(s) are installed 
on the platform 

NRS06S 
Indirect Margin 
Verification, Radiated 
Susceptibility, System 

Safety margins for system 
against generated field 
strength 

Mandatory if transmitter 
antenna(s) are installed 
on the platform. NRS06S 
may be used if test 
NRS05S is not possible. 

NCE05S  
Conducted 
Emissions,  
Power, Control and 
Signal Leads, System 
500 kHz to 400 MHz 

Follow procedure in Clause 
3.2.8.2 for internal cables. 
Results from NCE05S used 
to determine test levels for 
NCS07S   margin 
verification 

Mandatory if specified by 
the National Acceptance 
Authority Test method 
used to characterize 
internal cables of 
subsystems. 
 

NCS07S 
Margin Verification,  
Conducted  
Susceptibility, System 

 
Uses results of NCE05S 
tests increased by the 
required margin and 
applied to internal cables 
using Bulk Current 
Injection, 500 kHz to 
400 MHz, following test 
procedures of NCS07S 

Mandatory if specified by 
the National Acceptance 
Authority  
Can be used if radiated 
field strengths in NRS02S 
and NRS05S are 
insufficient to achieve the 
margins required for this 
test or, for other reasons, 
these procedures are not 
applicable. 

NSV01S Source/Victim EMC Test Mandatory 
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3.2.9.1 Intra-System General EMC Test Requirements - Land Platforms 
 
The following intra-system general test requirements shall be followed: 
 

a. The frequency ranges used in the measurements and tests shall be the same 
as the nominal frequency ranges of the communications antennas and 
receivers/transmitters that are possible to use in the platform; 

 
b. If the antenna radiation patterns of on-platform antenna subsystems can be 

altered either mechanically or electrically, then the direction and configuration 
of the electrical bore sight shall be established by the EMC test plan; 

 
c. Tuning and matching of the antennas shall correspond to normal operation 

and included in the measurements and tests;  
 

d. Tests involving the measurement of reference levels for the determination of 
margins shall use operational transmitting units of the system; 
 

e. During emission testing (NRE04S, NCE05S) the operating modes and 
configurations producing the highest emissions are to be used; and 
 

f. During susceptibility testing (NRS05S, NCS07MVS) the SUT shall be operated 
in its most susceptible modes and configurations. 

 
3.2.9.2 NRE04S Disturbing Voltage Levels at Installed Antenna Ports, System 
 
1. Applicability: This test is mandatory only if receiving antenna(s) are installed 
on the platform 
 
2. Purpose: The test procedure is intended for the measurement of disturbing 
voltages at the antenna (tuner) ports of receiving antennas installed on the land 
platform or system. By means of this test method it shall be demonstrated that 
disturbing voltages at the terminals of the receiving antenna do not reach 
inadmissibly high values. 
 
3. Requirements: In addition to the test conditions specified in the general 
requirements of AECTP 501, Clause 2, General Requirements, the following 
conditions shall be observed and laid down in the EMC test plan. 
 

a. Regular function of all system components shall be ensured for all foreseen 
operational modes and conditions. For all system components to be tested the 
operating modes and conditions shall be set in which the highest disturbing 
voltages at the receiving antenna terminals can be expected; 

 
b. Measurements shall be carried out in (semi anechoic) shielded rooms. The 

spacing between the SUT and the shielding walls of the shielded room shall 
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be as shown in figure 507-9. For these rooms an absorber lining is 
recommended. Measuring results which are inaccurate due to reflections and 
room resonance are not to be taken into account; 

 
c. With the exception of the antenna under test, all equipment and systems 

installed on the SUT should be connected to their respective antennas and 
powered but not transmitting; 

 
d. Intentional transmissions of transmitters at their operating frequency shall be 

omitted from the limits to be applied; and  
 

e. The frequency range to be tested, the limits and the permissible deviations 
approved by the National Acceptance Authority shall be specified in the EMC 
test plan. 

 
4. Default limits: Figure 507-8 shows the default limits for continuous emissions 
and applicable frequency range. For maximum receiver sensitivity, Limit Class 1 shall 
apply. If a reduction of the receiver sensitivity is permitted, Limit Class 2 may be 
used. For transient emissions, limits 30 dB higher than those shown in Figure 507-8 
are permitted. 
 

 
Figure 507-8: Default limits for NRE04S 

 
 
5. Transient emissions within the meaning of this standard are emissions with a 
pulse repetition frequency ≤ 5 Hz and a duration ≤ 20 ms and aperiodic emissions. 
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The pulse repetition frequency and duration have to be verified in the time domain. 
Emissions with a pulse repetition frequency > 5 Hz in the meaning of this standard 
are continuous emissions. 
 
6.  Guidance on Tailoring: The test frequency range, limits, and permissible 
deviations could be tailored by the National Acceptance Authority to suit the 
operational requirements of the SUT. In general, for Limit Class 2 will be used for 
vehicle-on-the-move antenna systems  

 
7. Test Equipment: The following test equipment shall be used: 
 

a. test receiver 
b. data recording instrument 
c. signal generators 
d. reference radiator 
e. oscilloscope 
f. Head phones or loudspeaker 

 
8. Measurement: The test setup to be used is shown in Figure. 
 
9. Functional check of measurement chain: A reference radiator shall be 
positioned in the test setup. Carry out a check of the measurement chain of the entire 
test setup for each antenna for at least one frequency in the operational frequency 
range as described below in a and b: 
 

a. Radiate a known signal within the antenna frequency range. 
 

b. Verify frequency and amplitude of the antenna output voltage caused by the 
antenna output voltage. 

 
This check is intended to provide a coarse indication that the test setup is functioning 
properly. There is no requirement to accurately measure the signal level. 
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Legend       Dimensions in metres 
 
        
1 RF absorbers on the ceiling and all walls 
 
2 System to be tested 
 
3 Test setup boundary 
 
4 Screened room 
 
5 Conducting floor 
 

Figure 507-9: Placement of the System in the Test Chamber 
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1. Procedure: Measurements of disturbing voltages shall be performed as 
follows: Instead of the operational receiver a test receiver is connected to the 
receiving antenna. Matching and tuning units and antenna amplifiers as well as 
antenna cables are regarded as components of the receiving antennas and are 
therefore part of the test setup. It’s important that the antenna grounding and bonding 
is taken into consideration within the test setup. The input resistance of the test 
receiver used shall correspond to the input resistance of the operational receiver. If 
this correspondence is not possible in case of high-resistance receiving antennas, a 
special impedance transformer has to be inserted between receiving antenna and 
test instrument. The test receiver shall be connected to any receiving antenna 
specified in the EMC test plan. 
 
2. Determine the disturbing voltages at the system-internal receiving antennas as 
described below in a and b: 
 

a. Scan the receiver in each required frequency range using the receiver settings 
according to Table 501-4 Bandwidth and Measurement Time. 

 
b. Repeat the measurement for any operational mode and receiving antenna 

specified in the EMC-test plan. 
 
3.2.9.3  NCE03S Conducted Emissions Antenna Terminal, System  
 
1. Applicability: This requirement is optional and applies to the antenna 
terminals of transmitters, receivers, and amplifiers if specified by the National 
Acceptance Authority. The requirement is not applicable to equipment designed with 
antennas permanently mounted to the SUT. The transmit mode portion of this 
requirement is not applicable within the SUT necessary bandwidth and within ± 5 
percent of the fundamental frequency. 
 
2. Requirements: The requirements, procedures and limits of AECTP 501 [Ref. 
1], NCE03, shall apply to the antenna terminals of transmitters, receivers and 
amplifiers.  NRE03 may be used as an alternative for NCE03 when testing 
transmitters with their intended antennas. NCE03 is the preferred requirement unless 
the equipment or subsystem design characteristics preclude its use. 
 
3. Test Procedures: The NCE03 or the alternative NRE03 test procedures of 
AECTP 501 [Ref. 1] shall be adapted for use when testing a platform. 
 
 
3.2.9.4 NRS05S Direct  Margin Verification of susceptibility with increased 

transmitting power level and operational transmitting antennas 
 
1. Applicability: This test is mandatory only if transmitting antenna(s) are 
installed on the platform and only if specified by the National Acceptance Authority. 
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2. Purpose: The test procedures specified in this standard are intended for the 
verification of susceptibility against radiated disturbances generated by 
communications equipment of the system to be considered. 
 
3. Requirements: In addition to the test conditions specified in the general 
requirements of AECTP Category  501, Clause 2, General Requirements, the 
following conditions a to g shall be observed: 
 

a. Regular function of the presented system shall be ensured for all foreseen 
operation modes and conditions. 

 
b. The operation modes and conditions in which the highest disturbance effects 

arise are to be set. 
 
c. The frequency range to be tested results from the nominal frequency ranges of 

the communications antennae used in the system. 
 

d. If the antenna radiation patterns of on-platform antenna subsystems can be 
altered either mechanically or electrically, then the direction and configuration 
of the electrical bore sight shall be established by the EMC test plan.   

 
e. Measurements are carried out only in frequency band ranges in which the 

system transmitters operate. 
 
f. Tuning and matching of the antennas shall correspond to normal operation.  
 
g. Operational transmitting units of the system shall be used for recording of 

reference levels for the determination of margins. 
 
 
4. Test equipment:  This test method uses increased power levels for the direct 
verification of susceptibility margins against field strengths produced by intra-system 
transmitters. If operational antennas including matching devices might be damaged 
by increased power levels, then only the maximum permitted transmitter power level 
should be used, following test procedure NRS06S. 
 
5. In addition, the following test equipment shall be used: 
 

a. directional coupler; 
 

b. test receiver, power measuring instrument or equivalent instrument; and  
 

c. field strength measuring instrument. 
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6. Procedure:  
 

a. Determination of Reference Transmitting Power 
 

For recording the reference transmitting power, operational transmitting units 
of the system shall be used. Using typical modulation methods, the maximum 
permissible operational transmitting levels of the communication unit to be 
considered shall be applied to the associated antenna at the frequencies 
specified in the EMC test plan. 

 
Perform the following steps (1) to (3) using the test setup according to Figure 
507-10 for each frequency specified in the EMC test plan.  Step (3) is only 
required at the lowest, the middle and the highest frequency required.  The 
reference transmitting power equals the difference between forward and 
reverse power. 

 
(1) Apply the maximum permissible operational transmitting level to 

the associated antenna. 
 
(2) Record the transmitting power (forward and reverse power). 

NOTE: Power measurement is intended only to demonstrate 
regular operation of transmitting units. Accurate power 
measurement is not required. 

 
(3) Record the field strength using a field strength measuring 

instrument. 

 

Figure 507-10: Determination of Reference Transmitting Power 

           Legend  

1 System 5 System transmitter 

2 System antenna 6 Power measuring instrument 

3 Antenna tuning unit (ATU) 7 Field strength measuring instrument 

4 Directional coupler 8 Fibre optic cable to the evaluation unit 
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b. Functional Check of Measurement Chain 
 

For the functional check of the measurement chain, the transmitting power has 
to be increased by means of an appropriate device (power amplifier, substitute 
transmitter). In doing so, the modulation method used has to correspond to 
that used for the determination of the reference transmitting power according 
to Procedure a.Perform the following steps (1) to (5) using the test setup in 
Figure 507-11 for the lowest, the middle and highest frequency specified in the 
EMC test plan: 
 

(1) Apply the reference transmitting power increased by the 
immunity margin to the associated antenna. 

(2) Record the increased transmitting power (the difference between 
forward and reverse power). 

(3) Record the field strength using a field strength measuring device. 
(4) The field strength level measured has to correspond to that 

measured according to Procedure a and increased by the 
immunity margin. 

(5) If deviation is higher than ± 3 dB find the source of error and 
correct it before continuing the test. 

 
The position of the field strength measuring device shall correspond to that for 
the determination of reference transmitting power according to Procedure a. 

 

 
           Legend  

1 System 6 Power amplifier 

2 System antenna 7 Power measuring instrument 

3 Antenna tuning unit (ATU) 8 Field strength measuring instrument 

4 Directional coupler 9 Fibre optic cable to the evaluation unit 

5 System transmitter 
 

 

Figure 507-11: Direct Margin Verification 
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c. Verification of Susceptibility Margin 

 
For the verification of the susceptibility margin the transmitting power has to be 
increased. In doing so, the same modulation method shall be used as for the 
determination of reference transmitting power according to Procedure a. 
Perform the following steps (1) to (5) using the test setup in Figure 507-11 for 
all frequencies specified in the EMC test plan:  

 
(1) Apply the reference transmitting power increased by the 

immunity margin to the associated antenna. 
(2) Record the increased transmitting power (the difference between 

forward and reverse power). 
(3) Record the field strength using a field strength measuring device. 

This check is intended to provide a coarse indication that the test 
setup is functioning properly. There is no requirement to 
accurately measure the signal level. 

(4) Monitor the system and record the details of any degradation 
observed. 

(5) When degradation is noted, determine the susceptibility 
threshold values. 

 
The susceptibility margin results from the difference between the reference 
transmitting power level according Procedure a and the transmitting power 
level measured at the susceptibility threshold. 

 
3.2.9.5 NRS06S Indirect Margin Verification, Radiated Susceptibility, System 
 
1. Applicability: This test is optional and may be specified by the National 
Acceptance Authority if there is a requirement to verify the required margins between 
the susceptibility of sensitive electronic equipment against intentional emissions from 
transmitters installed on the land platform. This indirect margin test procedure is used 
when direct margin verification using test NRS05S is not possible. 
 
2. Purpose: The test procedure is intended to ensure the protection of 
equipment installed on land platforms, and allow the equipment to operate without 
degradation by on-platform RF antenna radiation.  
 
3. Requirements: In addition to the test conditions specified in the general 
requirements of AECTP 501, Clause 2, General Requirements, the following 
conditions a to f shall be observed: 
 

a. The frequency ranges used in the tests shall be shall be the same as the 
nominal frequency ranges of the communications antennas used in the 
system. 
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b. Measurements are carried out only in frequency band ranges in which the 
system transmitters operate. 

 
c. If the antenna radiation patterns of on-platform antenna subsystems can be 

altered either mechanically or electrically, then the direction and 
configuration of the electrical bore sight shall be established by the EMC 
test plan.   

 
d. Tuning and matching of the antennas shall correspond to normal operation. 

 
e. The susceptibility margin will be determined from the difference between 

the reference field strength and the field strength level measured at the 
susceptibility threshold, whereby both are measured as peak field strength 
levels.  

 
f. Operational transmitting units of the system shall be used for recording of 

reference levels for the determination of margins 
 
7. Test equipment:  For the test with increased field strength level for the 
verification of the immunity margin, parts of the transmitting equipment will have to be 
replaced to allow the high RF field levels required for this test to be achieved. 
Increased power levels are provided by power amplifiers or substitute transmitters 
and antennas. 
  
8. In addition, the following test equipment shall be used: 

 
a. directional coupler; 

 
b. test receiver, power measuring instrument or equivalent instrument; and  

 
c. field strength measuring instrument. 

 
9. Procedure:  
 

a. Determination of Reference Field Strength 
 

For recording the reference transmitting power, operational transmitting units 
of the system shall be used. Using typical modulation methods, the maximum 
permissible operational transmitting levels of the communication unit to be 
considered shall be applied to the associated antenna at the frequencies 
specified in the EMC test plan. Reference field strengths shall be measured 
using the test setup in Figure 507-10.  
 
Perform the following steps (1) to (3) to measure reference field strengths 
using the test setup shown in Figure 507-10 for each frequency specified in 
the EMC test plan.  Step 3 is only required at the lowest, the middle and the 
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highest frequency required.  The power fed into the integral parts of the 
operational antennas (original condition) and the associated field strength 
generated shall be measured at all test points specified in the test plan. The 
reference transmitting power equals the difference between forward and 
reverse power. 
 

(1) Apply the maximum permissible operational transmitting level to 
the associated antenna. 

 
(2) Record the transmitting power (forward and reverse power). 

NOTE: Power measurement is intended only to demonstrate 
regular operation of transmitting units. Accurate power 
measurement is not required. 
 

(3) Record the field strength using a field strength measuring 
instrument. 

 
10. Repeat steps (1) to (3) for all transmitting antennas specified in the EMC test 
plan. 
 

b. Verification of Susceptibility Margin 
 

For the verification of the immunity margin the same modulation method shall 
be used as for the determination of reference field strength according to 
clause 3.2.9.4, Procedure a. If this is not possible, then the modulation 
specified in AECTP 501, 3.6.10.4.2 shall be used. In this case, accurate 
verification of the required immunity margin has to be documented, despite the 
use of a different modulation method. 

 
Perform the following steps (1) to (3) using the test setup shown in Figure 507-
12 for all frequencies and test points specified in the EMC test plan:  

 
(1) Increase the transmitting power applied to the substitute antenna 

until the reference field strength increased by the immunity 
margin to be verified is reached. 

 
(2) Monitor the system for degradation due to susceptibility effects. 

 
(3) If degradation or any susceptibility effects are observed during 

the operation of the EUT, susceptibility threshold values shall be 
determined as follows: 

 
(a) the test signal shall be reduced until the operation 

of the EUT is back to normal; 
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(b) the test signal shall then be reduced by another 6 
dB; and 

 
(c) the test signal shall then be increased slowly until a 

susceptibility can be noted again. This level is the 
susceptibility threshold. 

 
. 

 
           Legend  

1 System 6 Power amplifier 

2 System antenna 7 Substitute antenna 

3 Antenna tuning unit (ATU) 8 Field strength measuring instrument 

4 System transmitter 9 Fiber optic cable to the evaluation unit 

5 Substitute transmitter a  not in operation 

 
Figure 507-12: Direct Margin Verification 

 
 
1. The actual margin is determined from the difference between the reference 
field strength according to Procedure a and the field strength measured at the 
susceptibility threshold. 
 
2. If the test results demonstrate that the required safety margins have not been 
achieved, then operating procedures shall be introduced to either prevent these 
critical frequencies from being used or reducing the output power of the transmitter. 
Where safety margins are not achieved for safety critical systems, remedial design 
shall be undertaken to achieve the desired level of risk mitigation. 
3.2.9.6 NCS07S  Margin Verification, Conducted Susceptibility, System 
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1. Applicability: This test is optional and can be used if the transmitter power 
levels used in the Margin Verification, Radiated Susceptibility test of Clause 3.2.9.4 
are insufficient to measure the applicable margins.  
 
2. Purpose: The test procedure is intended to ensure the protection of 
equipment installed on land platforms, and allow the equipment to operate without 
degradation by on-platform RF antenna radiation.  
 
3. Requirements: In addition to the test conditions specified in the general 
requirements of AECTP Category  501, Clause 2, General Requirements, the 
following conditions a to d shall be observed: 
 

a. Regular function of the system’s equipment shall be ensured for all foreseen 
operating modes and conditions; 

 
b. The operation modes and conditions in which the highest interference effects 

arise are to be set; 
 
c. The frequency range to be tested, the limits, and the permissible deviations 

shall be stated in the EMC test plan; and 
 
d. The verification of margins between conducted emissions and conducted 

susceptibility is based on previously acquired measurements of conducted 
emissions from internal cables from test NCE05S (Clause 3.2.8.2). It has to be 
ensured that, as far as possible, the monitoring probes are mounted at 
identical positions. For these NCE05S tests, on-board-transmitters have to be 
operated and the resulting current on the cables under test shall be measured 
at discrete test frequencies. Scanning is not permitted for NCE05S tests 
performed to obtain conducted emission measurements for use with NCS07S 
tests. 

 
4. The required test current corresponds to the current measured during test 
NCE05S increased by the required susceptibility margin. It is applied according to 
Figure 507-7 with the current injection probe and measured with the current 
monitoring probe.  
 
5. Procedure: Perform the following steps a to f for all leads, lines, cables and 
bundles to be tested using the test setup shown in Figure 507-7. 
 

a. Position the current probes at the appropriate test points in Figure 507-7. 
 

b. Set the signal generator to the start frequency with a pulse modulation of 1 
kHz and a duty cycle of 50%. 
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c. The required test current corresponds to the current measured during test 
NCE05S, increased by the required margins in AECTP 504, Clause 3.1.  

 
d. The required test current is applied with the current injection probe and 

measured with the current monitoring probe as shown in Figure 507-7. 
 

e. Monitor the system for degradation due to susceptibility effects. 
 

f. If any susceptibility effects are observed during the operation of the EUT, 
susceptibility threshold values shall be determined as follows: 

 
(1)  the test signal shall be reduced until the operation of the EUT is back  

to normal; 
 
(2)  the test signal shall then be reduced by another 6 dB; and 
   
(3)  the test signal shall then be increased slowly until susceptibility effects 

are noted again. This level is the susceptibility threshold. 
 

g. Repeat steps a to f for all test points, modulations, and discrete frequencies 
used in test NCE05S to acquire the test current measurements. 

 
6. The actual margin is determined from the difference between the reference 
current level determined during test NCE05S, and the injected current level 
measured at the susceptibility threshold.  
  
7. If the test results demonstrate that the required safety margins have not been 
achieved, then operating procedures shall be introduced to either prevent these 
critical frequencies from being used or reducing the output power of the transmitter. 
Where safety margins are not achieved for safety critical systems, remedial design 
shall be undertaken to achieve the desired level of risk mitigation. 
 
3.2.9.7 NSV01S Intra-System Source-Victim Test 
 
1. Applicability: This requirement is applicable to all land platforms and systems 
regardless of class or role.  
 
2. Purpose: The purpose of this requirement is to: 
 

a. Ensure the EMC of the land system to an acceptable operational performance 
level; and  

 
b. Ensure the EMC of safety critical equipment with an appropriate safety margin 

level according to AECTP 504, Clause 3.1. 
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3. Requirement: The land system shall be electromagnetically compatible with 
itself such that operational performance requirements are met. Compliance shall be 
verified by a system level EMC Source-Victim (S/V) test.  The requirements of 
AECTP 504, Clause 3.1 Margins, and 4.4 EMC Source-Victim Matrices, shall apply. 
 
4. The National Acceptance Authority should identify which equipment and 
subsystems are required to operate with the platform under test: 
 

a. in a vehicle run state; 
 

b. during ignition turn-over (either ON or OFF); 
 

c. a vehicle ignition OFF state; 
 

d. a vehicle battery state; and/or 
 

e. with the platform electrically powered by external AC/DC generator. 
 
5. The National Acceptance Authority should identify whether radio 
communication is to be maintained with the platform under test in each of the above 
vehicle run states. 
 
6. The test procedures detailed below under ‘Protection of Equipment from On-
board Transmitters’ are optional and shall only apply if selected by the National 
Acceptance Authority. 

 
7. Test Plan: The test plan shall include the following: 
 

a. An S/V matrix comprised of: 
(1) All safety critical equipment including those for vehicle safety, 

and mission critical equipment; 
 

(2) RF emitters and receivers including radio communication, radar, 
GPS, EW, jammers, counter-IED, active protection systems, 
beacons, etc. as applicable; 

 
(3) On-platform and off-platform (i.e. remote) antenna subsystems; 

 
(4) High current sources including, but not limited to, the horn, 

windshield wipers, windshield washer pumps, heaters, fans, 
defroster, winches, water or kitchen boiling elements, turret 
rotation, external AC/DC generators; 

 
(5) Operating modes of the utilization equipment to be evaluated. 

Selection of operating modes can be based upon either the 
operating mode capable of producing the highest levels of RF 
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susceptibility or emissions; or the operating mode that will see 
typical usage, (for example, 80% of the time). All differing wave 
shapes capable of being received or transmitted by on-platform 
RF receivers and transmitters shall be considered. (For example, 
digital voice and digital data operating modes may all function 
with a similar wave shape and identical bandwidth requirements. 
These need only be considered once by the S/V Matrix for any 
particular RF subsystem listed in the S/V matrix. Conversely, 
both AM-voice and FM-voice operating modes shall be evaluated 
separately by the S/V matrix). As applicable, a description of how 
the operating modes are to be simulated shall be detailed; 

 
(6) Receiver and transmitter operating frequencies and, if 

applicable, frequency hop sets; 
 

(7) Pass/fail criteria for utilization equipment for each mode of 
operation assessed by the S/V matrix. Pass/fail criteria should be 
measurable and with tolerance levels clearly defined before start 
of test. As applicable, a description of how the pass/fail criteria 
will be monitored shall be detailed; and 

 
(8) Vehicle/platform run states as detailed by the National 

Acceptance Authority. 
 

b. Test Pre-requisites:  Before commencing the Intra-System EMC test program, 
the following tests and verifications shall be performed: 

 
(1) Requirement #1 Configuration Check; 

 
(2) Requirement #2 Functional Performance Baseline; 

 
(3) Requirement #4 Grounding and Bonding Measurements; 

 
(4) Requirement #6 HERP Survey; 

 
(5) Ensure all installed radios are compliant with the appropriate 

specification with respect to transmitter output power and 
receiver sensitivity; and 

 
(6) Ensure the VSWR between a transmitter and its antenna or 

antenna matching unit complies with the equipment specification 
limits.  Repeat the VSWR measurements at all frequencies 
applicable to the S/V matrix test. 

 
c. Test Procedures with Stationary Platform. The test procedures shall be as 

follows: 
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(1) Transport the platform under test to the test site; 

 
(2) Sequentially perform the EMC test required of the S/V matrix. 

Assess responses against the pass/fail criteria and required 
margins as applicable; 

 
(3) Where a susceptibility condition is found, the threshold of 

susceptibility and details of the susceptibility shall be 
documented including as applicable, video recordings of 
malfunctioning systems, photographs of visual interference, 
recordings of audible interference and data files or printouts of 
system error reports etc.  Where applicable, details of the 
susceptibility criteria in terms of transmitter output power shall be 
established at the most susceptible frequency; 

 
(4) Portions of the S/V matrix involving radio and radar receivers 

and transmitters may require the following additional procedures 
or considerations: 

 
(5) Locate a remote radio communication site 100m or more away 

from the platform under test in order to fully exercise radio 
communication equipment and subsystems; 

 
(6) Sequentially operate each radio and radar transmitter at its 

maximum RF power output level. For EMC tests involving safety 
critical electronic equipment and subsystems, margins may be 
measured using the NRS05S, NRS06S, or NCS07S  margin 
verification tests if specified by the NAA;  

 
(7) Monitor the performance of radio and radar receivers against the 

pass/fail criteria with receivers set to their minimal discernible 
level of signal reception; 

 
(8) Repeat the S/V matrix for each differing waveform that can be 

developed or utilized by the RF emitters and receivers, and for 
each on-platform and off-platform (i.e. remote) antenna 
subsystem; and 

 
(9) Repeat the S/V matrix for each operating frequency, and 

frequency hop set as applicable, as detailed in the EMC test 
plan. 

 
d. Test Procedures with the Platform on the Move. This EMC trial shall be 

performed with the platform on the move in order to assess those vehicle 
systems that are speed dependant (direction controls, brakes, gear selection, 
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speedometer, etc.). The EMC test program shall address each of the following 
operating conditions: 

 
(1) Each on-platform transmitter or high current source shall be 

operated individually in turn; 
 

(2) Where options exists for multiple antenna locations or positions 
(90° vertical, 45° slant, full extended, partially extended), each 
location and position shall be assessed in turn; 

 
(3) Where multiple transmitters may be operating simultaneously, 

the EMC impact shall be assessed for safety critical equipment 
(vehicle electrical/electronic controls, brakes, turret controls. Of 
concern is the increase in average power to a victim equipment 
and interference resulting from intermodulation products from 
multiple frequency transmissions); 

 
(4) The transmitter or source shall be operated over its operational 

frequency range, at maximum operating output power levels, and 
trialling all differing wave shapes that can be transmitted; 

 
(5) Selection of transmitter frequencies shall be based upon 

frequencies known to cause susceptibility concerns (such as 
those noted during equipment EMI test programs to AECTP 501 
[Ref. 1] or as noted during AECTP 507 Requirement #8 platform 
EMI test programs.  In addition, a range of operating frequencies 
shall be selected as follows: 

 
(6) HF transmissions between 1.6 MHz and 30 MHz in 0.5 MHz 

steps; 
 

(7) VHF transmissions between 30 MHz and 225 MHz in 1 MHz 
steps; 

 
(8) UHF transmissions between 225 MHz and 450 MHz in 5 MHz 

steps; 
 

(9) For frequency hopping radios the frequency hopping mode of 
operation shall be assessed; 

 
(10) Where frequency hopping radios use non-tunable antennas, the 

hop set shall include all frequencies; and 
 

(11) Where a radio uses a tuned antenna, the radio shall be tuned to 
the lowest, middle and highest frequencies within its frequency 
band of operation as a minimum; and the frequency hop set shall 
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include all frequencies available to the tuned antenna under 
consideration. 

 
(12) Examples of platform EMC tests that may be performed are as 

follows.  Confirmation that: 
 

(13) All gears are selectable; 
 

(14) The braking system is fully operational; 
 

(15) All internal and external vehicle lights including indicators 
function correctly; 

 
(16) Windshield wipers function correctly; 

 
(17) The vehicle fuel pump functions correctly; 

 
(18) Electrically operated weapons (e.g. feed motor) operate 

correctly; and  
 

(19) Turret movement controls function correctly. 
 
3.2.10 Requirement #10 – Antenna Radiation Patterns 
 
1. Applicability: This requirement is applicable to land platforms with antenna 
systems designed for omnidirectional radiation in azimuth after installation on 
vehicles and portable containers. The procedure can also be applied to directional 
antenna installations. 
 
2. Purpose: With the antenna system installed on a platform under test, this 
requirement determines several antenna performance characteristics of operational 
significance including: 
 

a. The actual antenna azimuthal radiation pattern of each antenna system when 
installed on the land system; 

 
b. A Figure of Merit (M) that describes how effectively the antenna system 

remains omni-directional over its operational frequency range; 
 

c. The range reduction at any specific angle compared to that achievable in the 
direction of maximum antenna gain; 

 
d. The horizontal arc over which the antenna system permits an acceptable level 

of operational radio communication performance; and 
 

e. Calculation of antenna gains for HF antennas and VHF/UHF antennas. 
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3. The information in Clause 3.2.10.1, should be read in conjunction of this 
requirement in order to determine the operational performance characteristics for b, 
c, and d. 
 
4. Clause 3.2.10.1 provides sample data tables and sample data figures and 
charts. 

 
5. Test Plan: A test plan shall be prepared with the following content, as a 
minimum: 
 

a. Detailed configuration of the land system; 
 

b. Installation drawings of each antenna system; 
 

c. Installation and bonding instructions of each antenna system; 
 

d. Test frequencies for each antenna system; and 
 

e. If antenna lengths are adjustable, then specify the antenna length for each test 
frequency. 

 
6. The recommendations of specification limits for antenna systems, including 
those described in Clause 3.2.10.1, shall be used as a guide. The contractor's test 
plan shall be related to a user requirement for communications for the land system 
under test and shall specify the parameters to be measured. 
 
7. Test Site Requirements: The test site requirements are as follows: 
 

a. The test site shall comprise a turntable of sufficient diameter and construction 
to support and rotate the platform under test; 

 
b. The turntable should be capable of remote control from the measurement 

location and should provide feedback of its angular position; 
 

c. If a turntable is not available, then an alternative test method shall be followed 
using a circular test track.  (Separate test procedures are provided here-in); 

 
d. The test site must be electrically quiet and signals resulting from reflections 

from buildings and fences etc. must not result in producing composite signal 
variation of more than 1 dB at the measurement receiving antenna; and 

 
e. The suitability of the test site and measuring system shall be demonstrated, 

over the frequency range used for the antenna system tests. 
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8. Test Frequencies: The test frequencies are as follows. The test plan may 
identify alternative or additional frequencies: 
 

a. HF frequency band - 2.1, 2.9, 4.1, 5.7, 8.0, 11.1, 15.4, 21.5, 26.2, 29.9 (MHz); 
 

b. VHF/UHF frequency bands - 5 MHz intervals between 30 MHz and 225 MHz, 
and 25 MHz intervals between 225 MHz and 450 MHz; and 

 
c. For narrowband antennas, select frequencies that are at the top, middle and 

bottom frequencies of the tuned frequency band.   
 
9. Test Equipment: Test equipment shall consist of the following: 
 

a. Measuring Receiver - An electromagnetic field intensity meter covering the 
frequency range of the antenna system under test. It shall have a sensitivity 
better than -20 dBμV in a 1 kHz bandwidth with an Average detector output. 
The output may be interfaced to a data recording system for the capture of 
data and presentation of graphical results. 

 
b. Directional Power Meter - Calibrated and with an accuracy of ± 5% over the 

frequency range of the antenna system under test. This meter is required for 
the measurement of antenna gain; 

 
c. HF Measuring Antenna - A standard antenna system covering the frequency 

range 1 MHz - 30 MHz shall be used for gain measurement where a calibrated 
antenna is required; 

 
d. VHF/UHF Measuring Antenna - A standard antenna system covering the 

frequency range 30 MHz - 450 MHz shall be used for gain measurement 
where a calibrated antenna is required; 

 
e. Transmitting Dipole Antenna - A standard dipole system covering the 

frequency range 30 MHz - 450 MHz. The length of the antenna shall be 
continuously adjustable over the frequency range of the antenna system under 
test. This dipole antenna shall be used for VHF/UHF gain measurement; 

 
f. Variable Step Attenuator – This attenuator shall have the following 

characteristics: 
 

(1) 0 dB to 100 dB dynamic range; 
 

(2) adjustable in 0.1 dB steps; 
 

(3) 1 MHz to 450 MHz frequency range; 
 

(4) Insertion loss ≤ 0.25 dB; 
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(5) Attenuation accuracy within ± 0.1 dB; and 

 
g. Data Recording System (Optional) – An automated system for generating 

antenna radiation polar plots accurate to within ± 0.5 dB.  (Required for gain 
measurement). 

 
10. Test Prerequisites: Before commencement of antenna pattern and gain 
measurements, the following tests shall be performed and requirements satisfactorily 
met: 
 

a. Requirement #1 Configuration Check. Any subsequent physical adjustments, 
additions or removal of sub-systems after test shall invalidate previous test 
results; 

 
b. Requirement #4 Grounding and Bonding Measurements; 

 
c. Requirement #5 HERP Survey; 

 
d. Measure and record the VSWR between the transmitter and its antenna 

matching unit. Verify that the VSWR complies with the equipment specification 
limits. Repeat the measurement at all test frequencies specified in the test 
plan; and 

 
e. Requirement #9 Electromagnetic Compatibility Intra-System Interference 

Tests. 
 
11. Test Procedures for Antenna Pattern Measurements Using a Turntable:  
The test procedures shall be as follows: 
 

a. Transport the platform under test onto a turntable; 
 

b. Place a receive antenna at a location separated from the platform under test 
by a distance ≥ 30 times the maximum height of the transmitting antenna. The 
receive antenna should be at the same height above ground as the 
transmitting antenna installed on the platform; 

 
c. Connect the receiving antenna via a variable attenuator to a measurement 

receiver; 
 

d. Connect the detected output from the receiver, and an output from the 
turntable azimuth position indicating system (optional), to a data recording 
system (optional); 

 
e. Calibrate the data recording system to the receiver output and synchronized to 

the turntable position; 
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f. Perform or verify the calibration of the receiver. Set the detector function of the 

receiver to average (or field intensity) mode (to reduce the effect of any locally 
generated impulses or noise); 

 
g. Ensure with a listening test that no other transmission is taking place at the 

test frequency.  Transmit a signal from the transmitter mounted within the 
platform under test at the lowest power output available; 

 
h. Tune the receiver to the transmit frequency. Adjust the receiver’s input 

attenuator to receive a maximum received signal. Record the amplitude of the 
received signal on a polar chart; 

 
i. Rotate the turntable to the next measurement position. The required angular 

spacing between the measuring points is dependent on the directivity of the 
antenna mounted on the platform under test and the desired accuracy. As a 
guide the maximum angular step should be no larger than beamwidth/60. (i.e. 
For an omni directional antenna with 360° beam width, the maximum angular 
step size is 6°). Adjust the receiver input attenuator and the variable step 
attenuator and the so that the maximum output on the data recording system 
is 0 dB to 2 dB below the outer circle on the polar chart; 

 
j. Sequentially measure the radiation pattern over 360° in azimuth for each 

antenna system installation in turn; 
 

k. Assess the antenna pattern performance as follows: 
 

(1) Record the variation between maximum and minimum radiation. 
This variation should typically be less than 6 dB. (When more 
than one antenna is fitted, the additional antennas act as 
reflectors or directors causing deep nulls at certain frequencies. 
Therefore a specification figure has not been quoted. Radiation 
plots shall be taken for information purposes for all antennas with 
all other antennas mounted on the platform. It is necessary to 
have all antennas connected to their respective antenna 
matching unit as applicable); 

 
(2) If the above omni-directional antenna pattern requirement is not 

satisfied, then confirm whether the operational communication 
range requirement is still met, even in the direction of lowest 
antenna gain; 

 
(3) If the operational communication range requirement is not met, 

then consideration should made to use an alternative antenna 
position. (Note that an improved ground plane may improve 
antenna performance); and 
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l. Repeat steps a) to k) for the remaining test frequencies. No on-board antenna 

shall be tuned to a frequency closer than 5% of the tuned frequency of any 
other antenna. The frequencies of the radios not under test shall be tuned to a 
frequency that are not harmonically related to any other radio tuned frequency; 
nor to any measurement frequency. 

 
12. Test Procedures for Antenna Pattern Measurements Using a Circular 
Track: If the test site does not possess a turntable capable of mounting and 
supporting the platform under test, then an alternative method is provided using a 
circular test track as the test site. The test procedures shall be as follows: 
 

a. Configure the test site described above for a test site with turntable. Instead of 
a turntable, mark out a circular track at one end of the range, of diameter 
equal to the vehicle's minimum turning circle; 

 
b. Ensure that there are no reflected nulls at the measurement position 

regardless of where the vehicle under test is positioned on the circular track; 
 

c. Locate a remote measurement position at a distance away from the outer 
edge of the circular track that is the greater of 30 times the maximum height of 
the transmitting antenna, or 30 times the diameter of the circular track, or one 
quarter of a wavelength at the test frequency; 

 
d. Transmit a steady signal from the platform under test antenna while it is driven 

slowly at constant speed around the circular track for at least one complete 
circuit. Momentarily power the transmitter OFF each time the platform under 
test is pointed directly at the remote measurement position. (This will identify 
the reference azimuth of 0° on the resultant antenna pattern); 

 
e. Simultaneously measure the received signal at the remote measurement 

position and record it on a data recording system (or equivalent); 
 

f. Plot the measured data on a polar chart. The transmitter interruptions of step 
d) above provide markers to define the reference azimuth and the points 
between which the azimuth must be interpolated; and 

 
g. If necessary, repeat the measurement using a different reference azimuth to 

determine whether the absence or presence of a real null at the original 
reference azimuth is due to a vehicle/platform effect or due to external 
influences.  

 
13. Antenna Gain:  Antenna gains in the VHF and UHF bands are determined by 
comparing the radiation level from the platform under test antenna with that from a 
standard 1/2 wave dipole. This method is impracticable at HF due to the physical 
length of a dipole. A different technique is derived in Clause 3.2.10.1 presented that 
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combines theoretical prediction with measurements to establish the absolute gain for 
HF antennas. 
  
14. Antenna Gain at HF - The test procedures are as follows:  
 

a. Use the GRWAVE software referenced in Clause 3.2.10.1 to determine a field 
strength in dBμ V/m at the receive location produced by an isotropic radiator 
radiating 1 kW; 

 
b. Convert the GRWAVE received field strength level to that produced by a 20 W 

transmitter using equation (1).  
 
  Eo (at 20 W) = GRWAVE [dBμ V/m] – 10 log10 (1000/20)  
 

c. Place a measurement antenna at the distance from the centre of the turntable 
for which the calculation was made above; 

 
d. Connect the measurement antenna to the input of the measurement receiver; 

 
e. Measure the radiation pattern measured at each test frequency; 

 
f. Determine the vehicle heading at which maximum radiation occurs. This 

heading is used for the gain measurement; 
 

g. Insert a directional power meter in series with the antenna under test; 
 

h. Transmit a signal from the transmitter; 
 

i. Use a power meter to record the forward power Pf (W) and the reverse power 
Pr (W). Also record the measurement attenuator setting, A (dB) and the 
measurement receiver meter reading, M (dBμV); and 

 
j. Calculate the gain of the HF antenna at HF by substituting the measured 

values and calculated field strength into Equation (6) of 3.2.10.1 to derive the 
gain of the test antenna: 

 
  Gt = (M + A + C) - Eo + 10 log10 (20 / (Pf - Pr) ) 
 
15. Antenna Gain Measurement at VHF/UHF - The test procedures to measure 
the antenna gain at VHF/UHF are as follows: 
 

a. Perform antenna radiation patterns measurements for the VHF/UHF antenna 
as described above; 

 
b. Rotate the platform under test heading that produced the maximum output 

from the VHF/UHF antenna at the test frequency; 



AECTP 500 
Category 507 

 
 3-49 Edition E Version 1 
   

 
 

 
c. Insert a directional power meter in series with the antenna feeder of the 

platform’s transmitter under test; 
 

d. Record the forward power (Pf1) and the reverse power (Pr1); and 
 

e. Adjust the variable step attenuator at the measurement receiver until the XY 
recorder reading is equivalent to a receiver input signal of Mt (dBμV).  

 
f. Erect a standard tuned dipole close to the platform under test. Adjust the 

length of the dipole elements to match the frequency in use; 
 

g. Connect tuned dipole antenna to the platform under test transmitter; 
 

h. Record the forward power (Pf2) and the reverse power (Pr2); and 
 

i. Mark the output from the dipole antenna on the VHF/UHF antenna radiation 
pattern plot. This output is equivalent to a receiver input signal, Ms (dBμV); 
and 

 
j. Enter the values into Equation (9) to calculate the VHF/UHF gain (in dBi) of 

the antenna under test (relative to that of the standard dipole). 
 
  Gt - Gs = (Mt - Ms) + 10 log10 { (Pf2 – Pr2) / (Pf1 – Pf2) } 
 
3.2.10.1 Requirement #10 – Supplemental Information 
 
This supplement to Requirement #10 provides: 
 

a. templates in the form of tables and graphs for recording and plotting data; and 
 
b. equations derived for use in calculating HF and VHF/UHF antenna gains. 

 
3.2.10.1.1  Use of Data Templates 
 
1. Data collected electronically can be plotted using graphing software capable of 
displaying data as polar plots. Alternatively, the following data templates are provided 
to aid in the determination of antenna performance characteristics:  
 

a. Antenna Radiation Pattern and Gain - Figure 507-13 provides a template for 
antenna radiation polar plots. The rotation angle (degrees) is taken as zero 
when the platform under test axis (drawn in the direction of forward motion) is 
aligned with the remote receiving antenna. The rotation angle increases (to 
360 degrees) as the platform under test rotates counter-clockwise as seen 
from above; 
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b. Determining Range Reduction in Radio Communications – Figure 507-13 is 
used to determine the reduction in antenna radiation level at any angle, in dB, 
compared to the maximum radiation level. Apply this dB level to Figure 507-14 
to express this range reduction as a percentage as a percentage of the 
maximum communication range. For example, Figure 507-13 provides a 
dynamic range of 20 dB which is adequate for most platforms under test. From 
Figure 507-14, a reduction in antenna gain of 20 dB would result in a 
communication range that is 30% of that achievable with the maximum 
antenna gain. 

 
2. (Note - Figure 507-14 is based on measurements of the propagation loss for 
civil and military point-to-point, non line-of-sight, radio links of various lengths. The 
results are characterised by the median propagation loss for links varying as the 
fourth power of the distance between the two stations. The range reduction is mainly 
independent of the land terrain type and is valid for flat or mountainous locations. 
Figure 507-14 is not appropriate to line-of-sight links (such as ground-to-air radio 
communication links) where the propagation loss varies as the square of the link 
length.   
 
3. Figure 507-14 provides a conservative estimate of range reduction. For a 
more accurate assessment of range reduction, reference should be made to 
International Telecommunications Union publication ITU-R P.368-7 Ground-Wave 
Propagation Curves for Frequencies Between 10 kHz and 30 MHz. 
 
4. The wanted signal at a receiver must be increased to overcome interference 
and maintain satisfactory communications by an amount termed "Communications 
Degradation" in Figure 507-14. One way of achieving this is to work over a shorter 
range and so reduce the propagation loss. Some communications degradation is 
inevitable but a value of 6 dB, resulting in about 70% of the interference-free range 
over non line-of-sight paths, is often an achievable and acceptable value. However it 
is for the operational end-user to specify at the outset the minimum operational 
range. It is then the responsibility of the National Acceptance Authority to advise 
whether there are special circumstances where this minimum operational range is 
unattainable. (E.g. Deficiencies of government furnished equipment to be installed or 
known EMI emissions associated with the platform); 
 

a. Table 507-4 provides a template to aid in determining the range (maximum - 
minimum level) of radiated levels of a polar plot and the directions in which the 
maximum and minimum levels occur. This data is derived for each 
measurement frequency and installation configuration; 

 
b. Determine the Horizontal Angular Arc of Maximum Antenna Gain - A 

parameter of operational importance is the total horizontal angular arc. It is 
expressed as a percentage of a full 360° circle about the platform under test 
over which the antenna power gain does not fall more than 6 dB below its 
maximum value. For example, from Figure 507-14, a 6 dB reduction in gain 
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over this horizontal arc ensures the radio communication can be maintained to 
within 70% of that achieved in the direction of maximum antenna gain. (The 
test plan may specify other specification limits); 

 
c. Table 507-4 offers a template for recording the total angular arc over which 

antenna power gain is within 6 dB of maximum gain; 
 

d. HF Antenna Gain - Table 507-5 provides a template for recording gain 
measurements of HF antenna systems; 

 
e. Figure of Merit (M) – This is a useful statistic for judging and comparing the 

performance of antenna system installations. (M) is a value between 0 and 1 
used to express how omni-directional the antenna radiation pattern is over its 
operational frequency range, with the antenna installed on a platform. (M) = 1 
for an antenna system installation that remains perfectly omni-directional when 
averaged over all measurement frequencies. A specification limit of (M) ≥ 0.8 
is operationally acceptable for most land systems. (The test plan shall identify 
the specification limit for (M). For example, (M) has been measured in the 
range of 0.70 to 0.95 for armoured vehicles, with a median of (M) = 0.87).  

 
 
3.2.10.1.1.1 Example of Calculating the Figure of Merit (M) 
 
1 Figure 507-15 provides an actual polar plot of a platform mounted omni-
directional antenna at 35 MHz. The total horizontal angular arc over which the 
antenna power gain is within the specification limit of 6 dB of the maximum gain has 
been calculated in the upper right hand corner as 204°. 
 
2 Assume similar measurements and calculations have been repeated between 
30 MHz and 75 MHz in 5 MHz increments. For this example Figure 507-16 provides 
a plot of all the contributions of the total angular arc between 30 MHz and 75 MHz. 
The area under Figure 507-16 is a measure of the average circular nature of the 
polar plots over the measurement frequency range.   
 
3 The total angular arc at 30 MHz is 210° while that at 35 MHz is 204°. The area 
under the Figure 507-16 between 30 and 35 MHz is calculated as:  
 
   (35 - 30) x (210 + 240) = 1035° MHz 
     2 
 
4 The area under each of the remaining eight frequency interval segments is 
calculated separately giving a total area under the graph of 12741° MHz. If the 
measurements at each frequency had shown a total arc of 360°, indicating a perfect 
omni-directional pattern, the area would have been:  
 
   (75 - 30) x 360 = 16200° MHz. 
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The Figure of Merit (M) is therefore (12741 / 16200) = 0.786. 
 
3.2.10.1.1.2 Antenna Gain at HF 
 
5 Preparation for Gain Measurement - The method of determining antenna gain 
at HF presented below requires a method of predicting path loss for a ground wave. 
The method here-in applies a software package titled GRWAVE available on the 
International Telecommunications Union (ITU-R) website. GRWAVE performs a 
calculation of ground-wave field strengths as a function of frequency, antenna height 
and ground constants over the frequency range of 10 kHz to10 GHz. Other 
parameters required by the GRWAVE program include:  
 

a. The test frequencies in MHz; 
b. Range distance in km; 
c. Transmitter and receiver antenna centre height above ground; and 
d. The polarization, whether vertical or horizontal. 

 
6 The ground constants of interest for the antenna test site are the relative 
permittivity (ε r) and the ground conductivity (σ) in siemens/metre. Ground constants 
may vary with conductivity rising with frequency. This may need to be taken into 
account by determining the ground constants for each test frequency. Ground 
constants will vary with the moisture content of the soil. Table 507-6 provides default 
values applicable to average ground conditions likely to be encountered at a flat test 
site. For test sites with very wet or dry soils the appropriate ground constants must be 
determined. 
 
7 The following test will verify the accuracy of the selected ground constants for 
the antenna test site by confirming that a predicted field strength is comparable with 
the measured field strength. The field strength measurement requires a transmitting 
HF antenna of known gain and a suitable measuring antenna. Equation (1) below is 
used to derive the theoretical field strength (E0) [dBμV/m] for an isotropic radiator 
using the known gain Gt of the HF transmitting antenna, and a transmitter power of P 
from anisotropic radiator. 
 
 E0 [dBμV/m] = GRWAVE [dBμV/m] – 10 log10 (1000/P)       (1) 
 

where P is the transmitter power in watts. 
 
8 This theoretical field strength level due to an isotropic radiator, E0 [dBuV/m], 
can also be used with Equations (5) and (6). 
 
3.2.10.1.1.3 HF Antenna Gain Calculation 
 
1. In general we can write for any test frequency: 
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 Er [dBμV/m] = Pt [dBW] + Gt [dBi] – path loss     (2) 
 
where:  
 
Er is the field strength at the receive antenna position 

  Gt is the power gain of the transmitting HF antenna 
  Pt is the transmitter power, 10 log10 (Pf - Pr) 
  Path loss is the path loss between transmit and receive antennas. 
 
2. Assuming a 20W transmitter and an isotropic radiator with Gt = 0, the 
theoretical field strength level, Eo, can be expressed as: 
 
 Eo = 10 log10 (20) + 0 – path loss      (3) 
 
3. The measured field strength, Er, with the same path loss can be expressed as: 
 
 Er = M + A + C         (4) 
 
  where : 

M is the measured signal voltage at the receiver [dBuV] 
  A is the measurement attenuator setting [dB] 
  C is the Antenna Factor of the calibrated receiving antenna [dB] 
 
4. Equate the theoretical field strength equation with the measured field strength 
equation to write: 
 
 M + A + C = Pt + Gt – path loss       (5) 
 
5. Equate the path loss in equations (3) and (5) to write: 
 
 Gt = (M + A + C) - Eo + 10 log10 (20 / (Pf - Pr) )    (6) 
 
6. Calculate the gain of the HF antenna under test at various HF test frequencies 
by substituting the measured and theoretical field strength levels into equation (6). 
 
3.2.10.1.1.4 VHF/UHF Antenna Gain Calculation 
 
7. As per the calculation of equation (5) above:  
 
  Mt + A + C = 10 log10 (P1 - P2) + Gt – path loss   (7) 
 
8. Substituting the standard dipole of gain Gs (dBi) described above gives: 
 
  Ms + A + C = 10 log10 (P3 - P4) + Gs – path loss    (8) 
 
which can be re-written as: 
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  Gt - Gs = (Mt - Ms) + 10 log10 { (P3 - P4) / (Pl - P2) }   (9) 
 
9. Enter the values into Equation (9) to calculate the gain of the antenna under 
test (relative to that of the standard dipole). 
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Figure 507-13: Chart for Antenna Polar Radiation Plot 
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Figure 507-14: Relationship between available Communications Range and 

Reduction in Antenna Gain or Communications Degradation for Free Space 
and Ground Wave Communications 
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Installation 
Configuration 

Frequency F1 
(MHz) 

Max – Min of Pattern 
(dB) 

Direction of Max/Min 
Radiation 
(degrees) 

Max Min Diff Max Min 

C1      

C2      

C3      

Table 507-4: Maximum Variation in Antenna Power Gain and Directions of 
Maximum and Minimum Gain 

 
 
 
 
 
 

Installation 
Configuration 

Frequency 
(MHz) 

F1 F2 F3 

C1 A11 A12 A13 

C2 A21 A22 A23 

C3 A31 A32 A33 

NOTE C – Configuration of vehicle, F – Frequency in MHz,  
           A – Total angular arc in degrees 

 
Table 507-5: Power Gain (dBi) of HF Antenna System 
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Figure 507-15: Total Angular Arc over which Antenna Power Gain is not 
more than 6 dB Below Maximum 
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Relative 
Permittivity εr 

Conductivity 
σS/m 

Approximate Soil 
Conditions Represented 

15 0.01 Average Soil, Wet 

13 0.005 Average Soil 

10 0.002 Average Soil. dry 

 
Table 507-6: Default Ground Constants 
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Figure 507-16: Graph of Total Angular Arc vs Measurement Frequency for 

an Installed Antenna 
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3.2.11  Requirement #11 –  Degradation of Communications While Stationary or 

on the Move 
 
1. Applicability: This requirement is applicable to land systems with installed 
radio stations, both voice and data, operating in the frequency range of 1 MHz to 450 
MHz if specified by the National Acceptance Authority. The method of assessment is 
applicable to the land system when stationary and on the move as applicable. 
 
2. Purpose: The purpose of this requirement is to assess the degradation in 
radio communication and measures the reduction in range of installed radio stations 
resulting from the host platform’s electromagnetic signature while the host platform is 
stationary or on the move. The platform’s electromagnetic signature can comprise of 
RF emissions due to track, wheel or brake static, the platform’s electrical system (e.g. 
ignition, generator, air-conditioning, windshield wipers, instruments etc.) or that due 
to other installed equipment in the platform (e.g. thermal imaging, computers, visual 
display units, printers etc.). 
 
3. Radio communication path loss is a function of the transmitter power output 
and the gains of the transmitting and receiving antennas. The communication range 
is dependent on a number of factors including antenna heights, type of terrain and 
the electromagnetic interference produced by: 
 

a. The platform itself (e.g. track, wheel or brake static); 
 

b. The platform electrical system (e.g. ignition, generator, air-conditioning, 
windshield wipers, instruments, etc.); 

 
c. Other installed equipment in the platform (e.g. thermal imaging, computers, 

visual display units, printers, etc.); or 
 

d. The radiated field from an on-platform RF transmitter. This radiated RF field 
creates currents in the metallic parts of the platform. Relative movement 
between these metallic parts caused, by mechanical vibration for example, 
results in abrupt changes in the magnitude of the currents and this produces 
broadband EMI. 

 
4. Test procedures: For radio degradation and range reduction, tests can be 
performed for three platform conditions as follows: 
 

a. reference condition - with the platform stationary and its engine/generator and 
all other installed equipment in the OFF condition (the reference condition); 

 
b. stationary condition - the test is then repeated (with the platform stationary) to 

determine the effects of radiating a signal from a transmitter installed in the 
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platform, running the engine/generator and operating the vehicle/container 
electrical systems and other installed equipment; and 

 
c. mobile condition - the test is performed with the platform moving to determine 

the effect of the on-board transmitter when the platform is mobile, if applicable. 
 
5. The attenuation between a base station signal source is adjusted to produce a 
desired signal to noise criteria at the receiver being tested. The attenuation is 
recorded. The reduction in communication range caused by various combinations of 
platform generated interference to a particular radio receiver mounted within the 
platform under test is represented by the difference in dB between reference 
condition a), the reference attenuation, and the attenuation required to re-instate the 
signal to noise criteria for the stationary condition b) or mobile condition c). This dB 
difference can be applied to Figure 507-14 to express the reduction in communication 
as a percentage loss. 
 
6. Having established the reference attenuation as described above, the 
reduction in communication range of a particular radio receiver range due to 
individual or combined sources of interference can then be determined.  Some 
examples follow. 
 

a. Effect of a Platform Mounted Transmitter – Position the radio transmitter used 
as the signal source to establish the reduction in radio communication range 
along a line which is at 90° to the test track and intersects the reference point. 
Position the platform at the reference point of Figure 507-15. Transmit a signal 
from a platform mounted transmitter serving as a source of EMI. The 
attenuation between the signal source transmitter and its antenna is then 
adjusted to produce the signal to noise criteria at the output of the receiver 
being tested and the setting of the attenuator recorded. The difference 
between this setting and the reference attenuation is the reduction in range 
due to the radiated field produced by the platform mounted transmitter as the 
source of EMI; 

 
b. Effect of a Platform Engine/Generator - The engine/generator is started and 

run at a fast idle (about 1000 RPM). Re-adjust the signal source attenuator to 
produce the signal to noise criteria at the vehicle receiver output. Record the 
attenuator setting; 

 
c. Effect of a Platform Engine/Generator and Other Installed Equipment - With 

the engine/generator running as in b) above, switch ON any equipment 
installed in the platform to serve as a source of EMI. Re-adjust the signal 
source attenuator to produce the signal to noise criteria at the vehicle receiver 
output. Record the attenuator setting; 

 
d. Effect of Installed Equipment Under Battery Power - With the engine/generator 

turned OFF, any equipment installed in the platform can be switched ON and 
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run from battery power. Re-adjust the signal source attenuator to produce the 
signal to noise criteria at the vehicle receiver output. Record the attenuator 
setting. Note whether the loss in radio range reduction has improved 
compared to (c) above; 

 
e. Combined Effect of Interference due to All Sources - With the 

engine/generator turned ON and all equipment installed in the vehicle 
switched ON, operate the transmitter on the vehicle. Re-adjust the signal 
source attenuator to produce the signal to noise criteria at the vehicle receiver 
output.  Record the attenuator setting; or 

 
f. Effect of a Moving Platform – Position the platform at the start of the test track 

with engine running and any equipment installed in the platform the effect of 
which is to be ascertained switched ON. Adjust the signal source attenuator to 
produce the signal to noise criteria at the receiver output. Drive the platform 
towards the reference point. The platform shall be a constant speed when 
within 100 metres from the reference point. Maintain this constant speed until 
it is 100 metres past the reference point. Re-adjust the signal source 
attenuator to produce the signal to noise criteria as the platform passes the 
reference point. Record attenuator setting. 

 
7. All procedures shall be performed with the signal source antenna the same 
distance from the platform. Procedures can be repeated with the receive antenna-
under-test in its ‘normal use’ position and/or its ‘tie down’ position, as applicable. 
Procedures can be repeated for each platform antenna that a radio receiver can 
select from. 
 
8. Test Plan: A test plan shall be prepared with the following content, as a 
minimum: 
 

a. Test Site Requirements. A test track is required along which the platform will 
be driven. The test track shall follow an arc of a circle at the centre of which is 
the radio transmitter under test. (The radio transmitter will radiate the signal 
used to establish the reduction in radio communication range). This ensures 
that the distance between the transmitter and the receiver in the platform 
remains constant at all times. 

 
b. A straight test track is acceptable if a circular test tack is not available.  Refer 

to Figure 507-15. 
 

c. The length of the test track along which the platform will be driven must be 
sufficient to enable the platform to reach a steady speed some distance prior 
to the reference point (of Figure 507-15) at which assessment of mobile 
communication performance is made. With tracked armoured vehicles a 
distance of not less than 250 metres from the point at which the platform 
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commences its run to the reference point is recommended with a similar 
distance available beyond the reference point for the platform to brake. 

 
d. Where the platform can only operate in a static configuration, the test site can 

be a shielded enclosure or hangar.  
 
9. Test Director’s Radio Communication Link: The Test Director shall 
establish a separate radio communication link between the Test Director on the 
platform and an operator at the signal source transmitter. The radio link shall operate 
on a frequency that will not interfere with the receiver under test. Set a low transmitter 
output level to ensure detectable EMI will not result when the platform is mobile. (For 
example, the Test Director’s radio communication link could use a UHF transceiver 
operating in the 420 MHz - 470 MHz frequency band with an output power of 150 
mW for measurement programs on radio installations operating in the HF frequency 
band. 
  
10. Test Frequencies: The degradation in radio communication range shall be 
measured at the radio frequencies as specified in the test-plan. 

 
11. Selected test frequencies shall be near the lower, middle and upper portion of 
the frequency band of the radio receiver under test. Additional test frequencies may 
be selected from the narrow band signals found to be emitted from the installation. 
(E.g. Known clock and harmonic frequencies of digital electronic equipment; or at 
frequencies radiated from the platform that occur within the receiver band). 

 
12. Use of the selected test frequencies will depend upon local and national 
frequency allocations and availability of unoccupied channels. A listening check must 
always be made before using any frequency for a voice link.   

 
13. The antenna matching units of the radios on the platform shall be re-tuned (if 
applicable) for each frequency at which they are used.  

 
14. The (interfering) transmitter on the platform shall always be set for its 
maximum output power. The forward and reverse power shall be measured by 
connecting a directional power meter between the transmitter antenna socket and the 
vehicle antenna feeder and the readings recorded. The transmitter shall be switched 
off at the conclusion of each test.  

 
15. Prerequisite requirements: Before commencement of range degradation 
tests, the following tests shall be performed and requirements satisfactorily met:  
 

a. Requirement #4 Grounding and Bonding Measurements; 
 

b. Requirement #8 Electromagnetic Interference Tests; 
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c. Requirement #10 Antenna Radiation Pattern must be completed for mobile 
range degradation tests.  Ensure there are no sharp nulls in the azimuth 
radiation pattern of the vehicle antennas which could significantly affect the 
path loss; 

 
d. Examine and record the ambient RF noise conditions of the test site to ensure 

the site is free from man-made EMI and strong RF fields. The electric field 
strengths resulting from local radio transmitters shall be measured and shall 
be less than 5 V/m; 

 
e. All equipment including the radio communications equipment installed in the 

platform to be tested shall be installed in accordance with the appropriate 
installations specification or instructions. No superfluous items shall be carried 
loose inside or outside the platform. All in-service stowage bins shall be fitted 
to the platform and securely affixed and any access lids closed during the test. 
Additionally, it is recommended that normally fitted “loose” items are fitted for 
this test. E.g. A bridge when testing a bridge launcher platform or an external 
generator when testing a command platform; 

 
f. Ensure all installed radios are compliant with the appropriate specification with 

respect to transmitter output power and receiver sensitivity; 
 

g. Visually examine the radio installation to ensure that all connectors are 
secured and there are no damaged cables; 

 
h. Measure and record the VSWR between the transmitter and its antenna 

matching unit. Verify that the VSWR complies with the equipment specification 
limits and repeat the measurement at all test frequencies specified in the test 
plan; and 

 
i. Examine the RF noise level at the antenna socket of the radio to be tested at 

the frequencies specified in the test plan with the vehicle engine/generator and 
all installed electrical equipment OFF. Measure and record the noise level with 
an electromagnetic interference measuring receiver operating in the peak 
detector mode. The receiver bandwidth shall be commensurate with that of the 
radio to be tested. The level of noise measured shall be at least 3 dB less than 
the specified sensitivity of the radio concerned. 

 
j. Separation Distance between receiver and transmitter - The distance between 

the signal source and the Reference Point is not critical (providing the signal is 
linear). The closer the signal source is to the test track, the greater will be the 
variation in distance between the signal source and the platform as it proceeds 
along the test track. The minimum recommended distance between the signal 
source and the test track is 250 metres. The maximum distance is governed 
only by the requirements that there shall be line-of-sight between the signal 
source antenna and the platform and that there shall be no conductive 
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obstructions (including trees) of any significant size between the signal source 
antenna and the platform (see Figure 507-15).   

 
k. Site the radio transmitter used as the signal source to establish the reduction 

in radio communication range along a line which is at 90° to the test track and 
intersects the Reference Point. 

 
l. Ensure the azimuth radiation pattern of the antenna used for the signal source 

transmitter does not vary in gain by more than ± 1 dB over the arc subtended 
from 150 metres before the Reference Point to 150 metres after the Reference 
Point. 

 
m. Ensure the received signal from the radio transmitter responds linearly when 

measured with an electromagnetic interference measuring receiver, especially 
at lower levels. This ensures that the attenuation of the input signal to the 
radiating antenna will reduce the antenna’s output linearly. Best practise would 
be to house the radio transmitter in a Faraday cage with only the antenna and 
attenuators outside.   

 
n. If the received response is not linear with the transmitter’s output, then the 

separation distance between transmitter and receiver must be increased until 
the non-linearity condition no longer exists. 

 
16. Procedures: The test procedures shall be as follows and are appropriate for 
voice communications or a data link: 
  
17. Establish a radio link between a fixed transmitter external to the platform (the 
signal source) and the receiver installed in the platform to be tested. The radio 
system under test shall be operated with the same modulation and encryption 
requirements as would normally be used in its operational situation;  

 
18. Insert an attenuator between the antenna socket of the signal source 
transmitter and its antenna; 

 
19. Modulate the transmitter by one of the sources described below. Methods a) 
or b) are suitable for voice links.  Method c) is suitable for data links: 
 

a. The output from a sound recorder, which is playing recorded speech. The 
signal to noise ratio for the reference attenuation is determined by an 
experienced radio operator listening to the audio output of the vehicle mounted 
receiver and is the attenuation at which he considers the speech to be 
"readable with difficulty" (Readability 3 or R3); 

 
b. A CW tone (e.g. 500 Hz) modulation source and SINAD meter on the received 

output. The signal to noise criteria for the reference attenuation is determined 
by connecting a SINAD meter to the audio output of the vehicle mounted 
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receiver. A value of SINAD is selected equivalent to the minimum required 
signal to noise ratio (e.g.10 dB) and the signal source is attenuated until this 
SINAD value is achieved; or 

 
c. A data traffic generator modulation source and a Bit Error Rate (BER) analyser 

on the received output. The signal to noise criteria for the reference 
attenuation is determined by connecting a BER data traffic analyser to the 
output of the vehicle mounted receiver. A value of BER is selected equivalent 
to the minimum required signal to noise ratio and the signal source is 
attenuated until this BER value is achieved. 

 
20. Modulate the transmitter by one of the sources described below. Methods a) 
or b) are suitable for voice links.  Method c) is suitable for data links: 
 
21. Gradually increase the attenuation to the point at which the necessary signal 
to noise criteria (described below) is reached. Record the attenuation level of the 
attenuator. Designate this as the reference attenuation. Repeat the above 
procedures for the stationary platform condition to determine the stationary 
attenuation level. Repeat the above procedures for the mobile platform condition (if 
applicable) to determine the mobile attenuation level. 

 
22. Verification Procedures: Table 507-7, Test 8 (i.e. the column labelled as 
Static), shall be conducted after each set of measurements to verify the stability of 
the reference conditions, including operator performance where applicable. The 
difference between attenuator settings for Tests 1 and 8 (same nominal conditions) 
shall not exceed 2 dB. 

 
23. The received signal of Table 507-7, Test 8, shall be recorded at each 
frequency after each set of measurements.  The received level shall not exceed 6 dB 
of that specified for the particular receiver under test. 

 
24. Data Presentation: Data presentation shall be as follows: 
 

a. Location where testing was undertaken; 
 
b. A site plan showing position of test track, type and condition of surface, 

location of signal source transmitting antenna and any structures of 
significance within 200 metres of the triangle formed by the test track and the 
lines from the signal source antenna to each end of the test track;  

 
c. Photographs of the platform showing the positions of the antennas and 

identifying them, i.e. HF, VHF, UHF etc., receiving and transmitting; 
 
d. The date of the test; 
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e. Weather and test track conditions affecting production of electrostatic 
electricity, rain and muddy going inhibit track static; 

 
f. RF noise data of the test site; 
 
g. Type of platform vehicle; 
 
h. Registration number of vehicle under test; 
 
i. Actual speed of vehicle under test to be stated. Minimum speed shall be 20 

km/hr with a recommended speed of 30 km/hr; 
 
j. Gear used and drive employed where applicable, i.e. two wheel or four wheel; 
 
k. Direction the platform was moving when the individual frequency;  
 
l. measurements were taken, e.g. left to right for a linear track or clockwise as 

viewed from above for a circular track. The direction might need to be different 
for individual frequency combinations and should be ascertained from a study 
of the antenna radiation pattern measurements for the antenna/receive 
frequency under test.  (See ‘Prerequisite Requirements’, subparagraph c); 

 
m. Type of radio being used and its serial number (including all the components 

that comprise the radio transmitter/receiver system, e.g. antenna base, 
antenna tuner); 

 
n. Details of antenna system, i.e. antenna matching unit, type and length of 

antenna; 
 
o. Radio frequencies used by transmitter and receiver on vehicle; 
 
p. Output power and attenuation in antenna feeder of signal source transmitter; 
 
q. Type of modulation and criterion of acceptable reception; 
 
r. Forward and reverse power of vehicle transmitter; 
 
s. A graphical representation of the platform noise emission profile detected in 

the radio band; 
 
t. Status of systems on platform for each test, i.e. whether vehicle engine, 

vehicle electrics, other installed equipment or platform transmitter are on or off 
and whether the platform is static or mobile; 

 
u. Block diagrams of the signal source and platform radio installations; 
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v. Disposition of intentionally movable platform features, e.g. hatches open or 
closed, position of gun(s); and 

 
w. Disposition of external platform fittings making ill-defined electrical contact with 

metal parts of the vehicle, e.g. stowage baskets, towing cables. 
 
25.  Table 507-7 can serve as a template for recording test items d to o above.
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Figure 507-17: Preferred Test Track Geometry 
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RADIO COMMUNICATION RANGE REDUCTION TESTS 

 

TEST LOCATION  .................................................................................................................  

DATE OF TEST  ....................................................................................................................  

WEATHER CONDITIONS .....................................................................................................  

SITE NOISE DATA  ...............................................................................................................  

TEST TRACK SURFACE ......................................................................................................  

VEHICLE TYPE  ....................................................................................................................  

VEHICLE REGISTRATION No ..............................................................................................  

VEHICLE SPEED  .................................................................................................................  

GEAR SELECTED  ...............................................................................................................  

TYPE OF DRIVE  ..................................................................................................................  

VEHICLE RECEIVER  .................................................. S/N  .................................................  

ANTENNA SYSTEM (Rx)  .....................................................................................................  

VEHICLE TRANSMITTER  ........................................... S/N ..................................................  

ANTENNA SYSTEM (Tx)  .....................................................................................................  

ADDITIONAL INFORMATION  ..............................................................................................  

 
CONDITION STATIC MOBILE STATIC SIGNAL SOURCE 

    TRANSMITTER 

MAIN         OUTPUT  

ENGINE OFF OFF ON ON ON ON ON OFF POWER  

ELECTRICS/         FIXED  

OTHER EQPT OFF OFF OFF ON ON ON ON OFF ATTENUATOR  

VEHICLE         VEHICLE 

TRANSMITTER OFF ON OFF OFF ON OFF ON OFF TRANSMITTER 

         FREQ FWD REV 

TEST NO 1 2 3 4 5 6 7 8 MHz PWR PWR 

FREQ            

A            

MHz            

FREQ            

B            

MHz            

FREQ            

C            

MHz            

 
Table 507-7: Signal Source Transmitter Variable Attenuator Settings 
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3.2.12 Requirement #12 – Emission Control or EMCON  
 
1. Applicability: This requirement is applicable to tactical land systems and 
platforms if specified by the National Acceptance Authority. 
 
2. Purpose: EMCON provides for protection against detection by hostile forces 
that may monitor the electromagnetic spectrum for any emissions that indicate that 
presence and operation of military electronics. These “unintentional” emissions may 
originate from spurious signals, such as local oscillators, being present at antennas 
or from electromagnetic interference emissions from platform cabling caused by 
items such as microprocessors. Land systems are required to meet EMCON 
requirements only when tactical EMCON procedures are imposed. 
 
3. Test Limits: Unintentional electromagnetic radiated emissions shall not 
exceed -110 dBm/m2 at one nautical mile (-105 dBm/m2 at one kilometre) in any 
direction from the system over the frequency range of 500 kHz to 40 GHz, when 
using the resolution bandwidths listed in Table 507-9. 
 
4. Compliance should be verified by test and inspection.  
 

Frequency Range (MHz) 6 dB Bandwidths (kHz) 

0.5 – 1 1 

1 – 30 10 

30 – 1000 30 

1000 – 40000 100 

Table 507-8: EMCON Bandwidths 
 
Notes: 1. Video filtering shall not be used to bandwidth limit the receiver response. 

2. Larger bandwidths may be used, but no correction factors are permissible. 
 

 
3.2.13 Requirement #13 – Electromagnetic Pulse 
 
1. Applicability: This requirement is applicable to land systems that fulfil safety 
critical, mission critical or time critical roles and if specified by the National 
Acceptance Authority. 
 
2. Purpose: This requirement ensures the land system will meet its operational 
performance requirements after being subjected to a full threat EMP environment. 
There are several methods available to demonstrate EMP compliance including: 
 

a. Shielding effectiveness test procedures; 
 

b. Pulsed current injection test procedures; 
 

c. Continuous Wave (CW) injection test procedures; and 
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d. Full threat illumination test procedures. 
 

3. Only method d) is addressed in any detail herein. With the agreement of the 
National Acceptance Authority, any of the other methods may be employed to 
demonstrate compliance to this requirement. 
 
4. Test Waveform: The land system shall be subjected to: 
 

a. The full threat, unclassified, EMP high amplitude (exo) waveform and 
amplitude of AECTP 256 and AECTP 501, Test Method NRS03-1 [Ref. 1]; 

 
b. If specified by the National Acceptance Authority, the classified HEMP and 

SREMP waveform requirements are provided by in STANAG 4145 [Ref. 11]; 
and 

 
c. Both positive and negative amplitudes of the EMP waveform and amplitude.  

 
5. If the land system will not be subjected to the full threat illumination technique, 
then data shall be extrapolated to the full threat waveform above. 
 
6. Test Plan: A test plan shall be prepared. The test plan shall be approved by 
the National Acceptance Authority prior to the start of tests.  As a minimum, the test 
plan shall include:  

a. A description of the test waveform; 
 
b. Requirement for exposure to horizontal and/or vertical polarization 

environments; 
 
c. Orientation(s) of the platform within the test volume of the simulator; 
 
d. Hazards Analysis and high voltage safety precautions for test personnel; 
 
e. Identification of critical circuits, equipment and cables; 
 
f. Preliminary assessment of circuits and equipment with the highest likelihood of 

damage or upset; 
 
g. Operating states of the platform. Examples include: 
 

(1) Engine OFF, electrical system power OFF 
 

(2) Engine ON, system controls ON, firing control in search mode, 
etc.; 

 
(3) Equipment operating states; and 
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(4) Functional Performance Baseline tests of Requirement #2; 

 
h. Sensor measurement locations for the mapping of external and internal 

electric and magnetic field levels; 
 
i. Sensor measurement locations at or about critical circuits, equipment and 

cables; 
 
j. Method of susceptibility monitoring; 
 
k. Equipment susceptibility pass/fail criteria. Criteria may include data upset, re-

set time, safety or performance margins, tolerances of induced currents, 
voltages or transfer functions, permanent failure or damage; 

 
l. Security classification of test data; and 
 
m. Description of the post-test analysis and extrapolation methodology of test 

data. 
 
7. Failure criteria shall be as defined by the National Acceptance Authority. For 
example, the EMP requirement could be stated in terms of the time-after-exposure 
that the platform has to meet its operational performance requirements, (e.g. 
immediately after exposure to an EMP or within 15 minutes following EMP exposure). 
 
8. Test Equipment: Test equipment shall be as follows: 

 
a. Transient pulse generator, mono-pulse output, positive and negative polarity; 
 
b. Transverse electromagnetic cell or parallel plate transmission line; 

 
c. Sensors (free field, current density, current), and integrator as applicable; 

 
d. High bandwidth digital oscilloscope; 

 
e. Multichannel data recorder; and 
 
f. Fibre optic links. 

 
9. Test Procedures: Refer to AECTP 501 Test Method NRS03, AECTP 505 and 
NATO AEP-18 [Ref. 10] for test and verification guidance.  For full threat illumination, 
the test procedures are as follows: 
 

a. Perform electric and magnetic field mapping within the EMP simulator test 
volume. Identify the test volume that exhibits a uniform field distribution; 
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b. Orient/configure the system under test, as per the test plan, within the uniform 
test volume of the EMP simulator; 

 
c. Repeat the electric and magnetic field mapping measurements. Compare field 

results to confirm the amplitude variation and wave shape variation of the EMP 
pulse is < (± 10 %); 

 
d. Perform the functional baseline tests of Requirement #2 (as applicable), 

before, after and during each test; 
 
e. Configure or operate the system under test as per the test plan; 

 
f. Expose the system under test to successive EMP transients of positive 

polarity, incrementally increasing the transient amplitude in 5 kV/m step sizes 
until the full threat level is reached. Record system performance against 
pass/fail criteria; 

 
g. Repeat step f) with transients of negative polarity; and 

 
h. Repeat steps d) to g) for all operating modes, functions, system orientations 

and polarizations as per the test plan. 
 
10. Test Report: The test report shall address the following: 
 

a. Functional impacts to the mission and operations after exposure to the EMP 
requirement; 

 
b. Specific actions to be taken and the estimated time required to return the land 

system to its operational capability; 
 
c. Compliance to the requirements of AECTP 504, Clause 3.1 Margins; 
 
d. Field and current responses at measurement points within protected volumes; 
 
e. Coupling onto cables of equipment with special protective measures; 
 
f. Report on damage or upsets; 

 
g. Susceptibility threshold levels; 
 
h. Identification of shield or point of entry defects, faulty fabrication or assembly 

practices; 
 
i. Observation or performance of the system, subsystem or equipment with 

respect to safety critical, mission critical or time critical functions; and 
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j. Description of post-analysis of test data and calculation methods. 
 
3.2.14 Requirement #14 – Coupling and Shielding Effectiveness Tests 
 
1. Applicability: This requirement is only applicable to land systems comprised 
of a metallic enclosure, with the smallest dimension of the enclosure ≥ 5 m and if 
specified by the National Acceptance Authority. This requirement is not applicable 
unless specified by the National Acceptance Authority. (Typically the doors, ramps 
and hatches of a military land platforms are only provided with weather seals and not 
electromagnetic elastomer material. Also, the typical usage of land platforms is often 
with hatches and ramps fully open, particularly in hot, dry locales. Shielded 
effectiveness tests may be needed to ensure adequate protection is afforded to 
commercial or military off the shelf equipment and sub-systems). 
 
2. Purpose: This requirement ensures the platform will serve as an adequate 
electromagnetic barrier by providing specified levels of RF shielding. 
 
3. Test Frequencies and Limits: Unless specified by the Test Plan, the minimal 
acceptable level of electromagnetic shielding afforded by the platform is 60 dB at the 
following test frequencies: 
 

a. 200 kHz, Magnetic Field; and 
 
b. (10 kHz for shelters only), 20 MHz, 1 GHz and 10 GHz, Electric Fields. 

 
4. Test Plan: A test plan shall be prepared. The test plan shall be approved by 
the National Acceptance Authority prior to the start of tests. As a minimum, the test 
plan shall include:  
 

a. Test frequencies; 
 
b. Pass/fail criteria; and 
 
c. Test locations. 

 
5. Test Procedures: AECTP 510/1 [Ref. 11] provides recommended test 
procedures. Measure shielded effectiveness about the major platform penetrations. 
Examples include vehicle hatches, doors, ramps, panels and aperture/air vents. The 
engine compartment hood/bonnet is not normally considered. 
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Ref. 16. ISO 7637-2 Road vehicles -- Electrical disturbances from conduction 

and coupling -- Part 2: Electrical transient conduction along 
supply lines only 
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CHAPTER 5 ACRONYMS 

 
The following acronyms used in this category are: 
 
AC  Alternating Current 
C3I  Command, Control, Communications and Intelligence 
CDN  Coupling and Decoupling Networks 
EMSEC Emission Security 
CRT  Cathode Ray Tube 
CW  Continuous Wave 
DC  Direct Current 
E3  Electromagnetic Environmental Effects 
EID  Electrically Initiated Device 
EM  Electromagnetic 
EME  Electromagnetic Environment 
EMC  Electromagnetic Compatibility 
EMCON Emission Control 
EMI  Electromagnetic Interference 
EMP  Electromagnetic Pulse 
EMV  Electromagnetic Vulnerability 
ESD  Electrostatic Discharge 
EUT  Equipment Under Test 
G/B  Grounding/Bonding 
HEMP  High Altitude Electromagnetic Pulse (i.e. exo-atmospheric) 
HERF  Hazards of Electromagnetic Radiation to Fuel 
HERO  Hazards of Electromagnetic Radiation to Ordnance 
HERP  Hazards of Electromagnetic Radiation to Personnel 
LISN  Line Impedance Stabilization Network 
M  Figure of Merit for Radio Communication Systems 
PUT  Platform Under Test 
RADHAZ Radiation Hazard 
RF  Radio Frequency 
RMS  Root Mean Square 
SRAD  Susceptibility RADHAZ Designator 
SREMP Source Region Electromagnetic Pulse 
SUT  System Under Test 
S/V  Source/Victim 
VSWR Voltage Standing Wave Ratio
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ANNEX A ANECHOIC OR SEMI-ANECHOIC SHIELDED ENCLOSURE 

 
Anechoic or semi-anechoic shielded enclosure based testing is the preferred site for 
EMC emission and susceptibility testing for large systems or transportable 
installations. There are practical limitations on the size of platform that can be 
accommodated dependent on the facility used. There are doubts regarding the 
accuracy of radiated and emissions testing in shielded  enclosures below about 30 
MHz where the RF absorbent material performance is inadequate to simulate free 
field test conditions. 
 
A.1. UNLINED SHIELDED ENCLOSURE 
An unlined shielded enclosure does not have anechoic material installed. The use of 
an unlined shielded enclosure for testing using the methods of Ref. 1 can result in 
cavity resonances and wall reflections that contribute to increased measurement 
uncertainty and poor test repeatability between facilities. However for platforms or 
large systems, given the choice of a large unlined shielded enclosure compared to an 
open site, the unlined enclosure should be selected as it will provide an RF quiet 
zone and allow RF fields to be generated without causing interference to other users 
of the RF spectrum. The use of unlined shielded enclosures is therefore acceptable 
where no suitable anechoic or semi-anechoic facility is available. In the event of a 
marginal radiated emission or susceptibility result within an unlined shielded 
enclosure, the best practise would include retesting the frequencies at which these 
marginal results occurred at an open field site. This is to ensure that the marginal 
result (either a pass or a fail) was not due to cavity resonances or wall reflections. A 
marginal result should be defined within the test plan and for the tested modes of 
operations of equipment installed on the platform and their criticality. 
 
A.2. OPEN AREA TEST SITES 
Open area test sites are used when there are no shielded enclosures large enough 
for the platform size or when radio transmission is required. The open site (not 
necessarily an Open Area Test Site (OATS) designed for the European Union 
Directive, for example) is a flat area, free from overhead wires and nearby reflecting 
structures and sufficiently large to permit antenna placement at specified distances 
and provide adequate separation between antenna, platform and reflecting 
structures. The recommended obstruction free area is an ellipse with the test 
antenna and the platform under test at the two foci and having a major axis equal to 
twice the measurement distance and a minor axis equal to the product of the 
measurement distance and the square root of 3. The open area requires ambient 
electromagnetic levels to be measured and to be sufficiently low to allow EMC 
emission testing or radio trials to be undertaken and compared against the required 
limits. For radiated susceptibility testing in an open site, appropriate transmitting 
licences from the National Acceptance Authority must be obtained prior to the testing, 
RF safety procedures implemented and test instrumentation hardened against the 
RF fields generated. 
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A.3. REVERBERATION CHAMBER 
An alternative facility for radiated susceptibility tests is a reverberation chamber as 
defined in AECTP 501 NRS02 Alternative Method [Ref. 1]. NRS02 provides 
additional guidance on the use of reverberation chambers. It should be noted that 
reverberation chambers do not provide the low frequency stimulation (typically below 
80 MHz) where many of the effects due to cable coupling are seen. 
 
A.4. AMBIENT ELECTROMAGNETIC LEVELS 
For operational testing in an open area test site, the test system is powered as 
normal. If auxiliary equipment is necessary to run the platform and likely to produce 
electromagnetic noise, they shall be shielded and the input and output connections 
filtered to such a degree that the noise levels produced in the test circuit are at least 
6 dB below the test limit. 
 
Broadcast radio frequency signals (e.g. radio and television transmissions), cannot 
be reduced without a shielded enclosure and will be present during emission testing. 
These signals shall be recorded and those whose amplitude exceeds a value 6 dB 
below the specified limit for the test concerned shall be included in the test report so 
that areas where compliance with the limit cannot be demonstrated can be identified. 
Broadcast transmissions are not always continuous and overseas transmissions vary 
in amplitude considerably with the time of day; so by choosing the time for test 
carefully, minimal disturbance can be achieved. 
 
Many automatic receivers, controllers and digital data loggers emit radio frequency 
noise and where tests are made in a shielded enclosure with the recording 
equipment outside, the emitted noise can be eliminated from the test circuit. No such 
protection exists when testing on-site. 
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CHAPTER 1 AIM  

 

The aim of this category is to define Ordnance Assessment and Test Procedures to 
be used in determining the safety and suitability for service of munitions 
containing Electrically Initiated Devices (EIDs) and associated 
electrical/electronic systems/subsystems that are exposed to the 
following environments: 

a. The Electrostatic Environmental specified in AECTP253 Ref [1] for NATO 
Forces. 

b. The Lightning Environmental conditions specified in AECTP 254 Ref [2] for 
NATO Forces. 

c. The Nuclear Electromagnetic Pulse specified in AECTP 256 Ref [3] for 
NATO Forces.  

d. The Electromagnetic Radiation Environment specified in AECTP 258 Ref [4] 
for NATO Forces. 

 



AECTP 500 
  Category 508 
   

 
 1-2 Edition E Version 1 
  

 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

INTENTIONALLY BLANK 
 
 



AECTP 500 
  Category 508 
   

 
 2-1 Edition E Version 1 
  

 
 

 

 

CHAPTER 2 APPLICABILITY AND REQUIREMENTS 

 
This Category applies to all munitions throughout their specified lifecycle.  Individual 
requirements are contained within each leaflet. 
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CHAPTER 3 STRUCTURE 

 

This Category is divided in to five leaflets covering the verification and tests of 
munitions systems containing EIDs against the following environments: 

Leaflet 1 GUIDANCE FOR TESTING THE ELECTROMAGNETIC 
VULNERABILITY OF ORDNANCE AND WEAPON SYSTEMS  

Leaflet 2 ELECTROSTATIC DISCHARGE, MUNITIONS TEST PROCEDURES  
(based on STANAG 4239 & AOP 24) 

Leaflet 3 HAZARDS OF ELECTROMAGNETIC RADIATION TO ORDNANCE 
TEST PROCEDURE  (based on STANAG 4324) 

Leaflet 4 LIGHTNING, MUNITION ASSESSMENT AND TEST PROCEDURES 
(based on STANAG 4327 & AOP 25) 

Leaflet 5 NUCLEAR ELECTROMAGNETIC PULSE TEST PROCEDURE FOR 
MUNITIONS CONTAINING ELECTRICALLY INITIATED DEVICES 
(based on STANAG 4416) 
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CHAPTER 4 REFERENCES 

 

4.1 REFERENCES 

Ref 1 AECTP 253 Electrostatic Charging Environment 

Ref 2 AECTP 254 Atmospheric Electricity and Lighting Environment 

Ref 3 AECTP 256 Nuclear Electromagnetic Pulse Environment 

Ref 4 AECTP 258 Electromagnetic Radiation Environment 

 

4.2 INFORMATION ONLY [CANCELLED BY AECTP 508 SERIES] 

AOP 24 Electrostatic Discharge, Munitions Assessment and Test 
Procedures 

AOP 25 Lightning Discharges Assessment and Tests Rationale and 
Guidance 

STANAG 4324 Electromagnetic Radiation (Radio Frequency) Test Information 
to Determine the Safety and Suitability for Service of Electro-
Explosives Devices and Associated Electronic Systems in 
Munitions and Weapon System  

STANAG 4239 Electrostatic Discharge, Munitions Test Procedures  

STANAG 4327 Lightning Munition Assessment and Test Procedures  

STANAG 4416 Nuclear Electromagnetic Pulse Testing of Munitions Containing 
Electro-Explosive Devices 
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CHAPTER 5 ACRONYMS 

 
1. Definitions. The following definitions are used specifically within the 508 
series of leaflets, these are in addition to the set of definitions contained at the 
beginning of AECTP 500 

Arc Root  
Point of attachment of the Arc at the materiel. 
 
Bulk Current Measurement  
A test technique used to measure the current induced in a cable or cable loom by a 
low level external EM field. The ratio between the external field strength and the 
current induced is the transfer function. 
 
Computed Transient Level [CTL]  
The transient amplitude given by modelling at full threat level. 
 
Distant Flash (Far Field) (AOP38)  
A far field flash is a lightning discharge, which occurs at such a distance that the only 
coupling to the materiel is by electromagnetic radiation. 
 
EID Firing System  
A complete system including the Electrically-Initiated Device, power supplies, and all 
associated electrical and electronic components and circuitry necessary for normal 
Electrically-Initiated Device firing. In some systems this may include circuitry within 
the launcher or platform. 
 
EID Thermal Time Constant (AOP-38)  
The time the bridge wire, the film or the conductive composition takes to reach 63% 
of the equilibrium temperature when a step function of power is applied to the leads 
of the Electrically-Initiated Device. 
Alternatively, in some countries this is defined as the ratio between the no-fire 
threshold energy, measured using very short pulse widths, and the no-fire threshold 
power, measured using long pulse widths. 
 
Electrically Representative Material (AOP-38)  
A material is called an "electrically representative material" (ERM) in the NEMP 
environment, if the real part (R) and imaginary part (X) of its radio frequency 
impedance (R+jX) in the frequency band 1 kHz-100 MHz are similar to those of the 
original material which has to be simulated. 
 
Equipment Qualification Level  
The actual transient level to which the equipment has been tested and qualified. The 
EQL must never be less than the TCL plus the agreed margin. 
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Indirect Effects  
The effects due to coupling of the lightning’s magnetic or electric field. Such effects 
can arise as a result of either a direct strike or a nearby flash.  An example is a 
transient voltage induced in materiel wiring. See also, 'Aperture Flux' and 'Diffusion 
Flux'. 
 
Instrumented Electrically-Initiated Device (AOP-38)  
An inert EID which has sensors in contact or close proximity to the bridgewire or 
ERM to measure the thermal energy or power induced. This instrumentation is 
designed so that it shall not change the radio frequency (RF) impedance of the EID 
(both in pin-to-pin and pin-to-case modes). 
 
Inert Electrically-Initiated Device (AOP-38)  
An electrically-initiated device with its explosive material removed. It may have the 
explosive material replaced by ERM but it retains the bridgewire, foil, etc., from which 
it is initiated. 
The instrument is designed so that it shall not change the radio frequency impedance 
of the EID (Both pin-to-pin and pin-to-case-modes) 
 
Leader Phase Effects  
The effects resulting from the attachment of a lightning leader to the materiel. 
 
Lightning Attachments Zones  
 Because of the sweeping action of the lightning channel, the proportion of the flash 
experienced by any particular point depends on its location on the vehicle surface. 
This has led to the concept of dividing the vehicle surface into 3 Zones depending on 
the probability of initial attachment, sweeping and hang-on, described as follows:- 
 
Zone 1 Surfaces for which there is a high probability of initial lightning flash 
attachment (leader or return stroke current, entry and exit). 
 
Zone 2 Surfaces of the vehicle for which there is a low probability of initial 
attachment but a high probability of a lightning flash (return current) being swept by 
airflow from a  
Zone 1 point of initial flash attachment. 
 
Zone 3 All other surfaces not in Zones 1 and 2. Such areas have a low 
probability of flash attachment but may carry substantial lightning current between 
attachment points situated in Zones 1 or 2. In some Zone 3 areas that current may 
be due to the whole of the lightning discharge. 
 
Depending on the likely duration of flash hang-on, Zones 1 and 2 may be further 
divided into Zone A and B regions as follows: 
Zone 1A Initial attachment point with low probability of flash hang-on for a time in 
excess of 50 ms, such as a leading edge. 
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Zone 1B Initial attachment point with high probability of flash hang-on for a time 
exceeding 50 ms, such as a trailing edge. 
Zone 1C A limited area of an aerospace vehicle surface behind Zone 1A into 
which a leader attachment may be swept and which may therefore experience a first 
return stroke attachment. 
Zone 2A A swept stroke zone with low probability of flash hang-on for a time in 
excess of 50 ms, such as a forward or mid position of a Zone 2. 
Zone 2B A swept stroke zone with high probability of flash hang-on for a time 
exceeding 50 ms, such as a trailing edge in Zone 2. 
 
Measured Transient Level  
The amplitude of the actual response measured during a pulse test. 
 
Minimum Detectable Stimulus (MDS)  
The lowest pick-up level which an EID instrumentation system is able to measure. 
MDS may be expressed in amps, watts or joules depending on the calibration system 
used. 
 
Minimum Ignition Energy  
Minimum electric spark energy that will just ignite a particular mixture of hydrocarbon 
vapour and air. 
 
Multiple Burst  
Randomly spaced groups of short duration, low amplitude current pulses, with each 
pulse characterised by rapidly changing currents (i.e., high di/dt’s). These pulses may 
result from lightning leader progression or branching. The pulses appear to be most 
intense at the time of initial leader attachment. 
 
Quasi Co-Axial  
A return conductor arrangement, whereby the return current interaction with the test 
arc or the current flowing in the test object is minimised. 
 
Restrike  
Subsequent return strokes occurring after the first return stroke in a multi-stroke flash 
are sometimes called restrikes. A restrike will generally cause a reattachment. 
 
Rolling Sphere  
A method of determining lightning attachment points by rolling an imaginary sphere 
of a prescribed diameter around an object, whereby attachments can occur at all 
points where the sphere touches the object. 
 
Safe Separation Distance (AOP38)  
Launch or released munition: A minimum distance between the delivery system or 
launcher and the armed munition beyond which the risks of functioning of the 
munition to personnel and the launch platform or delivery system are acceptable. 
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Test Transient Level [TTL]  
Is the level of current at an equipment which has been measured during platform 
injection tests and where necessary scaled to the full threat environment. 
 
Transient Control Level [TCL]  
The worse case actual amplitude that a Transient Assessment establishes should 
exist at an equipment when it is installed in the materiel and subjected to the 
maximum lightning threat. It is the transient amplitude arrived at by: 
a. Taking the worst case of all configurations and attachment points from either 
modeling or pulse tests, when the difference between all of the relevant CTLs and 
TTLs is <6 dB, or 
b. When modeling is not done it is the TTL, corrected if necessary for any non 
linearity. 
  

 

2. Acronyms. The following acronyms are used in this leaflet: 

AECTP Allied Environmental Conditions and Test Procedures 

EID  Electrically Initiated Device 

ERM  Electrically Representative Material 
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CHAPTER 1 AIM 

 
1. The aim of this leaflet is to provide guidance and specific requirements for 
electromagnetic vulnerability (EMV) testing of ordnance, its equipment, and 
subsystems, which are to be immune to detrimental effects of electromagnetic energy 
as detailed in Leaflets 508/2, 508/3, 508/4 and 508/5. 
 
2. General purpose: 

 a. To state overall test objectives for validation of materiel design within 
the electromagnetic environment. 

 b. To provide guidance for test program management of 
electrical/electromagnetic environments and test selection. 

 c. To outline necessary processes and products of the test program, 
including test procedures, data collection, and assessment to achieve 
acceptable assurance 

 
3. The specific purpose is to provide applicability for detailed test requirements 
including rationale for requirements, guidance in applying the requirements, and 
lessons learned from platform and laboratory experience. It should also aid procuring 
activities in tailoring emission and susceptibility requirements as necessary for 
particular applications, as well as help users develop detailed test procedures in the 
Electromagnetic Interference Test Procedure (EMITP) based on general test 
procedures in this document. Background information is provided for guidance 
purposes and, as such, should not be interpreted as providing contractual 
requirements. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENTS 

2.1. APPLICABILITY 

1. This document includes information on electronic systems or equipment that 
may be exposed to electromagnetic energy during its life cycle, specifically the 
following: 

 a. Weapon systems and associated subsystems 

 b. Ordnance 

 c. Support and checkout equipment for a and b 

2. The AECTP 508 category contains generic assessment and test procedures 
applicable to any equipment type. Test procedures used for specific test programs 
shall be selected based on operational use and environmental conditions that will be 
experienced during the equipment's lifetime. Some test procedure selection will 
depend on procuring nation. 

2.2. REQUIREMENTS 
 
Program objectives shall be to demonstrate, where appropriate, that ordnance or 
weapon systems, (hereinafter referred to as equipment): 

 a. Will not be unacceptably perturbed or damaged during their operational 
life cycle by external electromagnetic environments generated by other 
equipment that produces high levels of electromagnetic energy, such 
as radar, radios, and other transmitters. 

 b. Will not unacceptably endanger personnel or other nearby materiel 
during those phases of equipment life cycle if affected by external 
environments with adverse consequences. 
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CHAPTER 3 TESTING 

 

3.1. BACKGROUND 

3.2. TEST REQUIREMENTS 

3.2.1. Margins 
 
Equipment level EMI test reviews can include comparing the NRS02 test field levels 
and susceptibility results to specified operational EME field levels. Operational field 
levels should be reduced by anticipated shielding, filtering, and free space loss not 
accounted for by the equipment level EMI testing and may include a 3 dB margin to 
account for measurement errors (i.e. reduce total anticipated shielding by 3 dB). 

3.2.2. Environments 
 
The Electromagnetic Environment (EME) which military weapons systems and 
ordnance must operate and survive is extremely complex. To assure that a system is 
not affected by its intended EME, it is imperative that the EME be considered during 
all life cycle phases and all modes of operation. This leaflet does not describe exact 
electromagnetic environments that systems will encounter; therefore, the approach is 
to define a representative maximum EME that the system may be subjected, that is, 
the maximum EME encountered in each phase of a system’s life cycle. It may be 
necessary to predict the electromagnetic energy that could intentionally or 
unintentionally perturb electronics and couple this with the representative maximum 
environment to yield a description of the total potential threat. System usage 
projections to different platforms may also be necessary. Only after full awareness of 
the tactical EME can development of detailed system specifications be addressed, 
including the operational EME description. The EME specified in AECTP 258 Ref [1] 
or as tailored to the operational environment will be the basis for the test 
environment. 

3.3. TEST PLANNING 
 
1. Preliminary analysis should include computer modeling and a review of 
equipment and system level Electromagnetic Interference (EMI) testing, conducted 
as outlined in AECTP 501 Ref [2]. 
 
2. Computer modeling conducted with various commercially available software 
programs (such as Finite Difference, Finite Element, Method of Moments, etc.) 
assess the exterior electromagnetic environments impact upon electrical/electronic 
materiel. Specific software programs discussions are not included in this document. 
 
3. Preliminary analysis may identify sensitive areas that EMV test planning 
should address. Sensitive areas that materials respond to can include specific 
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frequencies or frequency bands, modulation parameters of pulse width or repetition 
rate, field power levels, varying amplitudes and material response time, and aspect 
angle between materiel and microwave energy source. Table 508/1-1 identifies 
parameters to consider in the development of an EMV Test Plan. 

Table 508/1-1 Approach to Determine Potential Electromagnetic Energy 
Effects 

LAB MEASUREMENTS 
FREE SPACE 

MEASUREMENTS 

ANALYSIS AND 
SIMULATION 

MEASUREMENTS 

Determine system 
sensitivity: 

1. Relative RF Power 

2. Dwell Time 

3. Track Rate 

4. Target Intensity 

5. Modulation 

 A. Pulse repetition rate 

 B. Pulse width 

 C. Complex format 

  (1) Pulse dropping 

  (2) Amplitude 

  (3) Swept, etc 

Determine system 
sensitivity to: 

1. Frequency 

2. Aspect Angle 

3. Polarization 

*All of the above are 
interdependent variables 

Determine system 
vulnerability: 

1. Measured data 

2. Scenarios 

3. Tactical 
Electromagnetic 
Environment 

Determine coupling 
mechanisms: 
1. Entry ports 
2. Circuits ports 

Determine system 
susceptibility(s) at 
parameters selected from 
laboratory and chamber 
measurements 

 

3.4. TEST PROCEDURES 

Final acceptance of developmental systems requires comprehensive testing and 
evaluation during the acquisition process. This section outlines test methods used to 
evaluate potential effects from electromagnetic energy. While many procedures 
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described herein may not be used by contractors, but rather a military test facility, 
inclusion will make contractors aware of the thorough, detailed analysis needed for 
final acceptance. 

3.4.1. Test Configuration 

Test configuration should be the actual system configuration, or as close as possible 
to a radio frequency representation of the system, for the appropriate life cycle 
phase. As a minimum, the following configurations shall be considered: 

 a. The equipment by itself in an operating or active mode. 

 b. The equipment contained in any shipping or transit casing where the 
casing has been assessed for electromagnetic shielding against the 
environment, including any grounding provisions. 

 c. The equipment in a test mode and connected to other equipment or 
materiel. Test procedures shall consider potential safety hazards to test 
personnel. In particular, inadvertent initiation of energetic material by 
electro-ignition and other hazardous electrical/mechanical reactions 
induced by testing should not be possible. 

3.4.2. Test Conditions 

3.4.2.1. Laboratory Tests 

Laboratory tests should define the items listed in Table 508/1-1, column A. The 
testing will then normally proceed to the free space system testing; however, 
additional laboratory testing may be required before the total test program is 
completed. 

3.4.2.2. Free Space Tests 

Tests whose outcome depend on system geometry must be performed in a free-
space environment, with EUT and any transmitter antenna separated to meet far field 
requirements established by equation 7.1. Considerations also include frequency, 
aspect angle, polarization, bore site, and power density. Laboratory data provides 
modulation and track rate inputs used and verified in these evaluations. Free space 
tests normally start with identification of a standard power response for data 
comparison. With a standard response established, aspect angle tests can be 
performed and the power response level versus aspect angle determined. If 
response tests are performed correctly, tracking tests can then be done at one 
aspect angle and the effects of electromagnetic energy on tracking predicted at any 
aspect angle. Furthermore, all responses observed during testing will identify points-
of-entry and susceptibility thresholds. Thresholds will typically be determined within 3 
dB of the lowest level of electromagnetic environment at which the system functions 
improperly. 
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    (equation 7.1) 

Rd = Far Field distance in metres 
L = Maximum dimension of antenna in metres 
λ = Wavelength in metres 

3.4.2.3. Analysis and Simulation 

1. Free space measurements described in Clause 7.2.1.2 require laboratory 
inputs to establish equipment test parameters, settings and modes of operation. 
Vulnerability analysis requires the combined inputs of laboratory and free space 
tests. Free space test information along with the information required for vulnerability 
analysis is shown in columns B and C of Table 508/1-I. Analyses and simulations are 
based primarily on the system’s operational characteristics with: 

 a. Measured data on the electromagnetic energy response 

 b. Tactical scenario 

 c. Tactical electromagnetic environment 

2. A system is termed vulnerable only if energy encountered during missions will 
cause susceptibility sufficient to cause failure as described in Clause 8.2. Otherwise, 
the system is not vulnerable, although it may respond adversely to many 
combinations of electromagnetic energy. Mathematical simulations are normally 
required as a portion of vulnerability analysis. These simulations are particularly 
important when a system responds to electromagnetic energy, but does not 
completely malfunction. Properly designed simulations can establish signal levels 
required to degrade system performance beyond a tolerable limit. They can also 
provide initial test inputs and rapid analysis capability for laboratory testing. 
Simulation results available during a test program should reduce total test time and 
cost. 

3.4.2.4. Platform Measurements or Tests 

Systems that require a platform interface for target acquisition shall include interface 
vulnerability test and analysis. 

3.4.2.5. Field or Flight Tests 

1. Operational testing may include field or flight-testing. Such tests validate 
laboratory and free space test results and computer simulations. Field-testing falls 
into two categories: 

 a. Captive flights 

 b. Live firings 
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2. Technology development to reduce or eliminate these expensive tests is an 
ongoing priority. 

3.4.2.6. Electrical / Electromagnetic Test Conditions 

1. The best method to reduce electronic system electromagnetic vulnerability is 
to prevent inadvertent entry of electromagnetic energy. There is rarely an effective 
substitute for robust electromagnetic-resistant design. This should be considered 
throughout the design and redesign phases. Susceptibility reduction techniques 
should be considered early in the design stage, in each subsystem, so entire system 
hardness does not require disproportionate efforts in only one area. The main 
emphasis is to: 

 a. Keep unwanted energy away from circuitry. 

 b. Keep undesired signals that can couple to wires away from intended 
signal paths, and particularly away from semiconductor devices. 

 c. Design circuitry such that undesired energy in the signal path does not 
severely disrupt circuit operation. 

2. Key areas in hardening are circuits and circuit board design, shielding, 
bonding, filtering and grounding. 

3. Information on these areas can be found in STANAG 4238 [Ref A3]. 

3.4.3. Information Required 

Complete system performance evaluation in an electromagnetic environment 
requires testing for dependency on and response to many factors. The major outputs 
derived from testing will be those discussed in Clauses 3.4.3.1. through 3.4.3.10. 
External electromagnetic environments can couple into systems through ports of 
entry caused by surface discontinuities and into electronics through circuit ports. 

3.4.3.1. Power Density 

Power density is a primary factor influencing electronic behavior. Given enough 
power, interference can be experienced on any piece of electronics. Therefore, the 
requirement is not to determine how much brute force power is necessary to affect a 
system, but, within realistic limits, the power required to cause an effect, and whether 
the system is more susceptible to peak or average power. 

3.4.3.2. Frequency 

Determine the effects that both known and anticipated emitters will have on a system 
must be determined. Every effort must be made to evaluate the system at the exact 
frequencies it will or can encounter. 
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3.4.3.3. Modulation 

As with frequency, there can be several aspects to addressing modulation. When 
simulating a known threat, it is important to duplicate, as nearly as possible, all 
characteristics of that threat, including modulation. It is also necessary to look at the 
electronics and determine the modulations that, if induced into the system, would be 
processed as valid signals or would disrupt processing of valid signals. A system can 
normally be separated into all relatively independent units. For example, modulation 
affecting one system function may not affect another, so each should be investigated 
independently. Modulation may have different formats, including those that can give 
the system false information and those that might upset or blind a system. Among 
items to consider are pulse repetition frequency, pulse width, and complex format 
(that is, pulse dropping, amplitude, swept, etc). 

3.4.3.4. Aspect Angle 

Since the system and its electronics respond as antennas, coupling between external 
fields and those antennas will be a function of aspect angle. The maximum lobe, 
corresponding to the maximum gain of the antenna is related to the effective aperture 
and wavelength, and is greatly influenced or altered by its surroundings. When 
testing, monitor the entire system and its response versus aspect angle for selected 
system points. 

3.4.3.5. Polarization 

Antennas, by design, respond better to some polarizations than others. Therefore, it 
is important to consider system and expected operating environment polarization for 
a comprehensive susceptibility evaluation. 

3.4.3.6. Bore Sight (for Missile Systems) 

Electrical (with respect to RF) and mechanical (with respect to seeker angle) bore 
sight misalignment can lead to erroneous laboratory, free-space, and field/flight test 
results. Verify bore sight alignment prior to testing. 

3.4.3.7. Track Rate (for Missile Systems) 

Track rate is the angular rate of change of a missile seeker as a function of time. The 
effects of various track rates in terms of degree/second on system performance 
should be investigated. 

3.4.3.8. Target Intensity (for Missile Systems) 

Target in-band power, like RF power, is an important consideration in successfully 
completing certain missions and therefore must be determined. 

3.4.3.9. Dwell Time 
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Emissions causing interference may have time varying amplitudes, such as scanning 
or rotating antenna emissions. Energy directed at the system under test for a short 
duration may produce negligible interference. Dwell time measures the minimum 
duration required to cause a specified degree of interference. 

3.4.3.10. Data Dependency 

1. Data dependency is established for a given power level and circuit coupling 
port. Table 508/1-2 shows the dependency of test parameters in Clauses 3.4.3.1. 
through to 3.4.3.9. 

Table 508/1-2 Data Dependencies 

Data Functions Dependent on Each Other Independent Data Functions 

Frequency 

Aspect Angle 

Polarization 

Bore Sight 

Power Density 

Modulation 

Track Rate 

Target Intensity 

Dwell Time 

2. It should be noted that all dependent functions are related to system 
geometry. If a system acts as an antenna, all functions in the left column are 
dependent on the geometry of that system. However, modulation, track rate, target 
intensity, and dwell time are functions of one portion of the system only (that is, a 
circuit port). For tests to determine effects from any of the dependent items, the entire 
system must be present and must be tested in a free space environment. This is not 
the case for the independent data functions. 

3.5. TEST REPORTING 

Test reports document and capture test configuration, conditions, operational 
procedures, parameters, pictures of test setup, summary of data taken including 
thresholds of susceptibility, and observed results. The test report shall include 
conclusions and recommendations, with test results in a brief narrative form, a 
discussion of any remedial actions initiated, and proposed corrective measures 
required (if necessary) to assure compliance of the equipment or subsystems. 

3.5.1. Test Result Categories 

Test results presented in test reports can be grouped into the following categories: 
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 a. A device may suffer some degree of physical or electrical functional 
degradation during active exposure to electromagnetic energy, but the 
device can return to full function after exposure ceases. 

 b. A device may suffer some degree of physical or electrical damage as a 
result of exposure to electromagnetic energy, but the device can still 
function. Degradation may reduce system capability after removal of the 
electromagnetic energy. 

 c.  A device may suffer physical damage or electrical damage or both that 
renders it non-functional. Three distinct failure modes observed in solid-
state transistors and integrated circuits are: 

  (1) Bondwire Melt – Bondwire melt occurs when currents generated 
achieve a sufficiently high density to melt bond wires connecting 
internal semi-conductor devices to external circuitry, resulting in 
an open electrical circuit. 

  (2) Metallization Damage – Metallization damage occurs when 
current densities on chip surfaces are high enough to melt some 
portion of the metal conduction path. 

  (3) Junction Damage – Junction damage occurs when the device is 
driven into the second breakdown region by a signal and 
remains there sufficiently long to produce a permanent shorting 
channel. 

3.5.2. Assessment of Results 

1. The effects of electromagnetic energy on equipment will be bounded by the 
parameters listed in Table 508/1-1. A determination of the probability of those 
parameters impacting deployed, operational equipment will direct mission impact 
assessment. Mission impact should consider the expected operational parameters 
during equipment usage phases and various modes of operation. During different 
stages of equipment use, the electromagnetic environment may differ, as well as its 
operational modes. Testing results should also correlate equipment operational 
modes to application of different electromagnetic environments. For example, 
equipment may be transported and handled in a more benign environment than when 
launched from an aircraft or ship. In addition, during flight, equipment may have a 
tracking and arming phase that occur during exposure to the different 
electromagnetic environments with different parameters. It may be beneficial to have 
a pictorial timeline of the operational equipment modes that compare various 
electromagnetic environments that different sources provide along that timeline. 

2. Conclusions should be stated as to the anticipated success of the materiel to 
perform in its intended operational electromagnetic environment. Any equipment 
response to the test EME should be considered susceptibilities, and any responses 
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affecting mission success should be considered vulnerabilities. Known and 
recommended design or operational usage changes to improve the equipment’s 
mission success should be provided. 
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CHAPTER 4 REFERENCES 

 

A1 AECTP 250 Leaflet 258 Radio Frequency Electromagnetic 
Environments 

A2 AECTP 500 Category 501 Electrical/Electromagnetic Environmental 
Tests Equipment and Sub-System Tests 

A3 STANAG 4238 Munitions Design Principles Electric/Electromagnetic 
Environments 
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CHAPTER 5 ACRONYMS 

 

EME Electromagnetic Environment 

EMI Electromagnetic Interference 

EMITP Electromagnetic Interference Test Procedure 

EMV Electromagnetic Vulnerability 

EUT Equipment Under Test 

POE Point of Entry 

RF Radio Frequency 
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CHAPTER 1 AIM 

 

The aim of this leaflet is to define the test procedures to be used in determining the 
safety and suitability for service of munitions containing electrically initiated devices 
(EIDs) and associated electrical/electronic systems/subsystems that are exposed to 
the electrostatic environmental conditions specified in AECTP253 Ref [1] for NATO 
forces. Guidance on electrostatic discharge (ESD) hazard assessment and testing is 
provided in Annex A. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENT 

 

2.1 APPLICABILITY 

1. This leaflet applies to all munitions throughout their specified life cycle that: 

a. Will be exposed to the personnel-borne electrostatic environment arising from 
personnel handling procedures and processes; 

b. Will be exposed to the helicopter-borne electrostatic environment arising from 
vertical replenishment procedures; 

c. May be affected by the above electrostatic environments. 

 

2.2 REQUIREMENT 

1. All munitions shall remain safe and operational when exposed to the 
electrostatic environment considered applicable within their specified life cycle.  
Verification shall be made by complying with AECTP 508/2. 
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CHAPTER 3 TESTING 

 

3.1. BACKGROUND 

1. There are many sources of electrostatic charge involved in the handling and 
deployment of munitions. Ref [1] defines the environments associated with the threat 
presented by personnel handling of munitions and associated hardware, and the 
threat by external transport or deployment on helicopters. 

2. This leaflet addresses testing using only the configuration(s) of munitions 
containing EIDs and associated electrical/electronic systems likely to encounter the 
threat(s). Assessment of the need for testing is covered in Annex A. 

NOTE: ESD may also represent a direct threat to explosives/propellants in munitions 
(whether or not fitted with EIDs). ESD assessment/test for these munitions shall also 
be carried out. Such assessment/tests are not covered by this edition of 508-2 and 
the only generally accepted test would require full threat testing on a live system or 
sub-system. STANAG 4490 Ref [4] provides advice and guidance on ESD testing of 
small scale explosive materials and charge scale propellants. These cannot be 
directly related to personnel or helicopter ESD threats. 

3. During these tests the munitions shall be in a passive state. Any associated 
electrical/electronic subsystem may be in either a passive or active state, depending 
upon the result of the assessment discussed in Annex A. 

4. The ESD levels of concern in this leaflet are those that may be generated by: 

a. Personnel during preparation, handling, maintenance, transportation, and 
deployment of the munition and associated electrical/electronic systems; or  

b. External transport or deployment of a munition containing Electro Initiated 
Devices (EID) and associated electrical/electronic systems by a helicopter. 

 

3.2. TEST REQUIREMENTS 

1. Conduct an assessment of the ESD susceptibility of the munition and/or 
associated systems. Guidelines on conducting this assessment are given in Annex 
A. If analysis shows conclusively that the munition containing EIDs and associated 
electrical/electronic systems is not susceptible to the ESD threat, or that the threat is 
not likely to be encountered in a particular configuration, the requirement for testing 
may be waived upon approval of the recognized National Safety Approving Authority 
(NSAA). 

NOTE: Where EIDs and electronic sub-assemblies have been tested to (and met) the 
full threat level outside the munition it may not be necessary to conduct a test on the 
All-Up-Round (AUR). This is particularly relevant to the personnel level threat. The 
assessment shall document the tests that have been completed and what further 
AUR tests may or may not be required.  
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2. Use one or both of the two general test methods to determine the 
susceptibility of the munition or associated system to the ESD environments. These 
test methods are Contact Discharge and Air Discharge. Use of a particular test 
method is the developing nation’s decision. Both test methods require testing at 
multiple test points and may require testing at multiple voltages. These procedures 
are applicable for both personnel-generated and helicopter-generated ESD. 
 

a. The Contact Discharge Test Method 
This test method uses the test generator’ discharge electrode placed in contact 
with the munition or associated system, and applies the charge with a discharge 
switch within the generator. If the conducting substrate is painted, the test should 
normally be carried out with the surface in the condition in which it is expected to 
be during service when exposed to the ESD threat and, depending on the 
insulator, either contact and/or air discharge methods may be appropriate. 

 

b. The Air Discharge Test Method 

This test method generally moves the test generator’s discharge electrode toward 
the munition or associated system until an air discharge occurs when the 
breakdown potential of the gap is exceeded. This is generally considered to be 
the only relevant method for the helicopter discharge test. A salient may be used 
to direct the discharge to a particular point if required. On occasions, the threat 
analysis may justify using a fixed gap. 

 

3. Base the selection of the location of the test points for discharge testing on 
those points assessed to be potentially susceptible to either direct penetration or 
excitation of the structure, and subsequent internal transfer of the energy. A 
discussion on techniques that may be used in the selection of discharge locations is 
given in Annex A. 

 

4. These tests are intended only to evaluate the response of the system’s EIDs 
and associated electrical/electronic systems to the threat of an ESD event. Use fully 
assembled items selected for testing with live EIDs (or instrumented devices where 
approved by the national authority) and functional electronic subsystems, but remove 
other explosive materials and replace them with inert materials that are electrically 
representative1 of the explosive materials. 

5. Determine the packaged/unpackaged/powered state of the munition or 
associated system to be used for testing from an analysis of the life cycle (logistics 

                                            

1 Electrically representative here means the material should possess the same electrical properties as 
the explosive material it replaces at voltages which it may experience during an ESD event. It is 
acknowledged that a proper understanding of these properties may be difficult to obtain. 
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and deployment) of the munition containing EIDs and associated electrical/electronic 
systems. The most susceptible state relevant for each of the personnel and 
helicopter tests shall be chosen. It may be necessary to test a weapon system in 
more than one state. Use any protective caps or covers over connectors and/or 
shorting/grounding devices during testing if they would be in place during the part of 
logistics cycle simulated by the particular test. 

 

6. Conduct testing at a temperature of 23  10C and a relative humidity of less 
than 60%. Condition the munition and its associated systems, along with relevant 
parts of the test hardware, to the temperature and relative humidity specified above 
for a minimum of 24 hours before testing. Annex A provides a discussion on the 
effects of moisture in the air and on (or inside) the surface of the munition and 
associated systems when conducting electrostatic discharge testing. 

 

7. At each test point apply multiple discharges at both positive and negative 
polarities using different voltages. Annex A Clause 4.6 suggests a typical set of 
discharges for a single test point. Unless instrumented EIDs are used, it will be 
necessary to conduct multiple test sequences to ensure statistical validity to the 
results. Annex A provides a discussion on the confidence level and reliability of test 
data versus the number of test sequences conducted without a failure. For the 
purposes of this leaflet, a test sequence is defined as a series of discharges to the 
test item at all the locations identified as potentially susceptible in the pre-test 
assessment. Conduct subsequent sequences by using different items/equipments or 
on the same item/equipment with a different set of EIDs, and electrical/electronic 
subsystems that have been confirmed to be functional. Since safety margins can be 
determined by using instrumented devices (for comparing measured levels to no-fire 
thresholds), it may not necessary to conduct multiple test sequences in these 
circumstances. However, the possibility of latent damage to the bridge will need to be 
assessed for particularly sensitive EIDs (e.g. film bridge). The agreement of the 
NSAA shall be obtained when instrumented devices are to be used. 

NOTE: that where tests are to be done on a “bare” EID (e.g. to meet the 
characterisation requirements of STANAG 4560) the discharges shall be applied both 
between the pins and between the pins (connected together) and the case. 

 

8. Where instrumented devices are used (i.e. inert EIDs with sensors to measure 
pick-up) it may be necessary to undertake a test sequence with pin to case as well as 
pin to pin instrumentation - especially for helicopter ESD tests.. The full agreement of 
the NSAA shall be obtained before any instrumented tests are carried out and on the 
type of instrumentation to be used. 

 

9. For ESD tests instrumentation must be calibrated using a very short pulse 
length signal to ensure the calibration is applicable for ESD pulses. (The normal 
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current / power calibration curve used for HERO tests is not suitable due to the time 
response of the instrumentation) Pin to case instrumentation is not well developed in 
many Nations but the principle is to measure the voltage developed between the EID 
pins and the case. This can then be compared to the breakdown threshold which can 
be determined by experiment or some Nations use a generic worst case value of 500 
V or 1 kV. 

 

10. When an EID is replaced within a munition and is not a like for like, 
requirement para 1 will re-apply. 
 

3.2.1. TEST EQUIPMENT 

1. Figures 508/2-1 and 508/2-2 provide representations of the ESD test system 
configurations for use in conducting the tests proposed in this leaflet. Figure 508/2-1 
represents the test circuit configuration to be used to represent the threat associated 
with personnel handling. Figure 508/2-2 represents the test circuit configuration to be 
used to represent the threat associated with external helicopter transport or 
deployment. The circuit parameters to be used in testing to represent the threat 
associated with personnel handling or external helicopter transport or deployment are 
defined in Ref [1].  

2. Verify the energy delivery capability (stored energy and output impedance) of 
the ESD generator, and record them prior to and after testing is conducted. A 
touching electrode should normally be used for calibration tests and it shall be 
considered as part of the discharge circuit. 

a. Ensure the energy delivered to the calibration test loads for personnel-generated 
ESD is in the correct ratio of load to source impedance (±10%) with respect to the 
energy stored on the storage capacitor. 

b. Ensure the energy delivered to the calibration test load for helicopter-generated 
ESD is between 80 % and 100% of the energy stored on the storage capacitor for 

 

3. Commercial ESD simulators with the ability to create the ESD environments 
defined in Ref [1] may be used to create the specified ESD environments, or, if such 
a simulator is not available, the following equipment may be used: 

a. A power supply with both positive and negative test voltages with respect to 
ground. A switch that prevents the power supply providing additional charge 
during the discharge of the storage capacitor. This may be achieved by either 
isolating the power supply from the storage capacitor or by connecting both the 
power supply and the storage capacitor to the reference ground. 

b. A storage capacitor chosen to minimize inductance and leakage. 

c. A non-inductive series resistance with as low a capacitance (in parallel) as 
possible. For the helicopter-generated ESD test, the maximum 1Ω series 
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resistance represents the total allowable discharge circuit resistance, excluding 
the munition and associated equipment. 

d. A discharge switch that has sufficient voltage capability and allows for the rise 
time required. If a relay is used, one with a single contact (to avoid double 
discharges in the rising part) shall be chosen, and placed as close as possible to 
the tip of the discharge electrode. For higher voltages, a relay in a special gas 
atmosphere may be necessary. For the air discharge test method, the 
unnecessary discharge switch shall be closed. 

e. A metal discharge electrode that has a size and shape that minimizes corona. For 
the air discharge test method for Personnel ESD, a discharge electrode with a 
size and shape as shown in Figure 508/2-3 shall be used. A smooth, clean and 
shiny electrode surface shall be maintained to ensure high electrical conductivity 
and uniformity of discharge. 

f. An electrostatic voltmeter (or equivalent) with an impedance with such a value 
that it will not load the capacitance. It is recommended that the input impedance 
of the electrostatic voltmeter be greater than one Tera Ω (1012 Ω). 

g. A metallic (copper or aluminium) ground reference plane with a thickness of 0.25 
millimetre (mm) minimum. Other metallic materials can be used if they have a 
minimum thickness of 0.65 mm. The minimum size of the ground reference plane 
should be 1 metre squared (m2); the exact size depends upon the dimensions of 
the munition and associated equipment. The reference ground plane shall project 
beyond the munition and associated equipment or coupling plane by a least 0.5 
metre (m) on all sides. The reference ground plane shall be connected to the 
protective grounding system. In the case of large systems, the munition and 
associated equipment shall be placed close to the ground plane at about 0.1 m 
distance. 

h. Test parameters (voltage, capacitance, resistance, discharge circuit inductance, 
and calibration test load) for each test procedure, including the inductance of the 
capacitor and wiring to the discharge probes shall be in accordance with the 
values in specified Ref [1]. If the inductance is being measure it shall be done at a 
nominal 1 kHz frequency. 

4. Calibrate the test equipment immediately prior to testing and after the 
completion of testing. Annex A discusses suitable procedures for such calibration. 
As a minimum, record the voltage output waveform for the personnel threat 
simulation hardware across a standard test load, and include it in the test report. The 
standard test load is discussed in Annex A. Use a load that is of a coaxial 
configuration and that is designed and constructed so as to have a linear response 
over the frequency range of Direct Current (DC)-to-100 MHz. 
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Isolation Switch 

DC Power 

Supply

Note: For a contact discharge test the 

electrode will be in contact with the test item 

prior to closing the discharge switch.

For air discharge the switch is closed with 

the probe at the agreed fixed distance or 

prior to the electrode approaching the item.

 

 
Figure 508/2 – 1  Functional Electrical Schematic for Personnel Generated 

ESD Test 
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Isolation Switch 
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Supply

Note: The discharge switch may not be required if the 

probe has an initial gap large enough to prevent 

breakdown before being moved towards test item

Note: The series resistance of the complete set-up must be 

<1W but this does not imply that a resistor must be included

Operation:

1) Close S1 open S2

2) Charge Capacitor (by passing Test Item)

3) Open S1 (HV generator continues operation)

4) Close S2 (HV generator continues operation)

S1 

S2 

 
Figure 508/2 – 2  Functional Electrical Schematic for Helicopter Generated 

ESD Test 
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-0.5

 + 0

 -0.5

Ø 8 mm

Ø 8 mm

Ø 12 mm

Interchangeable Part (tip)

See Note 1

Body of Generator

50 mm +/-1

NOTE - The Discharge Switch (e.g. Vacuum Relay) shall be mounted as close as possible to the Tip of the Discharge Electrode  

Figure 508/2 – 3  Discharge Electrode of the Personnel ESD Generator 
 

3.3. TEST PLANNING 

1. Prepare a test plan for each munition and associated system on which tests 
are conducted, including but not limited it to, the following: 

a. The purpose of the test and a test schedule; 

b. A description of the munition containing EIDs and associated electrical/electronic 
systems with identification of the configuration(s) to be tested; 

c. The number of munitions and associated equipment to be used in the testing; 

d. The number of times each munition and associated equipment may be tested and 
the testing and/or replacing that shall occur between each test; 

e. The temperature and relative humidity limits required for each test; 

f. The criteria for malfunction of the munition and associated equipment such as 
initiation of an EID or a degradation or loss of function. If a degradation of function 
or temporary loss of function is acceptable, a threshold level for a particular 
malfunction shall then be determined and reported; 

g. A description of the munitions and associated equipment’s functional (baseline) 
test to be used before, during, and after the ESD test. 

h. The location of test points on the munition and associated equipment and the test 
method used (contact discharge or type of air discharge). When a salient (an 
electrode mounted to the test item to direct the impact of the air discharge to a 
specific location) is used, its composition, physical dimensions location and 
purpose shall be specified; 
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i. A description of the test facility and the ESD generation equipment to be used, 
and the ESD generator calibration procedure; 

j. The type of data to be recorded (both written and photographic), and how the 
data are to be recorded during the test; 

k. A description of the instrumentation used to monitor the munition and associated 
equipment and the discharge; 

l. The pre-test ESD susceptibility assessment, including all conclusions; 

m. A separate test procedure for each threat level tested (i.e., personnel-generated 
ESD threat and helicopter-generated threat), including; 

i. The type, number and parameters of discharges for each test 
point and munition. 
NOTE: The total number of discharges per test point should 
normally not exceed 20. See Annex A Clause 4.6 for a discussion 
on number of tests. 

ii. Where relevant the types of tests to be done (e.g. to EID or 
electronic components) between discharges and after the test. 

iii. The procedure to be followed after each test sequence if changing 
EIDs or other components is necessary. 

n. A summary of results of any ESD tests conducted on the munition EIDs and/or 
electrical/electronic subsystems during qualification testing. 

 

3.4. TEST PROCEDURE 

1. The following provides a general outline of the procedures to be used in the 
ESD testing of AUR munitions containing EIDs and any associated 
electrical/electronic systems. The personnel conducting the testing must develop a 
test procedure detailing the exact steps to be taken for use. 

2. Munition systems testing have shown some instances where an item may 
pass a high voltage test and fail at a lower voltage. Therefore, consider these 
intermediate voltages during assessments and tests to identify voltage breakdown 
paths that may not be observed at the voltage levels given in Ref [1], and that may 
have an adverse effect on the materiel. 

a. Use intermediate voltages or personnel-generated ESD that are in 5 kV 
increments from  
5 kV to 25 kV for both positive and negative polarities. 

b. Use intermediate voltages for helicopter-generated ESD that are in 50 kV 
increments from 50 kV to 300 kV for both positive and negative polarities. 

3. Perform both the personnel-generated ESD and the helicopter-generated ESD 
tests in accordance with the approved test plan. Ensure test details (configurations, 
order of trials, etc.) are agreed with the NSAA and document them in the test plan. 
Use the following test sequence for munitions and associated equipment: 
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a. If required by the test plan conduct functional tests of the electrical/electronic 
subsystems to be tested prior to and after the testing. 

b. If required by the test plan record resistance measurements of each EID prior to 
and after each test sequence. 

c. Conduct pre-conditioning of munition and/or associated system(s) under test to 
the temperature and relative humidity specified for the test. 

d. Position the munition and/or associated system(s) to be tested in a manner such 
that the threat can be directed to the first designated test point. 

e. Apply discharges to the first designated test point as detailed in the test plan. 

f. If required by the test plan, record resistance measurements of each EID. 

g. Reposition the munition and/or associated system(s) to allow the threat to be 
directed to the next designated test point, and repeat steps (e) through to (g) for 
each designated test points. 

h. After the simulation hardware and test item set-ups have been determined to be 
“safe,” perform functional and/or safety testing as detailed in the test plan. 

i. Repeat all the above steps for each munition test item or if using the same 
munition – the number of test sequences detailed in the test plan. 

 
 

3.5. TEST REPORTING 

1. Provide a test report following the completion of the test, and include, but not 
limit it to, the following: 

a. Any previous testing and results. 

b. Any waivers to the test plan with rationale and justification. 

c. Type of performance checks used before, during and after the ESD tests. 

d. A complete description of the ESD simulation hardware with circuit parameters 
and dimensions of the probe used during testing. 

e. A description of the ESD generation equipment calibration technique used. 

f. Documentation of the calibration waveforms. 

g. The results of testing conducted at each of the test points selected and if relevant 
for each temperature and relative humidity condition. 

h. The results of operational and safety checks before (if required) and after tests 
(noting any significant changes). 

i. If required by the test plan a record of the EIDs resistance(s) measured prior to 
and after each test series, and 
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j. Analysis, conclusions, and recommendations based on the pass/fail criteria and 
test results. (Some Nations may include the personnel and/or helicopter ESD 
discharge clearance certification in the conclusions). 

2. When analysis of the susceptibility of the munition and/or associated 
electrical/electronic subsystems indicates conclusively that the system is not 
susceptible to the ESD threats specified in Ref [1], or that the threat is not likely to be 
encountered in a particular configuration, ESD testing may be waived by the NSAA. 
Provide the complete analysis in lieu of the test report. 
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CHAPTER 4 REFERENCES 

 

4.1. REFERENCES 

Ref 1 AECTP 250 Leaflet 253 Electrostatic Charging, Discharge and 
Precipitation Static  

 
Ref 2 AECTP 500 Category 501 Electrical/Electromagnetic 

Environmental Tests Equipment and Sub-System Tests 
 
Ref 3 IEC 61000-4-2 Testing and Measurement Techniques – 

Electrostatic Discharge Immunity Test 
 
Ref 4 STANAG 4490 Explosives, Electrostatic Discharge Sensitivity 

Tests(s) 

 

4.2. INFORMATION ONLY 

STANAG 4560 Electro-Explosive Devices Assessment and Test Methods for 
Characterization 

 
AOP-43 Electro-Explosive Devices Assessment and Test Methods for 

Characterization Guidelines for STANAG 4560 
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CHAPTER 5 ACRONYMS 

 
1. Definitions. Definitions are contained in AECTP 500. 

2. Acronyms. The following acronyms are used in this leaflet: 

 
DC Direct Current 
 
EID Electro-Initiated Device 
 
ESD Electrostatic Discharge 
 
NFT No Fire Threshold 
 
NSAA National Safety Approving Authority 
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ANNEX A: GUIDANCE ON CONDUCTING ESD ASSESSMENTS AND TESTS 

 

A.1. INTRODUCTION 

This annex provides guidance on conducting an assessment of the ESD threat to a 
weapon system and on performing system verification testing. Assessment is based 
on the construction of a weapon system and the sensitivity of the weapon system 
and its sub-components to ESD. 

Guidance is provided on determining the need for testing, appropriate test hardware 
configuration, and selection of discharge locations. 

Techniques are proposed for use in system verification of ESD simulation hardware. 
The effect of moisture in the air and on (or just under) the surface of the test item is 
also considered. 

ESD simulation techniques the use of a standard calibrated load, and the effect of 
probe geometries are also described along with the band width of the standard load 
and wave form analysis hardware. 

Finally, techniques for assessing test data and the statistical significance of the 
number of tests conducted on each component is provided. 

A.2. SCOPE 

This annex addresses the assessment of ESD hazards associated with personnel-
borne or helicopter-generated threats. Such an assessment may conclude that ESD 
testing is not required but will often show that testing to determine the sensitivity of 
the weapon system (or associated subsystem) to the personnel and/or helicopter 
ESD threat is necessary. 

It is not within the scope of this leaflet/annex to address ESD threats associated with 
charges that may be generated on weapon system surfaces due to the charge 
separation associated with the movement of the weapon system (or associated 
subsystem) with respect to non-conductive pads and packaging in shipping 
containers or due to flight through the air and mist. If such threats are likely to be 
encountered, then a hazard assessment and possibly purpose designed tests will be 
needed. 

A.3. HAZARD ASSESSMENT 

A.3.1 General 

An analysis of the weapon system and associated subsystem shall be conducted to 
determine its potential susceptibility to an ESD event associated with the operations 
that may be experienced during the life-cycle of the weapon system. This analysis 
shall address issues affecting both safety and suitability for service and should be 
approved by a recognized national authority. The analysis should concentrate on a 
review of the firing circuitry, the sensitivity of EIDs and/or electronic subsystems, and 
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reviewing construction details. The review is to include wiring diagrams, materials, 
and the bonding of grounding systems with conductive bodies. 

A.3.2 Required Data 

The following data is required to assess the ESD susceptibility of the weapon system 
and/or associated subsystem. 

a. The full designation as to type and design specification of the weapon system or 
ammunition to be assessed should be provided. 

b. A drawing package consisting of, at minimum, 

iv. Wiring Diagrams 

v. Construction Details 

vi. The location and type of any EIDs and other explosives 
components that are part of the weapon system 

vii. The materials used in the weapon system body 

viii. The bonding between parts of the body and the size and 
placement of apertures. Where a helicopter ESD test of a 
packaged item is required the drawings of the weapon container 
shall also be available. 

c. Specific details required on the EIDs used or proposed for use in the weapon 
system shall include. 

ix. EID Designation 

x. Electrical Characteristics 

xi. Electrical characteristics required include bridge wire resistance 
(when applicable) and no-fire thresholds (NFT) for energy and 
power, current, or voltage levels. These threshold levels shall be 
defined and derived as required by STANAG 4560 and AOP 43. 
An explanation of how these threshold levels were derived is also 
required. For ESD sensitivity the principal parameters of interest 
are the energy NFT and the bridge wire resistance 

d. Details of all electrical/electronic subsystems both those associated with the 
initiation of EIDs and those whose failure would result in the weapon system 
being rendered not suitable for service shall be provided. 

A.3.3 Assessment Consideration 

An ESD susceptibility analysis must begin with a review of the life cycle (logistic and 
deployment configurations) proposed for the weapon system. The review of the life 
cycle will provide information necessary to identify the ESD threat(s) likely to be 
encountered and the configuration of the weapon system (or subassemblies) likely to 
encounter the threat. All configurations of the weapon system and associated 
subsystems where the ESD threat may be sufficient to affect the safety or suitability 
for service shall be addressed during the ESD assessment. For the helicopter threat 
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this shall include an assessment of the packaged/unpackaged state of the munition 
when exposed to the threat. 

To assess the ESD sensitivity of a weapon system it is necessary to obtain 
construction details on the "configuration under consideration" and ESD sensitivity 
information on specific components e.g., associated EIDs, pyrotechnics, propellants, 
high explosives, critical electronic subsystems and other components. These 
construction details and diagrams must provide sufficient information to determine 
the shielding effectiveness of the enclosure, the size and construction of any 
apertures in the configuration (or shipping container where applicable), the bonding 
of conductive bodies and their interconnection with the electrical ground reference. 

Review of the construction details and schematics will identify locations where 
bonding and shielding ensure that potentially sensitive components would not be 
affected. Also, those locations and configurations shall be identified where an ESD 
threat exists to a component that is critical for safety or suitability for service. Any 
previous ESD sensitivity test data should be reviewed in determining whether testing 
may be necessary. Weapon systems and their associated subsystems which are not 
constructed with conductive surfaces must be analyzed to ensure that an ESD 
attachment will not result in structural damage. 

The ESD threat associated with the charge which may be generated on a non-
conductive weapon system enclosure or packaging is not within the scope of this 
document. However, an ESD assessment and where necessary, a suitable test, 
should take this threat into consideration when relevant.  

NOTE: munitions with such enclosures or packaging components are still required to 
meet the requirements for personnel and helicopter discharge as set out in this 
standard. 

Once the shielding effectiveness of the "equipment under consideration" has been 
determined, it is necessary to examine the effect due to a contact discharge. For 
those enclosures which are conductive, the threat is minimized for the hazards within 
the scope of this document. 

Current induced onto circuits adjacent to an ESD event may be minimized by the use 
of transient suppression hardware. The effectiveness of the transient suppression 
hardware installation must be analyzed for its response to a broadband 
electromagnetic pulse, such as that produced by an ESD event. It is stressed that the 
installation of transient suppression hardware does not necessarily infer that the item 
is ESD insensitive especially in case of voltages lower than the maximum 25 kV for 
personnel-borne or the 300kV for helicopter-borne ESD. On the basis of the previous 
considerations it must be decided if testing is necessary. A decision that testing is not 
necessary must be approved by the responsible NSAA. 
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A.4. TESTING CONSIDERATIONS 

A.4.1 General 

This clause of the annex provides recommendations on items of concern when one 
has determined there is a need for ESD testing. Recommendations are made on the 
preconditioning of the test item, the selection of discharge locations, the energy 
transfer techniques used, the shape of the electrode, and the number of items 
required for testing. 

AECTP 501 [Ref 2] addresses the techniques for testing avionic systems which may 
be subjected to personnel handling under conditions which are much less severe 
than those required by Ref 1. The techniques, however, can be applied to the higher 
levels of discharge voltage required by Ref 1. 

A.4.2 Preconditioning 

The test requirements require that the test item be preconditioned for a minimum of 

24 hours to a temperature of 23oC  10oC. Some weapon system components have 
been found to be more sensitive to an ESD threat at lower temperatures. Should the 
life cycle of the weapon system or component include exposure to low temperatures, 
it is recommended that the item be tested at those temperatures when it is felt that 
such an environment may make the item more sensitive to electrostatic build-up or 
discharge. 

The test requirements also state that ESD testing shall be conducted at relative 
humidity of less than 60% where practicable. It also recommends that the test item 
be preconditioned to the testing environment for a minimum of 24 hours. It is 
recommended that ESD testing be conducted at as low a relative humidity as is 
practicable but < 60%. If the test item has not been preconditioned , the water in the 
air may condense on (or just below) the surface of the test item. Such a moisture 
layer may act as a partially conductive layer that may act to protect the test item 
during the testing. 

A.4.3 Selection of Discharge Locations 

The selection of discharge locations shall be made from a review of the Hazard 
Assessment (see Clause A.3). The test points chosen must be based on those 
locations identified to be potentially sensitive to either direct penetration or excitation 
of the test item with internal distribution of the energy. 

A.4.4 Energy Transfer Techniques 

A.4.4.1 Electrode Geometry 

For Air Discharges, the geometry of the discharge probe is an important aspect in the 
efficiency of the threat simulation hardware in the transfer of the energy stored in the 
capacitor(s). The lower the radius of curvature (i.e., the sharper the point), the more 
concentrated the electric field will be on the tip. Once the energy stored in the 
capacitance of the threat simulation hardware is transferred to the discharge probe, 
ionization will occur. The sharper points will experience more leakage at lower 
voltages because of the concentration of the electric field lines. Since a ball-type 
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electrode with a large radius of curvature will result in less ionization, it is the 
recommended geometry for the discharge probe.  

NOTE: that for the air discharge test method for personnel-borne ESD, a discharge 
electrode with a size and shape as shown in Figure 508/2-3 shall be used. Maintain 
a smooth, clean and shiny electrode surface to ensure high electrical conductivity 
and uniformity of discharge. 

For contact discharges the shape of the electrode is of less importance. The 
electrode used shall be documented as part of the ESD equipment used. 

For Helicopter ESD the electrode geometry chosen for testing shall be based on the 
threat that may be experienced and the energy transfer technique to be used. The 
electrode used shall be documented as part of the ESD equipment used. 

A.4.4.2 Discharge Techniques 

There are several techniques that have been used in the past for the triggering of the 
simulated personnel ESD threat. Those most often discussed are: (1) gapped 
discharge by either an approaching probe or across a fixed gap, and (2) a touching 
discharge. 

a. Gapped discharges (fixed gap or approaching probe) are often specified by test 
agencies because they are more exemplary of the actual events. The spark can 
produce both electrical and mechanical damage whereas a touching discharge 
will produce only electrical damage. However, there can be a large variation 
between one test stimulus and another because of the wide variation in the 
energy lost in the ionization of the gap. The use of a touching electrode with test 
equipment which provides the spark gap internally will provide more control over 
the coupling of the threat to the test item and in discharging to the test points 
selected. 

i. Approaching probe. When conducting testing to the personnel-
generated ESD threat with the approaching probe technique a 
probe with the electrode is driven (e.g. by electric motor) toward 
the test item. The energy is transferred to the probe immediately 
prior to the initiation of movement. This technique simulates a real 
approach with an air discharge. The starting distance and the 
approach velocity must be well controlled to make sure significant 
energy is not lost prior to the discharge and ensure the energy 
delivered is comparable between discharges. However, the 
distance between the probe and the test item and the exact 
location of the discharge may not be repeatable and this is one 
reason why multiple tests are required. A number of nations use 
this technique as they consider it to be the most realistic - 
although the energy lost in the air gap will reduce the amount 
transferred to the test item. 

ii. Discharge across a fixed gap. When conducting testing to the 
personnel-generated ESD threat using the fixed gap technique 
the probe is positioned at the required test point at a distance 
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from the test object which will allow a discharge to the object to 
occur. This method will be more repeatable than the approaching 
probe technique but is less realistic to the actual threat situation. It 
should normally only be used when the susceptibility assessment 
suggests this is likely to be a significant risk in practice. 

b. Touching discharges when conducting testing to the personnel-generated ESD 
threat using the contact discharge technique, the probe is placed in direct contact 
with the identified test points on the item. This will transfer most energy to the test 
item and will be repeatable for calibration and for discharges to conductive and 
non-conductive surfaces. It is also the best method to use to direct the discharge 
to a particular test point, especially small points such as pins or small non-
conductive areas (e.g. antennas in inductive fuzes). For this reason, it is 
considered by some nations to be the most severe technique because it transfers 
almost all the energy to the test point and is also a realistic discharge scenario,  
although it does require more accurate determination of the most probable and 
sensitive discharge locations 

A.4.4.3 Two techniques have been used in simulating the ESD threat produced 
by external helicopter transport. 

a. To charge the test item to the test voltage (such as 300 kV) and to then bring a 
grounded wand into the proximity of a point on the test item where a discharge is 
desired. Once the grounded wand approaches the charged test item, a spark 
discharge will be generated. The exact location of the source of the spark is 
difficult to control using this procedure but it more closely resembles the real life 
situation. 

b. Use of a Marx Generator. In these cases, a touching electrode connected to the 
test item and the desired discharge point is often used. The triggering of the spark 
is provided by the breakdown between the stages of the Marx Generator. The 
discharge location can be controlled very easily with this type of procedure. 
However, this method has to be used with caution, as the discharge location(s), 
has to be carefully selected to ensure it is one that is likely to be affected (i.e. 
consideration of the geometry of the test sample is necessary). Also, due to the 
fixed gap in the generator, the energy transferred may differ from the case of an 
approaching electrode. 

A.4.5 Number of Test Samples 

The number of test samples used is critical in the assigning of relevance to ESD test 
results. Depending on the munition, the tests will have to cover safety as well as 
suitability for service aspects, which will determine the number of test samples 
required. Because most ESD testing is go/no-go in nature, the results can generally 
only be examined statistically. In addition to the normal statistical variation of such 
type of testing, the confidence in results of tests of explosives components is 
decreased by the fact that there may be significant variation in many components 
from lot to lot. Accordingly, only limited confidence shall be given to the fact that one 
test item survived a test threat. Such a sample size can be seen from Table 508/2–
A1 to correspond to the item being 50% reliably insensitive to such a threat (with a 
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50% confidence level). As can be seen in Table 508/2–A1, when the number of 
samples used is 10, the confidence level goes to 80% and the reliability that the item 
is insensitive goes to 85%. For 22 tested items, the confidence level goes to 90% 
with a reliability of 90%. 

A.4.6 Number and Parameters of Discharges per Test Point 

The number and parameters of discharges are critical in providing a valid test result. 
Experience shows, that in some cases single discharges have no negative effect 
while multiple discharges can result in damage or reduced safety. Also the voltage, 
polarity and the resistance used influence the results. In some cases using a lower 
voltage, a reversed polarity or the different resistor (and therefore different pulse 
length and shape) may cause damage not previously seen. 

The number of discharges and the sequence of application will have a strong 
influence on the time it takes to test the munition samples. For most munitions it is 
not advisable to test all parameters (5 voltages, 2 polarities, 2 resistors and multiple 
discharges) for each test point. Instead a good selection and a limited number of 
discharges per test point shall be determined. The susceptibility assessment and test 
plan shall identify the number of samples and test parameters for the specific item 
under consideration. An example test sequence is shown in Table 508/2 – A2. 

 

Reliability 

% 

                                   Confidence Level (%) 

50 60 70 80 90 95 99 

99 
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75 
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65 
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50 
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1 

92 
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6 

4 

4 

3 

2 
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24 

12 

8 

6 

5 

4 

3 

3 
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160 
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15 

10 

7 

6 

5 

4 

4 

3 
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45 

22 

15 

11 

8 

7 

6 

5 

4 

298 

58 

29 

19 

14 

11 

9 

7 

6 

5 
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90 

44 

29 

21 

16 

13 

11 

9 

7 

Table 508/2 – A1  Number of Tests without Failure Required to demonstrate 
Reliability at Various Confidence Levels 
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Test each 50% Test Sample 500Ω 5000Ω 

Discharge at Each Test Point for 
Each Test Sample 

1x ±5kV 
1x ±10kV 
1x ±15kV 
1x ±20kV 
1x ±25kV 

1x ±5kV 
1x ±10kV 
1x ±15kV 
1x ±20kV 
1x ±25kV 

Total Discharges per Test Point 18 18 

Table 508/2 – A2  Example Test Sequence 

 

A.5. SIMULATION HARDWARE CALIBRATION 

A.5.1 General 

The requirements on the test equipment require that the threat simulation 
hardware used in the testing of a weapon system to the ESD threats be calibrated 
prior to the start of testing and at the completion of such testing. The following 
clauses provide guidance in the calibration of threat simulation hardware. 

A.5.2 Calibrated Test Load 

The test load, as shown in Figures 508/2 – A1 & 508/2 – A2, shall be coaxial in 
design with a resistance of 1 Ω between the centre conductor and the ground shield. 
Alternatively the 2 Ω coaxial test load described in Ref [3] may be used. The output of 
the threat simulation hardware used in testing to the personnel-generated ESD threat 
shall be recorded when discharged into a calibrated test load. The resistance of the 
test load shall be linear over the frequency range of DC-to-100 MHz. 

There is no calibrated test load proposed for use in testing to the helicopter external 
transport threat. The test load used when recording the calibration waveforms must 
be described in the test report. 

A.5.3 Acceptable Calibration Procedures 

A.5.3.1 General 

The calibration procedures described below may be used in the calibration of threat 
simulation hardware used in testing to the personnel-generated and external 
helicopter transport threats. 

A.5.3.2 Personnel-Generated Threat Calibration Procedure 

The threat simulation hardware output electrode shall be touching the centre 
conductor of the calibrated test load. Waveform measurements shall be made at both 
positive and negative polarities at 10, 15, 20, and 25 kV levels. The output of the 
calibrated test load shall be fed (using 50 Ω terminators and/or attenuators, as 
applicable) directly into a data acquisition system which has a frequency range of 
DC-to-500 MHz. A typical circuit is shown in Figure 508/2 – A3 and the idealised test 
waveform is shown in Figure 508/2 – A4. The rise time shall typically less than 15 
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nanoseconds. Since in actual test circuits ringing will occur the smooth waveform in 
Fig 508/2 - A4 is not often found. A more typical waveform is shown in Fig 508/2 – 
A5. 

A.5.3.3 External Helicopter Transport Calibration Procedure 

The calibration procedures used for hardware developed to simulate the external 
helicopter transport threat may be developed by the agency conducting the testing. 
The calibration procedures used shall be described in the test report along with the 
simulation hardware output waveforms recorded during the calibration procedures. 
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Figure 508/2 – A1  ESD Standard Load Design 
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Figure 508/2 – A2  ESD Standard Load Electrical Model 
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Value of R can be 1 or 2 ohms 

Figure 508/2 – A3  Personnel-borne ESD Waveform Calibration Circuit 
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Figure 508/2 – A4  Typical ESD Waveform 

 

 
 

 
 

Figure 508/2 – A5 Typical ESD Waveform from Test 
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CHAPTER 1 AIM 

 
1. The aim of this leaflet is to define the assessment procedures and test 
methods to be used in determining the safety and suitability for service of platforms, 
systems, and subsystems (sometimes referred to as munitions, weapon systems, 
ordnance, or material) containing electrically initiated devices (EIDs) and associated 
electrical/electronic subsystems when exposed to the Electromagnetic Environment 
(EME) for North Atlantic Treaty Organization (NATO) Forces. The effect of the EME 
to ordnance and weapon systems containing EIDs is commonly referred to as 
Hazards of Electromagnetic Radiation to Ordnance (HERO). 
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CHAPTER 2 APPLICABILITY AND REQUIREMENT 

 
2.1. APPLICABILITY 

1. This leaflet applies to any munition containing EIDs and their associated 
electrical/electronic systems. It covers all life-cycle phases [Stockpile-to-Safe-
Separation Sequence (S4) phases], including transportation/storage, assembly/ 
disassembly, handling/loading, staged, platform-loaded, and immediate post-launch 
conditions. The agreement also shall cover launchers except for those covered 
specifically by other Standardization Agreements (STANAGs). 

2.2. REQUIREMENT 

1. All munitions containing EIDs shall be evaluated to ensure that the EIDs 
cannot be actuated inadvertently during or experience performance degradation after 
exposure to their expected operational EME. Compliance shall be verified through 
test by demonstrating that the appropriate safety margins are met. Verification shall 
address all life-cycle aspects of the system or S4 phases and the normal operating 
procedures associated with each aspect or phase. 
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CHAPTER 3 TESTING 

 
3.1. BACKGROUND 

3.1.1. EME Sources 

1. Many sources of Radio Frequency (RF) energy may be encountered during 
the handling and deployment of munitions. AECTP 258 Ref [1] defines the 
cumulative NATO EMEs (i.e. land, sea, and air) that are expected to exist such that 
individual Nations can procure and/or establish design requirements to ensure 
ordnance and materiel can operate as intended in a NATO environment throughout 
their life cycle. The EME levels of concern in this leaflet are those that may be 
generated by any RF emitting source but generally concentrate on the following 
sources: 

a. Radio and radar emitters operating in the frequency band 200 kHz to 
45 GHz, both military and civilian, that exist external to the platform, 
system, or equipment. These emitters may be sea-, air-, or land-based 
and can be fixed, mobile, or transportable. 

b. Radio and radar emitters carried by the platform, system, or equipment 
itself. 

3.1.2. EIDs 

1. EIDs perform a variety of functions, such as initiating rocket motors, arming 
and detonating warheads, ejecting chaff and flares, and initiating cutters, protractors, 
or thermal batteries. HERO arises when any of these functions occur unintentionally 
or prematurely as a result of exposure to RF energy. There are two potential forms of 
unintentional, RF-induced EID response: 

a. An activation of the initiating device by RF energy either coupled 
directly into the device (with the system powered or unpowered) or 
causing upset of an energized (powered) firing circuit, resulting in a 
firing signal being erroneously sent to the EID; or 

b. Degradation (dudding) of the initiating device by directly coupled RF 
energy. 

2. In the first case (a), inadvertent EID activation can have adverse 
consequences on safety (e.g. premature initiation of explosive trains) or reliability 
(e.g. once initiated, the EIDs no longer can perform their intended function, thus 
rendering the system incapable of performing its mission). In the second case (b), the 
presence of RF energy in an EID can alter its ignition properties (without actually 
firing the device) such that the device will not function when a legitimate firing 
stimulus is applied. 
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3.1.3. HERO Assessment Programme (HAP) 

1. The purpose of the HAP is to ensure that the HERO hardness of the munition 
is addressed and demonstrated adequately. The HAP shall be started at the 
preliminary design phase of a project and shall be carried through to completion of 
the assessment and tests. It shall be reviewed, amended, and added to as necessary 
during the life of the project. It is particularly important that the HAP address life-cycle 
issues, such as HERO protection, that degrade with time or use (i.e. shielding, RF 
gaskets, etc.). Where necessary, an appropriate maintenance and testing 
programme should be proposed. The assessment programme shall require the 
production of the information listed below. This may be included in a single overall 
HERO Assessment Report (HAR) or contained in separate documents according to 
National practice. However, the complete set of data is required to ensure that a full 
assessment has been carried out. In the absence of a HERO assessment/test and/or 
the availability of susceptibility data [i.e. defined Maximum Allowable Environments 
(MAEs) and/or Susceptibility RADHAZ Designator (SRAD) codes], it is difficult to 
provide practical guidance for military operations to ensure safety. Annex B defines 
the maximum EME for any munition when specific MAEs or susceptibility data are not 
available or for items that have not been evaluated for HERO. These environments 
can be used to define the MAE that emitters can generate and not affect the 
functioning of electrically initiated ordnance of unknown susceptibilities. 

3.1.4. HERO Assessment 

1. HERO analyses and tests are used to determine whether munitions containing 
EIDs and/or associated electrical/electronic systems will remain safe and suitable for 
service in all S4 phases of their life cycle while exposed to the EME encountered 
during NATO Operations. Assessments and tests shall consider the munition in both 
the passive (switched “off”) and active states and in all operational modes. The 
consequences of failures in these states may differ; for example: 

a. In the passive state: no instantaneous effect is acceptable and no 
delayed effect (i.e. only apparent when in the active state) is acceptable 
due to latent damage. 

b. In the active state: no instantaneous effect is acceptable and there 
should be no increased risk of an unacceptable event or loss of system 
functionality. 

2. The requirements for the assessment of the capability of munitions to 
withstand HERO effects are discussed in Clause 3.2. The assessment shall be made 
by means of a HERO Design Analysis (HERODA) that shall be part of the HAP as 
described in Clause 3.1.3. 

3.1.5. HERO Assessment Report (HAR) 

1. A HAR will be developed and promulgated with the content proposed below: 
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a. A statement defining the general environmental conditions (climatic, 
mechanical, and electrical) in which the munition is required to be 
stored, transported, maintained, and operated. 

b. A HERODA (see Clause 3.2.4). 

c. The relevant Test Plan (TP) and Test Schedule (TS), if testing is 
required (see Clause 3.3). 

d. Report(s) of all tests made with analyses, conclusions, and 
recommendations (as required by Clause 3.6). 

e. Final assessments, conclusions, and recommendations from all above 
results. 

3.2. HERO TEST REQUIREMENTS 

3.2.1. General 

1. HERO tests are essentially a determination of how EIDs respond to the EME 
that could be encountered by the ordnance throughout its service life. The response 
can be influenced by three principal factors: (1) EME characteristics, (2) physical 
configuration(s) of the ordnance, and (3) operational or handling procedures. Each 
factor should be considered in the context of the S4; that is, from the time the 
ordnance item is manufactured until it is at a safe post-launch location or in a safe 
post-deployment configuration. 

2. The general approach for HERO testing is to expose inert, instrumented 
ordnance to a controlled test EME and monitor each EID contained within the 
ordnance for a possible response. In addition, when active (powered up) firing circuit 
testing is necessary, the firing circuit should be monitored. Upset to the firing circuit is 
typically go/no-go in nature. For most EIDs, the response is quantified in terms of the 
magnitude of RF current induced into the heating element, or bridgewire, of the 
device. Measured current levels are determined as a function of selected 
environment parameters and, in some cases, specific test procedures used to 
exercise the ordnance. A common objective in all HERO testing is to determine the 
maximum or worst-case response at each test frequency for various ordnance 
physical configurations. The general approach is to establish a desired test EME 
level at a selected test frequency and record the EID response as each of several 
test parameters; (e.g., illumination angle, polarization, etc.) are varied. Specific test 
procedures may vary according to the type of test facility being used; for example, 
open-air site, mode-stirred chamber, or anechoic chamber. Subsequent sections of 
this document provide details concerning the steps necessary to plan a test, 
instrument the ordnance item, generate the test environment, conduct the test, and 
analyze the test results. HERO testing should emphasize exposure of the ordnance 
to the EME levels that are associated with each phase of an ordnance item’s S4, as 
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defined below. Significant differences in the ordnance item’s physical configuration 
can be expected as the item transitions from one phase to another. 

3. The following are a minimum set of requirements and guidance for conducting 
a HERO test, defining the data to be captured during the HERO test process, and 
preparing documentation associated with the HERO test program. These 
requirements are important in order to achieve test standardization of munitions and, 
consequently, the HERO test shall conform to the requirements specified below. The 
HERO test shall address the (1) System Under Test (SUT), (2) Instrumentation, 
(3) Life Cycle Simulation, and (4) Operational EME. 

a. SUT Configuration. A munition item may be authorized for use with 
multiple platform/systems, launchers, interface cables, and diagnostic 
equipment; therefore, all versions of these systems and equipment 
must undergo HERO testing. The munition may be configured 
differently as it transitions through the various S4 phases (with each 
configuration potentially exhibiting significantly different responses to 
the EME). Consequently, all authorized platform/systems, launchers, 
interface cables, diagnostic equipment, and S4 phases shall be 
considered as part of the HERO test and analysis. Inasmuch as the 
loading/unloading phase has a man in the loop, it is the most crucial 
part of the evaluation process. (“Man-in-the-loop” testing) 

b. Instrumentation. EID instrumentation shall be capable of detecting and 
monitoring RF-induced responses of EIDs contained in a munition. As 
such, the instrumentation sensitivity shall be sufficient to establish the 
required pass/fail margin when the system is exposed to its expected 
operational EME. In addition, the instrumentation response time shall 
be at least as fast as the thermal time constant of the EID being 
monitored. During the HERO test, every effort should be made to select 
and implement an instrumentation package that will not impact the RF 
characteristics of the munition. In addition, the instrumentation system 
should not be adversely affected by the EME. 

c. Life Cycle Simulation. Experience has shown that procedures used to 
handle, load/download, diagnose, or otherwise operate the ordnance 
can influence the response of the EIDs. Typically, ordnance operating 
procedures are specified for assembly/disassembly, loading/unloading, 
and transportation/storage configurations. It is extremely important that 
these same procedures be replicated during the HERO test as the item 
is exposed to the test EME. The test planner should know the 
handling/loading requirements. Due to the fact that handling and 
loading operations can have serious safety consequences, qualified 
personnel should be available to perform these procedures. Ordnance 
operating procedures may include both standard and special, 
nonstandard operating procedures. 
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d. Operational EME. Many NATO Nations have developed National 
Standards that outline the EME to which munitions must be evaluated, 
and these standards are based on the EMEs, either measured or 
calculated, that exist within their specific military environments. In the 
absence of National Standards, Annex A EMEs shall be used to 
evaluate HERO. These EMEs are those likely to be encountered by 
munitions at any stage in the sequence of use from stockpile to once 
the specified safe separation distance is achieved. In addition, Annex A 
shall be used as the EME criteria when designing new munitions 
intended for use by NATO Forces. It should be noted, however, that 
EMEs in excess of the levels given in Annex A can be produced by a 
limited number of high-powered transmitters, and additional precautions 
or protective measures may need to be observed if munitions designed 
to meet the criteria defined in this agreement are required to be used in 
a more extreme EME. In addition, AECTP 258 describes two field 
strength categories, “unrestricted” and “restricted.” The “restricted” 
levels apply for the S4 phases where personnel are present (i.e. 
assembly/disassembly and loading/unloading) and represent a reduced 
EME. All other S4 phases are evaluated against the “unrestricted” 
levels. This two-tier approach can be used when conducting HERO 
testing in order to better evaluate the EME that will exist for munitions.  

3.2.2. Margins 

1. For acceptance, it must be demonstrated that any RF-induced stimuli in an 
EID circuit when exposed to the specified EME will not exceed a given level 
expressed as a margin in decibels (dB) below the No-Fire Threshold (NFT) stimulus 
for the EID concerned, or as a margin in dB below the malfunction or switching 
threshold for an electronic component (or electronic system, as applicable). The 
required margin is called either the “safety margin” or the “reliability margin,” 
depending on the effect or consequence of an inadvertent initiation. 

2. The consequence of an inadvertent firing of an EID can result in either a 
safety or reliability issue that is unique to HERO and given below: 

a. Safety Consequence. A safety consequence is the inadvertent 
actuation of an EID that creates an immediate catastrophic event that 
has the potential to either destroy equipment or injure personnel, such 
as the firing of an in-line rocket motor igniter by RF energy. In addition, 
it is the inadvertent actuation of an EID that does not create an 
immediate catastrophic event, but does increase the probability of a 
future catastrophic event by removing or otherwise disabling a safety 
feature of the ordnance item. This, for example, might be caused by the 
RF initiation of a piston actuator that removes a lock on the Safe and 
Arm (S&A) rotor of an artillery fuze, thus allowing a sensitive detonator 
to rotate in-line with the explosive train. 
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b. Reliability Consequence. The inadvertent actuation of an EID that 
does not result in a safety consequence, but degrades system 
performance or renders the ordnance item either ineffective or 
unusable. An example of this would be the RF initiation of a detonator 
in a fuze whose S&A device is mechanically out-of-line with the 
explosive train. Another example of an EID with a reliability 
consequence is an electrically initiated match in a thermal battery. 
When this electrically initiated match is activated, it simply initiates the 
chemical process to stimulate the battery. Dudding is considered to be 
a reliability consequence.  

3. Table 508/3-1 summarises the margins to be used in absence of National 
criteria. If acceptance is being made using only theoretical analysis, the margin to be 
used shall be agreed upon with the National Acceptance Authority (NAA). 

REQUIREMENT 

MUNITIONS 
(NON-ELECTRONIC 

SYSTEMS) 

MUNITIONS (ELECTRONIC SYSTEMS 
CONTROLLING THE FUNCTIONS OF EID, OR 
HAVING A SAFETY-CRITICAL APPLICATION) 

EID with NFT Test Method 
Approved by the NAA 

Test Method by BCI 
on Basis of Scaled 
Transfer Function 

Test Method by 
GO/NO-GO over Test 

(see Note 1) 

SAFETY 16.5 dB 10 dB 6 dB 

RELIABILITY 6 dB 0 dB 0 dB 

Note 1: These GO/NO GO test margins apply when the test field strengths/power levels reach or 
exceed the specified requirement. 

Table 508/3–1: Margins for Assessment of Results 
 

3.2.3. Tailoring 

1. The actual operational EME that a system will encounter is highly dependent 
upon operational requirements and should be defined by the procuring activity. The 
EME tables provide a starting point for an analysis to develop the actual external 
radiated field environment based on the system’s operational requirements. 
However, it is possible, due to special operational requirements or restrictions, for the 
actual environment to be higher or lower than these EME values. There is no 
substitute for well-thought-out criteria for a system based on its operational 
requirements. For all systems, the appropriate environment defined in Ref [1] may be 
extracted and used for tailoring. 

3.2.4. Analysis 

1. The HERODA shall be documented by the Design Authority and agreed upon 
with the NAA early in the development of a project. It shall be a continuing process 
with revisions agreed upon with the NAA as they become necessary. 
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2. The HERODA shall: 

a. Outline the general construction of the munition to identify the siting of 
the EIDs and their associated circuits, and noting the electromagnetic 
protection given to them. 

b. List the EIDs with their NFT power/current and energy, thermal time 
constant, and bridgewire resistance. 

c. Identify and describe the electrical/electronic devices and circuits that 
are part of an overall EID firing system within the munition. This shall 
include all associated electronic/micro-electronic systems and a timing 
diagram exhibiting the firing order of EIDs versus mission completion. 

d. Identify those EID and circuits where inadvertent initiation or operation 
is likely to cause a hazard (safety) and those likely to degrade the 
system effectiveness (reliability). Identify the acceptable margin (agreed 
upon with the NAA), with respect to the specified EME, to be 
demonstrated for both safety and reliability (see Clause 3.2.2 and 
Table 508/3–1). 

e. Define the possible EME paths through the munition from the data 
given at (a) and (c) above. This shall take into account that inadvertent 
functioning may occur when energy from the EME enters the weapon 
system via various channels such as: 

(1) Insulating and partially conductive composite materials, 

(2) Munition skin discontinuities (e.g. joints), 

(3) Open inspection covers, 

(4) Connectors/umbilical cables (to launcher or test equipment), and 

(5) Tools and fingers (touching connectors). 

These channels make the weapon system particularly vulnerable during 
handling, assembly, disassembly, loading, and unloading operations. 
For these reasons, during the phase where the munition is being 
loaded to or unloaded from its launcher, the effect of the launcher, 
handling/loading equipment, and handler have to be taken into account. 
 

f. Analyze the different configurations of the munition in all stages of its 
life cycle in order to determine the critical situations, particularly during 
the following operational phases: 

(1) Transportation/storage, storage in tactical or logistics container 
(even if the container provides screening); 
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(2) Assembly/disassembly; 

(3) Staged (i.e. unpackaged and awaiting use); 

(4) Handling/loading; 

(5) Platform-loaded (powered and unpowered); and 

(6) Immediate post-launch [similar to powered mode of (5) but may 
have different electrical configuration and be exposed to higher 
fields]. 

Different physical configurations can be expected to offer different 
levels of RF protection. Furthermore, it is likely that the EME associated 
with each phase will be quite different. (For example, the EME levels 
associated with handling/loading operations are generally less than 
those encountered during certain other phases because personnel are 
involved.) Thus, the potential for a HERO problem is highly dependent 
on these phase-dependent conditions. From a HERO test standpoint, it 
is especially important to test all unique ordnance configurations. 
 

g. Take into account the susceptibility of electronic circuits identified in (c). 
The malfunction of those circuits generally is related to switching 
resulting from direct radiation, or coupled energy due to the incident RF 
field’s interaction with system wiring and circuit components. The 
induced energy may lead to a transient malfunction, permanent change 
of status (during exposure), or perhaps irreversible damage. 

h. Consideration of the effects of modulation parameters of the emitters on 
rapidly functioning igniters [e.g. Conducting Composition (CC) devices] 
and electronic components. 

i. Provide theoretical analysis, where possible, that positively indicates 
that the coupling of RF energy on EID firing lines or in associated 
electronic circuits is low enough to assure an acceptable safety margin 
when exposed to the specified EME. (Any assumptions or inaccuracies 
in the analysis procedure are to be stated.) 

3. With the help of the HERODA report, the NAA is able to make a decision on 
whether tests are required to demonstrate the practical susceptibility of the munition 
when exposed to the operational EME. When testing is accepted as necessary, it 
shall be conducted following the requirements defined in Clause 3.2 and testing 
procedures defined in Clause 3.4. 

3.3. TEST PLANNING 

A TP shall be prepared in conjunction with the test agency. The TP shall include, but 
not be limited to, the following information. 
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1. Munition Designation. The full designation type, build, or design standard/ 
specification (including software build standard) of the munition or weapon system to 
be tested, together with a description of the munition. 

2. Munition Configurations. All configurations, the modes of operation to be 
employed, and the associated systems (launcher, etc.) to be used in the tests should 
be identified. The munitions or weapon system under test shall be representative of 
the final production configuration, assembly practices, and cable and connector 
design and installation. The items selected for testing shall be fully assembled with 
inert instrumented EIDs and functional subsystems approved by the NAA. If it is 
considered that the susceptibility of the munition to EME could be affected by the 
presence of explosive material, then it should be replaced by Electrically 
Representative Material (ERM). (Note: This rarely is necessary.) The tests are to be 
carried out on the munition in conjunction with the associated platform, launcher 
(where practical), and test equipment representative of each stage of operational 
deployment as identified in Clause 3.2.4.2f (1)-(6). 

3. Munition/EID Documentation. The manufacturing standard electrical/ 
electronic circuit wiring drawings of the munition or weapon system and, in particular, 
fully detailed drawings of firing systems containing EIDs, including all electronic 
devices or subsystems directly associated with the initiation of any EID, need to be 
provided as part of the documentation. 

4. EIDs. Details of the type(s) of EIDs installed, including: 

a. Designated National/Manufacturer’s Type/Part No./Mark and 
identification as bridgewire, conducting composition, thin film, exploding 
bridgewire, or exploding foil initiator EID. 

b. The resistance range and the pin-to-pin Direct Current (DC) NFT 
(power or current and energy levels as appropriate) and, where 
relevant, the DC or RF NFT level in the pin-to-case mode. 

c. List EIDs with their NFT power/current and energy, thermal time 
constant, and bridgewire resistance. In addition, EID firing stimulus 
type, firing circuit response measurements, and firing consequences 
(safety and/or reliability). The NFT is also called the Maximum No-Fire 
Stimulus (MNFS), which is the greatest firing stimulus that does not 
cause initiation within five minutes of more than 0.1% of all electric 
initiators of a given design at a confidence level of 95%. When 
determining MNFS for electric initiators with a delay element or with a 
response time of more than 5 minutes, the firing stimulus shall be 
applied for the time normally required for actuation. Documentation 
should be obtained to verify the test results used to derive the NFT 
values and understand the details of the EID firing test 
procedures/strategy employed. These results will include the 
parameters of the corresponding statistical distributions (mean, 
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standard deviation, and number of items used for the determination of 
the threshold). 

5. Electronic Switches. Details of the types of electronic switches used in EID 
firing circuits, including: 

a. Designated National/Manufacturer’s Type/Part No./Mark and design 
specification, 

b. Inter-electrode capacitance values, and 

c. Design minimum threshold switching level. 

6. Electronic Subsystems. Details of all electronic subsystems associated with 
the initiation of any EID, including the National Electromagnetic Compatibility (EMC) 
test standard(s) applied and the results achieved. 

7. Filters. Where RF filters or other attenuating devices are incorporated in EID 
firing systems, information on: 

a. Manufacturer’s/National Design Specification/Standard, 

b. Maximum RF and DC current ratings, 

c. Minimum rated RF attenuation as a function of frequency over the 
range of operating conditions, 

d. Maximum rated RF power dissipation, and 

e. Temperature operating range 

8. Susceptibility Appraisal Results. The results of any initial appraisal and/or 
analytical study of the munition/weapon system EID firing system to determine: 

a. The theoretical electrical pick-up of each EID firing line and the need for 
and/or the extent of any practical and specific electromagnetic radiation 
(EMR) susceptibility tests. 

b. The test points and supporting rationale for their choice, the locations of 
critical zones to irradiate during the tests, and the specific data to be 
recorded during the tests. 

c. Resultant HERO Safety Margins and Reliability Margins (see 
Clause 3.2.2). 

9. Measurement System Instrumentation. The description of the 
instrumentation to be used to measure the RF susceptibility of each EID installed, 
including: 
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a. The type of sensor (i.e. thermocouple/thermopile/thermistor/diode/ 
optical device, etc.), including the time constant (see Clause 3.2.1.3b 
for more detail). 

b. The type of transmitter/receiver and remote read-out instrumentation 
package used, including resolution and dynamic range and whether the 
pick-up levels are to be recorded or observed in real time. 

c. The MDS level for each EID firing circuit and confirmation that the 
appropriate safety factors can be demonstrated in the proposed test 
EME. 

(1) The type and design specification of the instrumentation/ 
monitoring/measuring equipment to be used to measure the 
electromagnetic susceptibility of any electronic switch or 
subsystem directly associated with the initiation of EID. 

(2) The type and design specification of the test equipment to be 
used to measure the RF field strength/power density impinging 
on the munition or weapon system under test. 

d. For EIDs utilising bridgewires to initiate the explosives, the key 
parameter to be measured is power. The live EIDs are replaced by inert 
EIDs instrumented with thermal sensors placed close to the bridgewire. 
One of the requirements is to keep the same electrical and physical 
characteristics as the EID bridgewire. Care must be taken when 
instrumenting a munition so that the instrumentation provides an 
accurate measure of EID response at all frequencies without affecting 
the result significantly. The primary concerns are that the shielding 
integrity of the munition shall not be altered by the instrumentation and 
that the instrumentation shall not form an additional inadvertent 
antenna. Some acceptable methods are explained in the following 
paragraphs. 

(1) Thermocouple Instrumentation. This type of instrumentation 
utilises a thermocouple (or thermopile) mounted either in contact 
with, or in close proximity to, a bridgewire. In the latter case, a 
thermally conducting dielectric rod may be interposed to improve 
the thermal conductivity. The thermocouple produces a DC 
output proportional to its temperature rise, which is itself 
proportional to the amount of power (or energy) dissipated in the 
bridgewire. These devices can be calibrated using a DC current, 
which is equivalent to the Root Mean Square (RMS) value of the 
induced RF current. The technical challenge to be overcome with 
this type of instrumentation is to mount the sensor in proximity to 
the bridgewire of the EID and get its DC output from the munition 
in a way that will not disturb the EME characteristics of the 
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munition. The preferred method is to use fibre optics (FO). The 
thermocouple DC output is amplified and converted to a digital 
signal suitable for transmission via the optical fibre. In those 
instances where the electronic instrumentation does not fit inside 
the munition, the DC output of the thermocouples may be 
brought out of the fuze or munition to an external instrumentation 
package using filtered feedthrough connectors and shielded 
twisted pair. A pretest assessment may be necessary to ensure 
that the instrumentation external to the munition is not being 
interfered with by the EME nor introducing a coupling path that 
would not be present for the typical munition configuration. 

(2) Fibre Optic Sensor Instrumentation. There are some 
commercially available instruments designed or adapted for EME 
testing of munitions. These make use of small sensors mounted 
directly on an FO cable, thus avoiding the use of processing 
electronics in the vicinity of the EID. There are three or more 
types of FO sensors with sensitivity suitable for HERO work. 
Test houses, which frequently conduct HERO tests, generally 
have one or more instrumentation types; however, where 
necessary, advice should be sought from the NAA. 

e. HERO Instrumentation Calibration. The RF energy coupling into an 
EID is dependent on the impedance matching of the EID bridgewire/ 
circuit and the munition system firing circuit. Instrumentation systems 
shall use the actual EID (empty-inert with bridgewire/foil intact and 
exposed). For typical bridgewire type devices, the instrumentation 
system shall be calibrated by applying a step input of direct current with 
a duration that is at least 10 times the thermal response time of the EID. 
Measuring equipment with at least one-half percent accuracy should be 
used to measure this pulse. The output of the sensor/transducer shall 
be measured and recorded. This output versus input is the calibration 
for the system. The calibration establishes the relationship of the step 
input into the EID bridgewire to the output parameter of the 
instrumentation. This instrumentation output value then can be related 
to the Electro-explosive Device’s (EED’s) MNFS established by the 
manufacturer or Department of Defense (DoD) agency. The calibration 
also establishes the instrumentation system’s minimum sensitivity and 
dynamic range. There are three important factors to calibrating the 
system: 

(1) All system components (e.g. receiver, recorder, and computers) 
that will be used during the test and all component settings must 
be calibrated. 

(2) For typical bridgewire EEDs, a DC pulse must be applied directly 
into each individual bridgewire lead, or an analysis of the EED 
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circuit must be performed to determine the amount of current 
applied to the particular bridgewire being monitored. A similar 
approach should be used for other types of EIDs. 

(3) Calibration data should be obtained for a minimum of five points 
[50, 25, 10, and 5 percent of the MNFS, and just above the MDS 
level]. However, more calibration points will provide a better 
approximation of the interpolated data. These points should form 
a straight line when plotted on a logarithmic graph. 

10. Test Facilities Description. A description of the test facilities to be employed 
should include transmitter characteristics, environment measurement techniques 
(including transmit antenna-to-SUT separation distances), and calibration 
procedures. 

11. Test Procedures. Information on: 

a. The data to be recorded for each EID. 

b. The test procedures used to establish the electromagnetic susceptibility 
of the munition or weapon system in each configuration of its life cycle, 
which has been identified in the HERODA (storage, transportation, 
assembly, disassembly, handling prior to loading, loading/unloading, 
loaded including any presetting or onboard testing or with live 
subsystems in the munition, and in flight up to and after separation 
distance if relevant). 

c. Failure criteria for electronic systems (such failures should be 
repeatable to ensure that the EME is the cause). 

12. Test EME. Information on: 

a. The test frequency lists, including modulations and polarizations, the 
test antenna locations relative to the test item, and the applicable 
HERO EME levels associated with each S4. 

b. A statement of how the test environments are to be measured, 
including the type of field probes to be used and placement of the 
probes with respect to the ordnance tested. 

3.4. TEST PROCEDURES 

3.4.1. Safety Standard Operating Procedure (SOP) 

1. Care shall be exercised when performing HERO testing to ensure that 
personnel are not exposed to excessive RF environments. Furthermore, as the 
HERO test shall include man-in-the-loop handling and loading procedures, a written 
SOP should be included as a part of the test plan to identify the hazards associated 
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with HERO testing and the precautions that should be taken to minimize those 
hazards. Refer to National Standards for radiated EME limits, as well as the limits for 
induced and contact currents. Steps shall be taken to ensure that personnel are not 
exposed to EME levels that exceed the National Standards guidelines. 

3.4.2. RF Environment Generator 

1. The transmitting equipment used for the test must have sufficient stable power 
output over the EME frequency range to ensure that appropriate safety factors can 
be verified. Frequency output should be controllable to within a nominal 2% of each 
desired test frequency. Laboratory transmitting equipment normally consists of a 
series of RF signal generators and wideband power amplifiers that provide hundreds 
or thousands of watts. Military radars or equivalent systems may have to be used to 
provide the necessary peak powers associated with pulsed emitters to ensure that 
non-linear effects are stimulated in electronic circuits. When only part of the munition 
can be radiated at the required field strength, it is necessary to ensure that the 
minimum length illuminated, at any frequency, is not less than about 10 times the 
wavelength. 

2. For simple hard-wired firing circuits with EIDs fitted with sufficiently sensitive 
instrumentation, it is permissible to extrapolate field strengths/power densities and 
induced power to the maximum threat level, because the response is held to be a 
linear function of the incident RF field. In these cases, tests can be performed at 
fields below the threat level. In the case where no response is detected during a test, 
the extrapolation will be from the MDS of the instrumentation. 

3. For situations in which the firing circuit or safety-critical system contains 
components that have nonlinear responses (such as semiconductors or electronic 
devices liable to saturate), the behaviour of the susceptible component or assembly 
at one level of irradiation cannot be extrapolated to a higher level. Non linearity may 
also be introduced by sparking between parts of the circuit. Where the full threat level 
(plus a safety margin) cannot be achieved in the test facility, Bulk Current 
Measurement (BCM) may be used to determine the transfer function between an 
impressed EME and the resultant currents flowing in the component wiring/circuitry. 
This transfer function then is used to determine the levels of Bulk Current Injection 
(BCI) needed to demonstrate that an acceptable margin above the full threat EME 
has been achieved before a malfunction occurs. This technique is applicable only 
over a limited frequency range and is used only for testing live electronics. 
Alternatively, where adequate electromagnetic sources exist, go/no-go tests may be 
conducted on the fully assembled store, instrumented to detect any malfunctions. In 
either case, the nature of the tests, and the methodology to be employed, should be 
approved by the NAA. 

4. An alternative technique for generating fields is the mode-tuned chamber. This 
requires considerably less power to provide a high field strength; however, 
conducting HERO trials in such a chamber is not yet fully accepted because this 
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technique excludes free-field radiation gain of the SUT. A proposal to use mode 
tuning, therefore, should be agreed upon by the NAA before work is commenced. 

3.4.3. Antenna 

1. Antennas used to perform EME testing must convert the output of the 
transmitting equipment into an electromagnetic field, which is repeatable and 
reasonably uniform, over the test item volume. As a rule, at frequencies below 
1 GHz, the field intensity over the test item volume should not vary by more than 
6 dB. At frequencies over 1 GHz, this normally is not practical and the test item must 
be moved in the field to ensure that all cracks, seams, and other penetrations are 
fully illuminated with the specified EME. Generally, antennas should not be closer 
than 3 metres from the SUT for frequencies up to 32 MHz and 
1 metre for higher frequencies. 

3.4.4. EME Measurements 

1. The field strength levels must be measured using appropriate field 
measurement techniques. Field measurements should be made using equipment 
with an absolute accuracy of least 2 dB. Either of the following techniques may be 
used to ensure a calibrated field measurement. 

a. Field Measurement Prior to Test. The most common method to 
measure the field strength applied to a test item consists of field 
strength measurements made in the empty test volume prior to the test. 
With a measurement equipment sensor at the test location, raise the 
transmitter output until the desired test field strength level is achieved. 
Measure the actual power output of the transmitter using a directional 
coupler and power meter or some other technique capable of 
measuring high power levels, and note the transmitter power that 
produces this field strength at the test volume. For test objects of 
significant size, the field should be measured at the closest point of the 
test object conductive surface to the antenna within the test volume to 
assess the field strength magnitude. (Note: Measurements within the 
volume for large test objects will result in fields of varying levels due to 
distance from the test antenna.) Continue this process for each 
frequency and polarization to be tested. During the test, set the 
transmitter output power to the level noted during the calibration 
procedure. 

b. Direct Field Measurement during Test. Another method that may be 
used (especially for electronic equipment) is Direct Field Measurement 
(DFM). This consists of determining the field strength on a munition by 
placing field probes or measurement equipment sensor in the test 
volume during the test. In this way, field strength levels can be 
measured directly during the test. If this method is used, care must be 
taken to ensure that the field measurement equipment does not 
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interfere with the field significantly, the field probes are not interfered 
with by the test item (e.g. there is an apparent field intensification near 
the ends of cylindrical objects), and the field probes are close enough 
to the test item to closely approximate the field on the test item. As the 
requirements are somewhat conflicting, this method requires technical 
judgment to be made and should be avoided where possible. 

3.4.5. Test Procedure 

1. Test Frequencies. When carrying out tests, it is particularly important to 
include sufficient measurement frequencies to permit the identification of possible 
resonant conditions over a narrow frequency band. A test procedure must be 
developed that details the exact steps to be taken by test personnel. This clause 
provides a general outline of alternative procedures that may be used in the RF 
testing of munitions containing EIDs and any associated electrical/electronic 
systems. There are two methods of establishing the EME test frequencies, the swept 
frequency technique and the discrete frequency technique. Below are the procedures 
for performing both of these techniques. 

a. Incremental Step Frequency Test. HERO testing often uses the 
discrete frequency technique in lieu of swept or fine, incremental 
frequency testing. Here the challenge is to generate a sufficient number 
of discrete frequencies to characterize EID response as well as to 
capture representative threat frequencies (and pulse characteristics) as 
defined by the NAA, within certain acceptable error margins. 

A list of frequencies can be compiled by making the assumption that the 
EID circuit will undergo successive resonances, the lowest frequency of 
which could occur where the dimensions of the EID circuit correspond 
to a quarter wavelength. The Q factor of the lowest resonance could 
approach 100, indicating frequency increments in this region of around 
1% of the preceding frequency. This would limit the measurement error 
to no more than 3 dB, but practical considerations will dictate larger 
increments. The Q factor of higher resonant frequencies will reduce 
progressively, and frequency increments can be increased. As a guide, 
step sizes of approximately 5% in the frequency range of 30 MHz to 
800 MHz are used frequently, increasing up to 15% in the High 
Frequency (HF) and microwave bands. Higher steps are used below 
the HF band. 

(1) At each incremental frequency, the SUT should be exposed to a 
gradually increasing test field until either the specified test level 
is reached or the SUT indicates a response. The initial 
orientation should be as indicated in the HERODA. 

(2) For EID instrumentation, once a sufficient response is observed 
(no greater than 50% NFT), cease increasing the field intensity 
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and record its level together with the instrumentation response. If 
no response is detected by the instrumentation, record the MDS 
level. 

(3) For electronic circuits, continue increasing the test level until 
either the specified level is reached or the SUT damage level is 
approached. Record the field strength level at each significant 
circuit response (if any). 

(4) Adjust the orientation of the SUT in suitable amounts, and repeat 
steps (1) through (3) at each position. Using the orientation at 
which the maximum response was observed, perform any 
required adjustments to the configuration of the SUT (fitting 
cables, loading and handling, etc.) and record the SUT 
configuration, orientation, and response. 

(5) Where appropriate, repeat steps (1) through (4) for alternate 
polarization of the test antenna. 

(6) Repeat steps (1) through (5) at each step in the frequency list. 

b. Frequency Sweep Test. Swept (continuous) frequency testing is the 
preferred technique from the standpoint that the test item is exposed to 
all frequencies within a particular frequency band, thus improving the 
probability of stimulating the munition at resonant frequencies, where 
responses are greatest. If the required field intensity levels are relatively 
low and the test facility is capable and authorized to conduct swept 
frequency testing, this is an excellent way to conduct a portion of the 
HERO tests. 

Even if there are significant limitations on the field intensities that can 
be generated, swept frequency testing may uncover resonances that 
otherwise would not be detected in discrete frequency testing. Care 
should be taken to ensure that the frequency sweep rate allows 
sufficient time to cater for the heating/cooling rate of the bridgewire. 
Unfortunately, it generally is not possible to generate the required full 
threat levels when sweeping frequencies because of limitations in 
equipment and/or frequency authorization in open-air test facilities.  

Due to broadcasting regulations, swept frequency tests normally take 
place in a closed chamber or at low power in order to characterise 
resonances. The limited power capability of wideband equipment will 
restrict the maximum test field strength level, but this is offset partially 
by the comprehensive frequency coverage, which will identify sharp 
resonances of the SUT circuit and perhaps also reduce the number of 
SUT orientations required. The bandwidths over which the frequency is 
swept will be dictated by the characteristics of the test equipment, but 
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are often 2:1 in frequency (one octave) at frequencies above 1 GHz, 
and somewhat wider at lower frequencies. 

(1) The rate of frequency change must take into account the 
response time of the EID instrumentation and/or electronic 
circuits contained in the SUT, and the need to correlate the SUT 
response with its corresponding frequency. A frequency sweep 
normally consists of a rapid sequence of finite increments of 
frequency. If the increments are relatively large (e.g. more than 
1%), the dwell time at each increment should be long enough for 
the SUT to respond. For smaller increments, the sweep time 
over an octave bandwidth should be at least 100 times the SUT 
response time constant. 

(2) For each sweep band, the SUT initially should be oriented in the 
test position in accordance with the findings of the HERODA. 

(3) Starting at a low level, gradually increase the field strength/ 
power output during successive sweeps of the given band until 
either the specified test level is reached or prior to damage to the 
SUT or its instrumentation. Record each significant peak SUT 
response, its corresponding field strength level, and frequency. If 
no response is detected by the instrumentation, record the MDS 
level. 

(4) Repeat step (3) for each SUT orientation, configuration, and 
polarization specified in the test programme, including (where 
appropriate) attachment of cables, loading, and handling, etc. 
When a resonance frequency is found, adjust the orientation of 
the item to increase the pick-up current or voltage in the item. 

(5) Repeat steps (3) and (4) for each swept frequency band 
specified in the TP. Obviously, this technique cannot be used 
during the performance of handling/loading procedures testing. 

2. SUT Illumination. To the extent practical, the HERO test shall maximize the 
response of the instrumented system under test. Both vertical and horizontal 
polarizations shall be used above 32 MHz. To ensure complete illumination, 
continuous painting of the SUT with radiation is recommended to ensure that 
maximum responses are determined. Ideally, the item should be illuminated 
continuously in azimuth and elevation. Munition items attached to a large host 
platform/system should be illuminated over a 180-degree arc, directing the beam 
toward suspected entry points. For highly directional electromagnetic fields, 
emphasis should be placed on those illumination angles expected to maximize EID 
response at the predicted points of entry (e.g. exposed wiring, enclosure 
discontinuities, and exposed or poorly shielded cables). In the HF range, pretest 
platform-to-ground measurements and knowledge of “worst-case” HF antenna-host 



AECTP 500 
Category 508/3 

 

 
 3-19 Edition E Version 1 
   

 
 

platform/system orientations should be taken into account. A minimum of four aspect 
angles for frequencies between 2 and 30 MHz should be evaluated as part of the 
test. At microwave frequencies where the illumination angle is narrow, small changes 
can result in significantly different EID responses; thus, changes in pointing angle 
should be small and controlled carefully. Changes in illumination angle and 
polarization should not exceed the response time of the EIDs. Again, the optimum 
procedure, particularly at frequencies where the radiation pattern is highly directional, 
is to slowly paint the SUT, making small changes in the elevation and azimuth. MIL-
HDBK-240 describes, in detail, test procedures for maximizing responses.  

3. Non-linear Effects. The HERO test EME levels are of sufficient magnitude to 
cause dielectric breakdown between conductors or “arcing.” High RF induced voltage 
potentials are generated on platforms, munitions, and support equipment. The 
potentials on these objects equalize when brought into contact with each other. If the 
potential differences are large enough, an RF arc occurs prior to contact. Under 
actual or test conditions, arcing will not occur at all frequencies, but will be dependent 
upon the particular antenna-munition item coupling involved. Because of the non-
linear nature of RF arcs and the fact that they generally occur in the HF and VHF 
frequency bands, HERO test results obtained under these conditions cannot be 
extrapolated to levels above the actual test EMEs. Therefore, it is important that all 
HERO tests in HF and Very High Frequency (VHF) bands are conducted at the 
required levels or at maximum attainable EMEs. 

3.5. DATA ANALYSIS 

3.5.1. Extrapolation 

1. In many test facilities, the EME requirements cannot be generated over all 
frequency ranges. A commonly accepted practice is to measure the response of EID 
instrumentation at the maximum available test field strength and extrapolate the 
result to the EME requirement level. In order for this extrapolation to be valid, the 
following requirements apply. 

a. The instrumentation must be sensitive enough so that its MDS level, 
when increased by the ratio of the required field to the test field, is still 
less than the NFT of the EID reduced by the appropriate margin (see 
formulae in Clause 3.5.2). 

b. There must be some reasonable evidence that the response of the 
system is linear in the region between that which the measurements are 
made and to which they are to be extrapolated. 

2. If these two conditions are met, EME test data can be gathered at levels 
readily available at most test facilities and extrapolated to high EME specification 
levels. 
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3. For most electronic circuits, it is not possible to extrapolate the results of tests 
at low level, as the circuits nearly always will be composed of non-linear components 
(e.g. semiconductors) where the degree of disturbance is not proportional to the level 
of stimulus. 

3.5.2. Data Presentation Format 

1. For EID, there are two main methods of reducing, extrapolating, and 
presenting the results of EME testing. One involves the calculation of the highest field 
level (referred to as the MAE) at which the required margin is maintained, and 
comparing it to the EME specification or standard applied for the item tested. The 
other method calculates a margin factor obtained at the specified EME and compares 
it to the appropriate acceptance criteria. Whichever format is used for this 
extrapolation and presentation, the raw data called for in Clause 3.2.2 also should be 
presented in the test report. Other formats may be used for presentation of results if 
they are clear as to the safety of the system being assessed. For electronic or other 
non-linear systems where extrapolation is not possible, the report should present the 
actual safe field strengths that have been demonstrated. 

a. MAE Format. When data are calculated and presented in this format, 
the environment in which the item is safe and reliable is readily 
apparent. The MAE is the extrapolated field intensity where the current 
induced in the EID is equal to the NFT of that EID reduced by the 
appropriate safety margin (SM). The MAE is calculated using the 
following equation: 

 MAE = 
SMxupPickTest

EMETestxNFT


 

 where: 

 MAE = Maximum allowable environment for the considered EID in Vm-1 
or Wm-2 

 Test EME = Test/field Intensity/power density of the test EME (expressed in 
the same units as MAE) 

 SM = Safety margin (as a ratio) 

  = Minimum required difference between MAE and field strength/ 
power density at which pick-up equals the NFT 

Note:  SM as a ratio = 10SMdb/20 if using amps and Vm-1 

  but = 10SMdb/10 if using power and Wm-2 

 NFT  =  EID NFTdBW 

 Test Pick-up  =  Current, power, or energy measured in the bridgewire of the 
EID. If no response is measured during testing, use the 
minimum detectable level. 
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 If all terms are expressed in dBs, the above equation can be written as: 

 (MAE)(dB(Vm
-1

or Wm
-2

)=(NFT)dBW+(Test EME)dB(Vm
-1 

or Wm
-2

)–(Test Pick-Up)dBW–
(SM)dB 

 This method is useful for a quick evaluation of a system if the required EME 
were to change. It also lends itself to a graphical presentation of the data that 
shows the system’s response with respect to frequency and with respect to the 
EME specification in a manner clearly understandable by persons not familiar 
with this type of testing. 

 

b. Safety Factor Format. When data are extrapolated and presented in this 
format, the level of safety afforded at the EME specification is readily 
apparent. The safety factor (SF) afforded at the EME specified is calculated 
using the following equation: 

 (SF)dB = 

 (NFT)dBW+(Test EME)dB(Vm
-1

or Wm
-2

)–(Test Pick-Up)dBW–(Specified EME)dB(Vm
-1 or 

Wm
-2

) 

 where the remaining terms already have been defined in Clause 3.5.2a. 

 This method would be useful for a quick evaluation of a system if the safety 
margin requirements for an EID were to change for some reason. This method 
does not, however, lend itself to a graphical presentation of the data in a 
meaningful way. 

Note:  SF and SM are not the same, and care needs to be taken if using this format 
to ensure that the differences are understood. For a system to be judged as 
safe, SF always should be equal to or greater than SM (the required safety 
margin). 

 

c. Susceptibility RADHAZ Designator (SRAD). This format expresses the 
susceptibility of a system in terms of an SRAD for each RADHAZ frequency 
range (FR). 

 SRAD takes the following format: 

 

Rp Tp Up Vp WAp WBp YAp YBp Zp 

 

 where the letters R, T, U, V, WA, WB, YA, YB, and Z represent RADHAZ FR 
and the suffix letter (p) is a numerical index representing the RADHAZ 
susceptibility of the weapon for each RADHAZ FR. The system is described 
fully in AECP-2 Ref [2]. This format loses considerable detail and accuracy, 
but is a useful method for exchanging susceptibility data between Nations 
where security may be an issue. 
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2. The NAA shall collect and maintain munitions data, evaluations, and other 
technical data (i.e. TPs and test reports) in order to support approval of munitions 
and weapon systems, and the development of subsequent operational guidance 
during the conduct of operations and exercises (i.e. development and sharing of 
SRAD Codes). 

3.6. TEST REPORTING 

1. The test report shall reference the results of the HERODA and TP and shall 
include: 

a. The raw test data, in tabular form, which should include details of: 

(1) The applied field intensity/power density and frequency. 

(2) The level of stimulus recorded at each frequency for each EID or 
the level observed/monitored on the selected wires/looms to the 
electronics at the frequencies and field intensities/power 
densities applied. Where no pick-up has been measured, the 
MDS level of the instrumentation shall be recorded. 

b. A statement of how the test environments were measured, including the 
type of field probes used and placement of the probes with respect to 
the ordnance tested. 

c. The instrumentation calibration procedures and complete calibration 
data for all sensors used to monitor EID responses shall be referenced. 

d. A description of how the actual test procedures differed from those in 
the TP. 

e. A detailed description of how the raw data were analysed with EME 
characteristics and EID no-fire characteristics to determine the safety 
margins (see Clause 3.5.2 for presentation options). 

f. A summary of results, including a presentation of the specified RF 
environment being used for assessment purposes, the margins for each 
configuration tested, and a comparison with any theoretical assessment 
results. Graphical representation of the data is encouraged to increase 
the clarity of results. 

g. In current practice, all EID tests use instrumented devices that respond 
to the average power of the impressed field. To obtain a meaningful 
susceptibility figure for pulse sensitive devices (conducting composition 
or thin-film bridge EID) involves applying a modifying factor to the 
average power susceptibility. This is derived from the EID Thermal 
Time Constant and the pulse characteristics of the emitter, and may be 



AECTP 500 
Category 508/3 

 

 
 3-23 Edition E Version 1 
   

 
 

as low as 0.001. For munitions embodying such devices, therefore, the 
results should be presented initially in a graphical form (average power 
susceptibility versus frequency) with no limit to the extrapolation 
applied. Correction for each pulsed emitter then is performed on a 
case-by-case basis using the formula below to obtain a modified NFT. 
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  where: 
  
  P(t1,t2) - the mean NFT power to be used in HERO analyses for a 

repeated pulse stimulus 
Pth - average (DC) NFT power 
t1 - pulse width (of emitter pulse stream) 
t2 is pulse repetition period (1/pulse repetition frequency) 

  is thermal time constant of EID 
 
h. A statement of the conclusions drawn from the results regarding the 

safety and reliability of the munition or weapon system when exposed 
to the EME to be encountered during its life cycle. There must be an 
unambiguous statement that the particular weapon has or has not met 
the acceptance criteria of this standard and, if not, identification of 
those areas in which the shortfall occurs. 
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CHAPTER 4 REFERENCES 

 

4.1. REFERENCES 

Ref [1] AECTP 250 Category 258 Radio Frequency Electromagnetic 
Environments 

Ref [2] AECP-2 NATO Naval Radio and Radar Radiation Hazards 
Manual 

 
4.2. INFORMATION ONLY 

STANAG 4238 Munitions Design Principles Electrical/Electromagnetic 
Environment 

STANAG 4560 Electro-Explosive Devices Assessment and Test Methods for 
Characterization 

MIL-HDBK-240 US HERO Test Guide 
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CHAPTER 5 ACRONYMS 

 
1. Definitions. Definitions are contained in AECTP 500. 

2. Acronyms. The following acronyms are used in this leaflet: 

BCI Bulk Current Injection 

BCM Bulk Current Measurement 

BW Bridgewire 

CC Conducting Composition 

dB Decibel 

DC Direct Current 

DFM Direct Field Measurement 

DoD Department of Defense 

EED Electro-Explosive Device 

EID Electrically Initiated Device 

EMC Electromagnetic Compatibility 

EME Electromagnetic Environment 

EMR Electromagnetic Radiation 

ERM Electrically Representative Material 

FCF Firing Consequence Factor 

FO Fibre Optic 

FR Frequency Range 

GHz Gigahertz 

HAP HERO Assessment Programme 

HAR HERO Assessment Report 

HERO Hazards of Electromagnetic Radiation to Ordnance 

HERODA HERO Design Analysis 

HF High Frequency 

kHz Kilohertz 

mA Milliampere 

MAE Maximum Allowable Environment 

MDC Minimum Detected Current 

MDS Minimum Detectable Stimulus 
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MHz Megahertz 

MIL-HDBK Military Handbook 

MNFC Maximum No-Fire Current 

MNFP Maximum No-Fire Power 

MNFS Maximum No-Fire Stimulus 

MPE Maximum Permissible Exposure 

NAA National Acceptance Authority 

NATO North Atlantic Treaty Organization 

NFT No-Fire Threshold 

RADHAZ Radio and Radar Radiation Hazards 

RF Radio Frequency 

RMS Root Mean Square 

S&A Safe and Arm 

S4 Stockpile-to-Safe-Separation Sequence 

SF Safety Factor 

SM Safety Margin 

SOP Standard Operating Procedure 

SRAD Susceptibility RADHAZ Designator 

STANAG Standardization Agreement 

SUT System Under Test 

TP Test Plan 

TS Test Schedule 

VHF Very High Frequency 

W Watt 
 

 
 



ANNEX A TO 
AECTP 500  

Category 508/3 
 

 
 A-1 Edition E Version 1 
   

 
 

ANNEX A HAZARDS OF ELECTROMAGNETIC RADIATION TO ORDNANCE 
TEST ELECTROMAGNETIC ENVIRONMENT 

 
Figure 508/3-A1: NATO HERO Tests 

Electromagnetic Environment 

Frequency Range 
(MHz) 

AVERAGE 
(V/M) 

PEAK 
(V/M) 

0.01 - 2 200 200 

2 - 30 200 200 

30 - 150 200 200 

150 - 225 200 200 

225 - 400 200 200 

400 - 700 270 730 

700 - 790 240 1,400 

790 - 1000 480 1,400 

1000 - 2000 600 5,000 

2000 - 2700 490 6,000 

2700 - 3600 1,500 11,500 

3600 - 4000 490 6,000 

4000 - 5400 400 7,200 

5400 - 5900 400 7,200 

5900 - 6000 400 7,200 

6000 - 7900 400 1,100 

7900 - 8000 400 1,100 

8000 - 8400 750 5,000 

8400 - 8500 400 5,000 

8500 - 11000 500 5,000 

11000 - 14000 680 2,000 

14000 - 18000 680 2,000 

18000 - 40000 420 1,000 

40000 - 45000 580 580 
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ANNEX B MAXIMUM RADIO FREQUENCY ELECTROMAGNETIC 
ENVIRONMENT FOR ORDNANCE OF UNKNOWN SUSCEPTIBILITIES 

 
B.1. ELECTROMAGNETIC ENVIRONMENT SIMULATORS 

1. This Annex defines the Maximum Allowable Environment (MAE) for any 
ordnance system when specific susceptibility data are not available or for items that 
have not been evaluated for Hazards of Electromagnetic Radiation Ordnance 
(HERO). This MAE is used to define the MAE that emitters can generate and not 
affect the functioning of electrically initiated ordnance of unknown susceptibilities. 

B.2. APPLICATION 

1. Electromagnetic Radiation (EMR) hazards stem from the functional 
characteristics of electrically initiated ordnance. This EMR hazard is the result of the 
absorption of electromagnetic energy by the firing circuitry of Electrically Initiated 
Devices (EIDs). Consequently, the induced energy causes heating of the EID’s 
bridgewire and primary explosive with which it is normally coated. The ordnance EIDs 
may be accidentally initiated or their performance degraded by exposure to 
Radio-Frequency (RF) environments. In general, ordnance is most susceptible to RF 
environments during assembly, disassembly, handling, loading, and unloading 
phases of the Stockpile-to-Safe-Separation Sequence (S4). Significant differences in 
the physical configuration of the ordnance item can be expected as the item 
transitions from one phase to another, which provide different levels of protection. 
Furthermore, it is likely that the Electromagnetic Environment (EME) associated with 
each phase will be quite different. For example, the EME levels associated with 
handling/loading operations (at the flight deck or weather deck of a ship) generally 
are less than those encountered during platform-loaded (main-beam levels). Thus, 
the potential for a HERO problem is highly dependent on both of these phase-
dependent conditions. Consequently, in the absence of a HERO evaluation that 
considers all of the above, it is important to have a defined worst-case susceptibility 
value that can be used to provide operational guidance. AECP-2 provides a means 
for managing HERO based on degrees of susceptibility in the form of Susceptibility 
RADHAZ Designator (SRAD) codes. As discussed below, the defined HERO 
UNSAFE curve and equations are a means for computing safe field strength and 
distance, and closely correlate to the SRAD code “0” across all frequency bands. 

B.3. “HERO UNSAFE” CLASSIFICATION 

1. “HERO UNSAFE” ordnance items are either (a) those that never have been 
evaluated for HERO or (b) those that are in a condition (e.g. disassembled, 
unpackaged) for which no HERO evaluation has been made. Such items are at risk 
of having their EIDs function or degraded when exposed to an RF environment. 
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NOTE 

This classification does not apply to percussion-initiated devices or systems. 
Ordnance or equipment that does not contain EIDs has no HERO requirement. 

 
B.4. ENVIRONMENT 

1. Figure 508/3-B1 defines the MAE that shall be used for “HERO UNSAFE” 
items. It has been prepared on the basis of worst-case conditions and susceptibility.  
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Frequency Ranges (MHz) Distance Equations 

0.01 ≤ f < 2.0 
tGtPfD 5.5  metres 

 

tGtPfD 18  feet 

2.0 ≤ f < 80.0 
tGtPD 95.10  metres 

 

tGtPD 36  feet 

80.0 ≤ f < 100000 
tGtPfD

1
876


  metres 

 

tGtPfD
1

2873


  feet 

where:  D is the distance in the units designated. 

 Pt  is the average power output of the transmitter in watts. 

 Gt  is the numerical (far-field) gain ratio (not the dB value) of the transmitting antenna, derived as follows: 

Gt = 1 x 10G/10 where G = gain in dBi, and f is the transmitting frequency in Megahertz (MHz).  
 

Notes:  1.  The information above represents “worst-case” conditions for safe distance required. 

 2.  Equations are provided with the proper numerical multipliers to yield distances in either metres or feet.  

Figure 508/3-B1: Graph and Equations for Computing Safe Field 
Strength/Distance for HERO UNSAFE Ordnance 
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B.5. SAFE FIELD STRENGTH/DISTANCE CALCULATION 

1. The safe field strengths for the various frequency ranges for “HERO UNSAFE” 
ordnance are derived from Figure 508/3-A1. When using the HERO equations to 
determine a safe separation distance from any transmitter, it is the average power of 
the transmitter, the antenna gain as a numerical value, and the lowest operational 
frequency (for frequencies above 2 MHz) of the transmitter that should be used to 

calculate the safe separation distances. 

NOTE 

Calculations in this Annex provide a relatively accurate measure of the safe 
separation distances from the main beam of shore transmitters. They may be used 
as a guide for shipboard transmitters; however, the results do not allow for beam 
reflections, off main-beam angles, or near-field effects that may cause differences 
from those calculated. The only accurate gauge of shipboard safe distances is actual 
measurement data obtained through a HERO survey. 

B.6. DERIVATION OF THE HERO UNSAFE CURVE 

B.6.1. Right-Hand Segment 

1. The right-hand segment is based theoretically on a half-wave dipole antenna 
model (see Figure 508/3-B2). It assumes that for each frequency of concern, the EID 
leads form a half-wave resonant dipole antenna (i.e. each EID lead is one-quarter of 
the wavelength). It also assumes that the antenna/transmission line impedance is 
matched to the EID bridgewire circuit impedance and that the transmission line loss 
is negligible (i.e. there is maximum transfer of energy from the antenna to the 
bridgewire). 

 

/ 2

F

B CA D

E

1 ohm
 

 
Figure 508/3-B2. Half-Wave Resonant Dipole Model 

 
2. The following equations are used to compute the “worst-case” MAE defined in 
terms of electric field strength (E): 

 

0*ZPDE MAE  (B-1) 

 

where: 
 



ANNEX B TO 
AECTP 500 

Category 508/3 
 

 
 B-4 Edition E Version 1 
   
 
 

E is the maximum electric field strength in volts root mean square per meter 
(Vrms/m) 
 

PDMAE is the maximum power density at the ordnance system/receive antenna in 
watts per square meter (W/m2) 
 

Z0 is the intrinsic impedance of free space and is equal to 120 or approximately 
377 ohms. 

 

FCF
A

P
PD

e

MNFP
MAE *  (B-2) 

 
where: 
 

FCF is the firing consequence factor. 

Ae is the antenna effective area in square meters and is defined as: 

 

substituting for Ae in equation (B-2) results in the following: 

 
therefore: 

FCF
G

lP
PD

r

MNFP
MAE *

*

**4*
2


  (B-3) 

 

where: 
PMNFP is the Maximum No-Fire Power (MNFP) of the EID in watts (W) 
Gr is the gain of a dipole antenna and is equal to 2.1 dBi or 1.64 gain ratio 
l is the system loss which is negligible and, therefore, is a multiplier of 1 

 is the wavelength (in meters) of the frequency defined by the following: 
 

f

c
  

 

where: 
 

f is the frequency in hertz (Hz) 
c is the speed of light in meters per second and is approximately 3 x 108. 

3. For the “worst-case” curve, the position of the right-hand segment on the 
graph is fixed based on an EID with an MNFP of 0.054 watt and a Firing 
Consequence Factor (FCF) of 0.0225 (16.5 dB); however, for a known ordnance 
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*
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system, it will vary as a function of the MNFP sensitivity of the EID, the firing 
consequence factor, and the system’s shielding effectiveness. The lower MAE limit of 
the right-hand segment is dictated by the middle segment and/or the physical 
dimension of the system. 

B.6.2. Middle Segment 

1. The middle segment was derived empirically using data obtained by all three 
Services during the past 30 years of testing. An analysis of the data revealed that for 
all systems tested, the maximum energy coupled to an EID occurred in the 
high-frequency (HF) range when testing a 2.75-inch rocket on a fixed-wing aircraft 
during simulated loading operations. The 2.75-inch rocket contained one EID with a 
300 mA Maximum No-Fire Current (MNFC) and a 1.0 + 0.1 ohm bridgewire 
resistance. The rocket/EID uses a coaxial firing system design whereby the rocket 
case is the ground return path. When an aircraft is situated on a conductive surface 
(such as an aircraft carrier flight deck) in proximity to an active HF antenna, an 
extremely high-energy potential can exist between the aircraft’s outer skin and the 
deck. As a result, large amounts of EMR current can be coupled into systems that 
utilise a coaxial firing design, causing the EID to fire. The middle segment was 
established using a transfer function derived from this HF model and the 2.75-inch 
test data. 

2. For the “worst-case” curve, the MAE value of the middle segment is fixed at 
0.5 Vrms/m from 2 to 80 MHz, which is based on the 85 mA MNFC. However, for a 
known ordnance system, the MAE value will vary depending on the MNFC sensitivity 
of the EID of concern, the firing consequence factor, and the system’s shielding 
effectiveness. 

B.6.3. Left-Hand Segment 

1. The left-hand segment was derived both theoretically and empirically. As 
depicted in Figure 508/3-B1, the left-hand segment MAE increases as frequency 
decreases at a rate equivalent to 20 dB per decade of frequency. The lower MAE 
limit of the left-hand segment is bounded by the value of the middle segment. For the 
“worst-case” curve, the position of the left-hand segment on the graph is fixed; 
however, for specific ordnance systems, it will vary depending on the resonant 
frequency as determined by 4 times the maximum physical length of the system. 
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CHAPTER 1 AIM 

 
The aim of this leaflet is to define the design risk assessment procedures and test 
methods to be used in determining the safety and suitability for service of munitions 
and associated systems exposed to the lightning environmental conditions given in 
AECTP 254 Ref [1]. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENT 

 

2.1. APPLICABILITY 

1. This leaflet is applicable for the assessment and testing of all weapon classes 
as defined below. Application of the following requirement shall be in accordance 
with national policy as advised by the NAA 
 
Weapon Class A  
A munition carried on an aircraft and its associated systems, but not the aircraft. 
 
Weapon Class B  
A land launched munition (whilst on the launcher) and its launcher and control complex. 
 
Weapon Class C  
A ship launched munition (whilst on the launcher) and its ship borne launcher, but not the 
ship on which the launcher is mounted. 
 
Weapon Class D1  
A surface launched wire guided missile to target and its launching system. 
 
Weapon Class D2  
An air launched wire guided missile to target and its associated systems, but not the aircraft. 
 
Weapon Class E  
Munitions not certified against a direct attachment but which must survive a Nearby Strike. 
Examples of Weapon Class E are shoulder launched missiles, shells and small ordnance. 

 
 

2.2. REQUIREMENT 

1. Munition system shall remain safe and operational when exposed to the 
lightning environmental conditions given in AECTP 254 Ref [1] within their specified 
life cycle.  Verification shall be made by complying with AECTP 508/4. 
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CHAPTER 3 ASSESSING MUNITIONS AGAINST LIGHTNING EFFECTS 

 

3.1. INTRODUCTION 

This leaflet defines the requirements for the assessment and test of munitions and 
associated systems against lightning effects. The assessment shall be made by 
means of a Lightning Hazard Design Analysis (LHDA) which shall be part of a 
Lightning Protection Plan (LPP) as described below. 
 

3.2. LIGHTNING ENVIRONMENT AND DESIGN PARAMETERS 

The lightning threats for air, land and sea based weapons, for both design and test 
purposes, are defined in Ref [1]. 
 

3.3. AIM OF LIGHTNING PROTECTION PLAN 

The purpose of the LPP is to ensure that the lightning hardness of munitions and 
associated systems to a direct strike to the weapon or associated launcher / launch 
platform are adequately addressed and demonstrated. When munitions have to 
survive only a nearby flash, suitable assessment shall be agreed with the National 
Authority. See Annex H. 

The term ‘munitions and associated systems,’ shall be taken to mean the munition 
and all systems necessary for its launch and control. When the associated system is 
part of a platform (e.g. ship or aircraft) which has had a separate lightning hardness 
assessment performed, the LPP shall make reference to such assessments. 

 

3.4. SCOPE OF LIGHTNING PROTECTION DOCUMENT 

At the start of a project a LPP shall be prepared and presented to the National 
Authority. It shall be reviewed and amended as necessary during the life of the 
project. The LPP shall comprise: 

a. An LHDA (see Clause 3.5). 

b. A statement defining the general environmental conditions (climatic, mechanical 
and electrical) in which any lightning protection devices must be capable of 
operation. 

c. The relevant Test Plans (TPs), if testing is required. 

d. The relevant Test Schedules if test plans are prepared. 

e. Reports of all tests made, with analysis, conclusions and recommendations 
(including a Risk Analysis if full protection has not been achieved). 

f. Reference to assessments made, or to be made, within the platform. 
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3.5. SCOPE OF LIGHTNING HAZARD DESIGN ANALYSIS 

An LHDA shall be made and agreed with the National Authority early in the 
development of a project. It shall be a continuing process with revisions agreed by 
the National Authority as they become necessary. 

The LHDA shall: 

a. Clearly state the requirements for the lightning hardness of the weapon in terms 
of its ability to continue functioning during a strike, be operational after a strike or 
just remain safe during and after a strike. It shall also address the hardness 
requirements at each phase of a weapon life, (i.e. packaged, unpacked, loaded to 
launcher and where relevant in flight. 

Note 1: The requirement shall be determined by the user and will normally be specified in the System 
Requirement Document (SRD) 

Note 2: The extent of the analysis necessary will depend on the requirement. I.e. The following list 
assumes full functionality of the system is required during and after a strike) 

a. Outline the general construction of the weapon, drawing attention to the use of 
insulating and partially conductive composite materials. 

b. Provide a statement defining the likely lightning attachment points and current 
paths and the applicability of lightning zoning, together with a zoning diagram for 
the weapon. This shall draw particular attention to attachment points closely 
associated with explosives / fuel. An explanation of the term zoning will be found 
in Ref [1] 

c. Identify any need for an assessment of the effects of a Nearby Flash on 
equipment not hardened against a Direct Attachment. See Annex H. 

d. Survey the structure and note areas where specific lightning protection is 
required, such as those areas made of insulating or partially conductive material 
and especially insulating material in association with buried metallic materials. 

e. Provide a criticality list of systems and equipment, including Electrically Initiated 
Devices (EID) probes, antennae and external sensors that might be affected by 
lightning under headings of ‘Safety’ and ‘Suitability for Service’. This list shall take 
account of those equipment circuits that are required to continue working during a 
strike; only remain operational after a strike and / or are not expected to be 
powered when weapon is at a risk of a strike. 

f. Provide a statement defining the lightning design aim/test parameters appropriate 
to the different parts of the weapon according to the lightning zones ascribed to 
them based on Ref [1]. 

g. When a Nearby Flash assessment is necessary (see d. decide the distance (d) 
from the weapon then decide the appropriate design aim parameters, based on 
Ref [1], and the guidance given in Annex H concerning the determination of (d)). 

h. Identify wiring that connects the critical systems and equipment and state the 
measures taken to protect it against Indirect effects. 
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i. Identify wiring where large common mode voltages could be developed in the 
structure and identify insulation which could be at special risk to voltage flashover, 
detailing measures taken to protect such wiring and prevent such flashover. 

j. Include a lightning transient assessment which shall: 

1.    Provide the evaluation detailed in Clause 4. 

2. Determine the additional Indirect Effects testing not covered by 
Clause 4 on the complete weapon or parts of the weapon, to verify 
that induced voltage levels do not cause insulation breakdown or 
flash-over. The additional Indirect Effects testing can be combined 
with the testing required by Clause 4 and with Direct Effects Tests. 

k. Include an explosives and fuel hazard assessment which shall, as appropriate, 
and as detailed in Clause 5: 

1.    Provide an evaluation of systems containing solid explosives. 

2.    Provide an evaluation of munition fuel and liquid explosive systems. 

3. Provide a similar evaluation for “dry bays” into which liquid explosive, 
fuel, or other hazardous liquid may leak. Particular attention shall be 
given to explosives / fuels which maybe affected by the thermal or 
shock effects of a direct attachment to their immediate containment. 

l. Detail the actions taken to prevent exploding arcs occurring inside dielectric 
enclosures. 

m. Draw attention to any specific lightning risks not covered by the above and the 
actions / tests taken to overcome them. 

3.6. LIGHTNING TEST WAVEFORMS 

When lightning tests are determined to be necessary according to LHDA, the 
waveforms to be used for the tests shall be as prescribed in Ref [1]. 

3.7. TEST PLAN AND SCHEDULE 

When tests are proposed by the LHDA, a TP shall be prepared in association with 
the Test House. The TP shall: 

a. Detail the tests that are required. 

b. Define the objectives for each test. 

c. Outline the test methods including the lightning attachment points, the return 
conductor system and the lightning test waveforms to be used. 

d. Define the number of samples to be tested and the number of simulated lightning 
discharges to be applied to each sample. 

e. Detail the equipment to be used and the measurements to be made to: 

1. Provide evidence that the lightning test waveform is in accordance 
with the relevant waveform of Ref [1]. 
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2. Record the effects of the lightning simulation on the 
weapon/equipment under test. 

3. Observe the functioning and safety of the weapon/equipment during 

test. 

f. Provide a Test Schedule which shall decide the order in which the tests shall be 
done and which (if any) shall be combined. The Schedule may be amended as 
the tests proceed. 

3.8. PRESENTATION OF DOCUMENTATION, RISK ANALYSIS AND 
RECOMMENDATIONS FOR APPROVAL 

The component parts of the LPP (LHDA, TP and Test Schedules) shall be presented 
to the National Authority for approval, at initial preparation and when significant 
changes are made. A risk analysis shall be made, if full protection has not been 
achieved. A final submission of the full LPP shall be presented to the National 
Authority when final agreement to the lightning protection is required. 
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CHAPTER 4 EVALUATION OF THE HAZARDS CAUSED BY TRANSIENTS     
INDUCED ON THE WIRING OF THE MUNITIONS 

 
4.1. INTRODUCTION 
 

This Clause defines the requirements for evaluating the lightning transient protection 
of munitions. Rationale and guidance concerning these evaluations are given in this 
leaflet. These requirements have been defined on the assumption that the relevant 
equipments are required to operate during and following a lightning strike. Where this 
is not the case or where the circuits are not powered at the time of lightning threat, 
simplified analysis / testing will be possible. In such cases assessments and tests will 
only apply to circuits directly connected to EIDs and to fuel and explosive 
components. Moreover, where a system is to remain safe only and not necessarily 
survive, only those equipments/circuits that perform a safety function need to be 
considered. The description that follows defines a low risk route to specifying and 
verifying appropriate transient levels for each equipment in a weapon system which 
are then used to test that equipment. It is based on the procedure used for aircraft 
systems which are required to continue working and survive during a direct strike. 

NOTE: They may not all be applicable to the weapon system. 

 

4.2. EVALUATION REQUIREMENTS WHEN MODELING IS ESSENTIAL 

The requirements of this section shall apply where the weapon installation to be 
evaluated is too complex to allow all necessary Transient Control Levels (TCL) to be 
determined by measurement. See Annex B. 

4.2.1 A continuing analysis shall be made as the project develops, using methods 
acceptable to the National Authority. A computer model of the weapon in its 
operating environment shall be made (which shall be updated as the project 
develops) for all attachment points and configuration scenarios to predict the full 
threat responses (bulk current, both damped sinewave and ground voltage) at all the 
equipment and cable bundles defined in Clause 3. Computed Transient Levels 
(CTLs) for those responses (damped sinewave and waveforms equivalent to 
Intermediate Pulse (IP), Short Pulse (SP) and Long Pulse (LP) waveforms) shall be 
decided accordingly. 

Only those attachments and configurations that will give worst case coupling to the 
cables of interest need be considered. 

Analysis and/or tests shall also be made to verify that equipment of air launched 
weapons can operate, without risk to safety or mission accomplishment, when the 
weapon is subjected to the Multiple Burst environment given in Ref [1]. 

4.2.2 The appropriate Equipment Transient Design Level, ETDLs, for equipment 
selected from previously tested equipment shall be decided by adding the agreed 
margin defined in Clause 4.4 to the CTLs determined in Clause 4.2.1. At the earliest 
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stages of the project the maximum levels given in Ref [1] for the installation 
categories determined from the analysis of Clause 4.2.1, shall be used for air side 
equipment. Levels for land based and seaborne equipment shall be decided with the 
National Authority. 

When it is necessary to test equipment the tests made shall be in accordance with 
tests defined in Annex B Clauses B.7 and B.8. Any susceptibility shown by previous 
EMC testing shall be taken into account. The equipment shall not exhibit any 
malfunction, degradation of performance, damage or deviation from specification 
when subjected to pulses up to and including the test limits determined above. The 
level to which the equipment has been tested (or was previously tested) shall be 
declared as the Equipment Qualification Level (EQL). 

4.2.3 A return conductor system shall be designed; using computational methods to 
ensure the weapon surface current distribution is as modelled in Clause 4.2.1. See 
Annex B Clause B.7.4. 

4.2.4 Systems and cable runs on which to make pulse tests shall be selected and 
defined in the Test Plan. “Whole Weapon” Pulse Tests shall be made in accordance 
with the requirements defined in Annex B Clause B.7 to provide Measured Transient 
Levels (MTLs) which shall be extrapolated to full threat Test Transient Level (TTL) 
responses for each cable and measurement point defined in the Test Plan. For all 
weapon classes, full threat parameters shall be as prescribed in Ref [1]. 

4.2.5 Using the results obtained in Clauses 4.2.1 and 4.2.4, an assessment shall be 
made to confirm that there is linearity in the pulse measurements and to substantiate 
the cable resonances used for equipment tests as described in Annex B Clause B.7. 

Taking due account of any non linearity, the analysis of Clause 4.2.1 shall be 
validated by comparing the TTLs derived in Clause 4.2.4 and the corresponding 
CTLs of Clause 4.2.1. If the difference between them is generally <6 dB, TCLs shall 
be decided by taking the appropriate worst case responses of all configurations and 
attachment points. 

4.2.6 The margins defined in Clause 4.4 shall be applied to the TCLs of           
Clause 4.2.5 above and substantiated ETDLs decided. 

4.2.7 When equipment tests have not previously been made, the equipment shall be 
tested in accordance with Annex B Clause B.3.2 using ETDLs derived at        
Clause 4.2.6. Any susceptibility shown by previous EMC testing shall be taken into 
account. The equipment shall not exhibit any malfunction, degradation of 
performance, damage or deviation from specification when subjected to pulses up to 
and including the test limits determined below. The level to which the equipment has 
been tested (or was previously tested) shall be declared as the EQL. 

4.2.8 When equipments have been selected or tested in accordance with        
Clause 4.2.2 a comparison shall be made between the TCLs in Clause 4.2.6 and the 
relevant EQLs of the equipment under consideration. The difference between those 
levels shall be recorded. 

4.2.9 Where the margins determined in Clause 4.2.8 are less than the margins 
defined in  
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Clause 4.4 and unacceptable to the National Authority, either the equipment shall be 
redesigned to provide additional tolerance, or the installation shall be redesigned to 
lower the relevant TCLs. Any such redesign shall be verified by tests to be agreed 
with the National Authority. 

4.2.10 If the whole weapon tests of Section Clause 4.2.4 are made by agreement 
with the National Authority on a non-production weapon, some pulse tests, as agreed 
with the National Authority, shall be repeated on selected circuits of a production 
weapon. 

4.2.11 It is generally not possible, for practical or economic reasons to make 
measurements on every cable bundle at every measuring point of interest. When that 
is so, reliance must be placed on analysis supported by measurements made on 
carefully selected cables and measuring points that will demonstrate the general 
validity of the modelling and analysis used, see Annex B Clause B.3.4. 

4.3. EVALUATION REQUIREMENTS WHEN MODELING IS NOT ESSENTIAL 

The requirements of this clause apply when the weapon installation to be evaluated 
is such that all necessary TCLs can be determined by measurements. 

4.3.1 A continuing analysis shall be made as the project develops, using methods 
acceptable to the National Authority, for all attachment points and configuration 
scenarios given in Clause 3 to define the likely installation categories for the 
equipment and cable bundles also defined in Clause 3. 

4.3.2 Analysis and/or tests shall also be made to verify that equipment of Weapon 
Classes A and D2 can operate without risk to safety or mission accomplishment 
when the weapon is subjected to the Multiple Burst environment given in Ref [1]. 

4.3.3 The necessary ETDLs for previously tested or new equipment shall be the 
maximum levels given in Ref [1] according to the installation categories determined 
by the analysis as defined in  
Clause 4.3.1, for air side equipment. Levels for land based and seaborne equipment 
shall be decided with the National Authority. Only equipment tested to Annex G 
Clause G.5 and G.6 shall be considered for selection. Suitable equipment not so 
tested shall be retested accordingly. When it is necessary to test equipment the tests 
made shall be in accordance with Annex G Clause G.5 and G.6. Any susceptibility 
shown by previous EMC testing shall be taken into account. The equipment shall not 
exhibit any malfunction, degradation of performance, damage or deviation from 
specification when subjected to pulses up to and including the test limits determined 
above. The level to which the equipment has been tested shall be declared as the 
EQL. 

4.3.4 A return conductor system shall be designed using computational methods or 
other methods acceptable to the National Authority to ensure the weapon surface 
current distribution is as it would occur in the operating environment. 

4.3.5 Systems and cable runs on which to make pulse tests shall be defined in the 
Test Plan. “Whole Weapon” Pulse Tests shall be made in accordance with Annex B 
Clause B.7 to provide MTLs which shall be extrapolated to full threat TTL responses 
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for each cable and measurement point defined in the Test Plan as described in this 
leaflet. Full threat parameters for dE/dt, di/dt and Ipk shall be as prescribed in Ref [1]. 

4.3.6 An assessment shall be made of the results of Clause 4.3.5 to confirm that 
there is linearity in the pulse measurements as described in Annex B Clause B.4.6 
and to substantiate the cable resonances used for equipment tests. The TCLs shall 
be decided from the relevant TTLs determined in Clause 4.3.5 taking account of any 
non linearity. 

4.3.7 The margins defined in Clause 4.4 shall be applied to the TCLs of          
Clause 4.3.6 above and substantiated ETDLs decided. 

4.3.8 When equipment tests have not previously been made, the equipment shall be 
tested in accordance with Annex G Clause G.5 and G.6 using the ETDLs derived at 
Clause 4.3.7. Any susceptibility shown by previous EMC testing shall be taken into 
account. The equipment shall not exhibit any malfunction, degradation of 
performance, damage or deviation from specification when subjected to pulses up to 
and including the test limits determined below. The level to which the equipment has 
been tested shall be declared as the EQL. 

4.3.9 When equipments have been selected or tested in accordance with          
Clause 4.3.3 a comparison shall be made between the TCLs in Clause 4.3.6 and the 
relevant EQLs of the equipment under consideration. The difference between those 
levels shall be recorded. 

4.3.10 Where the margins of Clause 4.3.8 are less than the margins defined in 
Clause 4.4 and are unacceptable to the National Authority, either the equipment 
shall be redesigned to provide additional tolerance, or the installation shall be 
redesigned to lower the relevant TCLs. Any such redesign shall be verified by tests to 
be agreed with the National Authority. 

4.3.11 If the whole weapon tests of Clause 4.3.5 are made by agreement with the 
National Authority on a non-production weapon, some pulse tests, as agreed with the 
National Authority, shall be repeated on selected circuits of a production weapon. 

4.4. MARGINS TO BE APPLIED 

Manufacturers shall agree with the National Authority on the margin to be applied in 
Clauses 4.2 and 4.3. The agreed margin shall take account of the confidence which 
can be attributed to the verification methods, the degree of variability expected from 
system to system and the criticality of the system concerned, so that the margin is 
decreased when the verification confidence is high and increased for highly critical 
systems. Where such margins cannot be agreed, they shall be 12 dB for ‘Safety’ and 
6 dB for ‘Suitability of Service’. See Annex B Clauses B.3.1 and B.3.5.3 for 
rationale. 
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4.5. ADDITIONAL EVALUATION REQUIREMENTS FOR EIDS & FUZING 
DEVICES 

4.5.1 Ensure in the analysis of Clause 4.2 and 4.3 that an assessment is made of 
the induced voltage hazard to EIDs and fuzing devices. This shall consider both 
normal and abnormal function modes. 

4.5.2 Identify the measures taken in the analysis of Clauses 4.2 and 4.3, to ensure 
and if necessary, demonstrate that fuzing and firing circuits cannot inadvertently 
operate as a result of a full threat lightning attachment to any part of the weapon. 
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CHAPTER 5 EXPLOSIVES AND FUEL HAZARDS ASSESSMENT 

 

5.1. INTRODUCTION 

An evaluation of fuel and explosive hazards shall be made of systems containing 
solid and liquid explosives, liquid propellant and fuel systems. The over riding 
concerns are to ensure that lightning current will not penetrate the tank/skin and 
cause arcing or unacceptable heating, that the lightning current maintains a low 
impedance path (over the tank/skin volume) to a platform or system exit point, and 
that the lightning energy does not create a hot spot capable of igniting fuel or 
explosives. 

5.2. EVALUATION REQUIREMENTS 

5.2.1. A survey shall be made of systems containing solid explosives to identify: 

a. The construction of cases and enclosures, including the type and thickness of 
skins enclosing explosives and any thermal insulation between the skin and 
explosives. In a partially conducting structure also survey the type and location of 
bolted joints and the location, relative to possible current flow, of any adhesively 
bonded joints. 

b. The position of cases and enclosures relative to lightning strike zones. 

c. The location and method of installation of wiring and wiring conduits, within and 
external to the enclosures. 

d. The type and location of access doors and covers. 

e. The size of any conductors which could carry lightning current and which of 
necessity pass through the explosive (see Clause 5.2.5). 

f. The location of all possible sites of thermal and voltage sparking. 

5.2.2. A survey shall be made of liquid explosive, liquid propellant and fuel systems 
to identify: 

a. The construction of tanks (integral and external) for fuel or liquid propellant and 
containers for explosives. This shall include the type and thickness of skins and 
any thermal insulation between the skin and explosives and in a partially 
conducting structure the type and location of bolted joints and the location, 
relative to possible current flow, of any adhesively bonded joints. 

b. The position of tanks and containers for explosives, relative to lightning strike 
zones. 

c. The type, location and method of installation of propellant or fuel and 
pressurisation pipes, within and external to propellant and fuel tanks. 

d. The location and method of installation of wiring and wiring conduits, within and 
external to tanks; and the size of any conductors which could carry lightning 
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current and which are of necessity in contact with liquid propellant or fuel (see 
Clause 5.2.5). 

e. The type and location of access doors and covers. 

f. The location of all possible sites of thermal and voltage sparking. 

5.2.3. Identify any hotspots and the measures taken to prevent unacceptable 
temperatures. 

5.2.4. With respect to structure skin in which explosives or fuel (or fuel vapour) are 
present: 

a. Identify for Weapon Classes A and D2 the location of any solid aluminium skin in 
Zones 1A and 2A less than 2 mm thick and identify the measures used to protect 
those skins. 

b. Determine the minimum thickness allowable for solid aluminium skins for Weapon 
Classes A and D2 in Zones 2A and 2B and for all other weapon classes. 

c. Determine the minimum thickness allowable for steel and titanium skins. 

d. Identify any Carbon Fibre Composites (CFC) skins which are thinner than 5 mm 
and the measures taken to protect them. 

e. Identify the protection given to other construction which would otherwise be at 
risk, such as: 

I. Sandwich panels made either from conducting, non-conducting or 
partially conducting materials, or a mixture of such materials. 

II. Solid dielectric skins. 

5.2.5 Identify the measures taken to prevent the passage of lightning current inside 
a structure containing explosives or fuel, or through a component of an explosive or 
fuel system.  Where such current flow cannot reasonably be eliminated, identify the 
measures taken to prevent a hazard. 

5.2.6 Identify joints and fasteners and the measures taken to prevent sparking. 

5.2.7 Identify adhesively bonded joints and measures taken to prevent current flow 
through them. 

5.2.8 Identify the measures taken to prevent current flow in pressurisation and liquid 
propellant or fuel pipes or alternatively in aluminium structures identify the bonding 
used to limit current flow through couplings. 

5.2.9 Determine, by analysis and/or test, the value of possible flash-over or 
insulation breakdown voltages which may occur inside fuel or explosive systems 
(including in any wiring/piping). 

5.2.10 Establish that fuel or explosive system electrical components meet the 
recommendations of this leaflet and can withstand the voltages determined in    
Clause 5.2.9. Also establish that sparking and flashover cannot occur in any part of 
the fuel and liquid propellant system wiring in contact with fuel or liquid propellant or 
vapour from fuel or liquid propellant. 
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5.2.11 Identify the measures taken to ensure and if necessary, demonstrate that 
EIDs are not at risk from a full threat lightning attachment to any part of the weapon. 

5.2.12 Identify the measures taken to ensure and if necessary, demonstrate, that 
percussion detonators and piezo devices are not at risk from a full threat lightning 
attachment to any part of the weapon. 

5.2.13 Determine the testing that is necessary to verify compliance with the above 
and to meet the requirements of Clause 5.3 for the following elements: 

a. On panels, components, and sections of assemblies and structure (additional to 
that required in Clause 5.2.9). Where electrical bonding between panels and 
across joints is required to demonstrate hardness appropriate test limits and tests 
for each joint/bond shall be specified and undertaken. 

b. On complete major assemblies, such as liquid propellant and fuel tanks, rocket 
motor cases and enclosures for explosives. 

5.2.14 When tests are required they shall be selected according to material 
classification of  
Table 508/4-2. 

5.2.15 Clearance for fuel systems is based on the elimination of all sparking, both 
voltage and thermal. Detection methods for voltage sparking possess sensitivity 
down to 0.2 mJ or better. See Annex E Clause E.3.3 Information concerning 
sensitivity levels of explosives shall be derived using STANAG 4170 Ref [2] or be 
specifically determined for liquid propellants. 

5.3. MANDATORY TESTS 

Tests shall always be carried out in the following cases: 

a. When it cannot be demonstrated by comparison with previously accepted 
systems or by analysis that sparking, arcing, arc penetration and hotspots have 
been eliminated. 

b. When there is doubt that sparking tests (see Annex E Clause E.5.3) on panels or 
sections will be unrepresentative of full scale conditions regarding current density 
and distribution, and induced voltage levels (and hence the number and position 
of sites of possible sparking), tests on major assemblies shall be made. When 
there is doubt that such tests will not reveal the presence of all the sparking, or 
that there may be small hot spots not evaluated by Table 508/4 – C2 in Annex C. 
Whole System Tests or Flammable Gas Tests shall be made in accordance with 
Annex E Clause E.5.4. 

c. When it is impossible to establish by measurement of induced voltage levels and 
analysis, or comparison with previously accepted systems, that sparking and 
flash-over in fuel or explosive system wiring will not occur, a test shall be 
designed to establish that such a hazard is not present. Unless otherwise agreed 
with the National Authority the test shall be made on a major assembly and may 
be either a sparking test (see Annex E Clause E.5.3), a Flammable Gas Test 
(see Annex E Clause E.5.4) a Part System, or a Whole System Test (see Clause 



  AECTP 500 
  Category 508/4 
   

 
 5-4 Edition E Version 1 
   

 
 

5.3e). When such tests are made the full threat induced voltage values shall be 
simulated. 

d. When it is impossible to establish by measurement of induced voltage levels and 
analysis, or comparison with previously accepted systems, that EIDs are not at 
risk, a test shall be designed to establish that such a hazard is not present. 

e. A Part System Test or a Whole System Test shall always be made on the 
complete weapon, in accordance with the requirements of Annex F when it 
cannot otherwise be established that there is not a hazard to explosives and 
EIDs. When a Part System Test is used, it must be shown that such a test is 
sufficient to evaluate the hazards. 
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CHAPTER 6 LIGHTNING TEST METHODS 

 

6.1.  INTRODUCTION 

The test methods available for inclusion in the TP, when testing is determined to be 
necessary by the LHDA are defined here. 

6.2. TEST METHODS 

Test Methods shall be selected from those given in Tables 504/4–1 and 508/4–2 
according to the interaction effects and damage mechanisms under investigation. All 
tests may be used for the assessment of damage and effects due to Direct 
Attachment but only those marked with an asterisk are relevant to Nearby Flash 
Assessment. 

6.3. GENERAL TEST REQUIREMENTS 

The following requirements shall apply: 

a. All tests shall be made at a Test House approved by the National Authority. 

b. Evidence shall be available to the National Authority that all diagnostic and 
measuring devices have been calibrated in accordance with recognised 
engineering practice, or by calculation from basic principles, to a standard of 
accuracy commensurate with the precision required of the test. 

c. Unless otherwise noted the test waveforms shall be as defined in Ref [1]. 
Waveforms to obtain a Nearby Flash environment shall be determined as noted in 
Annex H. 

d. The test item for the tests described in Annex A shall be arranged in a co-axial or 
quasi co-axial return conductor system, as detailed in the relevant test. Guidance 
concerning the design of return conductor systems is also given in Annex A. 

e. The test item shall normally be production or equivalent development hardware. 
Alternatively an electrically representative simulation of the production 
configuration may be used if acceptable to the National Authority. 

f. Variations to the test methods shall only be made by agreement with the National 
Authority. 
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EFFECTS CLASSIFICATION 
TEST METHOD 

TITLE TEST REFERENCE 

DIRECT EFFECTS 

Metal Burn Through Table 508/4–C1 

Hot Spot Formation Table 508/4–C2 

Arc Root Damage to CFC 
Skins 

Table 508/4–C3 

Arc Root Damage to Metal 
Sandwich Panels with Non 
Conducting Honeycomb Core 

Table 508/4–C4 

Arc Root Damage to Thin 
Metal Sandwich Panels with 
Ablative Layer 

Table 508/4–C5 

Arc Root Damage to CFC 
Sandwich Panels with Non 
Conducting Honeycomb Core 
with and without Ablative 
Layer 

Table 508/4–C6 

Ohmic Heating Table 508/4–C7 

Magnetic Forces Table 508/4–C8 

Acoustic Shock Wave Table 508/4–C9 

INDIRECT & NEARBY 
EFFECTS ON WHOLE 
WEAPONS 

Pulse Tests 
Annex B, Clause B.7.5* 
Levels in Ref [1] Annex 
B 

INDIRECT & NEARBY 
EFFECTS ON PARTS OF 
WEAPONS 

Induced Voltage 
Measurements 

Annex B Clause B.8.9* 

Insulation Integrity Test Annex B Clause B.8.10* 

INDIRECT & NEARBY 
EFFECTS ON EQUIPMENT 

Pulse Test Annex B Clause B.3 

Damped Sinewave injection 
tests 

Annex G Clause G.5* 

Ground Voltage Injection 
Tests 

Annex G Clause G.6* 

Multi burst, weapon classes A 
and D1 only 

Annex G Clause G.6.3* 
Waveform as in Figures 
3 and 4 of Ref [1] 

INDIRECT & NEARBY 
EFFECTS TO WEAPON 
COMPLEXES (WEAPON 
CLASS B) 

It is not considered feasible to define generic tests for 
these effects 

LEADER PHASE EFFECTS Dielectric Puncture Tests Annex D 

DIRECT & INDIRECT 
EFFECTS THAT MAY 
AFFECT EXPLOSIVES AND 
FUEL 

See Table 508/4–2 See Table 508/4–2 

Table 508/4 – 1  Test Methods Approved for Use 

* Applicable for Nearby Flash Assessment
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Table 508/4 – 2  Test Applicability for Energetic Materials 

 
Notes: 1 Condition 1 Explosives (including solid propellant) removed, including ignitors, and detonators (or made inert) without change to sparking or electrical 

characteristics. 
 2 Condition 2 Explosives (including solid propellant) removed but ignitors, and detonators remain to preserve sparking and electrical characteristics. 
 3 Condition 3 Explosives (including solid propellant) and ignitors, and detonators in situ to preserve sparking and electrical characteristics: 
  A - Only sufficient explosives in situ just to give a reaction. 
  B - All explosives in situ if sparking and electrical characteristics cannot otherwise be preserved. 
 4 If required to, evaluate magnetic force, and shock effects on percussion and piezo devices. 
 5 Electrical initiated ignitors and detonators will normally be tested using instrumented devices to measure pin to pin and pin to case currents / voltages in a 

complete inert system. Go / no-go tests at full threat level on a complete system using live ignitors / detonators may sometimes be necessary. 

 

TESTS 

FUEL LIQUID 
PROPELLANT 

SYSTEMS, 
LIQUID 

EXPLOSIVES 
BULK MATERIAL 

SOLID EXPLOSIVE SYSTEMS INCLUDING SOLID PROPELLANTS 

CONDITIO
N 1 Note 1 

CONDITION 
2 Note 2 

CONDITION 3 
A Note 3 

CONDITION 3 
B Note 3 

ALL CONDITIONS 
Note 5 

BULK 
MATERIAL 

BULK 
MATERIAL 

BULK 
MATERIAL 

BULK 
MATERIAL 

IGNITORS & 
FUZES & DETS 

TITLE REFERENCE       

Arc Root & other Direct Effects 

Tests 
Annex C Tables C1-C9 X X X   X – Note 4 

Sparking Test Annex E Clause E.5.3 X X X    

Flammable Gas Test Annex E Clause E.5.4 X X X    

Induced Voltage Measurement Annex B Clause B.8.9      X 

Insulation Integrity Annex B Clause B.8.10      X 

Requirement Part System Test Annex F Clause F.5      X 

Requirement Whole System Test Annex F Clause F.4    X  X 

Whole System Test Annex F Clause F.3     X X 
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CHAPTER 7 REFERENCES 

 

7.1. REFERENCES 

Ref 1 AECTP 250 Series Leaflet 254 ATMOSPHERIC ELECTRICITY 
AND LIGHTNING 

 
Ref 2 STANAG 4170 – Principles and Methodology for the Qualification of 

Explosive Material for Military Use 
 
Ref 3 BS 923-1: 1990. IEC 60-1: 1989, High Voltage Testing Techniques 
 
Ref 4 BS EN 62035-3: 2006 Protection Against Lightning Part 3: Physical 

Damage to Structures and Life Hazards 
 

7.2. INFORMATION ONLY 

AOP 38 Glossary of Terms and Definitions concerning the Safety and 
Suitability for Service of Munitions, Explosives and Related Products 
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CHAPTER 8 ACRONYMS 

 
 
1. Definitions. Definitions are contained in AECTP 500 and in AECTP 508. 

2. Acronyms. The following acronyms are used in this leaflet: 

CFC Carbon Fibre Composite 

CTL Computed Transient Level 

CW Carrier Wave 

DS Damped Sinewave 

EID Electrically-Initiated Device 

EMC Electromagnetic Compatibility 

EQL Equipment Qualification Level 

ETDL Equipment Transient Design Level 

FOL Fibre Optic Link 

HF High Frequency 

IP Intermediate Pulse 

LHDA Lightning Hazard Design Analysis 

LP Long Pulse 

LPP Lightning Protection Plan 

MIE Minimum Ignition Energy 

MTL Measured Transient Levels 

NAA National Acceptance Authority 

SP Short Pulse 

SUT System Under Test 

TCL Transient Control Level 

TP Test Plan 

TTL Test Transient Level 
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ANNEX A.  DESIGN AND ASSESSMENT GUIDANCE FOR MUNITIONS 

 

A.1. NEED FOR TESTING 

The essence of the LHDA/LPP is that the assessment shall be made by an analysis 
of the design. That analysis will normally be achieved by means of calculation and 
modelling, comparison with known acceptable design and methods of protection and 
by comparison with previously approved systems; supplemented, where and when 
necessary, by testing in accordance with the methods of Clause 6. The LHDA must 
therefore identify the need for testing, and when testing is necessary a TP must be 
prepared in accordance with the requirements of Clause 3. 

Testing without a formal TP may also be required on component parts and materials 
to obtain performance information as a design and development aid and to assist in 
the selection of suitable components and materials. When such development testing 
is done it may, under certain circumstances, be offered to the National Authority as 
part of the testing required by the formal LHDA. 

A.2 TEST PLAN, TEST SCHEDULE AND TEST REPORT 

The Test Plan is intended to be a comprehensive document which clearly defines 
why the tests are being made, how they are to be made and what measurements are 
to be taken. It is, in effect, a test proposal, made in collaboration with the Test House, 
from which a Test Schedule (TS) would be prepared which is then included in the 
plan. The Test Schedule would detail in which order the tests are to be run and which 
(if any) tests are to be combined, and would allow, by agreement with the National 
Authority, deviations from the order of test as dictated by information obtained as the 
tests progress. 

The Test Report would include the final TP and TS, together with results of the tests, 
including raw data, with all analysis leading to conclusions and any recommendations 
for further testing or redesign. 

A.3 FACTORS AFFECTING TEST SAMPLES 

When deciding the number of samples to be tested and the number of shots per 
sample, it should be remembered that the repeated passage of high current across 
joints reduces the tendency for that joint to spark. This is known as conditioning. If 
several shots are made to one sample this should be borne in mind. For tests which 
involve both conduction and attachment shots the conduction shot shall be carried 
out first. 

The number of test samples is usually limited and generally more than one test will 
need to be made on each sample (token testing). Care must therefore be taken to 
arrange the order of tests so that if damage should result from an early test, the 
sample is still suitable for the tests that follow.  This also applies when the protection 
given to a weapon is sufficient for it to survive only one strike. 
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A.4 TEST COMBINATIONS 

When more than one damage mechanism is being investigated, it is sometimes 
possible to combine the requirements of several tests in a single test, provided that 
the individual test requirements are met. For example, it is permissible to conduct 
magnetic force tests, whilst other tests are being made that involve test currents 
having a high action integral, provided that the relative waveform requirements are 
satisfied. Similarly, it is also permissible to run Direct Effects and Indirect Effects tests 
together. 

A.5 ENERGETIC MATERIAL HAZARD ASSESSMENT TESTS 

Lightning effects to energetic material are explained in Annex B Clause B.1. 
Energetic material hazard assessment tests are given in Annexes G and H. Those 
tests in Annex G are based on the tests for aircraft fuel systems used in Annex H 
and include a 'Whole System Test' (both Part Live and Complete) and a 'Part System 
Test'. 

The former is intended to be used when there is no other way of demonstrating that a 
weapon is free from hazard, and would be made on a complete weapon with 
propellant and explosives, together with detonators and fuzes in situ to preserve 
sparking and electrical characteristics. Because of the necessity of surrounding the 
weapon in a blast-proof enclosure and providing special portable lightning 
generators, this test is to be avoided whenever possible. Although if a Part Live 
Whole System Test can be made the problems of such testing can be eased. A Part 
Live Test may be made when the majority of the energetic material (warhead or 
propellant) can be removed without altering the electrical characteristics, leaving just 
sufficient explosive to provide a reaction. As the results of the tests must be 
examined statistically, little confidence can be given to the fact that one test sample 
survives a test threat. 

As noted above, a Whole System Test should only be made as a last resort and 
when the preparation of a special round with explosives and detonators removed 
would invalidate the electrical characteristics of the weapon and the arc root, 
Sparking and Flammable Gas Tests would otherwise be contemplated. 

An example of when a Whole System Test would be required, either Complete or 
Part Live, would be if a hot spot could ignite bulk materiel but the temperature of the 
hot spot which would ignite was not known. Or again, if sparking within the bulk 
materiel could ignite and there was no means of showing that such sparking could 
not occur. 

The Part System Test is intended to be used when the explosives/propellant can be 
removed without invalidating the electrical characteristics but when for similar 
reasons the fuzes/detonators have to be in place. Similar considerations to the above 
apply to the Part System Test except that the cost of repeated testing would 
generally be limited to that of replacing fuzes or detonators (in addition to the 
repeated Test House costs for each test required). 

Special considerations when tests involve EIDs include the following: 
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a. When instrumenting EIDs to monitor pin-to-pin and pin-to-case induced currents, 
the data transmission system used between instrumented devices and their 
recording equipment shall not change the electrical characteristics relating to the 
EID or induce spurious signals in the EIDs. This is commonly accomplished by 
using fibre optic or microwave assemblies to transmit data between the EID under 
test and the remotely positioned recording instrumentation. Alternatively, data can 
be brought out via well-shielded coaxial lines through connectors in the weapon 
skin. It is important to ensure that no instrumentation induced errors occur during 
testing 

b. When it is not possible to place measuring systems inside the munition or weapon 
system and when it is required to assess one or both pin to pin and pin to case 
mode effects of live EIDs, the resistance of each EID shall be recorded prior to 
and after each lightning test. 

c. The number of tests needed depends on whether EIDs are live or instrumented. 
When tests are conducted with instrumented EIDs, a minimum of three test 
sequences is required. A test sequence is defined as a series of pulses for a 
given configuration of the munition or weapon system. 
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ANNEX B.  INDIRECT EFFECTS HAZARD ASSESSMENT GUIDANCE 

 

B.1. INTRODUCTION 

This Annex gives Assessment and Test Guidance concerning the evaluation of the 
level of protection for weapons against hazards arising from Lightning Indirect 
Effects. 

Clause B.2 describes coupling mechanisms, Clause B.3 the philosophy of 
clearance, whilst  
Clauses B.4 and B.5 discuss Indirect Effects tests as applied to whole and part 
weapons respectively. Clause B.6 gives guidance concerning Indirect Effects tests to 
evaluate possible flashover voltages. 

B.2. SUMMARY OF INDIRECT EFFECTS MECHANISMS 

Indirect Effects are those due to coupling with the magnetic or electric field of the 
lightning current flowing in the weapon or in the lightning channel itself. They can 
arise therefore as a result of a direct strike, a nearby flash or a distant flash. The 
principal effect is that currents are induced on the weapon surface resulting in 
currents and voltages in the interior wiring. The amplitude of the latter will depend on 
the electro-magnetic shielding afforded by the surrounding structure. Thus electronic 
equipment is likely to be subjected to transients, which may cause malfunction or 
possibly permanent damage if not adequately protected. 

Essentially, a transient voltage is injected into the weapon wiring and the current that 
flows depends on the impedance of the circuit. Direct penetration of transient fields 
into equipment is usually not important because the grounded case affords good 
shielding against both magnetic and electric fields. The transient voltage waveforms 
injected into the wiring are often very complex but usually consist of one or more of 
four components. 

B.3. WEAPON CLEARANCE 

B.3.1 General Considerations 

There is a school of thought which says that there should always be a full threat 
upset test, either on a system rig with multi-point injection, or preferably during a 
whole weapon pulse test. With regard to the latter preference it is argued that only by 
testing the weapon at full threat will the correct environment due to lightning occur, 
with appropriate amplitude and phase of voltages and currents on cables and 
electromagnetic fields in equipment bays. 

The opposing view is that even that type of test cannot reproduce the actual 
excitation that occurs in practice (for reasons that are too complicated to explain here 
due to the complexities of natural lightning) and that all the variables and 
imponderables can be swept up in an adequate margin. This margin is applied 
between levels obtained from successfully validated analysis and the bench test 
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levels to which equipment is cleared. This leaflet adopts the latter position and 
requires a margin to be agreed with the National Authority. This margin is lower for 
“high confidence verification methods” and higher for “lower confidence methods” or 
if the criticality of the system is high. If such agreement cannot be reached, the 
margins must be 12 dB for ‘Safety related’ (for example, firing circuits and propulsion) 
and 6 dB for ‘Suitability for Service’ where safety is not an issue. 

B.3.2 Definition of Levels 

The terms used to describe Weapon and Equipment Transient Levels are given in 
the Definitions. 

Instead of TCL the Civilian Standards would use Actual Transient Level (ATL) which 
is defined as follows: 

ATL is the level of transient voltage and/or current, which appears at the equipment 
interfaces as a result of the external environment. This level may be less than or 
equal to the TCL but shall not be greater. 

It should be noted that there may be several possible ATLs for a single equipment 
interface depending on how the lightning attaches to the vehicle and the 
configuration of the vehicle. The Civilian definition says nothing about enveloping 
these together and taking the worse case as the TCL. Hence the definitions for TTL 
and TCL used in this leaflet have been especially developed. 

B.3.3 Assessment Applicability 

This leaflet assumes that only new installations will require assessment. If an existing 
installation must be assessed the requirements of Clause 4 must be modified 
accordingly. It is assumed that the assessment of a new project starts at the design 
stage and that the new weapon will eventually have ‘off the shelf’ or new design 
equipment fitted to it, which may be qualified before pulse tests are made. 

As noted in Clause B.3.1, weapon installations will generally be too complex to 
assess by measurement alone and modelling substantiated by testing must be done. 
There will be simplistic weapons however where modelling is not required. 

The high frequency (HF) content of predictions from modelling cannot be expected to 
have high accuracy. Although the frequencies will be correct, their amplitudes will be 
different from those that occur in practice. This is because the lightning waveform for 
analysis purposes is taken to be a double exponential, which departs from reality in 
two main ways: 

a. First, there are many spikes and rapid changes in real lightning, especially during 
the leader phase, and because these are not contained in the double exponential 
waveform, they will tend to make the true HF content more severe than in 
predictions. 

b. Secondly, the double exponential waveform departs from the shape of a typical 
return stroke because an immediate ‘turn-on’ is assumed, thus emphasising the 
HF energy at the start (leading edge) of the waveform because di/dt attains its 
maximum value at time zero. In contrast, the real lightning return stroke waveform 
typically has a slow turn-on; the rate of rise is initially zero and gradually increases 
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to a maximum just before the peak current. For this reason the assumption of a 
double exponential makes the prediction of HF more severe than the reality. 

Because these two factors operate in opposite directions, estimates of the HF 
(damped sinewave) responses have to be made with great care when deciding 
TCL’s. 

B.3.4 Assessment Requirements 

A summary of the steps to compliance (using routes A, B C or D) are given as a flow 
chart in  
Figure 508/4–B1. Figures 508/4–B2 and 508/4–B3 are histograms illustrating the 
relationship of the various levels. 

B.3.4.1 When Modelling is Essential 

When modelling is essential, the Assessment shall be made as follows: 

a. Survey the likely installation and revise as the project develops to decide systems 
of interest, and hence cable runs of interest. 

b. Decide attachment points likely to cause maximum coupling to system cables of 
interest. 

c. Model the weapon and systems etc. of interest at full threat for all worst case 
attachment points as defined in (b) and for the configuration scenarios given by 
(a) and review as the Project develops. Predict likely bulk cable current responses 
at equipments of interest for Damped Sinewave (DS) and the waveforms 
equivalent to Intermediate Pulse (IP), Short Pulse (SP) and Long Pulse (LP) and 
decide the CTLs accordingly. 

d. Decide ETDLs for selection/initial testing of equipment by: 

I. Adding the agreed margin to the CTLs, or 

II. When it is too early in a project for the modelling of (c) to have 
been done default levels should be chosen. If a rough idea of the 
likely location and disposition of equipment and wiring is known 
an appropriate ETDL may be selected using the categories and 
levels given in Ref [1]. This value of ETDL may need to be 
revised as data becomes available. 

e. Select or test equipment as appropriate by: 

I. Choosing from previously tested equipment qualified to a level at 
least as high as the ETDL of d 1, or if modelling not yet done 
from equipment qualified at the level of d 2. 

II. Testing new equipment to the levels given by d 1 or d 2 as 
appropriate. 

The level to which the equipment has been tested shall be declared as the EQL. 
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f. Design a return conductor system, using computational or other methods 
acceptable to the National Authority, to give the weapon surface current 
distribution that would occur in the operating environment. 

g. Select system and cable runs on which to make pulse tests, choosing cases 
where modelling has a high confidence and where modelling may be in question. 

h. When the weapon is available apply the pulse tests and obtain the MTLs. Analyse 
the waveform, extract each of the waveform components for DS, SP, IP and LP 
response that are present in the measured waveform. 

i. Extrapolate MTLs to full threat to give TTLs. 

j. Compare TTLs of (i) with corresponding CTLs of (c). If the difference between 
them is generally <6 dB decide TCLs by taking appropriate worst case responses 
of all configurations and attachment points considered in (c) & (i). (If the margin 
between corresponding CTLs and TTLs is greater than 6dB the reason shall be 
investigated and appropriate action taken to resolve the differences). 

k. Add the agreed margin as defined above and decide with substantiation ETDLs 
necessary for all equipment. 

l. Test any equipment not qualified at (e) to the substantiated ETDLs derived in (k). 

m. Compare TCLs of (j) with the EQLs of (e) and note margins. 

n. For any equipment where the margins given by (m) are less than the agreed 
margin then: 

I. Redesign and retest equipment to provide the necessary margin, 
or 

II. Harden the installation to give a lower TCL and prove that the 
modified TCL gives the necessary margin. 

B.3.4.2 When Modelling is not essential 

a. Survey the likely installation and revise as the project develops to decide systems 
of interest, and hence cable runs of interest. 

b. Decide attachment points likely to cause maximum coupling to system cables of 
interest. 

c. Decide likely installation categories for each, equipment according to Ref [1]. 

d. To enable previously tested equipment to be selected or newly developed 
equipment to be tested, assume the ETDLs will be those given in Ref [1]. 

e. Select or test equipment as appropriate by: 

I. Choosing from previously tested equipment qualified to a level at 
least as high as the ETDL of (d) or 

II. Testing new equipment to the appropriate level given by (d). 

The level to which the equipment has been tested shall be declared as the EQL. 
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f. Design a return conductor system, using computational or other methods 
acceptable to the National Authority, to give the weapon surface current 
distribution that would occur in the operating environment. 

g. Select system and cable runs on which to make pulse tests. 

h. When the weapon is available apply the pulse tests and obtain the MTLs. Analyse 
the measured waveform. Extract each of the waveform components for DS, SP, 
IP and LP response that are present in the measured waveform. Extrapolate 
MTLs to full threat to give TTLs. 

i. Assess the results of (h) to substantiate cable resonances, taking into account 
any non linearity. Correct TTLs to derive new TCLs. 

j. Add agreed margin and decide substantiated ETDLs necessary for all equipment. 

k. Compare TCLs of (i) with the EQLs of (e) and note margins. 

l. For any equipment where the margins given by (k or i) are less than the agreed 
margin then: 

I. Redesign and retest equipment to provide the necessary margin, 
or 

II. Harden the installation to give a lower TCL and prove that the 
modified TCL gives the necessary margin. 

B.3.4.3 Summary 

It will be noted that there can be two sets of ETDLs for the same equipment interface. 
Namely those used to select or initially test equipment before pulse tests are done 
and those which are derived from the TCLs which follow after the pulse tests are 
made. These two sets of ETDLs may not have the same value. 
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Figure 508/4 – B1  Route to Compliance when Modelling is Necessary 
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Figure 508/4 – B2  Various Levels Illustrated – TTL < CTL 
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Figure 508/4 – B3  Various Levels Illustrated TTL > CTL 

Clearance initially not obtained equipment re-qualification. 
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B.3.5 Equipment Tests 

To obtain the TCL, and hence the ETDL for the equipment tests, bulk current 
measurements are made during whole weapon tests on the cable bundles of interest. 
During equipment tests, bulk current injection is used (for the Damped Sinewave 
Test) to excite the equipment cable bundles and the MTL current level is measured 
by a current probe. It should be realised that the relationship of individual wire 
currents to the total cable bundle current that occurs during an equipment test is not 
necessarily the same as the relationship that occurs at the same measuring point on 
the same cable bundle during a Whole Weapon Test. The adoption of the 12 dB 
margin, which is added to the TCL to achieve the ETDL, is taken to include factors of 
uncertainty relating to inadequacies of measurement and lack of a complete system 
test. 

A possible way in which the magnitude of the margin could be reduced would be to 
qualify the equipment using a special system rig as representative as possible of the 
weapon structure. The various equipment are mounted on this rig, with the correct 
cable looms arranged in a manner to give, as closely as possible, the excitation that 
would occur in the real weapon when a representative lightning threat current is 
passed through the rig structure. 

During pulse tests, responses are obtained in terms of cable bundle currents at the 
points of interest. Consequently equipment test limits for both the damped sinewave 
and the short, intermediate and long pulse tests are only obtained in terms of current. 
This is a further reason for the 12 dB margin and for making the common mode 
flashover and insulation breakdown tests of Clause D.7.5.4. 

Equipment Tests, or rather equipment clearance to agreed levels, are both the 
starting and finishing point of the Clearance Exercise, as levels have to be specified 
at equipment procurement, often before the location of the equipment in the weapon 
is known. These levels then have to be justified or revised at the completion of the 
evaluation of Lightning Transient Protection, with subsequent re-testing (or 
installation redesign) if the TCL and Margin so dictate. 

It should be noted that the levels from Ref [1] and given in Annex G are to be used 
when TCLs are not known were developed for aircraft. It is assumed by similarity that 
similar levels apply to weapons. 

B.4. INDIRECT EFFECT TESTS ON WHOLE WEAPONS 

B.4.1 Simulation of the Environment 

Clearance shall be based on analysis substantiated by whole weapon testing. 
Unfortunately such testing cannot always completely simulate the lightning 
environment and reproduce the conditions that will actually occur in practice. 

There are several reasons for this, for example in the case of an air launched 
weapon. Here the lightning channel is a very high impedance compared with that of 
an aircraft or weapon. The aircraft or weapon is therefore effectively terminated with 
an open circuit and will resonate due to the sudden change of E field at a lightning 
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attachment. Therefore there are current nodes at the nose and tail and at each wing 
tip, implying ½ wave resonances. 

It is very difficult to simulate those resonances in weapon testing as the only way to 
do it is to use open arc terminations at each end of the weapon return conductor 
system. Such arcs require a very high generator voltage and the measurements are 
further complicated due to the large amount of electrical noise produced. 

To avoid these complications and to achieve efficient use of stored energy, the pulse 
tests employ a direct connection of the weapon to the return conductors at the end 
remote from the generator. This means that there is a current antinode at the ‘short 
circuited’ termination remote from the generator and a node at the generator, giving 
¼ wave resonances. Hence the test simulation of flight conditions is incorrect in this 
respect. 

The measured response could be treated mathematically to remove the ¼ wave 
resonances and replace them by ½ wave resonances. It is considered that applying 
this process would not be worthwhile, both because of the complexity of the process 
itself and because of a lack of knowledge of the precise electrical conditions in free 
flight which the process would be attempting to simulate. 

This source of inaccuracy in testing is therefore considered to be one of those 
allowed for in the overall margin, especially as modelling assumes ½ wave 
resonances. Despite the inevitable uncertainties, efforts shall be made to make the 
configuration under test as realistic as possible. 

B.4.2 Weapon Standard 

It is important for a whole weapon test that it is representative of a production 
weapon in all aspects. In practice this may be difficult to achieve, as such tests often 
have to be made on a prototype or pre-production weapon where equipment 
installation and especially wiring layout may be appreciably different from the 
production model. Changes to the position of equipments in an equipment bay could 
make significant differences in the coupling to the wiring. Similar differences could 
also occur due to the type of cover or access door employed, for example if the latter 
was changed from an all metal construction to a partially conducting or insulating 
composite material. 

Where changes such as those outlined above are inevitable following an equipment 
test, the implications on the clearance given to the weapon shall be assessed and 
agreed with the National Authority, who may require re-testing in certain areas. 

B.4.3 Operation of Equipment and Safety Earth 

The preferred method of operating the weapon equipment is to use the weapon’s 
power supplies. However if that is not possible then a separate power supply is 
necessary. However, a unit which draws its power via a transformer from the mains 
shall not be used, as such a supply will essentially be 'earthy' and that will 
unnecessarily complicate the safety earthing arrangements. Instead, an engine 
driven generator should be used which can then be isolated from earth. The 
insulation level used to obtain that isolation will be decided by the position of the 
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safety earth on the system and may need to be sufficient to withstand the full voltage 
of the pulse generator. 

When pulse tests are made a safety earth must be connected to the system to meet 
typical National Electrical Code requirements. Such an earth should be used with 
care to prevent capacitive circulating currents at the higher frequencies. For that 
reason the earth connection should be a high impedance above say 100kHz. At DC 
the impedance shall be as low as possible. 

Care must be taken that the earth lead does not resonate with rig capacitance to 
ground. Such resonances can be minimised by careful positioning of the earthing 
point. 

B.4.4 Return Conductors for Whole Weapon Tests 

Computational methods should be used to design a return conductor system to 
permit correct field distribution around the weapon and hence the correct current 
density over the surface of the weapon. Two dimensional computer programmes will 
normally be sufficient to do this and modelling of the individual sections through the 
weapon to establish the position and spacing of the return conductors relative to the 
weapon. Hence, the field pattern around the weapon will be as close as possible to 
its operating environment without unmanageable high inductances being introduced. 
It is important that the surface current density (Js) should be computed, especially 
near access bay doors and 'flux apertures' and compared with the operating 
environment values for 'Js' to confirm that the design is acceptable. Further 
confirmation is then obtained during pulse tests by measuring 'Js' at selected places 
and comparing the measured values with the computed values. 

The lumped series inductance of the return conductor weapon system needs to be 
taken into consideration, as the total series inductance together with the pulse 
generator capacitor will determine the wavefront and amplitude. With the system 
excited with a test pulse, E field and surface current density measurements at 
selected positions are also made, and compared with calculated values. 

It is particularly important to obtain the current density and direction (to a tolerance of 
± 20%) on the weapon surface that occurs in practice and especially at equipment 
bays or apertures below, in which cables associated with the systems of interest are 
routed. When evaluating the efficacy of a return conductor system and measured 
transients, it is also important to investigate damped sinewave responses to ensure 
they are not due to spurious resonances, e.g. the resonances between the return 
conductors and a building. 

Figures 508/4–B4 and 508/4–B5 illustrate different return conductor arrangements 
for air launched and land/sea launched weapons. Attention is drawn to the possible 
need to use a different return conductor system should a free flight evaluation be 
required. 

It should be realised that Figures 508/4–B5 and 508/4–B6 serve only to illustrate 
principles. With regard to Figure 508/4–B4, a lightning attachment to the weapon as 
shown, although possible, is unlikely. An attachment (and exit) to the aircraft and 
none to the weapon, or one attachment/exit to the weapon and one to the aircraft are 
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more likely. In the former case, there may still be a surface current which will flow 
from the aircraft wing (whether or not there is an attachment to it) on to the pylon and 
thence on to the surface of the weapon. 
Where wire guided missiles are used special consideration will need to be given to 
attachment points. 

B.4.5 Selection of Attachment Points 

There can be more than one lightning path through a weapon and a pair of 
attachment points. One of those paths must be selected to give a worst case 
excitation. Sometimes it is not possible to define a worst case and more than one 
pair of attachment points must be tested to ensure that all possible modes of 
excitation have been taken into account. When that is so, the return conductors shall 
be designed and constructed to allow ease of selection in terms of the pair of 
attachment points required. 

B.4.6 Non Linearity and Extrapolation to Full Threat 

When performing pulse tests, non-linearity can occur due to the voltage or current 
waveforms dependent on skin resistance and due to sparking and arcing causing 
local changes in the current distribution over the surface of the weapon. It is therefore 
important that measurements are made at increasing threat levels and the results are 
plotted against those levels. If the results do not lie on a straight line, non linearity 
has occurred. If a reasonable straight line can be drawn through the results, it can 
then be projected to give the extrapolated full threat value of the transient. 
Extrapolation shall be no more than a factor of 4. 

When non linearity is present, a judgement must be made concerning the cause of 
that effect and whether or not it is valid to project that part of the results curve that 
may be linear, or if the most severe transient threat actually occurs at less than full 
threat excitation. When doing this, it should be remembered that modelling assumes 
a homogeneous structure at full threat (i.e. all flashovers that can occur have 
occurred) and hence the skin current distribution could be very different at full threat 
to that for low level pulse tests. 

It should be realised that non linearity could occur between the maximum test 
excitation and full threat excitation, and judgements also have to be made in that 
respect. 
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Figure 508/4 – B4  Outline Test Arrangement for Weapon Classes A and D2 
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Figure 508/4 – B5 Outline Test Arrangement for Weapon Classes B, C and D1 
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B.4.7 Use of Clamped and Double Exponential Waveforms 

Although a damped sinusoidal waveform can be used for a pulse test when the 
structure being tested is mainly metallic, such a waveform will not necessarily 
produce the correct response at the measurement points when the structure contains 
partially conducting composite such as CFC. This is especially so in hybrid structures 
containing a lot of CFC together with metallic components. The test waveform in 
Figure 254-C1 of Ref [1] with the decay time stated gives a similar response to that 
which is likely to occur due to a real lightning excitation and approximates in shape to 
a double exponential waveform. The latter is a convenient waveform to use for 
analysis. Another reason for using that waveform rather than a damped sinusoidal 
waveform is that it is necessary to use a realistic waveform when comparing analysis, 
and the measured responses given by the pulse tests. 

The amplitude spectrum for Waveform H in Table 254-5 of Ref [1] only exceeds that 
for Waveform A in Figure 254-C1 of Ref [1] above about 3 MHz but then only by 
about 3 dB. Apart from that real lightning is not a double exponential waveform but 
has a slow turn on. Hence the high frequency content of Component A (Figure 254-
8b in Ref [1]) is much greater than that of an actual lightning excitation. Consequently 
a Component H excitation is not used for Pulse Tests. 

It should be understood that the double exponential waveforms given in Figure 254-
C1 of Ref [1] are not meant to simulate lightning waveforms that actually occur 
Rather they are waveforms that combine the necessary di/dt, action integral, and 
decay parameters necessary for correct testing and analysis. They are designated 
Waveforms A2 s/a (‘s’ for Land and Sea, ‘a’ for Air Side use). The figure two indicates 
that they are waveforms concerning Indirect Effects. 

The Waveforms A2 in Figure 254-C1 of Ref [1] are not intended to be Component A 
waveforms. The parameters of the Composite Test Waveform can, in principle, be 
generated by several different types of waveform and the so called Composite Test 
Waveform is not actually a waveform. 

B.4.8 Pulse Tests to Land and Ship Borne Systems 

It is difficult to design a return conductor system such as that represented by Figure 
508/4–B5 as it is necessary to simulate as closely as possible the electromagnetic 
fields around the weapon that result from the lightning attachment and the flow of 
current into the ground, or the ship if sea borne. Knowledge of the current flow from 
the launcher into the ground plane is essential. With mobile installations that current 
flow will obviously change with location and it will be necessary to make simplifying 
assumptions and possibly test for different scenarios at the limits of the assumptions. 

B.5. INDIRECT EFFECTS TEST ON PARTS OF WEAPONS 

B.5.1 Applicability 

Although weapons may comprise an extensive interconnected system such as an 
aircraft, ship or land installation, it is often desirable to evaluate the voltages likely to 
be induced by lightning in individual sub-systems or components for example when 
these are thought to be particularly vulnerable, such as aerials and external sensors. 
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The tests noted in Clause B.8 are therefore needed when measurements are being 
made of voltages which could cause sparking or stress insulation on the wiring. This 
could include electrical equipment in parts of weapons such as radomes or external 
probes. Hence a 'whole weapon' test is not appropriate. It should be noted that 
exposure to resistive and /or flux penetration coupling is capable of causing gross 
common mode voltages of several kV, which can severely threaten insulation. 
Usually if flash-over voltages are being assessed,  
Clauses B.8.10 or B.7.5.4 and the comments in Clause B.6 are relevant. Such 
measurements, often referred to as 'remote earth tests', give a worst case situation, 
giving the maximum open circuit common-mode voltage that can ever be available to 
drive current around the cable/weapon skin loop. Hence if all insulation can withstand 
that voltage there is no problem. Sometimes, however, it may be necessary to find 
out how that voltage divides between impedances in the loop. It may be necessary 
for other reasons to measure the actual voltages generated as, either, common-
mode, differential-mode, or both. (For example, to determine if sparking or arcing 
could occur between two conductors where remote earth tests are not appropriate). 
When that is so, the test in Clause B.8.9 is appropriate. 

B.5.2 Test Current Waveform 

Ideally a test for Indirect Effects should employ a current waveform having the 
specified full-threat values for both the important parameters, but owing to the 
limitations of existing test facilities the Waveform D of Figure 254-C7 in Ref [1] is 
used. This has a lower peak value, but is generally employed and the magnitude of 
the measured transients extrapolated to full threat values. Those values should be 
established taking into account the installation categories defined in Annex C.3.5 of 
Ref [1]. 

B.5.3 Return Current Conductor Rig 

The design of return conductors for whole weapon tests has been discussed in 
Clause B.4.4. For tests on parts of weapons the return current conductors shall be 
distributed around the test object in cross-section and follow the contours of the 
object axially, thus forming an approximately co-axial system, as illustrated in Figure 
508/4–C2. Depending on the shape of the object, 3 or 4 conductors are usually 
adequate and they should be placed so that the magnetic contours near the object 
are as nearly as possible the same as they would be in the operating environment 
(remote return current). The distance of the conductors from the object is a 
compromise between distortion of the field (too near) and excessive inductance 
requiring high driving voltages (too distant). 

B.5.4 Data from Measured Waveforms 

When analysing the waveforms obtained during induced voltage measurements, it 
should be remembered that voltages due to resistive or diffusion-flux coupling follow 
approximately the current waveform although the peak may be reached at a slightly 
different time. Voltages due to direct flux coupling follow approximately the rate of 
change of current and they therefore have a steep rise at switch-on and pass through 
zero at the time of peak current. For large test objects there may be high frequency 
damped oscillations superimposed on the slower waveform. 
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B.5.5 Combination with Direct Effects Tests 

If the Direct Effects tests include a Waveform A shown in Figure 254-C1 of Ref [1] 
this has one of the requirements for Indirect Effects tests (200 kA peak). 
Measurement of induced voltages can often be made provided that the rate of rise of 
the waveform is at least 0.4 x 1011 A/s. That value is the 2% level of first strokes in a 
negative flash (Table 254-1 in Ref [1]). Depending on which waveform is used either 
the di/dt component or the IR component must be extrapolated to full threat. 

B.6. ASSESSMENT OF VOLTAGES LIABLE TO STRESS INSULATION OR 
CAUSE VOLTAGE FLASHOVER 

When evaluating common-mode voltages which are liable to stress insulation or 
cause voltage flashover it is often convenient, and sometimes necessary, to measure 
the voltage available to drive current around the loop formed by the conductor 
carrying the excitation current and the conductors and associated impedances in 
which the induced current will flow if there is voltage break-down. 

This may be done by connecting one conductor to the other at a convenient place 
(e.g. at the connections to an external sensor) and then measuring the open loop 
voltage at the other end of the circuit. The di/dt and IR components of the measured 
waveform must be identified and extrapolated to full threat and then added together 
to give the maximum voltage which can stress insulation or which could be available 
to cause flashover. The two components have to be added as the real lightning 
waveform peak di/dt occurs at about the same time as peak current. However 
Lightning Test Waveforms give maximum di/dt at the start of the waveform. This will 
then give a worst case, as a given probability of occurrence of one parameter does 
not correspond to the same probability for another and therefore there is generally no 
need for additional safety factors. 
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B.7. REQUIREMENTS FOR INDIRECT EFFECTS TESTS ON WHOLE 
WEAPONS 

B.7.1 Introduction 

This Clause defines the requirements which must be met when variable level pulse 
tests are made as part of the Lightning Transient Assessment required in the LHDA. 

B.7.2 General Requirements for Indirect Effects Tests 

The general requirements of this leaflet shall apply to the Indirect Effects tests noted 
except that the test item shall be as defined in Clause B.7.3. 

B.7.3 Selection and Preparation of Test Item 

B.7.3.1 Weapon Standard and Configuration 

Unless otherwise agreed with the National Authority, the weapon used for test shall 
be fully representative of a production weapon with respect to construction, the type 
and location of access doors and 'flux apertures' in relation to the system wiring of 
interest. This also applies to the type and installation of equipment, cable runs and 
wiring, relevant to the tests to be made. 

B.7.3.2 Operation of the Weapon Equipment during Tests 

Arrangements shall be made so that the systems of interest can be operated during 
the tests, as described in this leaflet. This is to enable full assessment of the weapon 
systems operation during application of tests. 

B.7.3.3 Modification of Weapon to Accommodate Diagnostics 

The weapon shall be suitably modified without compromising the requirements of 
Clause B.7.3.1 to allow the fitting of sensors and diagnostic equipment necessary to 
make the measurements. 

B.7.3.4 Caution - Preparation of Weapon for Safety during Lightning Tests 

In a weapon in which fuel or liquid propellant has been present, the system shall be 
made safe, either by filling the tanks and fuel lines with water, or by making provision 
for continuous purging with an inert gas such as nitrogen. When such purging is 
used, the oxygen content of the effluent gas shall be continuously monitored and 
tests made only when the content is below the acceptable level. All explosives and 
fuel and other active material shall be removed from the weapon, or a special inert 
round, consistent with the requirements of Clause B.7.3.1, shall be provided. When 
an inert gas is used to pressurise the system, the above precautions shall still be 
taken. 

B.7.4 Test Configuration 

B.7.4.1 General Arrangement for Weapon Classes A and D 

Weapons in Class A and D2 shall be mounted on a pylon or launcher, or a structure 
electrically representative of a pylon or launcher. This is then all supported on stands, 
which shall be isolated from the weapon and pylon structure, with sufficient insulation 
to withstand the maximum voltage of the lightning pulse generator. A return 
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conductor system shall be constructed around the weapon and pylon structure 
according to the requirements of Clause B.7.4.6 and the principles illustrated in  
Figure 508/4–B3 with provision for simulated lightning excitation between pairs of 
attachment points as defined in the Test Plan. A hard wire connection shall be made 
between the weapon and the return conductors at the end of the system remote from 
the pulse generator. 

B.7.4.2 General Arrangement for Weapon Classes B, C and D1 

Weapons in Classes B, C and D1 shall be arranged in their launcher, which shall be 
attached to a ground plane, and a return conductor system constructed around the 
weapon and launcher according to the requirements of Clause B.7.4.6 and the 
principles illustrated in Figure 508/4–B5. Provision shall be made for simulated 
lightning excitation between the attachment points defined in the Test Plan and 
simulated ground as described in this leaflet. If necessary a hard wire connection 
shall be made between the weapon and return conductors at the end of the system 
remote from the pulse generator. 

B.7.4.3 General Arrangement for Free Flight Assessments 

It should be noted that if an assessment is required of a weapon in free flight it may 
need to be arranged in a return conductor system according to the principles 
illustrated in Figure 508/4–B6. 

 

Weapon on Test

Lightning Pulse Generator

 

Figure 508/4 – B6  Outline Test Arrangement for Free Flight Assessment 

 

B.7.4.4 Safety Earth and Isolation of Ground Power Supply 

Only one connection shall be taken from the Test Site earth system to the pulse 
generator / weapon / return conductor system to form a safety earth which shall have 
a low DC resistance but, a high impedance above 100 kHz. If operation of equipment 
during the tests entails the use of a test facility power supply, this shall be isolated 
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from earth with insulation sufficient to withstand the voltage that will appear between 
the weapon and earth when the pulse generator is operating. 

B.7.4.5 Connection of Lightning Pulse Generator 

A lightning pulse generator shall be connected to the return conductor system and 
shall be isolated from earth, with insulation sufficient to withstand the maximum 
voltage of the generator, and connected to the weapon and return conductor system 
with hard wire connections. 

B.7.4.6 Return Conductor System 

B.7.4.6.1 Simulation of the Environment 

A system of Return Conductors shall be constructed around the weapon and its 
pylon/launcher system. It shall, consistent with an acceptable value of inductance as 
defined in this leaflet, simulate as nearly as possible the operating environment 
electromagnetic field pattern around the weapon. The current density and direction 
on the weapon surface, from a lightning test pulse excitation point of view, are within 
20% of that which would actually occur in practice. 

B.7.4.6.2 Inductance Value 

The system shall also be designed, consistent with Clause B.7.4.6.1 and with the 
design of the lightning pulse generator, to give an inductance value such that the 
peak value and maximum di/dt of the excitation current specified in Clause B.5.1 
shall be achieved. 

B.7.4.6.3 Surface Current Density 

Computer calculations shall be made of E field and the weapon surface current 
density and direction at points defined in the Test Plan for comparison with pulse test 
measurements. 

B.7.4.6.4 Termination and Current Attachment Points 

The return conductor systems shall be designed so that they can be modified to allow 
selection of the current attachment points defined in the Test Plan. 

B.7.4.6.5 Isolation 

The return conductor system shall be isolated from the weapon (other than by the 
special connections noted above) and from earth by insulation sufficient to withstand 
the full voltage of the lightning pulse generator. 

B.7.4.6.6 Validation of Return Conductor System 

Before the return conductor system (of weapon and conductors) is used for tests, it 
shall be validated by discharging the pulse generator into the system and comparing 
E field and surface current density measurements with those predicted by the 
calculation. 
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B.7.5 Pulse Tests 

B.7.5.1 Test Waveforms and Maximum Parameters 

Test configuration as given in Clause B.7.4. The pulse generator shall be capable of 
providing a double exponential pulse (or equivalent damped waveform) such that, 
together with the return conductor system, the -maximum parameters may be 
obtained for the waveform as defined in  
Ref [1]. 

B.7.5.2 Measurements to be Performed 

According to the requirements of the Test Plan, provision shall be made for the 
measurement of: 

a. dE/dt at the start of the transmission line formed by the return conductors and 
weapon arrangement, at a position halfway along it, and in flux apertures. 

b. The generator current waveform. 

c. The current density J at selected points on the exterior surface of the weapon. 

d. Internal magnetic fields at selected points inside the weapon, especially in 
equipment bays. 

e. Cable bundle currents on the cables of interest. 

Measurement information shall be transmitted to the recording equipment preferably 
by Fibre Optic Links (FOL’s). Alternatively, by the careful use of hard wire 
connections, installed to avoid earth loops, as appropriate to a particular 
measurement. The FOL’s shall be capable of making measurements over a 
frequency band of at least 50 Hz to 50 MHz, but if possible up to 100MHz. 

B.7.5.3 Test Levels 

Unless otherwise agreed with the National Authority pulse tests shall be made with 
equipment operating at (at least) three well spaced current levels up to a peak 
current value of in the order of 50 kA, so that it is possible to: 

a. Compare the surface current density measurements with the computer 
predictions of Clause B.7.4.6.3 and hence confirm the accuracy of the return 
conductor system design, as required Clause B.7.4.6.6. 

b. Confirm the linearity (or otherwise) of the measurements with increasing pulse 
current 

c. To provide by extrapolation, the full threat current and voltage responses on the 
cables and at the equipments specified in the Test Plan. 

B.7.5.4 Common Mode Flash-over and Insulation Breakdown 

Measurements shall be made of any common-mode voltage between wires and 
ground which could result in insulation being stressed to a level at which breakdown 
or flash-over might occur. Such measurements shall be made as follows: 

a. The requirements of Clauses B.7.2 to B.7.4 shall apply. 
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b. High impedance measurement equipment shall be connected at one end of the 
circuit under test, which shall otherwise be open circuit and a temporary 
connection to structure shall be made at the remote end. 

c. Measurements shall be made at the same levels as the tests indicated either 
simultaneously with the measurements or separately. Linearity of the 
measurements shall be demonstrated. 

d. The measured transient waveform shall be separated into di/dt and IR 
components and the amplitude of those components extrapolated to full threat. 
The maximum driving voltage capable of threatening insulation will be given by 
the sum of the extrapolated components. 

If a functional weapon is used, after the Pulse Tests all electronic systems shall be 
checked to ensure the weapon is functioning correctly. 

B.8. REQUIREMENTS FOR INDIRECT EFFECTS TESTS ON PARTS OF 
WEAPONS 

B.8.1 Introduction 

This Clause defines the requirements which must be met when Indirect Effects tests 
are made on wiring or electrical equipment in parts of weapons, or sections of a 
weapon, when the "whole weapon tests" are not appropriate. 

B.8.2 General Requirements for Indirect Effects Tests 

The general requirements of this leaflet shall apply to all the Indirect Effects tests. 
Guidance concerning Indirect Effects tests on parts of weapons is given in this 
annex. 

B.8.3 Combination with Direct Effects Tests 

Indirect Effects tests may be made at the same time as Direct Effects tests provided 
that all the requirements for both types of test are met and correctly noted in the Test 
Plan. 

B.8.4 Waveform 

Waveform D2 defined in Figure 254-C7 of Ref [1] shall be used unless Direct Effects 
tests are also being carried out. In the latter case the waveform shall be that needed 
for the Direct Effects test with a maximum rate of change of current commensurate 
with the test current component being used. I.e. For Component A not less than 0.3 x 
1011 A/s (Land Use) or 0.4 x 1011 A/s (Air Side). For Component D di/dt shall be 1011 
A/s (Land Use) or 1.4 x 1011 A/s (Air Side). 

B.8.5 Current Path 

The current shall be applied to the test object through a solid connection, not an arc. 
The choice of entry and exit locations and the design of the return current conductors 
shall be such that the current in the test object flows as nearly as possible in a 
manner corresponding to that anticipated in an actual lightning strike. 

B.8.6 Test Levels 
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The tests described in Clauses B.8.9 and B.8.10 shall be conducted at a number of 
current levels (maintaining the same waveform shape) leading up to the full level of 
waveform D2 (or components A and D if Direct Effects tests are also being 
performed). The measured peak transients shall be plotted against the peak currents 
to verify that a linear relationship exists. 

B.8.7 Load Impedances 

The wiring forming part of the test object shall be terminated with load impedances 
simulating, over the relevant frequency range, those encountered in the actual 
installation. 

B.8.8 Data to be Recorded 

For each test 'shot', calibrated waveforms of the test current and the induced 
transients shall be recorded in permanent form on a common calibrated time-base so 
that their relationship in time is known. Consideration shall be given to the possible 
need to repeat some shots with different recorder time-base so that records may be 
obtained of both the whole transient and a suitably expanded initial portion (leading 
edge). Repeated shots may also be necessary if the number of recording channels is 
less than the number of transient monitoring points. When shots are repeated care 
shall be taken to ensure that test conditions remain the same. 

The noise level in each diagnostic shall be recorded to allow calculation of signal to 
noise ratio. 

B.8.9 Induced Voltage Measurements 

Common-mode and differential-mode measurements shall be made, according to the 
requirements of the Test Plan, as noted in the following clauses. 

The requirements of Clauses B.8.2 to B.8.8 shall apply. 

Peak induced voltages shall be extrapolated to full threat level as follows: 

a. Induced voltages dependent on resistive or diffusion-flux coupling shall be 
extrapolated linearly to a current peak value of 200 kA. 

b. Induced voltages dependent on aperture-flux coupling shall be extrapolated 
linearly to a test current rate of change of 1011 A/s for Weapon Classes B, C and 
D1 and 1.4 x 1011 for Weapon Classes A and D2. 

If a voltage flash-over or sparking is observed, the threshold level of test current at 
which it occurs shall be recorded, and the measurements repeated at a test current 
level just below the threshold. The National Authority shall be consulted before 
proceeding with further tests. 

B.8.10 Insulation Integrity Test 
When the Test Plan requires insulation breakdown and voltage flash-over 
assessment tests to be made to satisfy this leaflets of "remote earth" induced voltage 
measurements shall be made. 
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ANNEX C.  TECHNIQUES AND GUIDANCE FOR DIRECT EFFECTS TESTS 

 

C.1. SIMULATION OF THE ENVIRONMENT 

C.1.1 Simulation of the Correct Current Distribution 

a. In laboratory tests, transmission lines or cables are used to connect the test 
object to the lightning current generator. The magnetic fields associated with 
these conductors will influence the current distribution within the test object. The 
coupling conductor layout will need to be designed in a manner that will satisfy 
these two main requirements: 

I. The current distribution within the test object must be as close as 
possible to that which will exist in natural lightning strike conditions. 

II. The total circuit inductance must be kept as low as possible in order to 
ease the problem of driving currents of very high di/dt and high peak 
values in the circuit. 

One solution to this problem is to have a co-axial or quasi co-axial system of multi-
path return conductors. A schematic diagram of such a system is shown in Figure 
508/4–C1. This has four equally spaced return conductors, but the principle can be 
extended to any number as required. 

 

Metal End Plates

Test Piece or Arc Path
Coax Outers Terminated

to End Plate

Coax Inners Terminated

to End Plate
 

 
Figure 508/4 – C1  A Basic Quasi Co-Axial System 

b. The principle has been refined as indicated in Figure 508/4–C2 where three 
return conductors are used. In this technique the magnetic lines around the test 
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object are plotted, and the three return conductors are placed at a convenient 
distance from the test object and on the same magnetic surface. The conductors 
are arranged on this surface in such a way that the value of the function H dl is 
the same between each conductor and those either side. 

 

 

1.3 m

0.65 m

2.1 m

Ground Plane

1 of 3 Similar

Return Conductors

1 m wide, 2 m thick

 
Figure 508/4 – C2   

Cross Section of a Three Conductor Quasi Co-Axial System around an Object of 
Complex Geometry 

c. Figure 508/4–C3 shows how the correct current distribution can be achieved in a 
CFC test panel using three return conductors and a metal enclosure to represent 
a box as in an aerofoil section. 

The test current chosen must give the same peak current density in the panel as it 
would have in the wing, and also the same rise time and decay time. 
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Metal Enclosure

Test Rig

(b)

 
Figure 508/4 – C3   

Two Conductor System to Test a Composite Panel using a Metal Enclosure to 
Represent an Aerofoil Section 

 

C.1.2 The Jet Diverting Electrode 

In the early work on arc root burn through of metal panels, the results were strongly 
influenced by the arc length employed in the tests. This was found to be due to the 
presence of jets of ionised and neutral particles emitted from the arc root on the test 
object and also on the test electrode. High speed cine film showed these jets to be 
very active up to 50 mm or so from each arc root. In a natural strike to a body, only 
the jet from the arc root on the body exists and a true simulation requires that the jet 
emanating from the test electrode in a laboratory test should be eliminated. It has 
been shown that this jet is always normal to the surface of the electrode, and so the 
electrode jet can be separated from the arc channel, and directed away from the test 
object by redirecting the arc root to an appropriately angled facet of the electrode, by 
means of a suitable insulator. Figure 508/4–C4 shows a typical jet diverting 
electrode. 

Experiments with this type of electrode have given results sensibly independent of 
arc length in excess of 15 mm, indicating that the electrode jet effect has been 
virtually eliminated. 

To prevent polarity of the test waveform influencing the test, the arc length shall be at 
least 50 mm. 

 



  ANNEX C to 
AECTP 500 

  Category 508/4 

 
 C-4 Edition E Version 1 
 
 

  

 

20 mm

Electrode

Jet

Heavy

Metal

Current

Channel

Ideal Version

Brass Rod

Brass

Insert

Practical Version for High

Current Use
 

 
Figure 508/4 – C4  Jet Diverting Electrodes 

 

C.1.3 Other Environmental Considerations 

There are no requirements at present to simulate either the effects of forward speed, 
or the effects of altitude, e.g. reduced atmospheric pressure. The effect of forward 
speed viz. the swept stroke effect, is allowed for by defining the dwell time in Zone 
1A and 2A to be 50 ms for test purposes. 

C.2. TEST CURRENT GENERATION 

Because of the very high power rate of the simulated lightning stroke, the generation 
of lightning simulation currents can only be achieved in practice by storing energy at 
a lower power rate over a long period. This energy is the released at a very high 
power rate for the short duration of the simulated lightning pulse. 

Capacitive storage and inductive storage are the two forms most suitable for lightning 
simulation, although heavy duty battery systems have been used for the generation 
of component C. 

In general, the capacitive storage system is the most convenient and easiest to 
control practically, but the inductive system gives the best simulation. 

A practical solution is the use of the "clamped" ‘Capacitor Inductance Resistor’ 
discharge circuit. In this system, energy is stored in a capacitor and discharged into 
the test object. The initial discharge current will be oscillatory in nature due to the 
inductance in the load. The first quarter cycle of this discharge will form the "rise" 
portion of the test waveform. At the moment of maximum current (zero capacitor 
voltage) all the energy will have been stored in the load inductance. The clamp 
switch may then be closed and the energy stored in the inductance will discharge in 
to the load forming the "tail" part of the required waveform. Extra inductance can be 
added as required to produce the correct waveform. The basic system is indicated in 
Figure 508/4–C5. 
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The Clamped method is generally used for the B and C components. The A and D 
components may use the critically damped approach, where the clamp switch is not 
closed and the value of R is chosen for the required waveform. (The same circuit can 
be used with R<<2√(L/C) for generation of the damped sine wave) 

Start Switch

Storage

Capacitor

Clamp

Switch

Test Object

Forming an

Inductive

and

Resistive

Load

 
Figure 508/4 – C5  Basic Circuit for a Lightning Generator 

 

C.3. REFERENCE TO EARTH POTENTIAL 

Diagnostics of high current pulsed circuits can be very difficult, and the first 
requirement is the elimination of all earth current loops. This can only be achieved 
successfully if the entire system including the high current circuit, the control circuit, 
and the diagnostic circuits are referenced to earth potential at one point and one 
point only. This is termed "the experimental earth reference point". For this purpose 
the screened room will also be considered as part of the diagnostic circuit. Those 
parts of the control circuit of the diagnostic circuits, which are completely isolated 
from the system by pneumatic or fibre optic links, may be separately referenced to 
earth potential for safety reasons. Great care must be taken to ensure that there are 
no unintentional connections, such as connection to a recording device in common 
use with a diagnostic probe that is not isolated from the high current pulse circuit, or 
through a common mains connection. Earth loops resulting from multipoint earthing 
will almost certainly disturb the diagnostics, so that what is recorded may not be what 
is actually happening. In the extreme they can distort the current path through the 
test object, so that the intended test is not actually conducted. The results of any test 
conducted under conditions of multi point earthing shall be considered as unreliable 
and shall be discarded. 

C.4. DIAGNOSTICS 

C.4.1 Voltage and Current Measurement 

Voltage measurement can conveniently be made using suitable potential dividers. 
The low voltage end of the divider must be connected directly to the experimental 
earth reference point, and care taken to avoid earth loops. 

When analysing test results it is sometimes helpful to be able to compare waveforms 
of the voltage across the load with the current through the load. Those waveforms 
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may therefore be recorded on a common time base. Current measurements can be 
made in a number of ways. These include: 

a. Low inductance resistive shunts; 

b. Magnetic probes, pick-up coils, and Rogowski coils; 

c. Other magnetic field effects probes such as ‘Hall Effect’. 

Shunts are useful for intermediate and continuing current tests for currents from 100 
A to some tens of kiloamperes, where the di/dt is low and the circuit can tolerate the 
insertion inductance. Calibration is absolute, and the diagnostic is robust consistent, 
and reliable. The shunt must be capable of carrying the action integral of the pulse 
without significant temperature rise, and must be introduced at the experimental 
earth reference point only. 

Rogowski coils and magnetic probe coils may be used for the higher currents with 
di/dt in excess of 5 x 109 A/s. The magnetic probe coil has the better high frequency 
performance. Neither system need be in metallic contact with the high current circuit, 
and therefore need not be connected to the experimental earth reference point. They 
are both susceptible to any high frequency electrical noise. This may best be 
counteracted by the use of balanced twin cables run in solid copper tubes. The 
copper tubes must be kept directly against and in electrical contact with the high 
current transmission lines from the position of the probe to the experimental earth 
reference point. 

Other magnetic field effects transducers include Hall Effect probes and Faraday 
Rotation Effect Transducers. These are also electrically isolated from the main circuit 
but any cables to them must be run as described for Rogowski coils. 

C.4.2 Other Diagnostic Tools 

Other diagnostic tools that can be employed include: 

a. Photographic instruments, e.g. High speed cine cameras for arc root studies; still 
cameras using high speed film or fibre optics and light sensitive transducers for 
spark detection. 

b. Thermocouples, heat sensitive paints, or thermal imaging cameras for hot spot 
detection or surface temperature measurements. 

C.4.3 Test Waveforms 

Details of the Composite Test Waveform components (see REF [1]) to be used in a 
particular test are given in Tables 508/4–C1 to 508/4–C9. 

NOTE:  Where in the test methods described one waveform component has to immediately follow 
another, the second component shall start within 1 ms of the cessation of the first component. 

C.5. FACTORS AFFECTING THE NEED FOR TESTING 

When deciding the need for testing during an assessment, the factors noted below 
should be borne in mind. 

C.5.1 Metal Burn Through 



  ANNEX C to 
AECTP 500 

  Category 508/4 

 
 C-7 Edition E Version 1 
 
 

  

 

Reference Tables 508/4–C1 and 508/4–C2 

The National Authority will normally require that Metal Burn Through Tests be 
conducted on metal skins unless: 

a. It can be shown that melt-through of the skin does not constitute a hazard to the 
weapon. 

b. The surface is in a Zone 1A or 2A region of a Class A or D weapon and the skin is 
manufactured from aluminium alloy having a thickness in excess of 2 mm. 

c. Special approved lightning protection methods have been adopted (e.g. sandwich 
panels). 

d. In the case of skins manufactured from special alloys (for example titanium alloy) 
it can be demonstrated, beyond all reasonable doubt from previous experience, 
laboratory experiments, interpolation of earlier results, or by calculation, that skin 
melt through cannot occur as the result of lightning attachment. 
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REQUIREMENTS 1 The general requirements of Clause 6 shall apply. 

 2 The test object shall be connected to the lightning current 
generator by an open arc to the point of test and the test current 
shall return to the generator via a return conductor configuration 
which shall be designed to assist in stabilising the arc channel and 
to produce the correct current distribution for a distance of not less 
than 400 mm from the centre of the arc root. 

 3 The test electrode shall be of the 'jet diverting type', Figure 508/4 – 
C4. The arc shall be not less than 50 mm long and may be initiated 
by a fine wire, not exceeding 0.1 mm diameter. The wire may be 
either metallic (e.g. copper) or carbon fibre. 

 4 Test arrangement shall be referred to earth potential at one point 
only. 

 5 The moment of penetration shall be detected and recorded on the 
time base used for voltage and current measurements. 

TEST 
WAVFORMS 

  

Zone 1A  Unipolar pulse (for amplitude and duration see Ref [1] Table 254-4) 

Zone 2A  Unipolar pulse (for amplitude and duration see Ref [1] Table 254-4) 
immediately followed by Component D (see Note 1). 

Zone 1B  Component C immediately followed by Component D (see Note 1). 

Zone 2B  Component C immediately followed by Component D (see Note 1). 

Note 1 All zones are always relevant to Weapon Classes B, C and D1. In some cases the 
zones may be applicable to Weapon Classes A and D2, Zones 1B and 3. 

Table 508/4 – C1  TEST 1 – Metal Burn Through 

 
REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1. Test 1 shall apply 

 2 The temperature of the inner surface under the arc root shall be 
measured by the use of temperature sensitive paints, thermo-
couples, thermal imaging cameras, or other forms of temperature 
measuring systems which can be used without the risk of 
disturbance by the high electro-magnetic fields created by the test 
current. 

TEST 
WAVFORMS 

  

Zone 1A  Component A immediately followed by a unipolar pulse (for 
amplitude and duration see Ref [1] Table 254-4). 

Zone 2A  Unipolar pulse (for amplitude and duration see Ref [1] Table 254-4) 
immediately followed by Component D (see Note 1) 

Zone 1B  Component A with duration increased to give the Action Integral 
required by Ref [1], immediately followed by Component C. 

Zone 2B  Component C immediately followed by Component D (see Note 1). 

Note 1 All zones are always relevant to Weapon Classes B, C and D1. In some cases the 
zones may be applicable to Weapon Classes A and D2, Zones 1B and 3. 

Table 508/4 – C2  TEST 2 – Hot Spot Formation 
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C.5.2 Arc Root Damage To CFC Skins 

Reference Tables 508/4–C3, 508/4–C4, 508/4–C5 and 508/4–C6. 

The National Authority will normally require that arc root damage tests shall be 
conducted on all CFC skins except:- 

a. For any parts that lie in Zone 3 areas of Weapon Classes A and D. 

b. When a zoning relaxation can be applied and for any Zone 2A surface of Weapon 
Classes A and D protected by an approved system of surface protection such as 
a sacrificial metal layer. 

c. Where it can be shown that any structural damage such as delamination of a 
composite is of minor nature and: 

I. Will be restricted to the immediate arc root area. 

II. Will not be extended during subsequent flight by aerodynamic forces or 
by other means to the point where safety or suitability for service is 
threatened. 

 
REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1. Test 1 shall apply 

 2 The extent of the damage shall be assessed by methods 
decided by the National Authority 

TEST 
WAVFORMS 

  

Zone 1A  Component A 

Zone 2A  Unipolar pulse (for amplitude and duration see Ref [1] Table 
254-4) immediately followed by Component D (see Note 1) 

Zone 1B  Component A with duration increased to give the Action 
Integral required by Ref [1], immediately followed by 
Component C 

Zone 2B  Component C immediately followed by Component D (see 
Note 1). 

Note 1 All zones are always relevant to Weapon Classes B, C and D1. In some cases 
the zones may be applicable to Weapon Classes A and D2, Zones 1B and 3. 

Table 508/4 – C3  TEST 3 – Arc Root Damage Tests for CFC Skins 



  ANNEX C to 
AECTP 500 

  Category 508/4 

 
 C-10 Edition E Version 1 
 
 

  

 

 
REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1. Test 1 shall apply 

 2 The extent of the damage shall be assessed by methods 
decided by the National Authority 

TEST 
WAVFORMS 

  

Zone 1A  Unipolar pulse (for amplitude and duration see Ref [1] Table 
254-4) 

Zone 2A  Unipolar pulse (for amplitude and duration see Ref [1] Table 
4) immediately followed by Component D (see Note 1) 

Zone 1B  Component C immediately followed by Component D (see 
Note 1). 

Zone 2B  Component C immediately followed by Component D (see 
Note 1). 

Note 1 All zones are always relevant to Weapon Classes B, C and D1. In some cases 
the zones may be applicable to Weapon Classes A and D2, Zones 1B and 3. 

Table 508/4 – C4  TEST 4 – Arc Root Damage on Metal Sandwich Panels with 
Non Conducting Honeycomb Core 

 

 
REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1. Test 1 shall apply 

 2 The extent of the damage shall be assessed by methods 
decided by the National Authority 

TEST 
WAVFORMS 

  

Zone 1A  Component A 

Zone 2A  Unipolar pulse (for amplitude and duration see Ref [1] Table 
254-4) immediately followed by Component D (see Note 1) 

Zone 1B  Component A with duration increased to give the Action 
Integral required by Ref [1], immediately followed by 
Component C 

Zone 2B  Component C immediately followed by Component D (see 
Note 1). 

Note 1 All zones are always relevant to Weapon Classes B, C and D1. In some cases 
the zones may be applicable to Weapon Classes A and D2, Zones 1B and 3. 

Table 508/4 – C5  TEST 5 – Arc Root Damage on Thin Metal Sandwich Panels 
with Ablative Layer 



  ANNEX C to 
AECTP 500 

  Category 508/4 

 
 C-11 Edition E Version 1 
 
 

  

 

 
REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1. Test 1 shall apply 

 2 The extent of the damage shall be assessed by methods 
decided by the National Authority. 

TEST 
WAVFORMS 

  

Zone 1A  Component A. 

Zone 2A  Unipolar pulse (for amplitude and duration see Ref [1] Table 
254-4) immediately followed by Component D (see Note 1) 

Zone 1B  Component C immediately followed by Component A with 
duration increased to give the Action Integral required by Ref 
[1] 

Zone 2B  Component C immediately followed by Component D (see 
Note 1). 

Note 1 All zones are always relevant to Weapon Classes B, C and D1. In some cases 
the zones may be applicable to Weapon Classes A and D2, Zones 1B and 3. 

Table 508/4 – C6  TEST 6 – Arc Root Damage on CFC Sandwich Panels with 
Non Conducting Honeycomb Core with and without Ablative Layer 
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C.5.3 Ohmic Heating Tests 

Reference Table 508/4 – C7. The National Authority will normally require that an 
analysis be made of the probable lightning current distribution, with particular 
reference to areas of very high current concentration in small section conductors in 
confined spaces. All items likely to be at risk from ohmic heating shall be tested, or 
otherwise shown to be safe. Also, when ohmic heating tests are to be made on parts 
of weapon systems of CFC construction, the National Authority will normally require 
that an assessment be made of the probable lightning current distribution. Particular 
reference should be made to CFC/CFC or CFC/Metal Junctions, or where current 
flows in thin CFC skins or in CFC/Metal Honeycomb Panels. Tests will normally be 
required on all such areas shown in the analysis to be potentially at risk unless it can 
be demonstrated beyond all reasonable doubt (from previous experience, 
interpolation of earlier results, or by calculation) that no hazard exists. 

When tests are made the temperature rise of the test item shall be less than the 
value agreed with the National Authority. 

 
REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1. Test 1 shall apply 

 2 Hard-wired connections to the test item shall be used unless tests 
for arc root problems are also to be investigated, when the test 
object shall be connected to lightning current generator in 
accordance with the requirement of Test 1, Requirement 2. 

 3 When open arc testing is done, the return conductor configuration 
shall also be designed to achieve the correct current distribution in 
the rest of the test item away from the arc root. The test electrode 
shall be of the 'jet diverting type'. The arc shall be not less than  
50 mm long and may be initiated by a fine wire, as defined in  
Test 1, Requirement 3. 

 4 When hard-wired connections are used, the return conductor 
configuration shall be designed to produce the correct current 
distribution in the test object. 

 5 A record shall be made of the test currents on a calibrated time 
base, so that the total action integral of the test current may be 
determined. Temperature sensitive paints, thermocouples, thermal 
imaging cameras, or other methods shall measure the 
temperature of the test object. The voltage across the load may 
also be recorded on a common time base with the test current, as 
an aid to the analysis of the test results. 

TEST 
WAVFORMS 

  

Zone 1A  Component A. 

Zone 2A  Component D. 

Zone 1B  Component A with duration increased to give the Action Integral 
required by Ref [1] 

Zone 2B  Component D. 

Table 508/4 – C7  TEST 7 – Ohmic Heating Tests 
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C.5.4 Magnetic Forces 

Reference Table 508/4 – C8  

The National Authority will normally require that an analysis of the geometry of the 
weapon be made to identify areas of very high current density, where hazards from 
mechanical forces may exist. 

The effect of magnetic forces on a structure is a complex function of peak current, 
Action Integral, current rise time, current decay time, and the mechanical response of 
the structure. Determination of the effect by calculation alone, or by measurement of 
the peak forces alone, is very difficult and frequently impossible due to the large 
number of unknowns that usually exist. For those reasons the most satisfactory 
method of estimating the effect is by full threat testing with visual inspection or non-
destructive testing conducted both before and after the lightning test. 

 

REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1. Test 1 shall 
apply 

 2 The test object shall be connected to the lightning 
current generator by a hard-wire connection to the 
point of test and the test current shall return to the 
generator via a return conductor configuration which 
shall be designed to produce the correct current 
distribution in the test object. For tests involving 
magnetic reaction with the arc channel, the arc channel 
itself shall be represented by a rigid metal conductor. 

 3 A record shall be made of the test current on a 
calibrated time base, so that both peak current and 
Action Integral of the test current can be determined. 
The voltage across the load may also be recorded on a 
common time base with the test current, as an aid to 
the analysis of the test results. 

 4 The effects of the magnetic forces on the test object 
shall be determined by visual inspection or other non-
destructive test methods as may be decided by the 
National Authority. 

TEST 
WAVFORMS 

  

Zone 1A  Component A 

Zone 2A  Component D 

Zone 1B  Component A with duration increased to give the 
Action Integral required by Ref [1] 

Zone 2B  Component D. 

Table 508/4 – C8  TEST 8 – Magnetic Forces 
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C.5.5 Acoustic Shock Wave Tests 

Reference Table 508/4 – C9 

Significant and serious damage from an acoustic shock wave is rare and only occurs 
in the immediate arc root area, either due to an initial attachment or to a restrike. It 
does not occur as a result of a swept stroke attachment unless that attachment is the 
result of a restrike. With metal skins the damage is seldom noticeable and rarely 
exceeds a small indentation in the skin at the arc root. In thin CFC panels however, 
puncture of the skin can occur. Consequently the National Authority will normally 
require tests for acoustic shock wave damage to be conducted on CFC skins which 
are less than 1 mm thick and which are situated in Zones 1A, 1B or 2B, even if such 
a skin forms the outer skin or a honeycomb sandwich panel. 

 

REQUIREMENTS 1 Requirements 1 to 4 of Table 508/4 – C1 Test 1 shall 
apply except that a plain electrode may be used. 

 2 A record shall be made of the test current on a 
calibrated time base, so that the peak current and 
Action Integral can be determined. 

 3 The extent of the damage shall be determined by 
visual inspection or other non-destructive test 
methods as may be decided by the National 
Authority. 

TEST 
WAVFORMS 

  

Zone 1A  Component A 

Zone 1B  Component A with duration increased to give the 
Action Integral required by Ref [1]. 

Zone 2B  Component D  

Table 508/4 – C9  TEST 9 – Acoustic Shock Wave Test 

C.5.6 Dielectric Puncture 

To compare different materials or protection schemes the National Authority will 
sometimes recommend that dielectric puncture tests should be carried out as an 
'engineering test' on all dielectric skins covering sensitive equipment or material, or 
where penetration by lightning currents could present a significant hazard. Dielectric 
puncture tests will not normally be used as certification tests. 

C.6. DIRECT EFFECTS TEST METHODS 

Guidance concerning Direct Effects Tests is given elsewhere in this leaflet. Test 
Waveforms will be found in Ref [1]. 
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ANNEX D.  TECHNIQUES FOR LEADER PHASE EFFECTS TESTS AND 
METHODS 

 

D.1. DIELECTRIC PUNCTURE TESTS 

The objective of the tests is to determine whether a lightning attachment to the test 
object would lead to a puncture of the dielectric or whether the lightning currents 
would flashover the surface to some conducting part of the skin. The tests should 
only be used as ‘engineering’ tests unless otherwise agreed with the National 
Authority. HV pulses with a slower rate of rise will favour flashover against puncture, 
while HV pulses having a fast rate of rise will favour puncture. 

D.2. SELECTION OF TEST WAVEFORMS 

Surfaces will acquire charge due to the high ambient 'quasi dc' E field which often 
exists before the strike and also due to the rapidly increasing field (above the quasi 
dc level when present) as the leader approaches. 

The rise time of the E field pulse at leader attachment can significantly influence the 
probability of puncture or flashover of the dielectric. Consequently when assessing 
the risk of dielectric puncture, it was noted in earlier studies that a 1.2/50 µs pulse 
should be superimposed on a DC level, this giving time for surface charge to develop 
and what was thought to be the correct rise time for puncture studies. However, the 
latest thinking is that the DC level although present in the real environment, is not 
required for test purposes. 

A recent study concerning the mechanisms and attachments to Radomes, has 
shown, however, that the change of E field is a much slower process than that which 
would occur with a 1.2/50 µs waveform. Furthermore tests have shown that a radome 
can be punctured using a slow waveform but cannot be punctured with a 1 µs rise 
time waveform (Waveform A). Consequently it is now thought that the correct 
waveform to use for puncture studies is a 200/2000 µs waveform (the so-called 
switching waveform) without the superimposed DC level. 

The pulse generator should be capable of at least 1.0 MV output, although for large 
test objects voltage outputs of up to 4 MV may be required. A 200/2000 µs waveform 
should be used which is the ‘switching’ waveform of High Voltage Testing 
Techniques. BS 923/IEC 60 Ref [3]. 

D.3. TEST GUIDANCE 

Wherever possible the test objects should be standard production hardware suitably 
inerted but complete with all structural components. If this is not possible, a full-scale 
model of the production hardware can be used. In this case conducting structural 
components can be made from wood or other convenient material covered with 
aluminium foil to simulate the conducting component, thus ensuring the correct 
electric field distribution during the tests. The dielectric section however must be 
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production hardware and cannot be substituted. For very large objects, where testing 
of the complete weapon is impractical, the test object should consist of the dielectric 
component under investigation plus between 1.5 and 2 metres of the actual or 
simulated structural components adjacent to or surrounding the dielectric component. 
All conducting components under the dielectric skin must be included, either as 
production hardware or simulated components i.e. Antenna or Radar scanner 
assemblies. 

D.4. DIELECTRIC PUNCTURE TEST 

The test requirements are as follows: 

a. A high voltage pulse generator shall be used for the tests, being capable of 
operating in either polarity. The pulse generator shall have a 200/2000 µs wave 
shape. The generator shall have an output voltage of at least 1 MV. 

b. A diagram of the test arrangement is given in Figure 508/4 – D1. 

c. The chosen voltage for the generator shall be such as to produce the required the 
voltage to give the 90% probability of breakdown across the test gap (V90 
voltage) at the desired polarity. 

d. All conducting structural components and equipment in or on the test object shall 
be electrically bonded to the earth plane. 

e. A rod electrode of between 8 mm and 15 mm diameter, connected to the high 
voltage output terminal of the generator, shall be placed at a distance from the 
test object. The gap between the electrode and the dielectric surface under test 
shall be 1.5 metres, or 1.5 times the maximum flash-over distance across the 
dielectric surface, whichever is the greater. 

The electrode shall be capable of being placed in different positions around the test 
object, or alternatively the test object must be capable of being rotated under a fixed 
electrode so that different sections of the dielectric surface are presented in turn to 
the test electrode. 

f. Between 5 and 10 discharges of both polarities shall be made in each position of 
the electrode (or test object). 

g. A complete record of all discharges shall be made which shall include: 

I. Oscillograms of the discharge voltage for all discharges, 
including those which did not break down the gap. 

II. Still photographs of each discharge taken simultaneously from 
not less than two positions to enable assessment of the 
attachment position. 
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Figure 508/4 – D1  Diagram of the Set-up for Dielectric Puncture Tests 
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ANNEX E.  LIQUID EXPLOSIVE & FUEL – HAZARD ASSESSMENT AND DESIGN 

 

E.1. INTRODUCTION 

This Annex gives background to some of the design problems to obviate lightning 
related liquid explosives (including propellant) and fuel hazards and gives some 
assessment and test guidance. For convenience the term 'fuel' is often used in this 
annex and is synonymous with liquid propellant and explosives unless otherwise 
indicated. Although most of the requirements were originally written for aircraft design 
and testing, these still apply to some weapons. 

E.2. HAZARD MECHANISIMS 

Fuel hazards can arise in integral fuel tanks and in other locations, where fuel or its 
vapour may be exposed to the effects of a lightning strike. Fuel ignition can result 
from burn through of the fuel tank skin; hot spot formation; puncture of a CFC skin by 
arc root damage, or by acoustic shock wave; puncture of a dielectric tank skin; 
thermal or voltage sparking. Thus the mechanisms of ignition include Direct and 
Indirect Effects and in a fuel tank can vary with the method and material used for its 
construction. 

Fuel tanks made of dielectric material usually contain metal parts such as brackets, 
pipes, drain valves, connectors and wiring and these may become centres of electric 
stress as a lightning leader approaches. This stress may be sufficient to cause 
breakdown of the dielectric skin, resulting in puncture or shattering; thus fuel is 
spilled and may be ignited. 

It should be noted that even a nominally empty tank would contain sufficient residual 
fuel to produce a combustible mixture in the tank. A partially empty tank may also 
have an explosive fuel/air mixture in the ullage above the fuel and it is necessary that 
internal pipe work, bonding and electrical wiring be correctly designed and installed 
so that sparking and arcing does not occur. 

Dielectric tanks may be protected from puncture by a thin metal coating, or by a 
framework of metal strips bonded to the airframe, which preferentially "attract" the 
lightning discharge and divert it to the airframe. It may be necessary to do a dielectric 
puncture test when assessing the lightning protection. 

In aluminium alloy tanks situated in Zones 1 or 2 the main hazard depending on skin 
thickness is burn-through of the skin at a lightning attachment point, although hot 
spots can also be a problem with tanks constructed with high melting point alloys, 
such as titanium. The sparking hazard in a metal tank is generally low because the 
good conductivity of metal keeps most of the lightning current on the outside, but the 
possibility has to be considered, especially for high melting point alloys, which have a 
lower conductivity than aluminium. Also access doors and complex construction can 
cause problems. 
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CFC tanks present a variety of hazards. Because of the nature of the erosion at the 
arc root, purely thermal burn-through is less likely than with metal and generally the 
arc root does not penetrate more than 5 plys but a hot-spot hazard is more likely. 
Moreover the mechanical properties of CFC make it more likely to be damaged by 
acoustic shock. Above all, the high resistively of CFC means that its electrical skin 
effect is low, so that voltage gradients on the inside of the skin are high and a 
substantial proportion of the skin current can penetrate to the interior, giving a high 
sparking hazard. Protective measures such as a metal coating on the skin will thus 
almost certainly be needed and it will be necessary to confirm their effectiveness, 
probably by testing for all hazards. 

E.3. FUEL CHARACTERISTICS and CRITERIA for EXPLOSION or 
COMBUSTION 

E.3.1 Fuel Characteristics 

All potentially ignitable fluids and vapours including for example oils and hydraulic 
fluid must be considered when considering lightning strike hazards. Not only must 
hazardous vapour air mixtures that normally occur be considered (for example the 
fuel vapour air mixture in the ullage space of a fuel tank) but also where such 
vapours could form in otherwise dry areas due to seepage and leakage. 

It is fuel, however, that causes the most problems and the subject of aviation fuel 
flammability is complex. Complicating parameters are the oxygen enrichment of the 
fuel/air vapour due to dissolved oxygen in the fuel being released at altitude, and the 
formation of mist within the tank which may render flammable vapour space which 
would normally be considered too weak in vapour to ignite (Minimum Ignition Energy 
- MIE). 

E.3.2 Fuel Vapour / Air Explosion Limits 

The Lower Explosive Limit (LEL) or "flashpoint" of a fuel occurs when the percentage 
volume of fuel vapour to air is just sufficient for ignition to occur - about 1.3% for 
Avtur at ground level pressure. The upper explosive limit (UEL) occurs when the fuel 
vapour air ratio is just sufficient to give an over rich situation, and prevent combustion 
- about 7.9% for Avtur at ground level pressure. These limits depend on fuel 
temperature and air pressure. 

Fuel misting, for example due to condensation when a tank is cooled, will lower the 
LEL. Oxygen enrichment, due to dissolved air in the fuel outgassing as altitude 
increases, will raise the limits Operation of booster pumps will also cause oxygen 
enrichment and normal weapon vibration can cause misting. 

The maximum energy of an explosion occurs when the mixture is stoichiometric (that 
is a mixture where there is just sufficient air to give complete combustion - for Avtur 
at ground level about 4% vapour concentration). 

From the above it will be seen that apart from the need for an ignition source there 
are several factors which will decide whether or not an explosion would occur in a 
tank and the strength of that explosion if it occurs. 
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E.3.3 Minimum Ignition Energy Levels (MIE) 

Obviously for a fuel vapour mixture to explode it must be ignitable, that is the 
temperature of the fuel and the pressure of the air above it must be within the 
explosion limits discussed above. However the spark energy, required to ignite such 
a mixture varies with the mixture strength. It is least at a certain stoichiometric ratio 
which for Jet A (AVTUR) is approximately 2. The least energy is known as the 
"minimum ignition energy". It is measured by finding the minimum electric spark 
energy that will just ignite the mixture. Minimum ignition energies increase with 
altitude and decrease with oxygen enrichment. The level varies for different 
hydrocarbons but usually lies between 0.2 and 0.3 mJ at normal (21%) oxygen 
concentration (at one atmosphere pressure). At 35% oxygen, the minimum ignition 
energy is about 5 times lower, 

It's thought, that the value of 0.2 mJ is acceptable for munitions and this value is 
used here. 

The probability of ignition at the minimum ignition energy is very low. For example the 
minimum ignition energy of Propane is 0.2 mJ but the probability of a single such 
spark causing ignition is < 0.1%. Similar figures at 21% oxygen also apply to fuel 
vapour. 

E.3.4 Thermal Sparking 

It is virtually impossible to quote an acceptable energy value for thermal sparking, but 
the methods available to detect 0.2 mJ voltage sparks are sensitive enough to detect 
thermal sparks. 

E.3.5 Ignition Criteria 

As noted in Clauses E.3.2 and E.3.3, whether or not an explosive mixture occurs 
depends on several factors but for the purpose of this specification it is assumed that 
such a mixture can always occur and that therefore fuel hazard assessment must 
show that all ignition sources have been avoided. 

Therefore it is necessary to demonstrate that arc penetration, hot spots, internal 
arcing and sparking do not occur. Sparking is the most difficult of those mechanisms 
to eliminate and demonstrate its absence. 

The absence of sparking can be demonstrated either by a sparking test or a 
Flammable Gas Test (see Clause E.5.4). A sparking test is usually preferable, as it is 
generally a simpler test to do than a Flammable Gas Test. Moreover the detection of 
sparking is a more discriminating test able to provide information on the location of 
the sparks and therefore assisting in remedial design measures in contrast to the 
crude pass/fail nature of the Flammable Gas Test. However there will be occasions 
when the latter test is the only way to demonstrate the absence of sparking. 
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E.4. FUEL and LIQUID EXPLOSIVE HAZARD ASSESSMENT and TESTS 

E.4.1 Assessments 

When making fuel hazard assessments it should be remembered that such hazards 
are not limited to areas where there is obvious current flow between lightning 
attachment points, as currents decided by the laws of electro-magnetic induction will 
flow on the remainder of the vehicle. Hence, for example, current would cross the 
tank pylon interface of an aircraft pylon mounted wing tank when there is a lightning 
attachment to the wing and the tail of the aircraft, without a direct attachment to the 
tank. Also a voltage sufficient to cause sparking in the contents monitoring system 
could occur due to induction to that part of the fuel system wiring contained in the 
fuselage, due to lightning current flow in the fuselage. 

If the approved test plan includes testing for such a situation the test arrangement will 
need to include an adjacent conductor through which the test current shall be passed 
instead of the test object itself. 

E.4.2 Thermal and Voltage Sparking 

Thermal sparking is that phenomena whereby small incandescent particles of 
material are ejected from the surface of a conductor, due to current concentrations 
forming hot spots together with the resultant magnetic forces acting in the area 
concerned. Almost certainly small arcs also occur and generate high pressures, 
which tend to blow out the particles. The current concentration may be caused by 
limited contact areas at the junction of two conductors or by acute changes in 
geometry in a single conductor. 

Because the sparking is thermal, the appropriate test waveforms are those with high 
peak current and high Action Integral, namely Components A and D. 

Thermal sparks are usually more significant for fuel ignition as that is the 
predominant sparking mechanism for Direct Effects and in practice the sparks which 
occur within a fuel tank are almost always thermal. 

Voltage sparking occurs when the flow of current produces a voltage difference 
between two conductors, which rises to a value high enough to break down the 
intervening medium, whether this is air or other dielectric. It can arise inductively in a 
loop or bend in a conductor, by flux coupling to an adjacent conductor, or from the 
resistive drop in a high resistance material such as CFC. Voltage sparking is a 
function of rate of change of current (inductive) or of peak current (resistive voltage 
gradients) and the appropriate test current is therefore Waveform D. 

In practice a combination of thermal and voltage sparking will often occur and the test 
waveform used to investigate such combined sparking must contain the parameters 
important for both mechanisms. 

E.4.3 Sparking Detection 

As noted above the occurrence of sparking is detected either by a "sparking test" or 
by a Flammable Gas Test. This paragraph gives background on the optical methods 
of detecting sparking. Sparking may be detected by employing either a still camera or 



  ANNEX E to 
AECTP 500 

  Category 508/4 

 
 E-5 Edition E Version 1 
  

 
 

 

light-sensitive transducers (Clauses E.5.7.1 [Method A] and E.5.7.2 [Method B]). In 
either case, the detectors shall be positioned so that they cover all possible sparking 
locations; this may be achieved by the use of a sufficient number of detectors or by a 
system of mirrors or by repetition of the tests with the detectors in different positions 
(but see Clause E.5). The field of vision shall be completely shielded from all light 
and tests shall be made to confirm this. Care shall be taken to ensure that the 
detectors themselves do not create a possible sparking location, if for example they 
are inside a fuel tank. 

Low energy voltage sparks and incendive thermal sparks are very dim and 
photographic techniques need to be sensitive to detect them. The film speed should 
be not less than ASA.3000 and the aperture size should be not less than that 
corresponding to F4.7. Also, because of the smallness of the sparks and the fineness 
of the thermal particle tracks, the actual image size is important and so therefore is 
the type of lens. This means that shorter focal length lenses have to be closer to the 
light source for the same sensitivity (see Table 508/4–E1). 

Arrangements shall be made to demonstrate that during each test the camera was 
capable of recording sparks if they had occurred, for example that the shutter had not 
inadvertently been left shut. This may be achieved by arranging for a low level light 
source to be in the field of vision, but care shall be taken that this cannot be confused 
with a spark and that it does not interfere with the recording of any sparks. The light 
source, which can conveniently be provided by a fibre optic cable, must briefly 
illuminate each time the camera shutter is opened. Two such sources aid the location 
of sparking. A procedure shall be followed that locates any sparks as exactly as 
possible; for example if sparking is so intense as to completely over-expose the film 
then the test shall be repeated with the camera aperture adjusted to a lower 
sensitivity. 

When light-sensitive transducers (photomultipliers) are used, light from possible 
sparking sources may be conveyed to the transducers by means of optical fibres 
(Method B Clause E.5.7.2). The sensitivity of the transducers and the associated 
optical fibres shall be not less than that specified for still camera systems. A 
photomultiplier/ fibre optic arrangement can provide greater sensitivity than a camera 
system and may be used as the prime means of detecting sparks. It is very useful 
when a camera would have a restricted field of view and is sometimes the only 
method available, for example when looking for sparking inside a fuel pipe. 

E.4.4 Flammable Gas Tests 

As has already been mentioned, the Flammable Gas Test is a method of checking 
for sparking and should not be regarded as an attempt to simulate actual explosive 
conditions. Explosion tests using an aircraft fuel vapour/air mixture have sometimes 
been used in the past as pass/fail criteria but are unreliable due to the statistical 
nature of ignition and the difficulty of obtaining the correct mixture strength. 

As has already been noted, in a fuel air vapour mixture, a 0.2 mJ voltage spark 
corresponds to approximately 0.1% probability of ignition at normal pressure and 
oxygen concentration. In an ethylene air mixture of 1.4 times richer than 
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stoichiometric gives a greater than 50% probability of detecting a 1.6 mm long 0.2 mJ 
voltage spark. 

Hence ethylene in that mixture ratio is a preferred gas for spark ignition testing 
including thermal sparking. However, more recently, Hydrogen/Argon/Air mixtures 
have been used and are more sensitive to sparks below 0.2mJ, therefore a more 
repeatable flammable mixture for this type testing. Propane, which has sometimes 
been used only gives a remote probability of detection and therefore is not 
recommended. 

A Flammable Gas Test must always be used when there is any doubt of detecting 
sparking by other means. The test is usually used on major assemblies although of 
course it can also be used with part assemblies and panels by constructing a gas cell 
over the fuel side of the test sample. 

The test can also detect small hot spots and may be necessary to show that hotspots 
on the inside of a titanium panel are acceptable. The mixture should be obtained by 
continuously mixing the gas and air (as in a welding torch) and should be checked for 
flammability by passing it through a test cell and obtaining ignition with a calibrated 
0.2 mJ spark source before it is allowed to flow into the test object. 

When that has been done the mixture shall flow through the test sample until ignition 
of the outflow mixture is consistently obtained in the test cell. Immediately before and 
after each test shot both the inflow and outflow mixture shall again be proved 
flammable, except that there is obviously no need to prove the outflow mixture if 
ignition occurred during the test. If ignition of the outflow mixture does not occur after 
a test, that test is invalid and must be repeated after the mixture has been corrected 
and the outflow again gives ignition. 

E.5. REQUIREMENTS FOR ENERGETIC MATERIAL HAZARD ASSESSMENT 
TESTS, LIQUID EXPLOSIVES, PROPELLANTS AND FUELS 

E.5.1 Introduction 

This part of the Annex defines the requirements, which must be met when hazard 
assessment tests are made on liquid explosives and fuel. When such tests are 
specified as part of the LHDA they shall be selected from the tests listed in this leaflet 
and included in the Test Plan. It should be noted that all energetic material should be 
removed before these tests are made, except the gas mixture that is used for the 
Flammable Gas Tests. 

E.5.2 Arc Root Tests 

Arc Root Tests shall be in accordance with the relevant paragraphs of Annex C 
Tables 508/4–C1 to 508/4–C9. 

E.5.3 Sparking Test 

E.5.3.1 Test Requirements 

a. The general requirements of this leaflet shall apply. 
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b. The test sample may be a panel, a propellant or fuel system component (such as 
a filler cap), a section of structure (such as part of a propellant tank), or a section 
of an assembly, or a complete major assembly (such as a propellant tank or a 
liquid explosive enclosure). When the former are used they shall be mounted in a 
light tight box so designed to ensure compliance with c. and able to accept the 
spark detection instrumentation noted in g. Modifications to major assemblies for 
the installation of spark detecting equipment shall also be made in such a way 
that the requirements of (c) are satisfied. 

c. The test current attachment points and the design of the return current conductor 
configuration shall be as noted in the Test Plan. This shall define the lightning 
current paths through the test object so that the current distribution corresponds 
as nearly as possible to that which is likely to result should an actual lightning 
strike occur. It may be necessary for more than one current path to be tested 
corresponding to different sets of lightning attachment points on the weapon, 
should it be impossible to define one set of attachments that give a worst case 
current distribution. 

The test current connections shall be hard wired to the test object except that an 
open arc shall be used when localised high current densities are required (e.g. to a 
fastener), or when this test is combined with an arc root damage test. 

d. When an open arc is used it shall not be less than 50 mm long and shall be 
initiated by a fine wire, not exceeding 0.1 mm diameter. The wire may be either 
metallic (e.g. copper) or carbon fibre. A Jet Diverting Electrode is not needed 
unless arc root tests are being made. 

e. The test arrangement shall be referred to earth potential at one point only. 

f. A record shall be made of the arc voltage and the arc current on a common 
calibrated time base, so that the relationship of voltage and current with respect to 
time can be determined. 

g. Spark detection equipment shall be installed and any sparking that occurs during 
the tests detected by either method defined in Clauses E 5.7.1 or E.5.7.2, or a 
combination of both methods, as defined in Clause E.5.7. Equivalent methods 
may be used by agreement with the National Authority. 

h. Tests for sparking may be included in tests for other failure mechanisms where 
test currents with high Action Integrals are employed provided that all the 
requirements for all the tests are observed (see Clause E.5.5). Direct Effects 
sparking tests may also be combined with the measurement of induced voltages 
on wiring inside the test object and the detection of sparking due to those 
voltages, provided that the special requirements of ClauseE.5.5 are met. 

The Test Waveform shall be as noted in Clause E.5.5. 

 

E.5.4 Flammable Gas Test 

E.5.4.1 Test Requirements 
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a. The general requirements of this leaflet shall apply. 

b. The test sample will generally be a complete major assembly such as a propellant 
tank or a complete 'wet wing', although panels, propellant system components or 
sections of an assembly may also be tested. When the latter is so the 'propellant 
side' of the sample shall be enclosed in a gas-tight cell provided with 'blow off' 
panels. Major assemblies shall also be modified to incorporate such panels. The 
gas cell or major assembly shall have provision for a continuous flow of the 
prescribed gas/air mixture (see (c)) through it. A test cell, fitted with a calibrated 
spark source (see (d)) to allow the ignitability of the gas/air mixture to be proved, 
shall be arranged so that both the inflow and outflow test sample mixture can 
alternatively flow through the cell. The blow off panels, spark source and gas/air 
supplies shall be installed in such a way that the requirements of (e) are met. 

c. There shall be 'continuous flow mixing' of the gas and air and the mixture shall 
flow through the test sample until the out-flowing mixture continuously has the 
correct composition and is shown to be ignitable. 

 The exhaust mixture from the test sample should be collected or safely 
vented. Areas external to the sample where leakage could occur should be sealed to 
atmosphere and continuously purged with nitrogen. 

d. The calibration spark source shall be a gap to give a spark discharging a suitable 
value capacitor charged to a voltage such that the energy stored immediately 
before flash-over of the gap is 0.2 mJ + 10%. 

e. The test current attachment points and the design of the return current conductor 
configuration shall be as noted in the Test Plan. This shall define the lightning 
current paths through the test object so that the current distribution corresponds 
as nearly as possible to that which is likely to result should an actual lightning 
strike occur. It may be necessary for more than one current path to be tested 
corresponding to different sets of lightning attachment points on the weapon 
should it be impossible to define one set of attachments that give a worst case 
current distribution. The test current connections shall be hard wired to the test 
object except that an open arc shall be used when localised high current densities 
are required. 

f. When an open arc is used it shall not be less than 50 mm long and shall be 
initiated by a fine wire, not exceeding 0.1 mm diameter. The wire may be either 
metallic (e.g. copper) or carbon fibre. A Jet Diverting Electrode is not needed. 

g. A record shall be made of the test current on a calibrated time base, so that the 
total Action Integral of the test current may be determined. The voltage across the 
load may also be recorded on a common calibrated time base (when hard wire 
connections are used) as an aid to the analysis of the test results, (see Annex B). 

h. Simulated lightning discharges shall be made to the test object. Using the test cell 
and spark source, both the inflow and outflow mixture shall be checked 
immediately before and after each shot. Tests shall not be made if the mixture 
fails to ignite before an intended shot. If it fails to ignite after a shot, that test shall 
be ignored and repeated. 
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The Test Waveform shall be as noted in Clause E.5.5. 

E.5.5 Test Waveforms 

The test current waveforms shall be selected from those defined in Table 254-4 of 
Ref [1] according to the lightning attachment Zone of the test object. 

When voltage sparking is also being evaluated the initial rate of rise shall be as 
defined in Waveform D. Alternatively a second test shall be made using Component 
D with a maximum di/dt as defined in Ref [1] for Air or 1 x 1011 A/s for Land. 

When it can be shown that only voltage sparking will occur, Waveform D shall be 
used. When it can be shown that voltage sparking will not occur, Components A or D 
without a specified initial rate of rise may be used. 

When it can be shown that the test object as a whole will never be subjected to the 
full current of a lightning strike, the test current amplitudes may be scaled down 
proportionately. 

When tests for other failure mechanisms are being conducted in the same series of 
tests, then either the appropriate waveforms for the different mechanisms shall be 
applied in separate tests or waveforms which adequately test for all the mechanisms 
simultaneously shall be chosen, in agreement with the National Authority. 

When sparking and flash-over in propellant system wiring is being evaluated, the 
lightning current test waveform shall be Component D, with an initial rate of rise of 
current as defined above and di/dt exceeding 0.25 x 1011 A/s for more than 0.5 µs. 

E.5.6 Conditioning Of Test Sample By Repeated Testing 

It should be noted that the repeated passage of high current through a joint reduces 
the tendency for that joint to spark. The number of simulated lightning discharges or 
shots applied to each test sample shall therefore be limited to take this into 
consideration and unless otherwise agreed with the National Authority shall be 
limited to 4 shots. For tests which involve both conduction and arc attachment shots, 
the conduction shots shall be made first. 

E.5.7 Methods of Detecting Sparking 

The spark detection methods given below have been developed to detect sparks 
down to an energy level of 0.2 mJ. They will also detect thermal sparks, which are 
capable of igniting an explosive liquid propellant/air mixture or fuel/air mixture. 

E.5.7.1 Method A: Photographic 

This relies upon the use of photography with film speeds and exposure times 
sufficiently sensitive to record voltage sparks down to 0.2 mJ and thermal sparks 
capable of igniting an explosive liquid propellant/air mixture. 

Suitable cameras shall be positioned in the light-tight enclosure in which the sample 
is mounted, or in the major assembly (if necessary in apertures cut into it), so that all 
possible sparking sources are viewed. To facilitate that and to limit the number of 
cameras, a fish eye lens or a system of mirrors may be used, provided due allowance 
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is made for the reduction in sensitivity that will so occur. Alternatively the test may be 
repeated with the sensors in different positions although this is not recommended. 

Film speeds shall not be less than ASA 3000 and the lens aperture size shall not be 
less than that corresponding to F 4.7. 

The field of view shall not be wider than one metre and the maximum distance, 
depending on the focal length of the lens, shall be according to the following: 

a.   8 mm (fish eye) --- 300 mm 

b. 16 mm (fish eye) --- 500 mm 

c. 28 mm (fish eye) --- 1 m 

d. 50 mm (fish eye) --- 2 m 

The field of vision of each camera shall be completely shielded from all ambient light 
and a test exposure shall be made with each camera to prove it. 

All possible sparking sources shall be temporarily illuminated and each camera 
carefully focused and a record made of each field of view, to enable any sparking 
recorded during the test to be referred to its origin. If two fibre optic 'spots' are used, 
the position of sparks is more readily determined. 

A small light source (which can conveniently be provided by a fibre optic cable), 
which illuminates briefly, immediately before or during the application of the test 
current, shall be provided in the field of view of each camera. This will demonstrate 
that they are capable of recording sparks if they occur. A photographic record shall 
be made of the position of each of the light sources immediately following the record 
made. 

Care must be taken that a light source cannot be confused with a spark and that it 
does not interfere with (e.g. shield from view) the recording of any sparks. Care must 
also be taken that the cameras do not themselves create a source of sparking. 

When tests are made, a procedure shall be followed that locates any sparks as 
exactly as possible. For example, if sparking is so intense as to completely over-
expose the film, not withstanding the film speed of ASA 3000 and lens aperture F 4.7 
the test shall be repeated with the camera aperture adjusted to a lower sensitivity. 
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E.5.7.2 Method B: Photomultiplier 

This method relies upon a combination of photomultiplier sensors and supporting 
cameras - the former to detect and provide a time history of the sparks and the latter 
to give an indication of the location of the sparks. 

A photomultiplier tube shall be arranged in a remote screened enclosure and linked 
to all possible sparking sites with fibre optic cables. Each fibre optic cable and 
photomultiplier combination shall be calibrated to demonstrate sensitivity to a 0.2 mJ 
voltage spark. 

Cameras sufficient to give a general view of the test object shall be installed in 
accordance with the above. They may be omitted, by agreement with the National 
Authority, in areas where they would be unduly difficult to install. 



  ANNEX E to 
AECTP 500 

  Category 508/4 

 
 E-12 Edition E Version 1 
  

 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

INTENTIONALLY BLANK 
 
 
 



  ANNEX F to 
AECTP 500 

  Category 508/4 

 
 F-1 Edition E Version 1 
  

 
 

 

 

ANNEX F.  REQUIREMENTS FOR ENERGETIC MATERIAL HAZARD 
ASSESSMENT TESTS, SOLID EXPLOSIVES 

 

F.1. INTRODUCTION 

This Annex defines the requirements, which must be met for hazard assessment 
tests on solid explosives and especially on Whole System or Part System Tests. 

F.2. SELECTION OF TESTS AND NUMBER OF SAMPLES 

F.2.1 General 

Tests to be used for the assessment of hazards to solid explosives shall be selected 
from  
Table 508/4–2. When Whole System Tests, either Part, Live or Complete and Part 
System Tests are required they shall be made in accordance with Clauses F 4 and F 
5 on a complete weapon. The other tests listed in Table 508/4–2 may be made on 
made on appropriate parts of the weapon, or the complete weapon, as agreed with 
the National Authority. The requirements for such tests shall be as defined in Annex 
C. 

F.2.2 Number of Test Samples Required 

Where Whole System (Complete or Part Live) or Part System Tests are made, a 
sufficient number of samples shall be tested to ensure that the weapon is insensitive 
to the effects of lightning to reliability and confidence required by the National 
Authority. 

F.2.3 Concerning EIDs 

Where the LHDA has shown that there is a risk of a lightning initiation of an EID 
which would result in a safety hazard (or loss of use where continued functioning is 
required), tests shall be conducted with EIDs fitted to the system in accordance with 
Note 2 and 3 of Table 508/4–2. The EIDs shall either be live or inert and 
instrumented. 

It is recommended that instrumented EIDs should be used whenever possible to 
extrapolate measured results and determine safety margins. 

F.3. WHOLE SYSTEM TEST 

Due to the complication and expense of providing blast enclosures and special 
portable lightning generators, Whole System Tests shall be avoided whenever 
possible and only used when the evaluation can be made in no other way. Unless 
however, it can be shown that such a test is the most cost effective. Whenever 
possible a Part Live Whole System Test shall be made in preference to a Complete 
Whole System Test. 
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F.4. REQUIREMENTS FOR WHOLE SYSTEM TESTS 

The general requirements of this leaflet shall apply. The test item shall be arranged in 
a co-axial or quasi co-axial return conductor system, enclosed in a blast-proof 
structure. Systems capable of going propulsive shall be adequately restrained. A 
portable lightning generator shall be arranged, together with diagnostic equipment, 
immediately adjacent to the blast enclosure. The test current path from the generator 
shall be a continuation of the return conductor system. 

F.4.1 Assessments 

The test current attachment points and the design of the return current conductor 
configuration shall be as noted in the Test Plan. This shall define the lightning current 
paths through the test object so that the current distribution corresponds as nearly as 
possible to that which is likely to result should an actual lightning strike occur. It may 
be necessary for more than one current path to be tested corresponding to different 
sets of lightning attachment points on the weapon, should it be impossible to define 
one set of attachments that give a worst case current distribution. The current 
connection to the test object shall be defined in the Test Plan. This shall be by means 
of a hard wire connection, except that an open arc shall be used when localised high 
current densities are required (e.g. to a fastener), or when arc root damage is the 
hazard mechanism. The comments of Annex E Clause E.4.1 also apply to Solid 
Explosives. 

When an open arc is used it shall not be less than 50 mm long and shall be initiated 
by a fine wire, not exceeding 0.1 mm diameter. The wire may be either metallic (e.g. 
copper) or carbon fibre. A Jet Diverting Electrode is not needed unless arc root tests 
are being made. 

The test arrangement shall be referred to earth potential at one point only. 

A record shall be made of the test current on a calibrated time base, so that the total 
Action Integral of the test current may be determined. The voltage across the load 
may also be recorded on a common calibrated time base (when hard wire 
connections are used) as an aid to the analysis of the test results. Test Waveform 
shall be as noted in Clause F.6. 

Tests shall be made at increased threat levels, starting at ‘half full threat’ then 
continuing towards the full threat, until a reaction occurs or full threat is reached 
without a reaction. 

F.5. REQUIREMENTS FOR PART SYSTEM TESTS 

The general requirements of this leaflet shall apply. The test item shall be arranged in 
a co-axial or quasi co-axial return conductor system. The requirements of Clauses 
F.4.1 shall apply. The Test Waveform shall be as noted in Clause F.6. 
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F.6. TEST WAVEFORMS 

The test current waveforms shall be selected from those defined in Table 254-8 of 
Ref [1] according to the lightning attachment Zone of the test object, as follows: 

a. When it can be shown that only voltage sparking will occur, Waveform D shall be 
used. When it can be shown that voltage sparking will not occur, Components A 
or D without a specified initial rate of rise may be used. 

b. When sparking and flash-over in propellant system wiring is being evaluated, 
lightning current test waveform shall be Component D, with an initial rate of rise of 
current of 2 x 1011 A/s for Air side or 1 x 1011 A/s for Land and di/dt exceeding 
0.25 x 1011 A/s for more than 0.5 µs. 
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ANNEX G.  TECHNIQUES FOR EQUIPMENT TESTS 

 

G.1. DETERMINATION OF TRANSIENTS TO BE APPLIED TO EQUIPMENT 

G.1.1 When Transient Control Levels are ‘Not Known’ 

In the early stages of development before TCLs are known, for the purpose of 
designing and testing equipment against the effects of transients it is necessary to 
formulate a standard set of waveforms which are most likely to represent the threat. 

This is necessary because equipment has to be developed simultaneously with the 
weapon itself. It is impossible for the equipment design to wait until the weapon has 
been developed and its transients measured in a simulated lightning test. The 
waveforms applicable to the equipment are therefore based on experience of 
measured transients in simulated lightning tests on aircraft, supplemented by the in-
flight information available and from previous similar design lightning testing. 

Although the waveform shapes are standard, the amplitudes were chosen according 
to equipment categories, which depend on how critical the operation of the 
equipment is for weapon flight safety and on the electromagnetic environment of the 
equipment (shielded or exposed location). Four standard voltage waveforms given in 
Ref [1] are at present employed, namely: 

a. A Long Pulse (LP) simulating diffusion/redistribution coupling (LP waveform) 

b. An Intermediate Pulse (IP) simulating resistive coupling (the IP waveform) 

c. A Short Pulse (SP) which is the differential of (b) simulating aperture flux coupling 
(SP waveform 

d. Damped Sinewave (DS) oscillations in the frequency range 2 to 50 MHz (the DS 
waveform) 

Several amplitude levels are specified for each waveform (except DS waveforms) 
according to the equipment category. When that category is decided for new 
equipment the appropriate level then becomes the Equipment Transient Design 
Level (ETDL) to which the equipment is initially qualified. 

G.1.2 When Transient Control Levels are ‘Known’ 

When TCLs have been established by the analysis and tests required in this leaflet, 
the margin between those TCLs and the initial test or selection ETDLs is ascertained. 
If that margin for any equipment interface is less than the agreed value, that 
equipment must be re-qualified to the higher levels. If the equipment then fails at that 
level, either additional equipment hardening must be incorporated, or measures 
taken to reduce the relevant TCL. Alternatively, if the equipment has not previously 
been tested, the test current limits are given by the TCLs plus the agreed margin. 
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G.2. BULK CURRENT INJECTION 

Bulk Current Injection methods are used for the damped sine wave injection test 
whereby transients are injected into each cable bundle in turn by close coupling to a 
pulse generator through a pulse transformer injection probe. The transformer core is 
usually made of ferrite and the cable itself forms the secondary. Each end of the 
cable being injected shall be connected to the appropriate equipment but it is not 
essential for the entire system to be connected for all cable injections (unless 
malfunctions cannot be monitored without the whole system being operative). All 
types of connection whether power supply or control and signal lines, shall be 
included. The probe has of course to be designed to operate over the frequency 
spectrum of the transient being applied and attention has to be paid to both its 
voltage and current rating. 

The open- circuit voltage being injected is measured by means of the voltage 
induced in an additional single-turn coil around the magnetic core of the probe. The 
injected current is monitored by means of a separate monitoring transformer probe 
placed around the cable. Current transients in other cables of the system (or at 
different points in the same cable) may be monitored with additional probes if 
required. It is often advisable to do that to ensure that such cables are not over-
tested. 

As indicated in Clause G.1 for the test to be a true representation of weapon 
conditions, it has to be performed at a late stage of development when the cable 
installation details are known. However, in default of the actual cables, tests with 
'standard' cables may be usefully employed to detect equipment susceptibilities at an 
early stage of development. 

G.2.1 Damped Sinusoids 

For a given level of injection with sinusoidal currents (whether damped or not) the 
voltage actually reaching critical components in the equipment under test is often 
highly sensitive to frequency because of the natural resonances of the system 
formed by the equipments and inter-connecting cables  
Figure 508/4–G1 shows a typical result and sharp resonances are evident. For this 
reason, tests at small frequency intervals over a wide range shall be employed and 
the selected test frequencies shall include those corresponding to maximum and 
minimum cable impedance (denoting system resonances). These are determined by 
swept frequency Carrier Wave (CW) tests carried out previously, possibly as part of 
EMC testing. Also, if EMC CW testing has shown equipment susceptibilities at certain 
frequencies, those frequencies shall also be included in the damped sinusoid 
lightning tests. 
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Figure 508/4 – G1  Curve Showing Typical Cable Bundle Current to Pin Voltage 

Transfer Function 

When TCLs are not known, the amplitude of the injected transient must be selected 
according to the input impedance of the cable at the test point. A fixed voltage would 
produce excessive current into a low impedance and a fixed current would produce 
an excessive voltage into a high impedance. 

The limits (maximum peak induced current, maximum probe loop voltage and the 
maximum volt-amp product) are specified in Table 508/4–G1 and Figure 508/4–-G2. 
The injected level is initially low and is then raised to whichever limit is reached first. 
If susceptibilities (upsets) are noticed before a test limit is reached, the threshold of 
susceptibility is recorded and the test continued. 
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G.2.2 Long, Intermediate and Short Pulses: Ground Voltage Injection 

In principle the cable injection method by means of a transformer type probe similar 
to that employed for damped sine waves could also be used for the long and short 
lightning pulses. However, because of the low frequency content of such pulses the 
design problems for the probe would be very great and an alternative method of 
injecting the transient is therefore required. One method, which does not employ an 
injection probe, is ground voltage injection, which also has the characteristic that it 
corresponds fairly closely to two of the mechanisms (resistive and diffusion / 
redistribution coupling) by which transients are injected in actual lightning strikes. 

In this method, a generator producing a transient voltage of the desired shape is 
connected between the ground plane and the case of the equipment under test, as 
illustrated in Figure 508/4–G3. This corresponds closely to resistance coupling 
where a portion of the lightning current in an actual strike passes along the ground 
plane connecting two pieces of equipment, producing a potential difference 
proportional to the current and the resistance of the ground plane. If we consider a 
two- wire circuit (unscreened) connecting the equipments, then this voltage will 
appear as a common-mode voltage between the circuit and the case, the voltage 
relative to case at each end of the wire-pair depending upon the local impedance to 
case. If the connecting cable between the two equipments has an overall screen 
connected to case at each end, then the impedance of the loop will be low and the 
current that flows around the loop will effectively be limited only by its inductance. 

In an actual lightning strike, resistance coupling is not the only mechanism by which 
long, intermediate and short lightning pulses may be injected. Magnetic coupling may 
also occur producing a voltage proportional to the rate of change of the magnetic 
flux. Even here, however, the ground voltage injection test is reasonably realistic 
provided the output impedance of the transient generator (which is inserted between 
the equipment case and the ground plane) is not too high. 

Ideally the long and intermediate pulses should be unidirectional but limitations of the 
pulse generator design usually mean that the waveform crosses the zero line at 
some point; this is not important provided the time to reach cross-over is sufficiently 
long. 

The ground voltage test is probably the most practical way of applying the long and 
short lightning pulses and it is therefore generally accepted, but there are possible 
disadvantages. As mentioned, the impedance of the pulse generator may reduce the 
realism of the coupling mechanism and cause the pulse shape actually applied to be 
different for different loads. The insertion of this impedance could also interfere with 
normal operation of the system, a possibility, which has to be checked before 
transients are applied. The design aim should be to keep the output impedance of 
the generator low (probably less than 0.5 Ohm) over the frequency range of the pulse 
and even lower for DC. 

Before TCLs are known, the initial amplitudes to be applied to equipment are decided 
by the criticality of the function of the equipment and the degree of shielding of its 
location in the weapon. Limits are set on both voltage and current, and the amplitude 
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of the transient is raised until one of the limits is reached. It is important to test with 
transients of each polarity relative to ground. 

It is also important that equipment should be progressively tested up to the ETDL. 

G.3. CHARACTERISTICS OF THE PULSE GENERATOR 

The load presented to the pulse generator can vary widely, depending on the system 
under test, and the generator shall therefore be designed to provide substantially the 
same waveform into this range of loads. This implies a low output impedance, which 
is desirable also for other reasons. In the case of transformer injection, the load on 
the generator of course includes the characteristics of the injection transformer. 

The generator has to be capable of delivering the maximum specified voltage and 
current, including the case of both limits being reached simultaneously, unless there 
is an overriding volt-amp limit.  The output amplitude shall be smoothly adjustable 
and so shall the frequency in the case of the damped sine-wave generator. Either 
polarity relative to ground shall be available by means of a simple adjustment. 

It is desirable that the generator should have means for external triggering (to 
synchronise the transient with some event in the system under test) and for 
controlling the point of application of the pulse on AC power lines with respect to the 
phase of the AC waveform. There should also be a pulse repetition mode with 
selectable repetition rate. 

Usually the transient is formed directly at the required high voltage level by charging 
a capacitor to a suitable voltage and then discharging it into a network of inductors 
and resistors. However another possibility is to form the transient at a low level and 
then pass it through a power amplifier. 

G.4. PROVISION OF EQUIPMENT FOR TEST 

Equipment must always be tested in association with at least one other equipment 
and sometimes with the complete system.  

G.5. THE DAMPED SINEWAVE INJECTION TEST 

G.5.1 Applicability 

The test applies to all equipment fitted with electronic and active components, 
particularly non-linear items such as transistors or integrated circuits, etc. Other types 
of equipment such as motors, generators, relays, solenoids and transformers shall be 
considered with regard to their function and vulnerability. 

The test is applicable to all power, control and signal cable looms. 

Cable looms shall be representative of the installation and each cable loom sub-
group tested separately (i.e. the power loom and each signal and control loom which 
is routed separately from the connector). 

Primary power lines shall, in addition, be tested individually, injecting and monitoring 
each line in turn. 
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If the cable loom diameter will not fit within the injection probe window, the loom shall 
be subdivided and the configurations defined in the TP. 

Where the cable loom length between back shells is less than 0.5 m the test will not 
be required. For cable looms between 0.5 m and 1 m in length the injection and 
monitoring probes shall be positioned symmetrically about the cable loom centre. All 
power leads shall be tested as a 1 m loom at the System Under Test (SUT) end only. 
Cable looms greater than 1m in length connecting two or more SUTs shall have 
transients injected at each end in turn. Where equipment has multi-installation 
applications, the procurement authority must define the number of configurations to 
be tested. 

NOTE: Where a cable loom to be tested splits into separate branches and the split occurs at more 
than 0.5 m from the terminating connector, each branch must be individually tested over the entire 
frequency range. Where the split occurs at less than 0.5 m then the cable loom shall be tested at 50 
mm from the back shell of the connector carrying the majority of the cables. Where cable looms 
carrying conductors used in safety critical operations are to be tested then all branches must be tested 
irrespective of the point at which the loom splits. 

G.5.2 Limits 

The levels of the maximum peak induced current, the maximum probe loop voltage 
and the maximum volt-amp product of the current and voltage are shown in Table 
508/4–G1. The Test Waveform shall be the DS waveform shown in Figure 508/4–
G3. The amplitude limits for this waveform are as follows: 

a. When Transient Control Levels (TCLs) are not known, the limits given in Table 
508/4–G1 and Figure 508/4–G2 shall be used for the ETDL. 

b. Where TCLs are known, the current limit shall be the relevant TCL plus the 
margin determined according to Annex B. 
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Frequency 
Range (MHz) 

Maximum Peak Induced 

Current (A) Loop Voltage (kV) Volt-Amp Product 

2 – 30 

30 

35 

40 

45 

50 

30.0 

30.0 

25.5 

21.6 

18.1 

15.0 

3.00 

3.00 

2.55 

2.16 

1.81 

1.50 

30.0 

30.0 

23.2 

17.3 

12.1 

7.5 

Note 1: Between 30-50 MHz the amplitude reduces linearly with the logarithm 
of the frequency. 

Note 2: For external or unprotected equipment, the values of each of the 
three maximum peak induced parameters shall be doubled at each test frequency. 

Note 3: Where NEMP only is of concern, then the above limits may be re-
defined. 

Note 4: The test limit will be achieved when any one of the above three 
criteria is satisfied. The volt-amp product is that obtained by taking the product of 
the maximum voltage and current taking no account of the sign or the relative time 
of the two signals. 

Table 508/4 – G1  Limits for Maximum Peak Induced Current, Probe Loop 
Voltage Volt-Amp Product 

0 5 10 15 20 25 3530 40 45 50

10

20

30

40

Frequency MHz

In
d

u
c
e

d
 C

u
rr

e
n

t 
(A

m
p

s
)

Voltage Limit: 3kV - 2 to 30 MHz reducing to 1.5 kV for 50 MHz

kVA Limit: 30kVA - 2 to 30 MHz reducing to 7.5 kVA for 50 MHz
 

 

Figure 508/4 – G2  Current, Voltage and kVA Test Limits 
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Voltage

Amplitude

2nd half cycle

8th half cycle

Frequency of resonance to be tuneable

over the range 2 MHz to 50 MHz

Time

Vpk

0

V
8

Amplitude of eighth half cycle shall

be at least 25% but not more than

75% of the second half cycle when

injecting into a 100  loop

 
Figure 508/4 – G3  Damped Sinewave (DS) Test Waveform 

 

G.5.3 Test Procedure 

G.5.3.1 Purpose 

To confirm that the SUT will withstand transients induced upon its power and signal 
cables without damage or malfunction as defined in the TP. Transient characteristics 
are based on the expected induced current levels due to the coupling of both the 
Nuclear Electromagnetic Pulse (NEMP) and the high frequency components of the 
Lightning Electromagnetic Pulse (LEMP). 

This test defines the injection of damped sinewave transients on to the cable looms 
of the SUT with the SUT interface cabling and bonding representative of the defined 
installation configurations. 

Where AECTP 501 test NCS01 and NCS02 are also applicable, they must be carried 
out prior to this test in order to find resonance/malfunction frequencies. 

NOTE: AECTP 501Test NCE01 or NCE05 must be performed prior to performing this test. If the 
test(s) has been performed as part of the trial then this is acceptable. 
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G.5.4 Test Equipment 

G.5.4.1 Variable Frequency Transient Generators 

These generators together cover the required frequency range. Each generator, in 
association with its complementary injection probe, shall generate a damped sinusoid 
waveform as shown in Figure 508/4–G3 when observed at and loaded with the 100 

 calibration jig. The specific performance characteristics of the generator and probe, 
when loaded by the calibration jig unless otherwise stated, are as follows: 

a. Output Frequency: The required output shall be provided at any frequency in the 
range 2 MHz and 50 MHz. 

NOTE: It has been found that 2 generators are normally required to provide the 
output to cover the required frequency range with the break being at 30 MHz. 

b. Frequency Accuracy: The measured frequency of the transient shall lie within 
±10% of the indicated frequency setting of the generator. The frequency of the 
transient shall be determined from the average time interval between zero 
crossings over the first eight half cycles, during injection using the type of injection 

probe described in Table 508/4–G2 with the 100  calibration jig. 

 

Frequency Range (MHz) 2 – 200 

Self Inductance (µH) ± 20% 0.7 

Self Resonance Frequency (MHz)± 25% 40 

Resonance Impedance ()± 25% 328 

Insertion Loss (dB) ± 1.5dB at Frequency 
(MHz) 

2.0 

5.0 

10.0 

20.0 

50.0 

100.0 

200.0 

 

17 

10 

6.0 

4.5 

4.5 

4.5 

5.0 

Maximum Input Drive (kVpk) 4.0 

Table 508/4 – G2  Performance Specification for Transient Injection Probe 

c. Waveform Decay: The amplitude of the eighth half cycle, using the type of 
injection probe shown in Figure 508/4–G3, shall be at least 25% but less than 

75% of the amplitude of the peak half cycle when measured in the 100  
calibration jig. The nominal Q value of this waveform lies in the range 6.8 to 32.8. 
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d. Output Voltage: This is defined as the peak voltage of the highest amplitude half 
cycle when the injection probe is open circuit (i.e. out of the calibration jig and not 
clamped around a cable). An output voltage of 4 kVpk is required from 2 MHz to 
30 MHz, reducing linearly with frequency to 2 kVpk at 50 MHz. This output is 
required when measured using a single turn monitor loop as described in Clause 
G.5.4.2. 

e. Output Current: An output current of up to 40 Apk for the highest amplitude half 

cycle is required from 2 MHz to 30 MHz, when measured in the 100  calibration 
jig. The required level then reduces linearly with frequency to 20 Apk at 50 MHz. 

f. Amplitude Control: The amplitude of the output shall be capable of adjustment so 
that a reduction of at least 10:1 from the defined maximum level is possible, while 
preserving the required waveform. 

Their performance shall be verified before SUT testing, as described in Clause 2 of 

AECTP501 using the 100  calibration jig. 

The open circuit transient voltage of the generator and the appropriate injection 
probe is measured by placing a small low inductance loop around the injection probe. 
The output of the loop is monitored using an oscilloscope. It should be noted that 
voltages up to 4 kV will be induced in this loop. 

Current monitoring probes must be capable of accurately recording the transient 
without saturation either by the primary current flow in the cable loom under test or 
when combined with the level of the injected transient. The transfer impedance 
characteristic should preferably be flat over the required frequency range. 

For voltage measurements, a suitable high voltage probe or a high impedance, high 
voltage divider will be required providing a combined measurement system 
bandwidth response of 100 MHz. The high voltage probe capacitance shall not 

exceed 20 pF and the input resistance shall not be less than 4 k. 

The oscilloscope shall be DC coupled with a minimum bandwidth of 100 MHz, have 

an external time base trigger, and provide a 50  input impedance for the monitoring 
current probe. A means of recording the oscilloscope trace must be provided. Fast 
digitising oscilloscopes are recommended. 

G.5.4.2 Monitor Loop 

The monitor loop is required to measure the injection probe open circuit conditions. 
The loop must present a low inductance and hence shall be manufactured from a 
solid copper conductor having a cross section of not less than 10 mm2. The loop shall 
be insulated to withstand kilovolt levels and fit closely around a cross-section of the 
injection probe. In some circumstances the loop can generate several kilovolts 
across its ends, so the loop must be insulated appropriately and the complete probe 
handled with care when in use. The loop shall be terminated by a screened potential 
divider with a nominal division ratio of 100:1. The resistance of the lower limb of the 

divider is 50  and a resistance of this value should be installed in the probe. The 

output of the probe should be terminated by a 50  'through load' (or a 50  

attenuator) whose output can be measured remotely via a 50  coaxial cable. This 
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cable is connected and matched at the input of the waveform viewing oscilloscope to 

avoid standing waves on the cable. If a 50  oscilloscope input port is available the 
cable should be connected to that port. If only a high impedance oscilloscope input is 

available, it should be terminated with a 50  'through load' and the cable connected 
to that load. A suitable probe design is shown in Figure 508/4–G4. 

The division ratio of the potential divider must be calibrated with the waveform 
viewing oscilloscope connected so that an accurate calculation of the loop output 
voltage may be made from the oscilloscope reading. The nominal division ratio of the 
probe as illustrated in Figure 508/4–G4 (measured using a high impedance probe on 
its output) will be about 100:1. When terminated by a  

50  'through termination' and connected to a 50  oscilloscope the division ratio is 
300:1. 

 

Screened Box

Insulated Loop

All Resistors

Carbon Composition

1kV min. rating
1.2k

50

To 50

  Measuring

  System



 
Figure 508/4 – G4 Monitor Loop Probe 
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G.5.5 Test Setup 

Figures 508/4–G5, 508/4–G6 and 508/5–G7 show typical test arrangements. The 
SUT should be laid out in accordance with the general requirements of Clause 2 of 
AECTP501. 

Table 508/4–G3 defines the frequencies at which the damped sinewave transients 
are to be injected. However, additional testing will be necessary at the following 
frequencies: 

a. Susceptible frequencies found during AECTP 501 tests NCS01 and NCS02 i.e. 
those frequencies where malfunctions occur below the over test limit. 

b. Resonances found during the cable loom impedance measurements or during the 
NCS01 and NCS02 cable resonance tests. 

Injection on power lines is to be made at the SUT connector end of the line. For cable 
looms between the SUT units or loads representative of other equipment, Clause 
G.5.1 defines the requirement. 
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Test 
Number 

Frequenc
y (MHz) 

 Test 
Number 

Frequenc
y (MHz) 

 Test 
Number 

Frequenc
y (MHz) 

1 2.00  18 6.10  35 18.7 

2 2.14  19 6.52  36 19.9 

3 2.28  20 6.96  37 21.3 

4 2.44  21 7.44  38 22.7 

5 2.60  22 7.94  39 24.3 

6 2.78  23 8.48  40 25.9 

7 2.97  24 9.06  41 27.7 

8 3.17  25 9.68  42 29.6 

9 3.38  26 10.3  43 31.6 

10 3.61  27 11.0  44 33.7 

11 3.86  28 11.8  45 36.0 

12 4.12  29 12.6  46 38.4 

13 4.40  30 13.4  47 41.0 

14 4.70  31 14.4  48 43.8 

15 5.02  32 15.3  49 46.8 

16 5.36  33 16.5  50 50.0 

17 5.72  34 17.5    

Table 508/4 – G3  Primary Test Injection Frequencies 

a. Cable Loom Impedance 

Figure 508/4–G6 shows the test arrangement and probe positions for measuring the 
impedance of each of the cable looms. Low level CW is injected via the injection 
current probe and swept between 2-50 MHz. The voltage and current are detected by 
the analyser and the impedance for each cable loom impedance plotted for inclusion 
in the Test Report. This impedance measurement is only necessary if the NCS01 
and NCS02 cable resonance tests have not been carried out or the configuration or 
current probe positions are different. 

b. Transient Injection 

Transient injection shall be carried out at the frequencies identified and defined in  
Clause G.5.3.1 using the test arrangement shown in Figure 508/4–G7, where the 
CW signal source has been replaced by the transient generator. 
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At each frequency defined by the cable loom impedance measurement, the transient 
generator shall be adjusted to align with the exact cable loom resonance. Since cable 
loom resonances may have a significant coupling effect on the generator it is 
recommended that the generator frequency be checked by averaging the zero 
crossings of the waveform. 

When TCLs are not known, pulses shall be injected at the frequencies defined in  
Table 508/4–G4 at progressively increasing levels, starting at 50% full threat and 
increasing in approximately 10% steps, until either one of the test limits, defined in 
Clause G.5.2 is reached (current, voltage or kVA) or equipment degradation or 
malfunction occurs. If degradation or malfunction does not occur, at least 5 transients 
shall be injected at the maximum amplitude at each frequency. The time interval 
between transients shall be a minimum of 2 seconds in order to ensure the generator 
gives the required output for each pulse. 

When TCLs are known, pulses shall be injected as required by Table 508/4–G1 
except that the current limit shall be the substantiated ETDLs of Annex B. 

With digital systems, if the lightning pulse coincides with clocking pulses or other data 
transfer actions, data corruption could occur. It may be necessary to inject more 
pulses in order to achieve confidence of required error rates. This shall be identified 
in the TP. 

If susceptibility occurs the transient level shall be reduced to obtain the threshold of 
malfunction. 

The Test Report shall contain details of the induced transient current and probe loop 
voltage in addition to the frequencies selected for test. The loom current at each 
frequency is to be recorded graphically together with an indication of where failure 
has occurred. 
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Figure 508/4 – G5  Typical Test Configuration 
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Figure 508/4 – G6  Typical Test Configuration for CW Impedance Measurement 
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Figure 508/4 – G7 Typical Test Configuration for Transient Injection 



  ANNEX G to 
AECTP 500 

  Category 508/4 

 
 G-17 Edition E Version 1 
  

 
 

 

G.6. THE GROUND VOLTAGE INJECTION TEST 

See AECTP 501 NCS10 Test Method for the general test requirements. 

G.6.1 Test Categories and Levels 

a. Where TCLs are not known and modelling has not been done the test levels 
defined in AECTP 501 [Ref 5] Table NCS10-1 of shall be used. 

 Where equipment and cables can be defined in more than one of the 
categories noted, the test levels associated with the more severe environment shall 
be applied. 

a. Where TCLs are not known and modelling has been done, the waveform shall be 
selected according to the equipment categories given in [Ref 5] and the current 
limit shall be the relevant CTL plus the margin determined according to Clause 4. 

b. Where TCLs are known the waveform shall be selected according to the 
equipment categories given in [Ref 5] and the current limit shall be the relevant 
TCL plus the margin determined according to Clause 4.4. 

G.6.2 Injection Test 

a. When the TCLs are not known, with the waveform selected as appropriate to the 
equipment test category given in [Ref 5] Table NCS10-1 inject three transients at 
each level. Pulses shall be injected at progressively increasing levels, starting at 
50% full threat and increasing in approximately 10% steps, until either one of the 
test limits, defined in [Ref 5] Table NCS10-1 is reached (current or voltage) or 
equipment degradation or malfunction occurs. 

b. When TCLs are known, pulses shall be injected as required by (a.) except that 
the limits shall be the substantiated ETDLs of Clause 4. 

 When testing equipment using the Long Pulse if the voltage limit is reached 
before the current limit, testing shall be stopped and recommenced using the 
Intermediate waveform at CAT D levels. 

a. At the test limit, if equipment degradation or malfunction has not occurred, 10 
pulses separated by at least 8 seconds over a period of not more than 2 minutes 
shall be injected. 

 A typical set of current and voltage waveforms shall be recorded and included 
in the Test Report. 

a. If susceptibility occurs, the transient level shall be reduced to obtain the threshold 
of malfunction. The current and voltage levels at the threshold of malfunction shall 
be recorded. 

G.6.3 Multiple Burst Tests 

The Damped Sinewave Test defined in Clause G.5 shall be repeated but using the 
waveform and amplitude limits defined in Ref [1]. It should be ascertained that 
equipment is not at risk when subjected to the Multiple Burst Environment given in 
Ref [1]. 
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ANNEX H.  LAND ENVIRONMENT AND TEST METHODS FOR NEARBY 
FLASHES 

 

H.1. INTRODUCTION 

This Annex explains the derivation of the nearby flash and gives background and 
guidance for the nearby flash evaluation requirements. 

H.2. THE NEARBY FLASH ENVIRONMENT 

H 2.1 Need for the Environment 

Weapons may experience a hazard from either a direct attachment or a nearby flash. 
However, direct attachment is the more severe hazard and the effects of a nearby 
flash do not therefore require separate assessment. However, there is an exception 
in relation to those land based weapons that are required to survive a nearby strike to 
the ground but not a direct attachment. For the lightning assessment of these 
weapons it is necessary to define the electromagnetic environment near the ground 
in terms of the magnetic and electric fields and their rates of change at a particular 
distance from the flash. 

This distance will be the minimum distance (R) that the weapon can be from the flash 
without an attachment being formed and will depend on the height and shape of the 
weapon and the topography of the surroundings. Since the topography for a wide 
variety of situations cannot be defined in advance, standardised conditions are 
achieved by assuming the surrounding ground to be flat, with no significant 
protrusions. The minimum distance R can then be predicted by a strike point location 
method such as the "rolling sphere" used in calculating the lightning protection of 
buildings Ref [4]. Practice has shown that a sphere of radius 50m is generally 
representative of a worst case ground strike scenario and this shall therefore be used 
to determine the minimum strike distance.  
Figure 508/4–H1 shows the basis for the rolling sphere calculation and the resulting 
values for a 50m radius sphere are given in Table 508/4–H1. 

It should be clearly understood that, although the ‘flat plane’ environment is likely to 
be a worse case environment, there is no guarantee that weapons so evaluated will 
not be at risk in use. This is because the proximity to each other, packaging, 
stacking, local buildings etc. will greatly influence the outcome. Precision in these 
calculations is not therefore important except perhaps for a fixed installation. 

It is considered that the method should not be used for weapon heights below 1 m 
because then the inevitable roughness of the ground negates the assumption that 
the ground is flat compared with the height of the weapon. In any case, the 
expressions for calculating the magnetic and electric fields at the weapon as 
tabulated in Table 254-5 of Ref [1] are not valid for R less than 10m, which 
corresponds to a weapon height of 1 m. For weapon heights of 1 m and less, R shall 
therefore be taken to be 10 m. That value may also be employed generally as a 
"default" value in preliminary assessments. 
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Figure 508/4 – H1   

Rolling Sphere to Determine Minimum Distance between Flash and Weapon 
without Attachment 

 

 

Weapon Height (w) 
m 

1 2 3 4 5 10 

Minimum Distance 
(d) m 

9.9 14.0 17.0 19.6 21.8 30.0 

Rounded value of d 
m 

10 14 17 20 22 30 

Table 508/4 – H1  Value of Minimum Distance (d) for Various Weapon Heights 

H.3. CALCULATION OF MAGNETIC AND ELECTRIC FIELDS 

H.3.1 Magnetic Field 

A recommended method for estimating the magnetic and electrical fields at the 
minimum distance R (metres) from the flash is described here and the results have 
been incorporated in the environment specified in Ref [1]. It is considered that the 
magnetic field is due to the lightning return stroke current flowing in a vertical 
lightning channel so that the magnetic field is substantially horizontal. According to 
Ampere's Law: 
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By differentiation, the rate of change of magnetic field is obtained. 

H.3.2 Electrical Field 

The maximum electric field on the ground is substantially vertical and occurs just 
before the return current pulse, at the moment when the descending lightning leader 
meets an answering streamer from the ground thus completing the path along which 
the return current will flow. It is assumed that the conjunction takes place at a typical 
height of 50 m, and it is also assumed that the leader carries a charge of 10-3 
coulomb/m and advances at a velocity of 108 m/s. It is estimated that in the absence 
of streamers, a leader at a height of 50 m would produce a field of 0.36 x 108 V/m on 
perfectly flat ground immediately below it. 

However, this value is not to be employed in the definition of the environment 
because it is considered that as part of the process of initiating streamers. The local 
field will be enhanced by minor projections on the ground, (as the ground is unlikely 
to be perfectly flat) until it reaches a value of 3.0 x106 V/m, which is the breakdown 
field for air at ground level. The corresponding value for the rate of change of field 
has been calculated by assuming that this field collapses in the time taken for the 
answering streamer to reach the leader and effect a junction, which is 0.5 ms for a 
height of 50 m. This gives a rate of change immediately below the leader of 6 x 1012 
V/m/s.  Both the electric field and its rate of change reduce with horizontal distance 
(R) from the strike point in accordance with Table 254-5 of Ref [1]. 

With the assumption of a junction height of 50 m and a maximum rate of change of 
lightning current of 1011 A/s, the environment at a horizontal distance R from the 
lightning channel where R is not less than 10 m which is shown in Table 254-5 of Ref 
[1]. 

H.4. ASSESSMENT OF NEARBY EFFECTS 

H.4.1 Required Assessments 

When an assessment of the effects of a nearby flash on a weapon is required the 
appropriate requirements must be followed which shall include a lightning transient 
assessment and an Explosion Hazards Assessment. When the latter is done it may 
proceed as for a direct attachment, except that the external environment is defined in 
terms of impinging fields instead of a current flow through the weapon. The usual 
methods of calculating field penetration may be employed to establish the internal 
environment and hence to estimate induced transients. If the LHDA indicates that the 
induced effects are estimated to be well below the allowable level, then it generally 
would not be necessary to proceed to any further analysis or tests for nearby 
lightning. If, on the other hand, such preliminary evaluation predicted an excessive 
level of transient, or was inconclusive, then further evaluation would be needed. 

H.4.2 Need for Testing 

As with assessments for direct attachments the need for testing and the details of 
those tests must be ascertained for both the transient and explosive hazards 
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assessments. When tests are necessary they must be made separately for both H 
and E field excitation. 

H.5. MAGNETIC FIELD TESTS 

In this test the weapon is subjected to a magnetic field having the desired shape. In 
principle the exciting current could be flowing in a vertical rod representing the 
lightning channel situated at the appropriate distance. This is not feasible because of 
the difficulty in simulating the true current flow.  (In a lightning strike to ground the 
current spreads out radially into the ground but in a test it would have to return to the 
pulse generator and this would alter the distribution of the magnetic field around the 
weapon being tested). Figure shown in Table 508/4–H1 is therefore used, whereby 
the weapon is mounted on a non conducting platform and placed at the mid-way 
point M between the two circular coaxial conducting loops of a Helmholtz coil 
diameter D (metres) where the axial distance between the loops is equal to D/2. With 
these proportions the magnetic field due to current in the loops (in the absence of the 
weapon) does not vary much with position along the axis on either side of M. The 
loops are connected in series so that they carry the same current (i) and the loop 
diameter shall be chosen to give adequate clearance of the weapon from the loops. 
The magnetic field at M is along the axis of the loops and has magnitude: 

H = 1.43 i / D A/m 

Compared with that for the field that would be produced by a current flowing in a 
vertical channel situated at a horizontal distance R it is seen that to produce the 
same field the loop current needs to be given the value equal to the lightning channel 
current multiplied by a scaling factor 0.11 x D/R. 

The loops are energised by an appropriate transient generator. The return 
conductors to the generator shall be carefully designed to minimise their inductance 
and to avoid stray fields, which might distort the magnetic field applied to the weapon 
positioned within the Helmholtz Coils. 

H.6. ELECTRIC FIELD TESTS 

Internal transients due to external electric fields are not likely to be as significant as 
those due to external magnetic fields. This is because of the high degree of shielding 
provided by a metallic skin. Even materials such as CFC which have low magnetic 
shielding provide a reasonable electric field shielding, and the only significant 
penetration of electric field is at any apertures, or where the skin is of a non 
conducting material such as glass fibre composite. It is quite possible therefore that 
the LHDA may show that only magnetic field tests are needed, but this needs to be 
proven. 

High levels of electric field may give rise to corona discharges at sharp edges; 
extremities or protrusions and these produce radio frequency (RF) emissions. This 
effect depends on the field strength but most other effects depend on the rate of 
change of field. Ref [1] states that the environment at the ground strike point just 
before the strike is assumed to be comprised of a vertical electric field of 3 x 106 V/m 
with a rate of change of electric field of 6 x 1012 V/m/s. 
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From Table 254-5 of Ref [1] the value of E when R is between 10 and 20 metres falls 
between 2.94 and 2.79 x 106 V/m, which for all practical purposes is 3 x 106 V/m. To 
establish such a field without flash over to the test object would be difficult if not 
impossible, apart from there being the need for a very high voltage generator. 
Consequently E field tests are not practical. As noted above they are not really 
necessary anyway as the only effect produced is Corona emissions which is of 
secondary importance. Consequently only a dE/dt excitation is specified here. 

Figure 508/4–H3 illustrates an arrangement that can give approximately 6 x 1012 
V/m/s at the test object 4 metres away from the HV electrode. The actual dE/dt that 
will occur will depend on the geometry of the test object and the voltage at which the 
calibration spheres are set to flashover together with the peak voltage attainable from 
the generator. A 2 MV generator will usually achieve a peak of 2.5 MV but if that is 
not so, the gap must be set to a lower value, the gap will flashover in approximately 
0.1 µs. 

H.7. TEST REQUIREMENTS FOR NEARBY FLASH EVALUATION 

H.7.1 Introduction 

This Clause defines the requirements, which shall be met when tests for the Indirect 
Effects of nearby lightning on weapons on the ground are required by the LHDA. 

H.7.2 Tests Magnetic & Electric Fields 

Separate tests for magnetic field and electric field excitation shall be made as 
described in  
Clauses H.7.3 and H.7.4. The tests, unless otherwise agreed with the National 
Authority, shall be either Part System or Whole System Tests, as outlined in Clauses 
H.7.3.1 and H.7.4.1. If the National Authority requires more detailed investigation of 
transient levels within the Munition then the tests of Clauses H.7.3.3 and H 7.4.3 
shall be made. 

H.7.2.2 Environment to be Simulated 

The environments for the tests shall be the horizontal magnetic field H and the dE/dt 
associated with a vertical electrostatic field E, which would occur at the weapon due 
to a strike, to a flat ground plane,  
R metres away. R is the minimum distance a flash can be away from the weapon 
before it forms a direct attachment to the weapon. Values of H and E in terms of R 
are given in [Ref 1]. R shall be determined according to the method given in Clause 
H.7.5 which also defines the waveforms to be used for the tests. It should be noted 
that for small weapons such as grenades, mines, etc, R shall be taken as 10 m. 

H.7.3 Magnetic Field Tests 

H.7.3.1 Test Arrangement 

The weapon shall be mounted on a non conducting platform and placed at the mid 
point M between two circular coaxial conducting loops of diameter D (metres) where 
the distance between the loops is equal to D/2, as illustrated in Figure 508/4 – H2. 
The loop diameter shall be chosen to give adequate clearance between the weapon 
and the loops. The loops shall be connected in series and energised by the test 
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current waveform defined in Clause H.7.5. To avoid generator design problems the 
coil diameter shall be limited to 4 metres. 

H.7.3.2 Whole System and Part System Tests 

As appropriate Part Live Whole System or Part System Tests shall be made as 
required by  
Table 254-5 of Ref [1], except that the test current waveform shall be as noted in 
Clause H 7.5.1 and the test arrangement shall be as noted in Clause H.7.3.1. 

H.7.3.3 Transient Assessment Tests 

When transient assessment tests are necessary they shall be made as required by 
Table 254-5 of Ref [1] except that the excitation threat levels shall be as noted in 
Clause H.7.5.1 and the test arrangement shall be as defined in Annex A.1. 

H.7.4 Electric Field Tests 

H.7.4.1 Test Arrangement 

The weapon shall be arranged as illustrated in Figure 508/4–H3. The test waveform 
defined in  
Clause H.7.5.2 shall be applied to the test electrode. 

H.7.4.2 Whole System and Part System Tests 

As appropriate Part Live Whole System or Part System Tests shall be made 
according to Annex F, except that the test current waveform shall be as noted in 
Clause H.7.5.2 and the test arrangement shall be as noted in Clause H.7.4.1. 

H.7.4.3 Transient Assessment Tests 

When transient assessment tests are necessary they shall be made as required by 
Table 254-5 of Ref [1] except that the excitation threat levels shall be as noted in 
Clause H.7.5.2 and the test arrangement shall be as in Clause H.7.4.1. 

Internal transients due to external electric fields are not likely to be as significant as 
those due to external magnetic fields as explained in this leaflet. 

H.7.5 Determination of Test Waveforms 

H.7.5.1 H Field Simulation 

The parameters of the H field to be simulated are those due to a strike to ground, 
with the full threat parameters as given in Table 254-5 of Ref [1] occurring at 
distance R metres from the weapon. The parameters of H at the weapon are given in 
terms of R by the expressions tabulated in Ref [1]. 

R shall be determined by the ‘rolling sphere’ method as described in this leaflet 
whereby an imaginary 50 m radius sphere is rolled along a flat plane until it touches 
the weapon. The distance (d) from the side of the weapon to a projection from the 
centre of the sphere to the plane is distance R. This procedure shall be repeated for 
all possible orientations and arrangements (vertical/flat) of the weapon. The lowest 
value of d so obtained shall be taken as R, unless R is less than 10 m in which case 
the value used is 10m. 
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When R is reduced to 10 m, this is considered to be the minimum size to assess all 
the possible attachment points for land or air launch. For weapon aircraft carriage 
assessment, the same process is performed with the weapon attached to each of the 
possible stores pylons or weapon stations, then rolled along each surface of the 
aircraft taking into account the weapon fitted to the aircraft to assess all possible 
attachments. 

However, if the weapon is symmetrical then d is calculated from: 

   2/1
w100wd   

Where w is the distance to the top of the weapon from the ground or reference plain 
when assessing free flight condition in the orientation to be considered. 

The correct values of the H parameters are obtained if Waveform A2s is scaled by 
0.11 D/R. 

H.7.5.2 E Field Simulation 

It is noted that it is only practical to simulate dE/dt and not possible to simulate the E 
Field.  
Table 254-6 of Ref [1] gives the value of dE/dt in terms of R as: 

 
2/1

2

50
R

12

1

10x6





 

 

For practical purposes dE/dt may be taken as 6 x 1012 V/m/s since for values of R 
between 10 m and 20 m, dE/dt falls between 5.88 and 5.58 x 1012 V/m/s. To obtain 
this value a test arrangement similar to that illustrated in Figure 508/4 – H3 might be 
used, as discussed in this leaflet. 
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Figure 508/4 – H2  Test Arrangement for Magnetic Field Test 
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Figure 508/4 – H3  Test Arrangement for Electric Field Tests 
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CHAPTER 1 AIM 

 

The aim of this leaflet is to define the normal test procedures to be used in 
determining the safety and suitability for service of munitions containing Electrically-
Initiated Devices (EIDs) and associated electrical/electronic sub-systems, in the 
Nuclear Electromagnetic Pulse (NEMP) environmental conditions specified in 
AECTP-256 Ref [1] for NATO forces. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENT 

 

2.1. APPLICABILITY 

1. Both high altitude (exo-atmospheric) and low altitude (endo-atmospheric) 
Electromagnetic Pulses (EMPs) are potential threats to munitions or weapon systems 
which contain EIDs and electrical/electronic components within the sub-systems 
associated with the operation of such devices. Degradation, damage or unintended 
functioning of such devices and components could result in an event which has either 
safety or operational consequences. 

2. This leaflet addresses NEMP tests which are used to determine whether the 
EIDs and/or electronic systems contained within a munition or associated system will 
remain safe and suitable for service after being exposed to the Nuclear 
Electromagnetic Pulse environments defined in Ref [1]. 

3. The following requirements shall be selected in accordance with national 
policy as advised by the NAA  
 

2.2. REQUIREMENT 

1. Munitions shall remain safe when exposed to the electromagnetic 
environmental conditions generated by a NEMP as given in AECTP 256 Ref [1] 
within their specified life cycle.  Verification shall be made by complying with AECTP 
508/5 
 
2. Munitions shall remain operational after they have been exposed to the 
electromagnetic environmental conditions generated by a NEMP as given in AECTP 
256 Ref [1] within their specified life cycle.  Verification shall be made by complying 
with AECTP 508/5 
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CHAPTER 3 TESTING 

 

3.1. BACKGROUND 

1. In general, the most susceptible configuration to a NEMP occurs during 
preparations for a launch. At this time, external cables enter the munition creating 
antennas more capable of interacting with the pulsed electromagnetic field. Another 
susceptible configuration is the in flight missile where all electronic sub-systems are 
active and the electro-explosive devices are connected to the firing circuits. In 
addition, the possibility for maximising the NEMP coupling to the missile is enhanced 
due to the effective length of the missile being increased by the electrically 
conductive exhaust plume from its motor. 

 

2. Analysis should recognise the degree of hardness required by the munition at 
each stage of the life cycle (e.g. for some systems the user requirement may only be 
that they remain safe and loss of some or all performance may be acceptable) for 
others they maybe required to remain safe at all times but damage may be 
acceptable for the short time during which they are powered. 

 

3. Simulators have been developed to generate a NEMP test environment. Each 
NEMP simulator has particular strengths and weaknesses depending on the test 
conditions and the weapon system to be tested. Some knowledge about the system 
to be tested and effects to be examined is necessary for selecting an NEMP 
simulator. The simulator compromises are almost certainly greatest for endo-
atmospheric EMP. The appropriate simulator to be used for the test of munitions and 
weapon systems can be found with the support of guidance given in AEP-9 Volume 5 
Ref [2]. Testing alone will be unlikely to determine the safety and suitability for 
service of munitions. 
 
 

3.2. TEST REQUIREMENTS 

 

3.2.1. ASSESSMENT REQUIREMENTS 

1. A safety and suitability for service assessment of the NEMP susceptibility of 
the munition and/or associated systems shall be conducted to determine whether 
testing is required. Limited guidance on conducting such an assessment is given in 
AEP 18 Ref [3]. Where the analysis shows conclusively that the munition and its 
associated systems are not susceptible to the NEMP threat, the requirement for 
testing may be waived upon the approval of the appropriate National Safety 
Authority. 
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2. Where the assessment demonstrates the potential for NEMP susceptibility, a 
coupling analysis shall be conducted for all relevant configurations and states of the 
weapon within its service life cycle. It shall determine the most significant orientations 
and layouts of the weapon both in the real case and within the simulated field. In 
addition the coupling analysis shall consider Pin to Pin (PTP) and Pin To Case (PTC) 
firing modes including consideration of the electrical assembly or situation of the EID 
inside the weapon (EID with/without metallic case, grounded/not grounded metallic 
case). 
 

3. The analysis shall attempt to relate the simulated stress levels on devices and 
components to those that could be experienced in an actual exposure. Levels of 
stress that can cause upset, damage or unintended events of a hazardous nature 
shall be indicated, particularly those applying to EID, given in terms of a no-fire 
threshold or switching level for electronic devices. Any relevant testing during the 
qualification of sub-systems, equipments and components would need to be 
considered. The analysis may include consideration of measurements to relate 
external fields and/or skin currents to cable currents; such measurements could be 
made at full threat or sub threat and use either pulse or CW signals. 
 
 

3.2.2. TESTING REQUIREMENTS 

1. Where testing is required, it shall be performed in all the system configurations 
and field polarisations recognized as representative for the worst case situations 
likely to be encountered during the service life of the munition or weapon system. 

 

2. An analysis of the life cycle of the munition or weapon system shall be 
undertaken to determine the possible exposure configurations of the test item; it may 
be necessary to test more than one configuration. Any protective caps or covers over 
connectors and/or shorting/grounding devices should be used during testing if they 
would be in place during the part of the logistics cycle simulated by the particular test. 

 

3. The item selected for testing shall be fully assembled either with live EIDs or 
instrumented EIDs. Where there are associated electrical/electronic sub-systems 
fitted, these shall be fully functional. All other explosive material is to be removed. If it 
is considered that the presence of this material would affect the degree of coupling to 
the components being assessed, then it should be replaced by Electrically 
Representative Material (ERM). The degree of similarity between the actual material 
and the ERM shall be agreed between the assessor and the equipment 
sponsor/project management. The test item can be exposed to simulated fields both 
in a powered and un-powered condition. Where power supplies are not integral with 
the system, precautions shall be taken to protect them against the NEMP effects. 
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4. The item under test shall be representative of the final production 
configuration, assembly practices, and cable and connector design and installation. 

 

3.2.3. TEST EQUIPMENT 

1. It is necessary to ensure that the field does not vary significantly (more than 6 
dB) in level over the volume of space which the particular configurations of the 
system will occupy. 

 

2. All material placed in the radiated field "loads" the environment. In some 
simulators it is necessary to ensure that the field reforms after transiting, say a large 
container or tank, before the line termination is reached. It is necessary in a bounded 
wave simulator to ensure that the system will not short out the field to such an extent 
that breakdown occurs between the upper surface of the line and the equipment. 

 

3. If the munition or the weapon system has to be instrumented to measure 
induced currents and/or voltages at critical circuit locations (as determined by 
analysis described in Clause 3.2.1), the following measuring systems have to be 
used: 

a. A measuring system for electronics associated with EIDs from AECTP 501 Ref 
[4]. 

b. A measuring system for EIDs that monitors PTP and where necessary PTC 
induced current or energy. The data transmission system used between 
instrumented devices and their recording equipment shall not distort the applied 
field to an unacceptable level, induce spurious signals in the EIDs or alter the 
data. This is commonly accomplished by using fibre optic assemblies and cables 
or microwave telemetry to transmit data between the EID under test and the 
remotely positioned recording instrumentation. 

4. Alternatively, data can be brought out via well shielded coaxial lines through 
connectors in the weapon skin. The lines should be routed perpendicular to the E 
field and surrounded by RF absorber material to minimize electromagnetic coupling. 
Tests will be then performed to ensure there are no instrumentation induced errors. 

 

5. When live EIDS are to be used (see specific test procedures), measurement of 
their resistance before and after test can be made using a safety ohmmeter. The 
measurement can provide an early indication that significant change has occurred 
but other tests of a non destructive nature shall be employed to examine their 
condition after test, particularly if EID duding is suspected. 
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3.2.4. FAILURE CRITERIA 

1. Where either a passive (un-powered) or partially/fully active (powered up) 
munition or weapon is required only to be safe but not usable after NEMP exposure, 
the following conditions shall be met: 

2. For a munition in which EIDs are held in an unarmed state, i.e., out of line, 
evidence of the EIDs having fired or dudded does not constitute failure; 

3. For a munition in which EIDs are in a permanently armed state and hence, if 
fired in a live munition, would cause it to function in an unacceptable way, the 
evidence of the EIDs having fired, or damaged sufficiently to cause significant 
physical change shall constitute failure (reaction described in Clause 3.5.3.1.1). 

4. For either a passive or partially active munition or weapon system required to 
be safe and capable of operational use after exposure, evidence of resistance 
change, degradation or other physical damage to an EID or its associated electronic 
sub-system may constitute failure unless further examination or testing can show that 
the degradation is acceptable and will not impair either the safety or the subsequent 
performance of the munition. 

5. For a munition or weapon system which is fully active (powered up) during 
NEMP exposure and required to be safe and capable of completing its operational 
mission, degradation shall not unacceptably impair either its safety or performance 
during use. Where the degradation could result in a hazard or significant loss of 
performance, it will constitute a failure. A temporary loss of performance for some 
systems may be acceptable. 

 

3.2.5. SAFETY MARGINS 

1. It shall be demonstrated that there is a safety margin between the levels of 
stress that can cause upset, damage or unintended events of hazardous nature 
(particularly those applying to EID given in terms of a no fire threshold or switching 
levels for electronic devices) and the levels of stress likely to be encountered in the 
NEMP environment specified in Ref [1]. 

2. Safety margins are to be agreed by the National Authority, and are applicable 
to instrumented systems since they must be related to the no fire thresholds of EIDs 
or upset levels of electronic devices. 
 
 

3.3. TEST PLANNING 

1. A Test Plan shall be prepared for each munition or weapon system and/or 
associated systems on which tests are conducted. This Test Plan shall include, but 
not be limited to, the following: 

a. Description of the munition or weapon system and associated systems and the 
test configuration of the munition and surrounding systems, e.g., package mode, 
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armed/unarmed, loaded/unloaded, and its position with regard to the Electric (E) 
and Magnetic (H) fields associated with the NEMP. 

b. Description of the test facilities to be employed to include instrumentation and 
simulator characteristics, environment measurement techniques, and calibration 
procedures. 

c. The safety controls to be taken to protect personnel and equipment in the event 
the EIDs function during the test. 

 

2. The Test Plan shall require the following pre-test data and information: 

a. The sequence of system configurations and functional modes to be investigated. 

b. The test levels and waveforms to be generated by the simulator associated with 
each of the above configurations/modes of operation. 

c. The need for instrumenting sensitive devices and components and the selection 
and type of instrumentation to be used, particularly if energy sensitive devices, 
which may respond to single pulse inputs, are used in the munition. 

d. The need for other monitoring equipment, e.g., current probes, and their position 
in each layout. 

e. The number of times each munition and its associated sub-systems are to be 
tested in each configuration/mode and whether items like EIDs are to be replaced 
between successive electromagnetic pulses. 

f. The required EID Safety Margins. 

g. The susceptibility failure criteria, levels, tolerances for all relevant electronic sub-
systems; or Time-to-Repair (if EMP destructive failures are acceptable). 
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3. It shall also require the following data/information to be recorded during or 
following the test: 

a. The measured levels, waveforms and frequency spectra of simulated NEMP for 
each test. 

b. The measured response of EIDs or sensitive components/electronic sub-systems. 

c. Any other pertinent information such as current induced, ambient conditions etc. 

d. Any testing of sensitive components or electronic circuits made after exposure to 
the simulated NEMP to determine cause of parameter change or damage 
mechanism. 

 

4. The number of tests to be conducted on a munition or a weapon system 
depends on the number Nc of its different electrical and geometrical configurations 
and on the effects being addressed, namely 

a. Effects on EIDs (in PTP and PTC mode); 

b. Effects on electronic associated systems. 

c. The number of tests also differs according to whether the munition contains live 
EIDs, probes or instrumented EIDs. 

d. The guide to the number of EIDs and test pulses required is given in Table 508/5–
1 which gives for each procedure: 

e. The number Ne of EIDs. 

f. The minimum number of pulses Np for each test sequence at a given threat level. 

g. The minimum number of threat levels Nl which have to be applied to take account 
of non-linearity phenomena. 

h. Therefore, the number of pulses to apply for a NEMP test is depending on Ne, 
Np, Nl and Nc. 

 

Test 
Procedure 

Number of 
EIDs (Ne) 

Minimum number 
of pulses for each 

Test Sequence 
(Np) 

Minimum 
number of 

threat levels 
(NI) 

Notes 

A1 1 5 3 - 

A2 5 10 2 (1) 

B 8 15 2 - 

C 1 3 2 (2) 

D1 - 5 2 (3) 

D2 5 10 2 (1) 

E 1 - - (4) 

Table 508/5 – 1  Number of Pulses to Apply for NEMP Test 
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NOTE 1: The number of EIDs depends on the result of the test. For reactions of 
type a) and b) 5 or a multiple of 5 EIDs are required. If resistance measurement 
shows significant change after a single pulse then testing shall be conducted again 
with 5 additional EIDs but with a lower level of injection in order to find the level 
where no reaction of the EID occurs. The number of EIDs for reactions of type c) is 
greater than 50. 

NOTE 2: Test with instrumented EID; 

NOTE 3: Test with voltage probes (the EID has been removed); 

NOTE 4: The test is conducted after each test sequence or at the end of the test 
program. The EIDs can be live or instrumented. 
 
 
 

3.4. TEST PROCEDURES 

 

3.4.1. GENERAL 

1. This clause provides a general outline of the procedures to be used in the 
NEMP testing of munitions and weapon systems. A detailed procedure shall be 
developed for use by personnel conducting the testing (see Figure 508/5–1). 

2. The munition or weapon system, in its most vulnerable configurations, shall be 
exposed to the simulated NEMP. For all test configurations, the munition shall be 
oriented with reference to the incident E and H field to ensure maximum coupling of 
energy to all components of concern. If maximum coupling to different components 
requires different orientations, or if worst case coupling cannot be determined a 
priori, various orientations shall be used to ensure testing in the worst case 
conditions. 
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Figure 508/5 – 1 NEMP Testing Flow Diagram 
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3.4.2. TEST ARRANGEMENTS 

1. The arrangements which give maximum coupling will be used if known; 
otherwise the following arrangements will be used: 

2. Monopole: The munition under test shall be supported by a dielectric structure. 
The major axis of this arrangement shall be oriented parallel to the incident E field 
generated by the simulator. The extremity of the munition closest to the ground is 
connected to ground. The arrangement then resembles a monopole antenna in 
maximum coupling mode. The grounding method used shall not increase the 
coupling to the munition. 

3. Dipole: The munition under test shall be supported by dielectric structure. No 
ground connection is used. The arrangement resembles a dipole antenna 
capacitively coupled to ground. 

NOTE: The placement of the munition or weapon system in either a monopole 
or dipole configuration may not constitute a worst case condition. Some weapon 
systems receive more energy when attached to launch platforms, under wing pylons, 
missile rails, etc. than if left out in free space. Further, the drive currents from 
attached umbilicals must be considered when determining the safety of ordnance in 
an NEMP field. If survivability in these configurations is required, realistic tests shall 
be designed which include ordnance handling gear, platform characteristics and 
position of exposure. 

 

3.4.3. SPECIFIC TEST PROCEDURES 

3.4.3.1. TEST PROCEDURE WITH LIVE EIDS 

1. The tests with live EIDs mounted inside the munition or weapon system, are 
essentially conducted to assess the pin-to-case mode effects (when the analysis 
made has demonstrated this firing mode was likely to occur or the explosive material 
between the pins and the case has an effect on the line impedance of the EID 
circuitry). 

2. The response to a single pulse or progression of pulses interacting with an 
EID in a firing circuit could be a change in the EID electrical sensitivity, e.g. a 
bridgewire EID can be desensitised with the effect that more current is needed for 
initiation. Since the effects are generally produced inside the active material filled 
between the pins and the case, live EIDs have to be used. 

3. Two Test Procedures A and B are possible 

3.4.3.1.1. TEST PROCEDURE A 

1. This test procedure is only possible when a current probe can be physically 
mounted on the circuitry near to the EID inside the munition or the weapon system. It 
consists of two tests A1 and A2 and of an analysis of the reactions which may occur 
during the Test A2. 

TEST A1 ON THE MUNITION OR THE WEAPON SYSTEM 
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2. Test A1 consists of measuring the common mode current in the live EID by 
Bulk Current Measurement (BCM) when the munition or the weapon system is 
irradiated with the simulated NEMP to allow the transfer function between the pulse 
NEMP waveform and the common mode current measured on the EID circuitry to be 
obtained. This test leads by extrapolation to the shape and the value of the common 
mode current (Icm1) which should occur in the EID when the munition is in the real 
NEMP environment. 

3. The advantage of this test is that the original value of the complex impedance 
of the explosive material between the pins and the case of the EID or the ground 
reference of the munition is maintained. 

TEST A2 ON THE SUB-SYSTEMS 

4. Test A2, which generally follows the test A1, is a Bulk Current Injection (BCI) 
test which consists of injecting current pulses directly in the sub-system containing 
the EID (sub-system removed from the weapon) to directly fire the EID. The safety 
margin between the common mode current (Icm2) leading to a reaction of the EID 
and the common mode current (Icm1) measured by (BCM) when the sub-system was 
inside the weapon in the NEMP simulated environment can then be evaluated. 

5. Four types of test reaction may occur to the EID: 

a. Modification of the RF impedance of the EID in PTC mode. 

b. Modification of the direct current (DC) resistance of the EID in PTP mode. 

c. Firing of the EID. 

d. No effect on the EID. 

6. It has to be noted that the test currents injected by BCI techniques shall have 
the same shape as those measured on the munition or weapon system by BCM 
techniques but shall have higher levels. The BCI tests have to be conducted using 
the methodology described in Test NCS08 [Ref 4]. The BCI test has to be conducted 
directly on the individual sub-systems in a laboratory equipped with special protection 
against the effects of explosion of live EIDs. 

NUMBER OF EIDS NEEDED FOR TEST A2 

7. Several EIDS are needed in order to take account of the variability of their 
electrical characteristics. For the tests where the reaction is of type a) or b) as 
described above, the radio frequency PTC impedance and the direct current PTP 
resistance of the EIDs have to be measured and recorded for each EID prior to and 
after current injection (provided no-fire has occurred). 

8. For each sub-system the minimal number of EIDs to be tested is 5 for each 
test sequence. 

9. For tests where a reaction of type a), or b) occurs for one or more of the five 
EIDs the BCI test has to be re-conducted on five new live EIDs with a lower BCI level 
to find the level where no reaction occurs. 



  AECTP 500 
  Category 508/5 
   

 
 3-11 Edition E Version 1 
   

 
 

10. For tests where the reaction is of type c), the no fire threshold energy (NFT) of 
the family of the EID has to be evaluated with a statistical method (Bruceton, Probit, 
One Shot method). A minimum of 50 EIDs is required for this test. 

11. For tests where no reaction occurs (i.e. reaction of type d) the test is 
considered as completed when the safety margin between Icm2 and Icm1 is higher 
than or equal to the required safety margin. When no safety margin has been defined 
a fallback safety margin value of 20 dB can be used. 

12. Test Procedure A is often preferred to Test Procedure B because it is easier to 
change a live EID in a sub-system rather than in a weapon. Test Procedure A also 
has the advantage in that safety margins are determined between the measured 
currents on the firing lines of the whole munition or weapon system during the NEMP 
simulated illumination and the no fire threshold level or reaction/dudding level for that 
family of EIDs. 

3.4.3.1.2. TEST PROCEDURE B 

1. Test Procedure B consists of testing the munition or the weapon system 
containing live EIDs (but with all other explosive material removed) but involves no 
instrumentation during test. This procedure is used when it is not possible to place 
measuring systems inside the munition or the weapon system and when it is required 
to assess one or both pin-to-pin and pin-to-case mode effects. 

2. This Test Procedure consists of recording DC resistances and RF impedances 
of each EID prior to and after the full threat level NEMP illumination of the munition or 
the weapon system (provided the EIDs do not fire). 

3. The number of EID samples used is critical in the assigning of relevance to 
NEMP test results. Because this procedure is go/no-go in nature, the results can only 
be examined statistically. Little confidence shall be given to the fact that one tested 
munition survived a test threat. Since it is a long and difficult process to dismantle the 
sub-systems of a munition and to change the EIDs, a minimum of 8 EIDs is required 
for this test to demonstrate a reliability level of 75% with a confidence level of 90%. 

 

3.4.3.2. TEST PROCEDURES WITHOUT LIVE EID 

3.4.3.2.1. TEST PROCEDURE C with Instrumented EIDS 

1. Test Procedure C is conducted to assess the pin-to-pin mode effects with 
instrumented EIDs mounted inside the munition or weapon system. 

2. This Test Procedure consists of measuring the transient temperature reached 
by the bridgewire of an inert EID which is installed in the weapon in place of a live 
EID during the NEMP simulated pulse. The measurement has to be made with a 
temperature sensor (optical sensor or electrical thermocouple) which is placed close 
to the bridgewire of the EID but without any electrical contact with it. Both the thermal 
sensor and the EID have to be calibrated together with a pulse NEMP generator in 
order to determine the calibration function between the energy received by the 
bridgewire and its peak temperature. 
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3. The measurement has to be conducted with special sensors which have a low 
thermal time constant (same order as the thermal time constant of the EID) and a fast 
response. The energy measured in the instrumented EIDs can then be compared 
with the no fire threshold energy of the EID in order to develop either a safety margin 
or a probability of firing the EID for the NEMP pulse level of the test. 

3.4.3.2.2. TEST PROCEDURE D with Voltage Probes 

1. Test Procedure D can be used as an alternative to Test Procedure A (with live 
EIDs) to assess the pin-to-case mode effects when it has been demonstrated that the 
effect of the explosive material on the line impedance of the circuitry of the EID can 
be neglected. 

2. This test procedure requires a voltage probe (of the voltage divider type) to be 
physically mounted inside the munition or the weapon system, in place of the EID 
(which has been removed).It consists of two tests, D1 and D2, and of an analysis of 
the reactions which may occur during test D2. 

TEST D1 ON THE MUNITION OR THE WEAPON SYSTEM 

3. Test D1 consists of measuring the Common Mode Voltage (CMV) between 
each pin of the EID and its ground reference when the EID has been removed and 
replaced by a probe (which acts as a voltage divider) when the munition or the 
weapon system is irradiated with the simulated NEMP. This procedure allows the 
transfer function between the pulse NEMP waveform and CMV, measured on the 
EID circuitry, to be obtained. 

4. The result of this test leads, by extrapolation, to the shape and the value of 
CMV1 which would occur between the EID pins and it’s ground reference in the full 
threat NEMP environment. 

NOTE 1: This procedure is different from the Test Procedure A described above 
since it does not keep the original value of the complex impedance of the explosive 
material between the pins and the case of the EID or the ground reference of the 
munition. 

NOTE 2: The voltage data given by the voltage probe are transmitted to the 
recording instrumentation by using fibre optics. 

TEST D2 ON THE SUB-SYSTEMS 

5. Test D2 which follows the test D1 consists of applying voltage pulses directly 
to the sub-system containing the EID (with the EID sub-system removed from the 
weapon) to directly fire the EID. The safety margin between CMV2, leading to a 
reaction of the EID, and the CMV1 obtained with test D1 is then evaluated. 

6. Four types of test reactions may occur to the EID: 

a. Modification of the RF impedance of the EID in PTC mode. 

b. Modification of the direct current (DC) resistance of the EID in PTP mode. 

c. Firing of the EID. 

d. No firing of the EID. 
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7. It has to be noted that the test voltage pulses shall have the same shape as 
those measured on the munition or weapon system by test D1 but shall have higher 
levels. The D1 and D2 tests have to be conducted using the methodology described 
in NCS08 Test Ref [4]. The test D2 has to be conducted directly on the individual 
sub-systems or EIDs in a laboratory equipped with special protection against the 
effects of explosion of live EIDs. 

NUMBER OF EIDS NEEDED FOR TEST D2 

8. Several EIDS are needed in order to take account of the variability of their 
electrical characteristics. For tests where the reaction is of type a) or b) as described 
above, the radio frequency PTC impedance and the direct current PTP resistance of 
the EIDs have to be measured and recorded for each EID prior to and after voltage 
injection (provided no-fire has occurred). 

9. For each sub-system the minimum number of EIDs to be tested is 5 for each 
test sequence. 

10. For tests where a reaction of type a) or b) occurs for one or more of the five 
EIDs. Test D2 has to be re-conducted on five new live EIDs with a lower voltage level 
to find the level where no reaction occurs. 

11. For tests where the reaction is of type c), the no fire threshold energy (NFT) of 
the family of the EID has to be evaluated with a statistical method (Bruceton, Probit, 
One Shot method). A minimum of 50 EIDs is required for this test. 

12. For tests where no reaction occurs (i.e. reaction of type d) the test is 
considered as completed when the safety margin between the common mode 
voltage (Vcm2) injected in the sub-system containing the EID and the common mode 
voltage (Vcm1) is higher than or equal to the required safety margin. When no safety 
margin value has been defined a fallback value of 20 dB can be used. 

3.4.3.2.3. TEST PROCEDURE E for Associated Electrical/Electronic Systems 

1. Test Procedure E is to be conducted on the electrical/electronic systems which 
are associated with the EIDs This procedure consists of conducting functional tests 
of these electrical/electronic sub-systems prior to and after each testing sequence (if 
possible) or at the end of all the tests. The test procedure can be conducted with live 
or instrumented EIDs. Where undisturbed operation of a powered system during an 
EMP exposure is required, facilities to monitor the system behaviour will be 
necessary. 
 
 

3.5. TEST REPORTING 

3.5.1. TEST REPORT 

1. A Test Report shall be provided that includes, but is not limited to, the 
following: 

a. The Test Plan. 

b. The analysis upon which the plan was founded. 
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c. The tests and results. 

d. Deviations from Test Plan including, if made, a rationale on the reasons for the 
changes. 

e. The analysis of the test results and their implications for the safety and suitability 
for service of the system in the NEMP environment specified in [Ref 1]. 

f. A statement as to whether or not the munition and its associated systems have 
met the criteria specified. The rationale leading to the conclusion shall include all 
assumptions and engineering judgements made. 

 

3.5.2. ASSESSMENT REPORT 

1. When the safety and suitability for service assessment of the susceptibility of 
the munition/ weapon system shows conclusively that the system is either not 
susceptible or not unacceptably susceptible to the NEMP threat specified in [Ref 1] or 
will not be likely encounter the threat, NEMP testing may be waived by the National 
Safety Approving Authority. The results of the Assessment report shall be provided in 
lieu of a Test Report 
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CHAPTER 4 REFERENCES 

 

4.1. REFERENCES 

Ref 1 AECTP 256 Electrical/Electromagnetic Environmental 
Conditions Nuclear Electromagnetic Pulse 

 
Ref 2 AEP-9 Vol 5 NATO Manual of Simulation of Nuclear Weapons 

Effects – Simulators of Electromagnetic Pulse (EMP) Effects 
 
Ref 3 AEP 18 Electrical/Electromagnetic Environmental Tests – 

Equipment and Subsystems 
 
Ref 4 AECTP 501 Electromagnetic Environmental Tests–Equipment 

and Sub Systems 

 

4.2. INFORMATION ONLY 

AOP-15 Guidance on the Assessment of the Safety and Suitability for 
Service on Non-Nuclear Munitions for NATO Armed Forces 

 
AOP 38 Glossary of Terms and Definitions concerning the Safety and 

Suitability for service of Munitions, Explosives and Related 
Products AOP 38 

 
STANAG 4145 Nuclear Survivability Criteria for Armed Forces Material and 

Installations 
 
STANAG 4238 Munition Design Principles, Electrical/Electronic Environments 
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CHAPTER 5 ACRONYMS 

 
1. Definitions. Definitions are contained in AECTP 500 and in AECTP 508. 

2. Acronyms. The following acronyms are used in this leaflet: 

 
BCI  Bulk Current Injection 
 
BCM  Bulk Current Measurement 
 
CMV  Common Mode Voltage 
 
DC  Direct Current 
 
EID  Electrically-Initiated Device 
 
ERM  Electrically Representative Material 
 
NAA  National Acceptance Authority 
 
NFT  No Fire Threshold 
 
NEMP  Nuclear Electromagnetic Pulse 
 
PTC  Pin-To-Case 
 
PTP  Pin-To-Pin 
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CHAPTER 1 AIM  

 
This category contains the miscellaneous tests relating to electromagnetic 
environmental effects that fall outside the scope of the previous categories within 
AECTP 500. 
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CHAPTER 2 APPLICABILITY 

 
As the leaflets found within this category are miscellaneous they are not specifically 
applicable to any one area of E3 but will be referenced as necessary.  Where they 
are called up, their applicability will be defined. 
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CHAPTER 3 STRUCTURE 

 

This Category contains two leaflets as detailed below: 

 

Leaflet 1 Electromagnetic Shielding Enclosures Test Procedures 

Leaflet 2 Use Of Low Power Transmitters Close To Ordnance Items  
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CHAPTER 1 AIM 

 
This aim of this leaflet is to establish a method of measuring Shielding Effectiveness 
(SE). 
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CHAPTER 2 APPLICABILITY AND REQUIREMENT 

 

This leaflet is applicable to all Electromagnetic shielding enclosures  

 
The method applies to the shield attenuation measurement of electric fields over the 
frequency range 10 kHz to 1 GHz and of magnetic fields over the frequency range 
10 kHz to 30 MHz. It also provides measurements procedures and estimation 
techniques for determining the attenuation at frequencies from 10 kHz to 200 MHz 
using coherent measurements. 
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CHAPTER 3 TESTING 

 

3.1 ATTENUATION (SHIELDING EFFECTIVENESS) 

 
Attenuation (Shielding Effectiveness) is the ratio of the signal received (from a 
transmitter) without the shield to the signal received inside the shield. The insertion 
lost when the shield is placed between the transmitting antenna and the receiving 
antenna. 
 
Hence attenuation is defined by: 
 
  Attenuation (dB) = 20 Log E1/E2 for Electric Fields 
 
  Attenuation (dB) = 20 Log H1/H2 for Magnetic Fields 
 
Where: 
 

E2 and E1 are the electric field strengths within the enclosure and in the 
absence of the enclosure respectively. 

 
H2 and H1 are the magnetic field strengths within the enclosure and in the 
absence of the enclosure respectively. 

 

3.2 SHIELDING ENCLOSURE 

 
A structure that protects it's interior from the effect of an exterior electric or magnetic 
field, or conversely, protects the surrounding environment from the effect of an 
interior electric or magnetic field. A high performance shield enclosure is generally 
capable of reducing the effects of both electric and magnetic field strengths by one to 
seven orders of magnitude depending upon the frequency. An enclosure is normally 
constructed of metal with provisions for continuous electrical contact between 
adjoining panels, including doors. 
 

3.3 SHIELDING EFFECTIVENESS MEASUREMENT METHODS 

 
Reference should be made to IEEE 299 [Ref 1] for the preferred measurement 
procedures of screening effectiveness. 
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CHAPTER 4 REFERENCES 

 

4.1 REFERENCE 

 
Ref 1 IEEE 299  Standard Method of Measuring the Effectiveness of 

Electromagnetic Shielding Enclosures 
 
 

4.2 INFORMATION ONLY 

 
EN 61000-4-21  Testing and Measurement Techniques – Reverberation 

Chamber Test Methods 
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CHAPTER 5 DEFINITIONS AND ACRONYMS 

 
All relevant definitions can be found in AECTP 500. 
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CHAPTER 1 AIM 

 
The aim of this leaflet is to provide information on the limits, assessment and tests 
related to the use of low power transmitters that may be found in close proximity to 
ordnance items. 
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CHAPTER 2 APPLICABILITY AND REQUIREMENT 

 

2.1. APPLICABILITY 

1. Electrically Initiated Devices (EIDs) may be found in service use either 
embedded within an ordnance item (e.g. a rocket motor initiator in a guided weapon 
or a squib in a flare/distraction system) or as a separate item individually packed or 
handled (e.g. an EOD detonator or a piston gas motor which has been removed from 
a weapon). Since EIDs are susceptible to pick-up of RF radiation from the local RF 
environment tests and assessments to determine their degree of susceptibility are 
conducted as required by AECTP Leaflet 508-3 [Ref 1]. Such tests, however, do not 
necessarily cover all phases of the life of an EID – in particular where an EID is being 
assembled into or disassembled from a weapon or is being handled as a loose item. 
Moreover, it remains possible for some systems to be introduced into service for 
which no HERO assessment has been completed. 
 
2. Noting the existence of these EIDs and the increasing use of radio frequency 
transmitters for applications such as RF Identification, data logging, local voice and 
data communications which may be in very close proximity to the EID (e.g. installed 
in/on the same container as a weapon or used in a space where a weapon is being 
assembled) it has been necessary for AC/326 SG/B to introduce STANAG 4699 to 
enable this situation to be controlled.  This AECTP leaflet has been developed to 
support the STANAG and is applicable for any situation where EID are in close 
proximity to low powered transmitters. 
 
 

2.2. REQUIREMENT 

1. All low powered transmitters in close proximity to EIDs shall be evaluated to 
ensure that EIDs cannot be actuated inadvertently during or experience performance 
degradation after exposure to the transmitter EME. Compliance shall be verified 
through application of AECTP 510/2. Verification shall address all life-cycle aspects 
of the system or S4 phases and the normal operating procedures associated with 
each aspect or phase. 
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CHAPTER 3 TESTING 

 
1. STANAG 4699 Edition 1 [Ref 2] contains the certification process and 
test/assessment methods which are to be used to determine the safe distance 
required between a single low power RF transmitter and a worst case sensitive 
weapon item/EID. The standard contains a limit for RF field strength vs frequency 
which should not be exceeded by any single transmitter (or multiple transmitters) 
which may inadvertently come into close proximity with a sensitive EID/ordnance 
containing an EID. The limit is based on the worst case sensitivity likely to be seen in 
any in-service ordnance item/EID. This limit line is also referenced in Ref 1 and is to 
be used to determine the safe distance from the transmitter/s. The process described 
in Ref 2 outlines the project procedures to be followed to gain certification and which 
shall be used for all low power transmitters likely to be used in close proximity to 
ordnance containing EIDs. 
 
2. This process is principally applicable to transmitters which are to be used in 
magazines, storage, handling and assembly areas where the state of an ordnance 
system’s susceptibility may be unknown resulting in strict control on transmitter 
radiated power. This does not negate the requirement for HERO tests on ordnance 
systems in accordance with Ref 1 to be completed. These tests generate 
susceptibility data for the ordnance (in its deployed states) so that safe distances 
from all transmitters can be determined. 
 
3. The assessments and tests in the Annexes focus on the test/certification of a 
single low power device in order to determine a safe separation distance.  HERO 
risks posed by RFID and other low power devices stem from both the proximity of a 
single device to ordnance and the aggregate effects which result when multiple 
devices are used within an enclosed electrically reflective space. Accordingly, 
mitigation of these risks requires evaluation of the transmitter to establish a safe 
separation distance in order to ensure safe operational guidelines for a single device 
as well as a review of the intended application in order to assess risk in areas where 
multiple transmitters may be deployed. For the latter situation it is necessary to 
evaluate the total radiated power of the transmitters and the reverberant nature of the 
space to assure HERO compliance. This is required since in a quasi-reverberant 
space, safe separation distances can be overcome by the cumulative build-up of 
electromagnetic radiation which must be addressed when evaluating the potential 
HERO impact. Reverberant describes a space where significant reflection of RF 
occurs from the walls and other structures inside the space. Techniques exists for the 
characterization of these spaces in order to determine the cavity calibration factor 
(CCF) which can be used to predict the resultant maximum electric fields as a 
function of frequency and total radiated power in that space. These techniques are 
not currently covered by the Annexes but will be addressed in a future update to this 
leaflet.
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CHAPTER 4 REFERENCES 
 

 
Ref 1 AECTP 500 Leaflet 508/3 Hazards of Electromagnetic Radiation To 

Ordnance (HERO) Test Procedure 
 
Ref 2 STANAG 4699  Low Power System Certification Process 
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CHAPTER 5 ACRONYMS 

 
 
1. Definitions. Definitions are contained in AECTP 500. 

2. Acronyms. The following acronyms are used in this leaflet: 

CCF Cavity Calibration Factor 

EID Electrically Initiated Device  

HERO Hazards of Electromagnetic Radiation to Ordnance 

RF Radio Frequency 

RFID Radio Frequency Identification  
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ANNEX A DETERMINATION OF SAFE SEPERATION DISTANCES 

 
 
The National Safety Acceptance Authority (NSAA) will determine the safe separation 
distance required using Tables 510/2 – A1 and Table 510/2 – A. 
Where the Safe Separation Distance (SSD) is unacceptable, electric field or power 
measurements are required. These shall be carried out in accordance with the 
procedures described in Annexes C, D or E. The SSD is that at which the field falls 
below the value shown in Fig 510/2 – A2 or the power received falls below the limit 
given in Annex E. 
 

Frequency Range (MHz) Equations 

 0.201.0  f
 

 
ttGPfD 5.5

 metres 

 
ttGPfD 18

 feet 

 0.800.2  f
 

 
ttGPD 95.10

 metres 

 
ttGPD 36

 feet 

 0.1000000.80  f
 

ttGPfD 1876 
 metres 

 
ttGPfD 12873 

 feet 

Where              D Is the distance in the units designated 
  Pt is the average power output of the transmitter in watts 
  Gt Is the numerical (far-field) gain ratio (not the dB value) of the 
transmitting    antenna, derived as follows: 
   Gt  =  1*10G/10 where 
   G   =   gain in dBi, and 
  f is the transmitting frequency in Megahertz (MHz) 
Notes: 1 The information above represents “worst-case” conditions for the Safe  
  Separation Distance required 
  2 Equations are provided with the proper numerical multipliers to yield 
    distances in either meters or feet 
  3 In cases where the computed separation distance is less than 3 
meters    (10 feet), refer to Table 510/2-A2 for guidance 

 
Table 510/2 – A1  Equations for Computing Safe Separation Distances 
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System Parameters 
Minimum Separation Distance 

(FEET/METRE) 

EIRP ≤ 0.025 watts 
Frequencies ≥ 100 MHz 

0/0 
See Note 1 

0.025 < EIRP ≤ 0.1 watts 
Frequencies ≥ 1 GHz 

1/0.3 

0.025 < EIRP ≤ 0.1 watts 
200 MHz ≤ Freq < 1 GHz 

5/1.5 

All other combinations of EIRP and 
Frequency 

Use calculated Safe Separation Distance 
per Table 510/2 – A1 

EIRP  =  Pt * Gt 

Where              EIRP is the effective isotropic radiated power in watts. 
  Pt   Is the average power output of the transmitter in watts 
  Gt   Is the numerical (far-field) gain ratio (not the dB value) of the transmitting 
         antenna, derived as follows: 
   Gt  =  1*10G/10 where 
   G   =   gain in dBi, 

Example: If the antenna far-field gain is 2.1 dBi, the far-field gain ratio is 

1x 10 2.1/10 = 1 x 100.21 = 1.62 

Note 1: A zero Safe Separation Distance means transmitter can be placed against the  
 sensitive device but with no part of the antenna touching it. 

 
Table 510/2 – A2 Supplementary Calculations for Computed Safe Separation 
Distances < 10 Feet (3 Metres) 
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Figure 510/2 – A1   Potentially Hazardous Electromagnetic Field Strength vs 
Frequency 
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ANNEX B DATA REQUIREMENTS OF THE LOW POWER SYSTEM 
MANUFACTURER 

  
 
This method applies to a single device and will be utilized for certification when 
calculated HERO SSDs are operationally feasible.  When performing an analysis of 
manufacturer specifications, the calculation methodologies described in Annex A, 
Tables 510/2 – A1 and 510/2 – A2 will be used. 
 
This method requires unit specific information be provided to the NSAA conducting 
the requested assessment.  At a minimum, these data shall include the following: 
 

a. Operational frequency and bandwidth 

b. Maximum rated transmit Average and peak powers 

c. Antenna gain 

d. Brief description of intended operational use/installation 
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ANNEX C SAFE SEPERATION DISTANCE MEASUREMENT METHODS 

  
 
C.1 INTRODUCTION 

Where the calculated SSDs, as a result of Annex B, are not operationally feasible or 
smaller SSDs, up to “near touching,” are desired, or when an EIRP measurement is 
deemed necessary to establish a SSD, then either of the following SSD 
measurement methods can be used. 
 

 E-Field Probe SSD Measurement Method 

 Monopole SSD Measurement Method 
 

The choice of measurement method is at the discretion of the NTA. The field probe 
method allows use of commercially available instruments and probes although they 
may not necessarily be available in all EMC test facilities. The SSDs are derived from 
worst case predictions of maximum allowable field strength which are based on 
theoretical and empirical data. The monopole measurement method requires 
construction of special antennas (which should be simple to construct) but gives an 
SSD directly related to power pick-up in a dipole antenna assumed to equate to a 
worst case EID circuit. Whilst in theory either method can be employed at any 
frequency, in practice size limitations on antennas will mean measurements below 
approximately 300 MHz become problematic. For systems operating below these 
frequencies advice should be sought from the NSAA. 
 
C.2 E-FIELD PROBE VALIDATION 

Since there are various E-field probe systems available and many do not have 
sufficient sensitivity or are not capable of providing accurate information of dynamic 
signal modulations, such as those used in wireless protocols, a probe validation 
measurement is required. Diode based probes valid for use in the near field shall be 
used for this test. Probes with radomes greater than 15cm diameter shall not be 
used. 
This measurement must be conducted in an anechoic chamber or suitable (reflection 
free) open area test site (OATS) in accordance with the following procedure: 
 

a. Place the System Under Test (SUT) on a dielectric block approximately 1 
meter above the facility floor. 

b. Configure the SUT to radiate at the maximum possible EIRP. 

c. Place a calibrated dipole antenna (tuned to center of the specified 
emissions bandwidth) at the same height as the centerline of the SUT and 
spaced 1 meter from the radiating face of the SUT. 

d. Configure the spectrum analyzer as follows: 

1. Centre frequency (CF) = specified centre frequency of EUT 
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2. Start/Stop Frequency to cover the bandwidth of the device +/- 10% 

3. Sweep Time (min) = 100 mS 

4. Resolution Bandwidth (min) = 3 MHz 

5. Video Bandwidth (min) = 3 MHz 

6. Turn Max Hold on 

7. Set units to dBµV 

8. Allow spectrum analyzer to sweep continuously for approximately five 
(5) minutes or until the trace stabilizes. 

9. At this point, the resultant trace can be stored and the frequency of 
maximum amplitude can be identified. 

10. Compute the measured field strength using: 

 

E = Vt + AF 

 

11. Where: E is the electric field strength in dBµV/m 

    Vt is the receiver voltage in dBµV 

    AF is the antenna factor in dBm-1 

 

e. Configure the measurement probe of choice and replace the dipole 
antenna with that probe at the 1 meter distance from the radiating surface 
(face) of the SUT. 

f. Allow sufficient time for the probe to record the maximum amplitude and 
compare that to the maximum value detected via the dipole antenna.  
Provided the two measurements are within 3 dB, the probe may be 
considered adequate for the desired measurement. 

 
C.3 E-FIELD PROBE SSD MEASUREMENT METHOD 

On completion of probe validation, decrease the distance between the SUT and the 
probe until the measured value is equal to the Annex A, Figure 510/2 – A1 at the 
frequency of maximum radiation. Repeat this for all faces/orientations of the SUT; the 
maximum distance at which this value is measured will be recorded as the SSD. 
Should the measured value not exceed the value in  
Figure 510/1 – A1 when the probe is in direct contact with the SUT, an SSD of 0.0 
inches (0 cm) shall be applied. 
 
C.4 MONOPOLE SSD MEASUREMENT METHOD 

The SSD can also be measured using specially designed and calibrated monopole 
antennas as an alternative to an E-field probe. Full details of the monopole SSD 
measurement method are included in Annex E. The Safe Separation Distance using 
this method is that at which the received power falls to the limit value given in Annex 
E. 
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For either of these methods if it becomes necessary to move further out than 1 meter 
to establish an SSD, tuned dipole field measurements shall be made and the HERO 
SSDs shall be based on the distances where the field measurements are equal to the 
field levels in Figure 510/2 – A1. 
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ANNEX D IN SITU FIELD MEASUREMENTS/CHARACTERISATION 

 
  

D.1 Purpose 

This method applies when the SUT will be used within or on enclosed electrically 
reflective spaces (such as a RFID tag mounted on a metallic pallet or ordnance 
launch canister). If the SUT is placed within a transport/storage container advice 
should be sought from the NSAA on the need for in situ measurements. It will be 
conducted to assure that the resultant electric field strengths within enclosed spaces 
will not exceed those shown in Figure 510/2 – A1. This technique is primarily 
intended for fixed transmitter installations such as LAN access points, shipboard 
lossy-line antennas or even those used for ordnance tracking systems on vehicles. 
The transmission source will be evaluated in the proposed location or on the 
container or transport vehicle intended for use. Any change in either will require 
approval by the NSAA. These measurements require use of an electric field probe 
which has been validated as outlined in Annex C, and will be conducted as outlined 
in the following sequence. 

a. Install transmission source in the proposed location and configure unit to 
transmit at the maximum possible output power. 

b. Establish a three-dimensional grid within the interior of the test volume.  
Grid intersection points shall not exceed one sixth of the smallest 
dimension of the interior test volume. 

c. At a minimum, the measurements shall be taken at each intersection point 
of the established grid using the instrument configuration outlined in Annex 
C. These data may be collected by manually manipulating the 
measurement probe through the test volume pausing at each grid 
intersection point for approximately one second or by mounting the probe 
on a stand and recording the measured value at each intersection point. 

d. The maximum value recorded shall not exceed the values provided in 
Figure 510/2 – A1.
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ANNEX E SAFE SEPARATION DISTANCES USING MONOPOLE ANTENNAS 

 

 

E.1 Purpose 

This document gives a method for assessing the hazard to ordnance and systems 
containing Electrically Initiated Devices (EIDs) from Low Power RF Devices, e.g. 
WiFi, Bluetooth, PMR. These are typically devices with less than 1 watt [Average] of 
transmitted power and tend to be handheld or portable. As such, this test method 
addresses making measurements in the near field. 

 

E.2 Test Method Assumptions 

The purpose of this test method is to perform the hazard assessment measurements 
under standardized conditions. Theoretical assessment procedures have for a long 
time made the assumptions that EIDs are losslessly matched to the bridge wire or 
fuse wiring acting as an unintentional receive antenna; and that the wiring never acts 
as a receive antenna with a gain better than that of a resonant dipole. This test 
method then seeks to replicate these assumptions by: calibrating out all losses in the 
measurement systems; and adjusting the coupling factor of the measurement 
antenna to that of a resonant dipole antenna. 

 

E.3. Test Equipment Required 

E.3.1 Measurement Antenna 

An antenna is required with known performance parameters. It should ideally have a 
flat gain response over the frequency band of interest, and the direction of peak gain 
should be known and constant over the same frequency range. Clause E.7 gives 
details of how to construct a suitable antenna.  (Two of these antennas are required 
for purposes of calibration.) 

 

E.3.2 Requirements for RF Test Equipment 

The following RF test equipment is required: 

a. A network analyser capable of measuring attenuation over the frequency 
band of interest.  Clause E.9 gives further details. 

b. A spectrum analyser capable of displaying spectral response over the 
frequency band of interest. The spectrum analyser must be capable of 
sampling FFT analysis with at least 10 MHz Resolution Bandwidth and a 
Peak Hold trace capability. 

c. Two low loss flexible cables of approximately 1 m length with type-N male 
connectors at each end. 
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E.4 Test Layout 

E.4.1 Requirements for Test Location 

The test location must be in an open area with the equipment at least 2 m from the 
walls. 

 

E.4.2 Typical Test Set-up for Calibrations 

Two antennas are mounted at least 0.5 m above a non-conducting bench surface. 
The antennas are placed so that the edges of their ground planes are in contact. The 
two flexible cables are used to connect the two antennas to port 1 and port 2 of the 
network analyser. 

 

E.4.3 Typical Test Set-up for Test Measurements 

The test antenna must be supported at least 0.5 m above a non-conducting bench 
surface. It has been found acceptable to support the equipment directly above the 
spectrum analyser using a retort stand to support the antenna. The measurement 
antenna is connected to the spectrum analyser using one of the flexible cables. The 
test arrangement must allow for the item under test to approach the measurement 
antenna along the direction of peak gain. 

 

E.4.4 Calibration of Test Antenna 

The network analyser is set up to measure through-loss and the cables are 
connected between ports 1 and 2. The loss of each cable is recorded. Two antennas 
are placed side by side and are connected to the network analyser using the cables. 
The coupling loss between the two antennas is recorded. This coupling loss is then 
adjusted (i.e. calibrated) to that of a resonant dipole.  Details of this calibration are 
shown in Clause E.10. 

 

E.5 Testing Low Power RF Devices 

E.5.1 Configuring the Test Item 

Where possible the system under test must be set to its highest possible transmit 
power level or operated in its worst-case mode. If it is not possible to predict which is 
the worst-case operating mode then the item shall be tested in all possible operating 
modes. 

 

E.5.2 Performing the Test 

The spectrum analyser shall be programmed with the calibration factor for the 
measurement antenna, and set to its Peak Hold display function. The system under 
test is then brought towards the measurement antenna until the recorded peak power 
reaches the test limit of 2.5 mW. (Depending on how the system under test operates 
this may need to be done very slowly, or by pausing at regular intervals to allow the 
spectrum analyser to capture the transmissions.) The distance from the 
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measurement antenna (i.e. the actual monopole and not the monopole antenna's 
ground plane) to the system under test is measured and recorded. 

The antenna of the system under test must be oriented for maximum coupling. If this 
cannot be predicted, the orientation of the device must be varied during the test. If 
the item is hand held, care must be taken that the hand is not shielding the antenna. 
The detail of the measurement is shown in Clause E.11. 

 

E.6 Limits 

The power limit to be applied is 2.5 mW. This represents a power level with a suitable 
HERO Safety Margin below the no fire threshold of a sensitive EID. 

 

E.7 Construction of Measurement Antenna 

E.7.1 Requirements for Measurement Antenna 

Described below are the details on how to construct two antennas suitable for 
making these hazard measurements.  These antennas have a flat gain response 
over frequency ranges of interest, and the direction of the peak gain is constrained to 
the horizontal. 

Measurement antennas for different frequency ranges can be constructed by scaling 
the relative dimensions of the antenna. 
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E.7.2 Low Band Test Antenna 

This antenna is designed to operate in the frequency band from approximately 500 
MHz to 3 GHz. 

 

Radiator

Tin Copper Wire

18 SWG

TUBE

Internal Diameter

15 mm COPPER

Ground Plane

Aluminum

Type N

Female Connector

D

BC

F

A

Matching Choke

H

Radius G

 

 

Figure 510/2 – E1 Diagram of Low Band Test Antenna 

 

The dimensions of a specific monopole antenna design to cover the low band are 
shown in Table 510/2 – E1. 

 

Dimensions Value 

A 77.5 ± 1 mm 

B 4.0  ± 0.5 mm 

C 7.0  ± 0.5 mm 

D 6.0  ± 0.5 mm 

E (Choke Width) 5.0  ± 0.2 mm 

F 31.5  ± 0.5 mm 

G 120 ± 1 mm 

H 52.5 ± 1 mm 

Table 510/2 – E1 Dimensions of Antennas 
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The internal helix has four turns wound on a rod of 5 mm diameter. The top of the 
helix is level with the top of the sleeve. 

E.7.3 High Band Test Antenna 

This antenna is designed to operate from 2.6 GHz to 6 GHz. 
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Figure 510/2 – E2 Dimensions of Monopole Antenna 

 

The dimensions of a specific monopole antenna design to cover the high band are 
shown in Table 510/2 – E2. 

 

Dimensions 2.6 to 6 GHz Band 

A 34 ± 0.5 mm 

B 7  ± 0.2 mm 

C 5  ± 0.2 mm 

D 7  ± 0.2 mm 

E 6  ± 0.2 mm 

F 9  ± 0.2 mm 

G 8 ± 0.2 mm 

H 86 ± 0.5 mm 

Across B 8 ± 0.2 mm 

Table 510/2 – E2 Dimensions of Antenna 
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E.8 General Instructions for Constructing Antennas 

The ground plane shall be circular.  Where materials are not specified they will 
generally be brass or copper. The materials used and the thickness of the materials 
will have an effect on the performance, but this is not likely to be critical. The 
performance of the antenna in terms of gain, flatness of frequency response, etc. will 
be verified during the calibration process. 

 

E.9 Special requirements for RF Test Equipment 

E.9.1 Network Analyser 

A network analyser will be required for the antenna calibration and the measurement 
of cable losses.  The required network analyser performance is described below. 

 Minimum Frequency Range  300 kHz to 6.6 GHz 

 Resolution      1 Hz 

 Directivity     38 dB 

 Source match    35 dB 

 Load match     37 dB 

 Level resolution    0.05 dB 

 IF bandwidth settings Range   10 Hz to 100 kHz 

 RF connectors    Type-N, female; 50 Ω, nominal 

 Data formats     Log magnitude. 

 

E.9.2 Spectrum Analyser 

A spectrum analyser will be required to record the peak RF transmission from the 
system under test.  The required spectrum analyser performance is described below. 

 Frequency readout accuracy (start, stop, center, marker) 0.5%  

 Frequency span (FFT and swept mode)  Range 0 Hz (zero span) 10 Hz  

to maximum frequency of 
model 

 Resolution bandwidth (RBW)   Range (–3 dB bandwidth)  

1 Hz to 3 MHz (10% steps) 

 Analysis bandwidth     Maximum bandwidth 10 MHz 

 Video bandwidth (VBW)    Range 1 Hz to 3 MHz  

 Display range     Log scale 0.1 to 1 dB/div in 

0.1 dB steps, 

1 to 20 dB/div in 1 dB steps 

 RF input connector:     Type-N female, 50 Ω 

 

E.10 Description of Calibration Procedure 

 Set up the network analyser to measure through loss (S21). 
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 Connect the two flexible cables to ports 1 and 2 of the network analyser and 
connect their free ends together using a type N back-to-back adaptor. 

 Calibrate the through loss of the network analyser using the internal calibration 
procedure, zeroing the system to eliminate cable loss. 

 Mount the two antennas at least 0.5 m above a non-conducting bench surface, 
placing the antennas so that the edges of their ground planes are in contact. 

 Connect the two antennas to port 1 and port 2 of the network analyser using 
the flexible cables. 

 The attenuation between the two antennas is displayed. 

 Record the results on disk. 

 Read the results into an EXCEL file. 

A calibration curve should be obtained when two identical low band measurement 
antennas are placed edge to edge and the power coupled between them is recorded.  
As there are two identical antennas during calibration, it is assumed that the coupling 
loss of a single measurement antenna is half the total coupling loss in dB. An 
example of the coupling loss for a (single) measurement antenna is shown in Figure 
510/2 – E3. 
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Figure 510/2 – E3 
An Example of the Coupling Loss for a Single Measurement Antenna 
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This result will vary with frequency and the calibration factor must be derived for each 
frequency under consideration, or a curve generated of correction factor against 
frequency. With this result it is now possible to establish a correction factor with 
respect to power which could be coupled into a half wavelength dipole (see Figure 
510/2 – E4). 

The reference position for establishing the correction factor is the edge of the 
measurement antenna ground plane. As an example, the low band measurement 
antenna has a ground plane of radius 12 cm, and so 12 cm is the reference distance 
for the correction factor. From Figure 510/2 – E3, the coupling loss for the 
measurement antenna at 1 GHz is –10 dB. Figure 510/2 – E4 has the dipole 
coupling at a 12 cm reference distance as -12 dB. Therefore, the correction factor for 
the measurement antenna at 1 GHz is 2 dB. This correction factor can be calculated 
for each frequency in Excel using the captured data. 
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Figure 510/2 – E4 Coupling to Half-wave Resonant Dipole 

 

E.11 Detailed Description of Testing Procedure 

a. Calibrate the measurement antenna as previously described. 

b. Support the test antenna at least 0.5 m above the bench surface. Mount 
the monitor antenna clear of any conducting surfaces, either on foam 
blocks or supported from underneath. 

c. Connect the measurement antenna to the input port of the Spectrum 
Analyser. 
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d. The spectrum analyser shall be programmed with the corrected calibration 
factor for the measurement antenna. 

e. Hold the item to be tested as close as possible to the edge of the 
measurement antenna ground plane. 

f. Hold the item to be tested as close as possible to the edge of the 
measurement antenna ground plane. 

g. Set the centre frequency of the spectrum analyser to the centre frequency 
of the device under test. If the frequency is not known, set the centre 
frequency to 1.5 GHz. 

h. Set the frequency span to 50 MHz. If the operating frequency of the device 
is not known, set the span to 1.5 GHz. 

i. Adjust the input attenuation to 10 dB. 

j. Set the trace function of the spectrum analyser to Peak Hold. 

k. Turn on the device for at least 20 seconds and orientate for maximum pick 
up. 

l. Once the transmission characteristics of the item under test have been 
established, adjust the spectrum analyser setting to optimally capture the 
peak signal. 

m. Remove the item under test to a suitable distance from the measurement 
antenna. 

n. Turn on the device under test and move it forward until the received power 
reaches the limit. Ensure that the device is oriented for maximum pick-up 
and allow up to 5 minutes ensuring the peak signal is recorded. The 
distance may be within the antenna ground plane. 

o. Measure the distance between the device and the centre of the 
measurement antenna. This is now the Safe Separation Distance. 
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performance opérationnelle du système / system operational performance 
Ensemble de paramètres minimums acceptables personnalisés pour la plateforme et reflétant 
ses capacités maximales telles que la portée, la probabilité de destruction d’une cible, la 
probabilité de survie, la disponibilité opérationnelle, etc. Les paramètres de performances clés 
constituent un premier aspect du processus d’acquisition lié à cette définition. Ces paramètres 
sont utilisés dans le processus d’acquisition pour spécifier les caractéristiques systèmes qui 
sont considérées comme essentielles pour l’accomplissement de la mission avec succès et qui 
sont surveillées durant le développement pour évaluer l’efficacité du système. 
[MIL-STD-464A: 2002] 
 
période de récurrence / pulse repetition period 
Inverse de la fréquence de récurrence dans un système d’émission modulé par impulsions qui 
utilise des impulsions récurrentes. 
[dérivé de: STANAG 2345: édition 3] 
 
perte d’absorption / absorption loss 
Partie de l'affaiblissement d'une onde électromagnétique, due au seul phénomène de 
l'absorption. 
Terme connexe : absorption. 
[CEI 50(705): 1995] 
 
perte d’insertion / insertion loss 
A une fréquence donnée, rapport de la puissance fournie à un dispositif avant insertion d'un 
réseau électrique entre la source et ce dispositif, à la puissance fournie au même dispositif 
après insertion de ce réseau. 
Note: La perte d'insertion s'exprime généralement en décibels.  
[CEI 50(726): 1982] 
 
pertes par réflexion / return loss 
a = 20 log (1/r) 
où r est le rapport entre l’onde réfléchie et l’onde incidente 
Note : r = 0, et a = ∞, si l’impédance du circuit de protection est adaptée à l’impédance d’onde 
du câble connecté. 
[dérivé de: CEI 60533: 1999] 
 
perturbation électromagnétique / electromagnetic disturbance 
Phénomène électromagnétique dont la présence dans l’environnement électromagnétique peut 
amener un équipement électrique à s’écarter de ses performances nominales. 
[dérivé de: CEI 60050 161-01-05: 2006 ] 
 
pic de tension / voltage spike 
Variation de tension transitoire de très courte durée (inférieure à 1 ms).  
[AC/327/SG/C WG1 E3: 2006] 
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For AC supplies, a twin ‘T’ notch filter may be used to filter the power supply 
frequency. With the power frequency filtered, any transients shown on the 
oscilloscope are relative to the AC waveform when measured between the transient 
peak and the oscilloscope’s reference level. 

The accurate measurement of transient amplitude in conducting this test may 
sometimes be prejudiced by the high amplitude response at the power supply 
frequency. The following describes the design of a twin-T filter, tuned to the supply 
frequency, which is connected at the oscilloscope input, in tandem with a voltage 
probe, which attenuates the power supply frequency response by at least 30 dB. 

Figure 501-14 shows a typical x10 voltage probe connected via a twin-T filter to an 
oscilloscope. For simplicity, the additional components necessary to ensure broad-
band performance are not shown. Typical component values for the probe and 
oscilloscope are Z  = 9 M and Z0 = 1 M, giving a x10 attenuation. For probes with 
both series and shunt resistances Z1 should be calculated as the output impedance 
of the probe. 

Given the impedances of the probe and oscilloscope combination to be used, the 
component values of the twin-T network may now be calculated for the chosen 
power frequency f0. To ensure symmetry of the twin-T response at frequencies, well 
above and below f0. 

Let R = (2Z1Z0)  and  2R = 2(2Z1Z0) 

To locate the notch frequency at f0 let 0 = 2f0  then C = 1/R0  and 2C = 2/R0 

The use of 1% tolerance components, in series and parallel combinations to achieve 
the calculated values, is usually satisfactory. The filter components should be 
installed in a screened box with short connections between them. 

Note that the overall attenuation from probe input to oscilloscope input, at 
frequencies well above the notch frequency is: 

A = Z0/(Z1+2R+Z0) 

rather than: 

Z0/(Z1+Z0) without the filter. 

For a x10 probe and a notch frequency of 50 Hz the probe attenuation without the 
filter is 20 dB while with the filter it is 25.3 dB at all frequencies except in the vicinity 
of the notch frequency. The attenuation exceeds 35 dB between 30 Hz and 82 Hz 
and exceeds 55 dB within  5% of the notch frequency. 
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be as shown in figure 507-9. For these rooms an absorber lining is 
recommended. Measuring results which are inaccurate due to reflections and 
room resonance are not to be taken into account; 

 
c. With the exception of the antenna under test, all equipment and systems 

installed on the SUT should be connected to their respective antennas and 
powered but not transmitting; 

 
d. Intentional transmissions of transmitters at their operating frequency shall be 

omitted from the limits to be applied; and  
 

e. The frequency range to be tested, the limits and the permissible deviations 
approved by the National Acceptance Authority shall be specified in the EMC 
test plan. 

 
4. Default limits: Figure 507-8 shows the default limits for continuous emissions 
and applicable frequency range. For maximum receiver sensitivity, Limit Class 1 shall 
apply. If a reduction of the receiver sensitivity is permitted, Limit Class 2 may be 
used. For transient emissions, limits 30 dB higher than those shown in Figure 507-8 
are permitted. 
 

 
Figure 507-8: Default limits for NRE04S 

 
 
5. Transient emissions within the meaning of this standard are emissions with a 
pulse repetition frequency ≤ 5 Hz and a duration ≤ 20 ms and aperiodic emissions. 
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Relative 
Permittivity εr 

Conductivity 
σS/m 

Approximate Soil 
Conditions Represented 

15 0.01 Average Soil, Wet 
13 0.005 Average Soil 
10 0.002 Average Soil. dry 

 
Table 507-6: Default Ground Constants 

 
 
 
 
 
 

Graph of Total Angular Arc vs Frequency, for a Specific Antenna Configuration
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Figure 507-16: Graph of Total Angular Arc vs Measurement Frequency for 

an Installed Antenna 
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    (equation 7.1) 

Rd = Far Field distance in metres 
L = Maximum dimension of antenna in metres 
λ = Wavelength in metres 

3.4.2.3. Analysis and Simulation 

1. Free space measurements described in Clause 7.2.1.2 require laboratory 
inputs to establish equipment test parameters, settings and modes of operation. 
Vulnerability analysis requires the combined inputs of laboratory and free space 
tests. Free space test information along with the information required for vulnerability 
analysis is shown in columns B and C of Table 508/1-I. Analyses and simulations are 
based primarily on the system’s operational characteristics with: 

 a. Measured data on the electromagnetic energy response 

 b. Tactical scenario 

 c. Tactical electromagnetic environment 

2. A system is termed vulnerable only if energy encountered during missions will 
cause susceptibility sufficient to cause failure as described in Clause 8.2. Otherwise, 
the system is not vulnerable, although it may respond adversely to many 
combinations of electromagnetic energy. Mathematical simulations are normally 
required as a portion of vulnerability analysis. These simulations are particularly 
important when a system responds to electromagnetic energy, but does not 
completely malfunction. Properly designed simulations can establish signal levels 
required to degrade system performance beyond a tolerable limit. They can also 
provide initial test inputs and rapid analysis capability for laboratory testing. 
Simulation results available during a test program should reduce total test time and 
cost. 

3.4.2.4. Platform Measurements or Tests 

Systems that require a platform interface for target acquisition shall include interface 
vulnerability test and analysis. 

3.4.2.5. Field or Flight Tests 

1. Operational testing may include field or flight-testing. Such tests validate 
laboratory and free space test results and computer simulations. Field-testing falls 
into two categories: 

 a. Captive flights 

 b. Live firings 
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current / power calibration curve used for HERO tests is not suitable due to the time 
response of the instrumentation) Pin to case instrumentation is not well developed in 
many Nations but the principle is to measure the voltage developed between the EID 
pins and the case. This can then be compared to the breakdown threshold which can 
be determined by experiment or some Nations use a generic worst case value of 500 
V or 1 kV. 
 
10. When an EID is replaced within a munition and is not a like for like, 
requirement para 1 will re-apply. 
 

3.2.1. TEST EQUIPMENT 
1. Figures 508/2-1 and 508/2-2 provide representations of the ESD test system 
configurations for use in conducting the tests proposed in this leaflet. Figure 508/2-1 
represents the test circuit configuration to be used to represent the threat associated 
with personnel handling. Figure 508/2-2 represents the test circuit configuration to be 
used to represent the threat associated with external helicopter transport or 
deployment. The circuit parameters to be used in testing to represent the threat 
associated with personnel handling or external helicopter transport or deployment are 
defined in Ref [1].  
2. Verify the energy delivery capability (stored energy and output impedance) of 
the ESD generator, and record them prior to and after testing is conducted. A 
touching electrode should normally be used for calibration tests and it shall be 
considered as part of the discharge circuit. 
a. Ensure the energy delivered to the calibration test loads for personnel-generated 

ESD is in the correct ratio of load to source impedance (±10%) with respect to the 
energy stored on the storage capacitor. 

b. Ensure the energy delivered to the calibration test load for helicopter-generated 
ESD is between 80 % and 100% of the energy stored on the storage capacitor for 

 
3. Commercial ESD simulators with the ability to create the ESD environments 
defined in Ref [1] may be used to create the specified ESD environments, or, if such 
a simulator is not available, the following equipment may be used: 
a. A power supply with both positive and negative test voltages with respect to 

ground. A switch that prevents the power supply providing additional charge 
during the discharge of the storage capacitor. This may be achieved by either 
isolating the power supply from the storage capacitor or by connecting both the 
power supply and the storage capacitor to the reference ground. 

b. A storage capacitor chosen to minimize inductance and leakage. 
c. A non-inductive series resistance with as low a capacitance (in parallel) as 

possible. For the helicopter-generated ESD test, the maximum 1Ω series 


